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flag.exe , binwalk 4 HT KA M Nzip%dE, foremost 7rB5HK

root@mochu7-pc: /mnt/c/Users/Administrator/Downloads# binwalk flag.exe

DECIMAL HEXADECIMAL DESCRIPTION

2] exe Microsoft executable, portable (PE)

5228608 OxTFA38 CRC32 polynomial table, little endian

525799 ©x885E7 Copyright string: "Copyright 1995-1998 Jean-loup Gailly "

527011 Ox80AA3 Copyright string: "Copyright 1995-1998 Mark Adler "

628392 0x97768 Copyright string: "copyright violation: edited ICC profile ignored!

687804 OxATEBC XML document, version: "1.8"

692271 OxA902F Zip archive data, encrypted least v2.0 to extract, compresseéd size: 779, uncompressed size: 1206, name: Flag.txt

6930888 OxA93608 Zip archive data, encrypted least v2.0 to extract, compréssed size: 13787, uncompressed size: 249856, name: Misc So easy.mdb
706921 OxAC969 Zip archive data, encrypted least .8 to extract, compressed size: 25, uncompressed size: 13, name: Can you guess flag.txt
707354 OxACB1A Zip archive data, encrypted least .8 to extracty compressed size: 779, uncompressed size: 1286, name: Flag.txt

708171 ©xACEUB Zip archive data, encrypted least .8 to extra€t, compressed size: 13787, uncompressed size: 249856, name: Misc So easy.mdb
722004 exBeusy Zip archive data, encrypted least .8 to extract, compressed : 25, uncompressed size: 13, name: Can you guess flag.txt

root@mochu7-pc:/mnt/c/Users/Administrator/Downloads# foremost flag
Processing: flag.exe
| foundat=Flag.txte)
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foundat=Can you guess flag.txte
#4YD; ¢ .NOF4or/ 4q; $YOWGPKOO?
foundat=Flag.txts)
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0" § 20’ 2Vesslesq6!)0su*@sl {eDee{[RONIg"sele~e60HIAESL4000B{sC<s0060lKkeIos®  *=nOsedess
Fo 5.
foundat=Can you guess flag.txte
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root@mochu7-pc:/mnt/c/Users/Administrator/Downloads# tree output/
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080001381.zip
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[El can you guess flag.ba* 25 13 SrdsmE aacd4d61  2020/12/14 3:.02:12 Store ZipCrypto
5] Flag.b* 779 1,206 TS 6616723 2020/12/14 3:04:42 Deflate ZipCrypto
H Misc 5o easy.mdb* 13,787 249,856 MDB 304 cd3ccb®2  2020/12/14 3:00:03 Deflate ZipCrypto
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£2 snakezip E=rid - EEEF FEr = BEIFUATEAE(CRC) B AR
snake
|:] data*® 1,722 40,000 13eca232  2020/12/17 4:33:07
[&] datajpg* 48,072 51,542 PG X#f d5523efe  2020/12/17 4:35:24
|j process® 317 708 ddb02a8c 2020/12/17 4:39:07
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data_jpg (
def file encode():

with ( ) as handle:

i=1

while True:
bytedata handle.read(1)
if(bytedata b'"):

exit()

process_data data_encode(bytedata)
data_write(process_data)

i=1i+1

def data_encode(bytedata):
data .from_bytes(bytedata, byteorder
if (data 2 9):
data (data 1) 128
else:
data (CELE 1) 128
data ([data])

return data

data_write(process_data):
data_jpg.write(process_data)

if _ _name__
file_encode()
data_jpg.close()

BT FE P W LAB A data. jpg /& process.py AbFE snake.jpg HEINI, W45 LA

) as flag:
( 5 ) as f:
for i in f.read():
if (i % 2 09):
i (i +1)
else:
i (i -1)
i ([i])
flag.write(i)
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Steghide KMABRE key.txt , TLHEG

root@mochu7-pc:/mnt/c/Users/Administrator/Desktop/#T & X 4 3= (FTE= 5 3= /snake# steghide info shake.jpg
"snake. jpg":
format: jpeg
capacity: 1.8 KB
Try to get information about embedded data ? (y/n) ¥y
Enter passphrase:
embedded file "key.txt":
size: 15.8 Byte
encrypted: rijndael-128, cbc
compressed: yes
root@mochu7-pe: /mnt/c/Users/Administrator/Desktop/H & 2 4 3 /#T B W 44 3= /snake# steghide extract -sf snake.jpg
Enter passphrase:
wrote extracted data to "key.txt".
root@mochu7-pc: /mnt/c/Users/Administrator/Desktop/ 3T B {4 3= /FHE 443 /snake# 1s
data data.jpg key.txt proces.py reconvert.py snake.jpg
root@mochu7-pc: /mnt/c/Users/Administrator/Desktop/& B = /FHE W {3 /snake# cat key.txt
key: |VivaLaVidalroot@mochu7-pc:/mnt/c/Users/Administrator/Desktop/ i} 2 3 {43 /snake#
root@mochu7-pc: fmnt/c/Users/AdmlnlstratorfDesktop/$ﬁﬂi‘T¢$:t/$ﬁﬂ217¥$ /snake# htt sdn.ne

key: VivalaVida

FIE T & Serpent IN%, WHEIET key , A data MIZELRME G NEIE, BEMEE

Input type: File B
File: C:\fakepath'data

Function: SERPENT i
Mode: ECB (electronic codebook) "
Eﬁ:fh} Vival aVida

® plaintext O

(> S

[ 1100%
File was uploaded.

Decrypted text:

Displayed output of your task is restricted to the first 16 kB of data. You can get the full result using the Download as & binary

file link;
Qo000 G A S N o Y AN Y I SN SN I ST VN o WOW W W W W W W W W W W W W W W
ooooo1o G A S N o Y AN Y I SN SN I ST VN o WOW W W W W W W W W W W W W W W
Qooo00z0 G A S N o Y AN Y I SN SN I ST VN o WOW W W W W W W W W W W W W W W
Qoo000E0 G A S N o Y AN Y I SN SN I ST VN o WOW W W W W W W W W W W W W W W
Qooo0040 G A S N o Y AN Y I SN SN I ST VN o WOW W W W W W W W W W W W W W W
Q0000050 G A S N o Y AN Y I SN SN I ST VN o WOW W W W W W W W W W W W W W W
Qooo0oE0 G A S N o Y AN Y I SN SN I ST VN o WOW W W W W W W W W W W W W W W
Q00000 7o G A S N o Y AN Y I SN SN I ST VN o WOW W W W W W W W W W W W W W W
0000E0 G A S N o Y AN Y I SN SN I ST VN o WOW W W W W W W W W W W W W W W
o 0 G A S N o Y AN Y I SN SN I ST VN o WOW W W W W W W W W W W W W W W
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http://serpent.online-domain-tools.com/

1WA WA AT W WA WA AT W WA AT WA AT AT W W WA W W W W WIW W W I WWIWWIWW WWWIWWIW WWIWWWWIW
TWAT AT WATAT AT AT AT ATAT AT W WA AT W AT AT W W WA W W W W WW W W W WWIWWIWW WWWWW W WWIWWWWW
W WWIWWIWW W WWWWIWW W WWWWIW WWIWWIWW W WWIWWIWW W WWWW W WWIWWIWW W WWIWWIWW WWWWW W WWIWWWWW
AP AW ATAP AT AT WA ATATATAT WA AT AT WA AT AT WA WA ATA W W WA WA W WA W WW WA WW WWWWWW WWINWWW W
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W WA WA AT WA WA AT AT WA AT AT WA WA AT AT AT AT AT AT AT WA AT WA AT\ WA AT AT AT AT AT AT AT AT WTATATAP AT AT WIATATAP AT AT WIATATATATAT WA AT ATAT WA AT ATAT WA WA AT W WA AT W WA W W WA W WW W W WWINW W
WWWWWWWWIWWWWWWWWWWWWWWWWWWWIWWWIWWWWWWWIWWWWWWIW WWIWW W W WWIWW W WWWWWIW WWIWWWWIW WWIW W W WW W W WA WA WA W W WA W W WA A W WA W W W WA AW W WW AW W WIWIWWIWW N WWIWWIWW WWWIWWIN WWIWWWWIWN
WWWWWWWWIWWWWWWWWWWWWWWWWIWWWIWWWIWWWWWWWIWWWWWIWIW WIWIWWIWW W WIWIWWWW W WIWWWIW WIWIWWWWIW WIW WA W WIW W W WIW W W WA W W WA AT W W WA WA WA W W WA AW W W W W WA W I WIWIWWIWW W WWIWW I WWIWWWWIN
WWWWWWWWIWWWWWWWWWWWWWWWWWWWIWWWWWWWWWWWWWWWWIN WWIWWWW W WW WA W WWWWIW WA W WA W WA WA WA WA AT W WA WATAT AT W W WA W WA W W WA WWW W W WWIWWIWW W WWIWWIWW WWWIWW W WWIWWWWW
WWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWIWWWIWWWW W WWIWWWW W WWWWIW WWIWWWWIWWWIWWWW W WWWWIW WIWWWWWIN WIWIWWWW W WWWWIWW W WWWW W WIWIWWIWW W WWIWWIWW W WWWW W WWIWWIWW W WWIWWIWW WWWWW W WWIWWWWW
W WA WA AT WA WA AT AT WA AT AT WA WA AT AT AT AT AT AT AT WA AT WA AT\ WA AT AT AT AT AT AT AT AT WTATATAP AT AT WIATATAP AT AT WIATATATATAT WA AT ATAT WA AT ATAT WA WA AT W WA AT W WA W W WA W WW W W WWINW W
WWWWWWWWIWWWWWWWWWWWWWWWWWWWIWWWIWWWWWWWIWWWWWWIW WWIWW W W WWIWW W WWWWWIW WWIWWWWIW WWIW W W WW W W WA WA WA W W WA W W WA A W WA W W W WA AW W WW AW W WIWIWWIWW N WWIWWIWW WWWIWWIN WWIWWWWIWN
WWWWWWWWIWWWWWWWWWWWWWWWWIWWWIWWWIWWWWWWWIWWWWWIWIW WIWIWWIWW W WIWIWWWW W WIWWWIW WIWIWWWWIW WIW WA W WIW W W WIW W W WA W W WA AT W W WA WA WA W W WA AW W W W W WA W I WIWIWWIWW W WWIWW I WWIWWWWIN
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wwwwwwwwwwwwb bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbuwwwwwbbbbbbbbbbbbwwwwwwwwvmwwwwwwwwwbbbbbbbbbbbbbbbbbbwwwwwiwbbbbbbbbbbbbbbbbbbbbbbbbwwwwiwwbbbbbbbbb
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wbbbbbbbbbbbbwwwwWwWwwwiwwwwWwwwwiwb bbbbbbbbbbbbbbbbbwwwwwwbbbbbbbbbbbbbbbbbbbbbbbbuwwwwwwbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb bwWwwwwWW WwWWAWWWNWWWWWWWWWWWW
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbuwwwwiwwbbbbbbbbbbbbuwwwwwwwwwwwwwwwwwwbbbbbbbbbbbbbbbbbbwwwwwwbbbbbbbbbbbbbbbbbbbbbbbbwwwwwwbbbbbbbbbbbbbbbbbbbbb
bbbbbbbbbbbbbbbbbbbbbwwwwwwwwvimwwwwwmwwwwwwwwwwiwbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbwwwwwwbbbbbbbbbbbbwwwwwwwwwwwwwwwwiwwbbbbbbbbbbbbbbbbbbwwwwwiwbbbb
bbbbbbbbbbbbbbbbbbbbwwwuwwbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbumwwwwwwwwwwwwwwwwiwwwwwwwwwbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbwuwwwwwbbbbbbbbbbb
bwwwwwwwwwwwwwwwwiwwb bbbbbbbbbbb bbbbbbwwwiwwwbbbbbbbbbbbbbbbbbbbbbbbbuwwwwiwbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb bwwwuwwwwwwwwwwwwwwwwwwwwwwwb bbb b bwwwuwww
WWWWWWWIWWWWWWWIWWWWWWWIWWWD bbb bbwwwwwwb b bbbbbb bbbbbb b b bbwwwwwwwwwwwivbbbbbbbbbbbbbbbbbbbbbb b bbbbb b bWWWnWwWWWWWWWWWWWWWWWWWWWWD b b b b bW WA WWWAWWW W W WWWWWWW
wwwhbbb b bbwwwwwwwmwww W WWWD b b b b bW WWWWWWWWWWWWwWW b bbb b bwwwivvwb bbbbb bbb bbb bbb bbbwwwwwwwwwwwwb bbbbbbbbbbbbbbbbbbbbbbbbbb bbbuwmwwwwwwmww
WWWWWWWWWWWWWWD b b b b DWWWWWWWIWWWWWWIWWWWWWWWWWWWWWWWW D D DD D DWWWWWWWWWWWWWWWWIWWWWWWWWivW D D DB D b WWwWwWWWWWWWWWWWWWIWWWWWwWiuwWwWwwwwb b b b bbuwmwwwwbbbbbbbbbbbbbbbbbbwwwww
wwwwwwwbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbwwwwwwwwwwwiwwwwwwwwwwwwwb b b bb buwwwwwwwwwwwwwwwwwiwwwwwwwwwwwwb bbb b buwwwwwwwwwwwwwwiwwwwwwwwwwwwb bbb b bwwwwwwwwwwwwwwwwww
wWwwwwwwwwwwwb bbbbbwwwwwwb bbbbbbbbbbbbb bbb buwwwwwwiwwwwwwbbbbbbbbbbbbbbbbbbbbbbbbbbbbb bwwuwwwwwwwwwwwwwwwwwwwwww b bb bbb wwwwwwwwwwwwwwwwwwwwwwwwwwwwwwb b bbb buww
WIWWWWWWIWWWWWWWWWIWWWWWIWWED D b b b bW WWWWWWIWWWWWWWWWIWWWWWWWIWWWWWWB bbb b bwwinwwwbbbbbbbbbb bbb bbb b b wwwwwwwwwwwwb bbbbbbb bbbbbbbbbbbbbbb bbb bbb bW WwWWwWWWWWWWWWWWWWWWW
wwb bbb b bwwww W WWWWHWWWWWWIWWWWWWWWD b b b b b Wi wwwwwww b b b b b b wwwwivvs W wwwwwwwwwwwb b b bb buwwwwwb b b bbbbb b bbbbb bb b bwwwwwwwwwwwwbbbbb
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wWwwwwwwwwwwb b bbbbwwiwwwwbbbbbbbbbbbbbbb bbbwwwwwwbbbb bbwwwwiwwb bbb b bwwwwwwwwwwwiwbbbbbbbbbbbb bbbbbbwwwwwwb bbbbbb bbb bbwwwwiwwwwwwwwwwwwwwbbb bbbuwwwwwwbbbbbbwwww
wwbbbbbbbbbbbbbbbbbbwwwwwwbb bbb bwWWwWwWWWWWWWWWWWWWWWWWWWWWW b bbb b bwiwwwwwb bbbbbbbbbbbbbbbbbwwwwwwb b bbbbwwwwwwb b b bbbwwwwwwwwwwwiwbbbbbbbbbbbbbbbb bbwwwwwwbbbbb
bbbbbb bwwwwwwwwwwwwwwwwwib bbbbbwwwwwwb bbbbbwwwiwwwb bbbbbbbbbbbbbbbbbuwwwwwbbb b bbwwwwwwiwwwwwwwwwwwwwwwwwwwwbbb bbbwwwwwwbbbbbbbbbbbbbbbbbbwwuwwwwbbbb b bwwwwww
bbbbbbwwwwwwwwwwwiwbbbbbbbbbbbbbbbbbbuwwwwwwbbbbbbbbbbbbuvmmmmmmmwwwwwwmwwb bbb b bwwwwwwbbbbb bwwwwwwbbbbbbbbbbbb bbbbbbwwwwwwb b bbb bwwwwwwwwwwwuwmwwwwwwwwwwiwwwwb
bbbbbwwwwiwwbbbbbbbbbbbbbbbbbbuwwwwwbbbbbbwwwiwwwbbbbbbwwwwwwwwwwwwbbbbbbbbbbb bbbbbb bwwwwwwbbbbbb bbb bbbwwwwwwwwwwwwwwwwiwwb b bbb bwwwwwwbbbbbbuwwwwwiwbbbbbbbbbb
bbbbbb bbwwwwwwbbbb b bwwwwwwwwwwwwwwwwwwwwiwwwwwwb bbb b bwwwwwwbbbbb bbbbbbbbbbbbbwwwwwwbbbbbbwwwwwwb bbb bbwwwwwwwwwwiwwbbbbbbbbbbbbbbbbbbuwwwwwwbbbbbbbbbb bbwwuwww
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RIE AT LR X RA 45 1) — 3t B8 -

o RA wHl b BRFERF, it

* wXfM white, b XM black

o MFFF 200 x 200 = 40000 IE 5T, FRERTK —4EF5
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18 F Pythoné ix e 3y — 4k A5

import PIL
from PIL import Image

width=height=200
img = Image.new
i=0
char
W range(width
h range(hei
char[1i
img.putpixel([w,h 255,255,255

else:

img.putpixel([w,h 0, 0, 0

i i+1

img.save
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o

T TR EAELY,: https://yuanfux.github.io/zero-width-web/
2. Decode
st} S
1, MIZRLASIMR, RERRBEE— N AZHIERRR, BS520908,
2, MBAEGEHEORNER, BAEAE —ETHEE NSRS,
Ty NI AR, FERN/YMMIMHETT | /NBUI UGN, S5 VDt s, N 3, EsStE P ASOLIEE R SIS0,
2, BEASTEAELENEE, WBESAE—ETUASCHNSHEFRLHE, 4, BN, RENEES, HEEHEYS.
3, BB AT SNSRI, 5, IBAmA T, BIFTE,
4, EpeEIOEE, REBIEEE, siAGEHNEIE. 6, HERZHENE, JEisnnE!
5. BERTT, BIFTE
6, HERZMHAIE, REREHIAIE! Password: GiveTiGaGuang!
7, TEREZAER, MIOPEEAETSRMA!
8, HMEREETLTEARNNE, ERAMIIGEL. BRIIT—H, EAFEEAE, 224! -

BE| misc.zip ZM: GiveTiGaGuang!

i . jpg X EMINT youcanalso.zip KIZE#L{E B

file.zip ISR B B & ZiB R BIX L 1 BOUFICRCE B N &

£ filezip R - EEEA i =i ENAERCRC) BREH
Password .
Hpassword'l.bd* 15 3 THT i 14433530 2020/12/13 13:57:41
| password2.txt* 15 3 THT & af251007 2020/12/13 13:58:04
I:{passwordlbd* 15 3 THT 3oE d554e7b6  2020/12/13 13:58:18
I.__W passwordd.bdt™ 15 3 TXT 3% Oebb3156 2020/12/13 13:58:32
& passwords.ut™ 15 3 TXT bb474d49  2020/12/13 13:58:48
[ password6.bx* 15 3 TXT i 2cbBa39b  2020/12/13 13:5%:02
I.__Y password7.bed* 15 3 THT i 75fe76f0  2020/12/13 13:5%:26

B HAIT


https://yuanfux.github.io/zero-width-web/

import binascii

import string

def crack _crc():

print( )

crc_list [0x14433530, 0xaf251007, 0xd554e7b6, Oxebb3156, Oxbb474d49, Ox2cb8a39b, ©x75fe7610]

comment

chars string.printable

for crc_value in crc_list:

for charl in chars:
for char2 in chars:
for char3 in chars:

res_char charl char2 char3
char_crc binascii.crc32(res_char.encode())
calc_crc char_crc oxffffff

if calc_crc crc_value:

print( . (crc_value),res _char))

comment res_char
print(
print( . (comment))

if _ _name__

crack_crc()



import binascii
rt string

crc_list
comment = °°
chars = string.printable
for crc_value in crc_list:
for charl in chars:
for char2 in chars:
for char3 in chars:
res_char = charl + char2 + char3
char_crc = binascii.crc32(res_char.encode())
calc_crc = char_crc & @xffHfffff
if calc_crc == crc_value:
print(‘[+] {}: {} .format(hex(crc_value),res char))
comment += res_char
CRC Crack Completed
rint('Result: {}'.format(comment))

OUTPUT  TERMINZ

[Running] D:/Python/Python3/python.exe "c:\Users\Administrator\Desktop\FiE {3k \tiga\misc\code. py”
Start Crack CRC
@x14433538: T&h
Bxaf251087: gk
@xd554e7b6: L™
@xebb3156: rma
8xbb474d49: c!V
8x2cb8a39b: K$x
Bx75fe76f8: Et~
Crack Completed
Result: T&hgHWLe"rmgc!VK$xEt~

hitps://blog.csdn.net/mochu 7777777

B3 file.zip HEM: T&hg%WLO rm@c ! VK$XEt~




fEEA3 5] youcanalso. zip RIBZATHIBEINE R, (EHARCHPRIEM MM+ H 37

A

THEF &SR EEIH)
o - e P e} A \ -
M . ei-?& z.‘a i_‘} J:( 9

21k A #Eh

ANER ZIPRAR/ACE/ARD B1it% e
|| C:\Users\Administrator \Desktop ErER 37 {4 | %

EE KE =R Y Guien AR =%
EHTEERE
HERSHTZA-2) :
HE ST E-2) fﬁ
FE#=2(0-9) HRT:
HEEHEee..)

=t
R R TENZ 7
HEED

\fileyoucanalso. zip "B F -

2020/12/17 0:33:23 - FI5ER B, ..

2020/12/17 0:40:22 - 4 2pETHiEE!

2020/12/17 0:40:22 - ' 2001701725 Ei2- Mo —raa0%

2001701725 EIERE: 34,405,914 p/s
58s il :AE: 3m 525

100%:
ARCHPR version 4.54 () 1997-2012 ElcomSoft Co. Ltd.

53 %: 2001701725

#5153 flag.zip F youcanalso.zip

© flagzip - Bandizip 6.27
MR REE) =ZH)

ZIP

flag.zip

X BLAR B B W] DAHEAT B SO

painl(e)

=t
[&f flag.be
|&| youcanalso.jpg*

£
IEF SR EEIH)
o i Y = =
LY i Ji%& Hi% {3} J:V' ,ﬂ 4:"'
2Lk i #EHD =T
HNZERY ZIP/RAR JACE/AR] 37 {4 Thig el
|S{f#;‘?;'-,tiga'-misc'-,ﬁle'-,‘,'chanalso'-,ﬂag.zip BR=T

mE ke = N gehier w0 28R
BRI

AR R 1E:

{3k \tiga\misc\file\youcanalso\youcanalso.zip | B - FH§T:

* =5 afddba11l ==5A S57c46234 =5A b2e14f5c

FEVFER THERIA R AR ZIP A5

%
3

Advanced Archive Password Recovery $5iH=8:

Si0%

2,001,701,721

St

58s 184ms

PHEREOS A 34,402,958

pESRg === (W 2001701725

+ssbiO < 32303031373031373235

MEN)  #EIH)

b 1877 V WwE

Advanced Archive Password Recovery $5iHER:

SO nfa
S ] 3s 633ms
PIEE(OS A n/a
RO S 1amT1G@
+-r O % 3161 6d 54 3147 40
7% K-8 v WwE




HEED
2020/12/17 0:45:08 - BAT ErE S S &

2020/12/17 0:45:17 - JIFEEFAE ETIEE!
20201217 0:45:17 - & 2T E!

2020/12/17 0:45:17 - "1amT1GE 2123 HA—-Ha0s hd
YHEOs: nfa TR nfa
SEEdE: o 8 CIERIET 49d 17h 2m 47
HSZ mrh F T T EiiHEOSEE 9 T5S)

0%
ARCHPR. version 4.54 (c) 1997-2012 ElcomSoft Co. Ltd. |t g.C 1 mochu

B3 flag.zip #HY: 1amT16@ /33 flag.txt , ITFRBIBEMELMERAER zip KT 7T REIE

F94b93B4BaBBBBB99999874ee249BBBBBBBBBBBBBBBBBBBQBQQQQ9886666646f6356726?76732?564b6364140000000800874&e24026b4d544550100007162666616666666646f6350?26f707
32f6170702e786d6c9d91516182301485df97ec3T10deal®5c53953300ee7d3b2998813d134e502cdad6ddaéat4dfar8c45d9ebdeee39373dfd728f595ebad63b83365c8ad48f42ec7b20982¢c
b9a8537f5f6c82b9ef194b45495b292@f5af6@fc65T6T848b65a2ad@9683F15c8430a9df58ab160819d640474de8d6c26d2aa93b6a9dd4359255¢c¢519ac253b75202c8a319e21b85810259481b
aB5fa43e2e26cfflb5a4ad6f399cfe2aalc70460ae8544b2d64ef3d4e1b96d27604dd5chb2a535982¢c226818c841ead26498a0612079433565d6dda937478abc71el15e3a73185c92a6b5a6aaf9
31478a14d2d2b6e@1df4ffdc@5d931das2ee70b38ab60688balb7dfa97d9ab42ae7bf8dffd5f73c476e8b6d929caB6aB3be5¢c8272ba55acea8757d6787edcefbf8e9e41845a12b3f8c701ccf8
f9be875123fbde4413c7bce83e92429835594c4014ef2648ae718c7f98aa0711271a5ee809d34b7d7fe1863e98e7aab36Fb86564b8364140000000800874ee240d7678e9c5d0100806d0200680
11000000646163507261707321636772652e786d6c8d92bd4ec33014467724de21F29e384905b456928a1175a21212452036cbbe6d2d62c7b20d6d374656360620051878021ea75d790592340
d45303046dfb9e77eb693f4e732f7eec@5851a8144541883c50ace0424d5274311af85de4594715a779a12@450bbea89fedee244¢c13561838338506e30458a134294b984ed1d4394d30b66Cc0a
92daaB2454198e08b23a92b3fcdo46bcabee884701c86Tb5882a39¢c3a8a2balaf5b236a949chb54a7d6bf25ac@19861c242867711444F89b7560a4fd73a04eb64829dc4297676aeabebb395b872
d3db7a208567b35930ebd435cafallbeladeSed747f585aaee8aBlcal2ceea’58419a00eb8570ac87add26bSec1c38cB6288bc338f4a3d88f3aa3f080445d1277af13bcal9at94ab87615263b
e45228619dalae3015da26d5b3e4d4bab1f9826301fc6891ad9ede57cf6fcb8797e5e3fde7c76b8271236d59d98cfdbféd8fecfSb6dabe®459bdebe70927d01504ba304140000060800874
24094bb4b97fc0000008001000013000000646T6358726170732637573746T6d2e786d6¢9d904d4bc430144517821F21649fe643aad39276bBedccc68582e3ec4blace@49aa42469b588Fdd
94d171eff2711f87732fdf7ee801ccd279654d016942209046d84e995301df0e7bb481c087d674ed608d2ce@223ddc96b737fcc5d951baalad8711617¢c@1cf218¢c39c65e9ca56e7d12631393d
e3add8678bal3b67daf846cac98b434013342eeb1987cb01a8d571cbcfBf239fc17d959b1daf9e36119a36ec97fe@0be875505d013F9bb4a6e9a94a488edb21a51422b94dd650F886c086115ab
f7d9e3eeBb82717d66109856c7eadfafcf11dbad2254931abaa374113d877¢c18df7d7825232943942671¢c38412c6361cff851cff3a941caf7297e9¢ca6f504b03040a0000000000874ee240000
©6000080000000800000005000000776T726421564b0364140000000808874e24022ee0bcaB800900006be50000RTOBLOLO776T72642f7374796c65732e786d6cbd5dcb72db3816dd4afd5fc83
8bab998523db71dbld5794aec48f71aaed94a76477a12112b2d021090d085a76be7e2ec@87688944844bde5ed9a2c8732eeee3100001cae3612169123¢73950b994dc3a3778761cBb348c6227
b9a868fefd707bf8641ae5916b344667clabef23cfcedd33ffff1717d9eebd784e701006419791a4dc3a5d6abf3c9248F963c65F93bb9e2197ch9902a651a3eaaa749cad4f7627518c974c5b4
988b44e8d7c9f1elel6958c1c86958a8echbc82384845a4642e17da5¢c722e170b11f1eadf7d85da87b7bcf2524645¢ca336d19278a276883ccf2a558e5355a8a4583262e6b906757239ed3a43e6
fbdefd95aaa78a564¢c4131¢c629226a511291359037374b203d438ee1d386e52367162a0e0f2a343fb5Fcb8ea34397c595dbcdd535659eec387644bb8ce2ad982babca30430218bbd3e8fcebs53
26159b279852eba393f013e4532ca34bbe6845a273f351ddabeab3f5c9feb99699ce83f539¢cb23211e20d10820158075F339cb4508df2ccd3f9ddf7096ebcfb960ed2fataab3ebca28d72dce2
f2216ele4d3c78935a5fedb980487b70c867482e49295550168b2c814343¢c3e859282731%e2bfd7b612a6617de@315b8a98Ffb9e4d963ce63a8beeacd194fc58d88636e2ab23af6f855e89a9
a@5ea6e1870fd5c15b197de7f14c03b14135@e4af2f8ea25e22b93d948Ffbbf9ad3e2145b84d690426c9@ed81bcas6T@f64cc78F99bb13e311eal64597266b42738das8768dbf2d2de1ae27838¢
4fbel1027c3217e190e713alce26c38c4atc3213e74420c4a6c91c5fca527e14600ee4ec31180bb937304e0ee941d01b83b914700eed4eef1180bb937204200e52180198a040b48c28cac3col2
14878125280d834b50180696a02¢c0c2¢41511858829236b00485616009caalecd8055felb691e9f16F478b297526356134712180671980db810F1181e97e7145e3170adcf2f65F751a3bcddee
a4477f73a2366fbdc9dee83645d9b51522017c1423c156a86df5d3df0416c3c7be6098cdf0216c74040c9a@b886T1Fd84d688a46F185573883c1c7e768550e214b22321e64453aa7c815157b
2203e7596c758bd03935058d343695¢c60abd34636d41516d298339adf1b3534b16b8446c9042dc8a9ce@56645083214592702af06T4475642d27e8bb5a5c82¢ceabc53d193fe92¢c2e417d5e29
69941314468c35379bbb29ecae9153c95efcbe221f37d@54fe5fb@adecaf7157cb7efb73a8b43665¢c1F844e081a311789348F12c657839978cal8f4ef86d85c4eel56b3ecc13d53ec49b1d532
30f3fee35bfc45c6afc103c938ab81261b285a15bboBbT88ac18e2f29ef9fe37f0644a50dbaf3165F3b605546adeb4aBs5befe6f5bbee603466baec37fd63eallf56656cc358dedcc585294930
ee3d7f8253cfd1al1f7553bed7424137956ab6a79b87a2dcbe993925934824dabf690741b778034ed063d8809731a6T6Td8e87453b12781a4¢c7433bb795d71053313dfc72Fb46b992472cd6337
c5982aa795ece9fd8cc87295ae962c17f9f88ebbac56b164776c353efa7d022b3488b2e8eaf@967f24c118ddc49e3e4b3535FFaf3ffofcdfe3fbe6ebelee36f80cb337d96b4a854e350836b6db
1014b7cal25ac60477610b0d830191c1649c249837b604bTT3d7b964bBba69T499750b7F0F13a276e58Te654143396ae28868ad6Te0718fF35cc86524c485b82319812e62147a7ff319adc5e
be143cfa420feadab79e06e4c5fc2flellOcafade9a09726b8144fe@dfe@13f4dbdee@1374794afc8b84c1dad892250a6T09c83c54b780dc450463e0ca4532916a512474597a5133de45al66a
08b834c8a34cb499d6409287d6409¢c85d4499a9b60584b3356529Fc4789982ec2169d2cbc169d2cb6169d2cb0169d36aaB42baa5a3943bBbBaa854ebobeaadsb7b3acddcbb50775b85ae864F9
6e6d27cb778b4e96ef169d2cdf2d3a59be5b74b27cb7e864F9fefe32e08bB5F4F709efe32d0eb2dc6+719855887936c2d315ecF451afIda3bbll14e22ael4f8ca2e1682940F74a2e L EHEIBEEE

BFEVWMB R zip XM, WAWT:

import struct

g (
lines a.read()

res [lines[i:i+2] for i in (o, (lines),2)]

with ( ) as f:

for i in res:

s struct.pack( 5 (i,16))
f.write(s)

8% data.zip KIR doc LN Z

£R flagzip = - i =i Eeroh #3 B MAELE(CRC) EHHEE
_rels _rels 253 737 2012/7/2 9:52:14
customXml custom¥ml 566 881 2012/7/2 9:52:14
docProps docProps 951 1,630 2012/7/2 9:52:14
word word 11,362 54,089 2012/7/2 9:52:14
2| [Content_Types]xml 363 1,432 XML daffbbdd  2012/7/2 9:52:14

BREEN1E 3] data.docx , FTFFRINAZE basess HiE



EE: FEWARRENT, TEITERBTEEIEIA AR

"

AR ST

ey

HIXA basess BUEM T — T RIRZ: base16/32/64/85 BE b5 i i
X BT DU 5 AR A 85 1R 5 base 16/32/64/853E 1T B A RS, WARIUF L, FARXBERENMDREAZ, BH151K

PS: ZARRBEERMIGREE — R, ALRECEW, TS R5 M 42333

AT HEFEFEF basecrack XA THEEMILHEMR: https:/github.com/mufeedvh/basecrack

python .\basecrack.py --magic

RIEMAmILESE, §Eag


https://github.com/mufeedvh/basecrack

[-] Heuristic Found Encodin

¢ Found Encoding To Be:

[-] Heuristic Found Encodin

[-] Heuristic Found Encod

sdn.net/mochu’

flag{8fa3e8c4-0121-4f2a-a7f0-0a60032e3763}

Hack K



Challenge 0 Solves

MISC_Hack K
100

Instance Info
Remaining Time: 32325

http://www.bmzclub.cn:20351

Destroy this instance

Renew this instance

Flag Submit

TR St R Y PR T e e ik

flag 5 KIFE L4 Flag. php REFH# (BIZER ), FFHBweb B, HFZRBEM -5



fat43 |http Sfwww. bmzelub. en: 20361 | & el s

32 10 {5 CPUELD # SEME) DIE: 1166 [] aspy: azz 200
- E [] AsP: 1854 PHE: 1067 WE= s
D H (3 BRI EEER D MOE: 419 D T5P: 631 D FEEEy
PEER: FHEER. AR 0 PHEERE: 04
I ik HTTENfERE
1 http: S fwww. bmzelub. en: 20361/ Flag. php *'——’ 200
bl http: /fwww. bmzelub. on: 20361 findex. himl 200

V7 Il B AT 45 Blflag

GIVE YOU FLAG:
Flag : flag{Zme12a9rgsk123S14RH})
2020 Copyrights - M -
HackBar [ | EditTh
~
Encryption ~  Encoding ~ SQL - XSS~  Ofher ~ Contribute now! HackBar v2
& Load URL ttp:iAwm.bmzclub ¢ 20351/flag.php
§ spiturL
E it
s [ Postdata [ Referer [] UserAgent [] Cookies Clear All v

BRI, MW DVER S MRS LKER T, TERTREAES—KEAFEFEEEX



binwalk 24T B A BN 89 £E

root@mochu7-pc:/mnt/c/Users/Administrator/Downloads# binwalk social.png

DECIMAL HEXADECIMAL DESCRIPTION

PNG image, 74 x 74, 8-bit/color RGBA, non-interlaced
Ox63A Z1lib compressed data, default compression
14823291 OxE22F7B COBALT boot rom data (Flat boot rom or fil€é system)

root@mochu?—pc:fmntfchserszdministratorfDownLoads#|

foremost E%%%, BR— N E4EE, AEW



ry

# 00000027 zip E= FEEREA [Caor i Sich BETIAER(CRC) HHER ERiE =T
v ER =E 30,548,764 36,274,098 2020/12/14 4:46:12
[ noa: Flagesirea = 933 1,717 d14f333a  2020/12/14 4:40:16 Deflate ZipCrypto

<

K iR, {(FEEETaghS?
EISHEE: 4.

EBANER X

BB,

HENER

[ RSkt

W YE B 45 B3R R 8 F ARCHPR 1885, B3| flag

A ARCHPR 4.54 - 20% N .

& .8 2 & % 0 @ 0

v Es
7 R EIE EEMG MR mm  xF g |OSOAmE X
HNEEGY ZIP RARJACE/ARD T Thihzeml Advanced Archive Password Recovery $RiHEE:
|C: \Wsers\Administrator \Downloads\output R ¢ SO 95,317
— SiHAiEl 9ms
GE £E =& Y gihiE AR =6 AR (<) 10,580,777
RATER s
WEASHT A -2 s || Resasalal flag 4
A BT HE-2) +7=iHIO % 66 6C 6167 i
HEH=0 -9) £HRT: ¢ N
Fﬁﬁﬁ%%%(lﬁ'“) ﬁﬂ: 7977 @ H’r%;r%--- V iﬁIE
=i e
FrEAFTEN=F AFE | | €8
#ESD
\00000027.2p 24T F = ~

2020/12/27 19:33:18 - JHGEEEE. .

2020/12/27 19:35:18 - (& 2T E!

2020/12/27 19:38:18 - 'flag’ B2 M HFHI—-FH0O% b
= mig flag I
2 FAE: . RlEETE:
O%4EE =4, St 456,978, S 4ME: 95,317

20%

13,616,714 pjs

|ARCHPR version 4.54 (c) 1997-2012 ElcomSoft Co. Ltd.

BB — MG R L 52 AL A5 Mpng B A

WEBlE » T » output > zip » 00000027

L

-\uﬁf{t
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