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THRERE, ERHBBGHETAR, K THFEUT UM ECEER:

ARP /DNS/ FTP / FTP-DATA/ ICMP / ICMPV6 / IGMPv3 / LLMNR / NBNS / SSDP / SSL / TCP / TLSv1.2 / UDP

[ trafficpcapng
MR REE BN B BERO SR e EEY) EEw TEM EEH)

imag® K R &= s=sBEaaam
[ERETIEE - Cul-f> T Ea | +
lo. Time Source Destination Prot;col Length Infe o
8571 78.359918 bc:28:10:ca:48:8c IntelCor 97:33:df ARP |?;;E;ET£ Who has 192.168.43.1592? Tell 192.168.43.1 L
8572 78.359974 IntelCor 97:33:df bc:28:10:ca:48:8¢ ARP 192.168.43.159 is at 68:07:15:97:33:df
8924 182.510611 bc:20:10:ca:48:8c IntelCor_97:33:df ARP 42 Who has 192.168.43.159? Tell 192.168.43.1
8925 102.510667 IntelCor_ 97:33:df bc:20:10:ca:48:8c ARP A2 192.168.43.159 is at 68:07:15:97:33:df
9253 130.371912 bc:28:10:ca:48:8c IntelCor 97:33:df ARP 42 Who has 192.168.43.159? Tell 192.168.43.1
9256 130.371936 IntelCor 97:33:df bc:28:10:ca:48:8¢ ARP 42 192.168.43.159 is at 68:07:15:97:33:df
17943 154.842916 bc:20:10:ca:48:8c IntelCor 97:33:df ARP 42 Who has 192.168.43.159? Tell 192.168.43.1
17944 154.842965 IntelCor_ 97:33:df bc:20:10:ca:48:8c ARP A2 192.168.43.159 is at 68:07:15:97:33:df
315 2.3843e0 248e:e8:f306:db7f:c.. 248e:5a: :6666 DNS 93 Standard query @x9fcf A gtl.baidu.com
316 2.384390 24Be:e8:f306:db7f:c.. 24Be:5a: : 6666 DNS 93 Standard query ©@x63e7 A gt2.baidu.com
317 2.384619 240e:eB8:306:db7f:c.. 24Be:5a: 160666 DNS 93 Standard query Bxblcl AAAA gt2.baidu.com
318 2.384743 24Be:e8:f306:db7f:c.. 248e:5a: :6b66 DNS 93 Standard query Bxc7d9 AAAA gtl.baidu.com
319 2.414875 248e:e8:f306:db7f:c.. 248e:5b: : 6666 DNS 93 Standard query ©@x63e7 A gt2.baidu.com
328 2.415862 24Be:e8:f306:db7f:c.. 248e:5b: : 6666 DNS 93 Standard query @xc7d9 AAAA gtl.baidu.com
321 2.415944 240e:eB:306:db7f:c.. 248e:5b: : 6666 DNS 93 Standard query @x9fcf A gtl.baidu.com
322 2.416823 240e:eB8:f306:db7f:c.. 248e:5b: 16666 DNS 93 Standard gquery Bxblcl AAAA gt2.baidu.com -

Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @

> Ethernet II, Src: IntelCor_97:33:df (68:07:15:97:33:df), Dst: bc:28:10:ca:48:8c (bc:20:10:ca:48:8¢)
» Internet Protocol Version 4, Src: 192.168.43.159, Dst: 144.76.59.84

> User Datagram Protocol, Src Port: 46327, Dst Port: 25983

bc 206 18 ca 48 8c 68 87 15 97 33 df 68 66 45 60 . ..H.h. ..3...E.
08 1c Bc ee 40 0@ 83 11 b2 fb c@ a8 2b 9f 98 4c [ +..L
3b 54 bd f7 65 2f 9@ @8 2d cf sTee/o. -,
@ 7 traffic 434 17953 - E2foRc 17953 (100.0%) - HNEELE: 0:0.748|| BIEUHF: Default
Ml Wireshark - MU ST - traffic - = |
5 [mte)]| mEv EEw IBM  =sH) -
@ el T ] AR S BFEESH ¥T B EndPackets End Bytes End Bits/s
= PV 4 Frame 100.0 17953 100.0 16633916 843k 0 ] ]
= T 4 Ethernet 100.0 17953 15 251342 12k 0O ] ]
| ‘—w\__/ 4 Internet Protocol Version 6 12 213 0.1 8520 432 0 o o
i AE 4 User Datagram Protocal L0 178 0.0 424 72 1 8 0
F = link-lacal Multicast Name Rescalition 0.0 2 0o a4 2 2 a4 2
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L SEEE Domain Name System 1.0 175 0.1 21194 1074 175 21194 1074
& o B=m Transmission Control Protocel 0.0 3 0.0 96 4 3 96 4
t B » Internet Control Message Protocol v6 0.2 32 0.0 1012 51 32 1012 51 L
T 4 Internet Protocol Version 4 98.7 17726 21 354540 17k ) o o
Fa DHCP (BOOTP) Statistics 4 User Datagram Protocol 07 123 0.0 1064 53 116 928 47
¢ ONC-RPC Programs Simple Service Discovery Protocol 0.1 12 0.0 2096 106 12 2096 106
I. J0West » NetBIOS Name Service 0.0 3 0.0 150 7 3 150 7
E. Link-local Multicast Name Resolution 0.0 2 0.0 44 2 2 44 2
B ANCP e "
0 4 |Transmission Control Protocol 17585 15991818 811 k 15468 13840202 701k
5 3
N s 4 Secure Sackets Layer 119 2136 240 15642468 793 k 1920 15135530 767 k
L Collectd 4 _Hypertext Transfer Protacol 0.4 64 41.5 6903889 350k 32 43778 2220
_ DNS Media Type 01 11 412 6849528 347k 11 6830035 347 k
, =EE Line-based text data 0.0 3 0.0 73 3 3 73 3
_ HART-IP JavaScript Object Notation 0.0 2 0.0 768 38 2 768 38
= HPEEEDS Compuserve GIF 01 16 0.0 680 34 16 680 34
4 - , Malformed Packet 0.0 4 0.0 0 o 4 o o
58 FTP Data — 0.2 28 0.2 29435 1492 28 29435 1492
1 HTTP2 File Transfer Protacol (FTP) 04 30 0.0 2069 104 80 2069 104
27 Sametime Data ~ ——— 01 21 0.0 2819 142 21 2819 142
1 TCP EEE » Internet Group Management Protacol 0.0 5 00 80 a 5 80 4
| UDP £1E5 Internet Control Message Protocol 0.0 3 0.0 52 2 3 52 2
¥ Address Resolution Protocol 01 14 0.0 392 19 14 392 19
IPv4 Statistics 4 |
. FTEFIEE.
IPvE Statistics 4 |
[ clese |[ 80 ][ mw |

(ZREAUALERAERMAFTPEE )G, BXfEdKEHTONES, Warblctr+F HiR [FRFH ] K@ Fctl+F HikX
frflageiZflagh [+75ith]] 6666167 HEAT PR R, T E#H AR flagxk T 7515

THEF) REE WEN  BEG) BRI o) SiHe)  BiEY) BEW) TR EEhH)
A e NERE lﬁb%?ﬁ!&;@.@.@lﬂ
NERASTIEE — cull> T ¥4 0 -] #iss + EAES

.
B ~ | O Ba#E FHE v | flag
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Source Destiffation Protocsl Length Infe

2 08.52211A 180.97.36.16 192.168.43.159 TLSv1.2 85 Enchypted Alert

4 8.522275 192.168.43.159 1806.97.36.16 TCP 54 58128 » 443 [ACK] Seq=1 Ack=33 Win=208955 Len=@
5 0. 1

12 8.915074 192.164,43.159 186.97.33.187 TCP 1454 58066 + 443\ [ACK] Seq=1 Ack=1 Win=208952 Len=1468 [TCP segment of a reassemb..

13 @.915@98 192.168 3.159 186.97.33.187 TLSv1.2 816 Application Pata

14 @.946456 180.97.36\16 192.168.43.159 TCP 54 443 -+ 58128 MACK] Seq=33 Ack=2 Win=772 Len=0 -
L

Ly
> Frame 1: 42 bytes on wire (336 Bjts), 42 bytes captured (336 bits) on interface @
> Ethernet II, Src: IntelCor 97:33:§f (68:07:15:97:33:df), Dst: bc:20:18:ca:48:8¢c (bc:2@:10:c
r Internet Protocol Version 4, Src: 2.168.43.159, Dst: 144.76.59.84

> User Datagram Protocol, Src Port: 48327, Dst Port: 25983

SRS REFINFORREREIE T
SHEFTR EEFHARNES B EEE
EVERSEFTR

0000 bc 20 18 ca 48 Bc 68 @7 15 97 33 df @8 e 45 60 . ..H.h. L.3L0L0LE. / |
0El0 @@ lc @c ee 40 @@ @3 11 b2 fb <@ a8 2b 9f 90 4c N T s
0026 3b 54 bd £7 65 2f 00 88 2d cf ;T..efo. -
|
@ 7 watfic || 534A: t7es3 - SRR 17953 00.0%) - ANEEIEL 0w05T2|| EEWE Defali "

SR |EE BN BEG) BRO SRR HiHS) BEY) ZEw) IRM #EHH)

A0 @ UERE Res=F 2= DQQAQH

(N ERETifESE ~ Cul-/> £ -] #iEdt + EAREES
(pE=Em -] [BE A RSHAIE  [ZEm v Ha [ =6 | 2 |

Ko. Time Source Destination Protecol Length Info o

E 7482 17.381176 180.97.34.136 192.168.43.159 TCP 1454 443 » 58146 [ACK] Seq=6298395 Ack=1871 Win=18176 Len=1488 [TCP segment of a..

! 74683 17.381176 180.97.34.136 192.168.43.159 TCP 1454 443 -+ 58146 [ACK] Seq=6299795 Ack=1871 Win=18176 Len=1488 [TCP segment of a..

! 7404 17.381177 180.97.34.136 192.168.43.159 TCP 1454 443 - 58146 [ACK] Seq=6381195 Ack=1871 Win=18176 Len=1408 [TCP segment of a..

! 7405 17.381177 180.97.34.136 192.168.43.159 TCP 1454 443 - 58146 [ACK] Seq=6382595 Ack=1871 Win=18176 Len=1480 [TCP segment of a..

! 7406 17.381177 180.97.34.136 192.168.43.159 TCP 1454 443 - 58146 [ACK] Seq=6383995 Ack=1871 Win=18176 Len=1400 [TCP segment of a..

E 7407 17.381177 180.97.34.136 192.168.43.158 TCP 1454 443 » 58146 [ACK] Seq=6385395 Ack=1871 Win=18176 Len=140@ [TCP segment of a.. _D
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7409 17.381242 192.168.43.159 1806.97.34.136

7418 17.381399 192.168.43.159 186.97.34.136 TCP
7411 17.381482 192.168.43.159 180.97.34.136 TCP
7412 17.381527 192.168.43.159 180.97.34.136 TCP
7413 17.381593 192.168.43.159 180.97.34.136 TCP
7414 17.441227 182.254.217.142 192.168.43.159 FTP
7415 17.441586 192.168.43.159 182.254.217.142 FTP

e m gy

443 [ACK] Seq=1871 Ack=6294419 Win=5364488 Len=8
443 [ACK] Seq=1871 Ack=6297891 Win=5364488 Len=8
443 [ACK] Seq=1871 Ack=6381363 Win=5364480 Len=@
443 [ACK] Seq=1871 Ack=6384835 Win=5364480 Len=@
Seq=1871 Ack=6387999 Win=5364480 Len=0

54 58146 +
54 58146 +
54 58146 -
54 58146 -
54 58146 - 443 [ACK]

106 Response: 227 Entering Passive Mode (182,254,217,142,47,56).
65 Request: RETR flag

 Frame 7415: 65 bytes on wire (528 bits), 65 bytes captured (528 bits) on interface ©
» Ethernet II, Src: IntelCor_97:33:df (68:07:15:97:33:df), Dst: bc:28:10:ca:48:8c (bc:20:10:ca:48:8c)
i Internet Protocol Version 4, Src: 192.168.43.159, Dst: 182.254.217.142

4 Transmission Control Protocol, Src Port: 58106, Dst Port: 21, Seq: 7, Ack: 53, Len:

v

Source Port: 58186
Destination Port: 21
[Stream index: 34]
[TCP Segment Len: 11]
Sequence number: 7 (relative sequence number)

[Mext sequence number: 18 (relative sequence number)]
Acknowledgment number: 53 (relative ack number)

9101 .... = Header Length: 20 bytes (5)

Flags: @x@18 (PSH, ACK)

Window size value: 208958

[Calculated window size: 208958]

[Window size scaling factor: -1 (unknown)]

Checksum: @x16fe [unverified]

[Checksum Status: Unverified]

11

»

mn

0008 bc 20 10 ca 48 8c 68 @7 15 97 33 df €8 €@ 45 ee ..H.h. 3 E

0018 0@ 33 66 50 40 08 40 86 57 ab c@ a8 2b 9f bb fe 3fP@.@. W ..

0020 d9 Be e2 fa @0 15 eB 2e 84 e @d e2 <8 1c 50 18 . o.n... P 53 *Q /o -

0038 51 do 16 fe @0 @@ 52 45 54 52 20 [@9S= 8T ad RE TR @E. Eﬁlljj "Rﬁﬁ i éﬁéﬁ

0648  @a

@ 7 Request arg (ftp request arg), 4 o3 || 448: 17953 - EEF: 17953 (100.0%) PSR 0on 57 || EEEE Defacit

MR REE) AN BEEEG) BmRIC) oA SEHS) BIEY) FEEW) TR EENH)

Adm @ LERB QRe==FazEFaaan

(NERETTEE —~ Culy> E3 -] st + BRTES
(pE=E% -] (B ) O R4+ [E82 v fa = A

Ho. Time Source Destination Protocel Length Info o
7406 17.381177 18@.97.34.136 192.168.43.159 TCP 1454 443 -+ 58146 [ACK] Seq=6303995 Ack=1871 Win=18176 Len=14@8 [TCP segment of a..
7487 17.381177 18@.97.34.136 192.168.43.159 TCP 1454 443 -+ 58146 [ACK] Seq=6385395 Ack=1871 Win=18176 Len=1488 [TCP segment of a..
7408 17.381178 186.97.34.136 192.168.43.159 TLSv1.2 1249 [SSL segment of a reassembled PDU]
7489 17.381242 192.168.43.159 18@.97.34.136 TCP 54 58146 - 443 [ACK] Seq=1871 Ack=6294419 Win=536448@ Len=@
741@ 17.381399 192.168.43.159 18@.97.34.136 TCP 54 58146 » 443 [ACK] Seq=1871 Ack=6297891 Win=536448@ Len=@
7411 17.381482 192.168.43.159 18@.97.34.136 TCP 54 58146 - 443 [ACK] Seq=1871 Ack=6381363 Win=536448@ Len=0 =1
7412 17.381527 192.168.43.159 18@.97.34.136 TCP 54 58146 » 443 [ACK] Seq=1871 Ack=6384835 Win=536448@ Len=0
7413 17.381593 192.168.43.159 180.97.34.136 TCP 54 58146 + 443 [ACK] Seq=1871 Ack=6387998 Win=536448@ Len=0
7414 17.441227 182.254.217.142 192.168.43.159 FTP 186 Response: 227 Entering Passive Mode (182,254,217,142,47,56).

- 7415 17.441586 192.168.43.159 182.254.217.142 FTP 65 Request: RETR flag

i 7418 17.482159 192.168.43.159 182.254.217.142 TCP 54 58149 + 12888 [ACK] Seq=1 Ack=1 Win=5364688 Len=8

‘ 7419 17.522353 182.254.217.142 192.168.43.159 FTP 115 Response: 158 Opening BINARY mode data connection for flag (7 bytes). =
[TCP Segment Len: 61] e
Sequence number: 53 (relative sequence number)
[Next segquence number: 114 (relative sequence number)]
Acknowledgment number: 18 (relative ack number)

0181 .... = Header Length: 2@ bytes (5)

Flags: Bx@18 (PSH, ACK)

Window size value: 229

[Calculated window size: 229]

[Window size scaling factor: -1 (unknown)]

Checksum: Bxclcé [unverified]

[Checksum Status: Unverified]

Urgent pointer: @

[SEQ/ACK analysis]

TCP payload (61 bytes)

4 File Transfer Protocol (FTP)

4 158 Opening BINARY mode data connection for flag (7 bytes).\r\n

Response code: File status okay; about to open data connection (158)
Response arg: Opening BINARY mode data connection for flag (7 bytes).

-

m

-

68 07 15 97 33 df bc 20 10 ca 48 8c 08 €0 45 88  h...3.. ..H...E.
@0 65 17 de 48 00 38 86 b5 e b6 fe d9 8e c@ a8 .. .
fab
2b 9f 88 15 e2 fa @d e2 8 1c e 2e 84 79 58 18 cer YR open BINARY mx%fzﬁﬂa
@0 e5 c1 c6 02 80 31 35 3@ 20 4f 78 65 6e 69 be 15 @ Openin _
42 49 4e 41 52 59 20 6d 6f 64 65 20 64 61 g BINARY mode da
20 63 6f be be 65 63 74 69 6T be 20 66 6f ta conne ction fo
FNTHENT] 20 28 37 20 62 79 74 65 73 29 r [@EE ( 7 bytes)
Ba .
| @ 2 Response are (ftp response. we), 55 =% || 448 17985 - EELT: 17953 (o0.0w) - WOEEREL 0.0.572|| BETA Default

TR REE MBIV BN WRO HIFA) S BEY  FREW) TEM M)
Am 2@ UMRE Re>Z2FT IS ERIQHE

B3 ) it +

A it e

(N ERETITES ~ Cul/>
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|PRETR v |EE » D ERANS  |EEE. v Ha (= - |

a. Time Source Destination Frotocol Length Info o

il

: 8005 18.140869 180.97.34.136 192.168.43.159 TLSw1.2 1285 HTTP/1.1 208 OK (application/zip)

! 8006 18.140928 192.168.43.159 180.97.34.136 Tcp 54 58146 » 443 [ACK] Seq=1871 Ack=-6860982 Win=5364480 Len=-0
! 8007 18.141849 192.168.43.159 180.97.34.136 TCcp 54 58146 » 443 [ACK] Seq=1871 Ack=6864454 Win=5364480 Len=0
! 8008 18.141108 192.168.43.159 180.97.34.136 TCcp 54 58146 + 443 [ACK] Seq=1871 Ack=6866637 Win=5364480 Len=0
! 8009 18.173753 226.181.7.19@ 192.168.43.159 TLSv1.2 85 Alert (Level: Warning, Description: Close Notify)

8011 18

173894 54 58137 - 443 [ACK] Seq=2881 Ack=758 Win=16640 Len=@
upp 42 46327 ~ 25903 Len=0

62 Request: TYPE
upp 42 46327 + 25903 Len=0

85 Response: 200 Switching to Binary mode.

8013 18.

.168.43.159

8015 18.

882232 .217.142

8016 18.882494 192.168.43.159 182.254.217.142 FTP 60 Request: PASV
8817 18.931501 182.254,217.142 192.168.43.159 FTP 188 Response: 227 Entering Passive Mode (182,254,217,142,120,115).
8018 18.931738 192.168.43.159 182.254.217.142 FTP 69 Request: RETR flag.zip
> Frame 8018: 69 bytes on wire (552 bits), 69 bytes captured (552 bits) on interface 8 E

I Ethernet II, Src: IntelCor 97:33:df (68:07:15:97:33:df), Dst: bc:20:18:ca:48:8c (bc:20:10:ca:48:8c)
> Internet Protocol Version 4, Src: 192.168.43.159, Dst: 182.254.217.142
4 Transmission Control Protocol, Src Port: 58106, Dst Port: 21, Seq: 32, Ack: 223, Len: 15

Source Port: 58186

Destination Port: 21

[Stream index: 34] =
[TCP Segment Len: 15] i
Sequence number: 32 (relative sequence number)

[Next sequence number: 47 (relative sequence number)]

Acknowledgment number: 223 (relative ack number) Ll
8101 .... = Header Length: 28 bytes (5)

-

Flags: 8x018 (PSH, ACK)

Window size value: 208958

[Calculated window size: 20895@]

[Window size scaling factor: -1 (unknown)]
Checksum: 8x2b3f [unverified]

[Checksum Status: Unverified]

0000 bc 20 10 ca 48 8¢ 68 07 15 97 33 df ©8 00 45 8@ . ..H.h. ..3...E.

0010 B0 37 66 59 40 BB 40 B6 57 93 <@ a8 2b 9f be fe  .ZFYE.@. W...t... e .

2026 d9 8e e2 fa B0 15 e8 2e 84 87 Evd :2 8 b 50 1; ............ T.P. Eﬂ"h’&ﬂi@{a,% f|ag.ZIp

0030 51 d6 2b 9 0@ 08 52 45 54 52 20 THTAGNE 2 +...RE TR FFES. . i

e N REZBHEZIRRETT : BEE , EEEflagE
—— " RETRETE; storeE L& PASVEFTP#HEHET

@ 7 Remuest arg (ftp.request arg), 8 3H | 448 1mess - BET: 17955 (00.0%) - BOBEESEL 0o0.57z|| BERE Defadt ||

SEEBERE, RAEHOAE, WTHE
—|—EFT'I|
e JEREB Res=F iz BaaaH

(N ERETTEE -~ Cul-/> £ -] #Es- + EAEEE

[pe=ra -] [BR - OESAIE  [ZEH v 8 T B

Length Info

Time Source Destination Protacal

8012 18.235276 197 .159 144.76.59 uDP
8013 18.824537 192.168.43. 182.254.217.142 FTP 62 Request: TYPE
| 8014 18.824638  192.168.43.159 = 144.76.59.84 UDP = 4246327 - 25903 len-6 |
8015 18.882232 182.254.217.142 192.168.43.159 FTP 85 Response: 200 Switching to Binary mode.
8016 18.882494 192.168.43.159 182.254.217.142 FTP 6@ Request: PASV
8017 18.931501 182.254.217.142 192.168.43.159 FTP 108 Response: 227 Entering Passive Mode (182,254,217,142,120,115).
8018 18.931738 192.168.43.159 182.254.217.142 FTP 69 Request: RETR flag.zip

=3 =1 Ack=1 Win=5364688 Len=0
8022 19.802634 182.254.217.142 192.168.43.159 FTP-DATA 271 FTP Data: 217 bytes

8024 19.803254 182.254.217.142 192.168.43.159 FTP 121 Response: 158 Opening BINARY mode data connection for flag.zip (217 byt..
8025 19.883355 192.168.43.159 182.254.217.142 TCP 54 58150 » 38835 [ACK] Seg=1 Ack=219 Win=4194848 Len=8

Frame 8822: 271 bytes on wire (2168 bits), 271 bytes captured (2168 bits) on interface @ e
Ethernet 11, Src: bc:20:10:ca:48:8c (bc:20:10:ca:48:8c), Dst: IntelCor 97:33:df (68:07:15:97:33:df)
Internet Protocol Version 4, Src: 182.254.217.142, Dst: 192.168.43.159
Transmission Control Protocol, Src Port: 38835, Dst Port: 58158, Seq: 1, Ack: 1, Len: 217

Source Port: 38835

Destination Port: 58158

[Stream index: 38]

[TCP Segment Len: 217] . N .
Sequencz number: 1 (relative sequence number) éﬁﬁﬁré 1] Eﬂ&éﬁ@rﬁ{ﬁmg 1 HIZH%»LE%U?IEEQ

AT T T

mn
=

[Mext sequence number: 218 (relative sequence number)] VA é
Acknowledgment number: 1 (relative ack number) 1& l E’rﬁ@“’ |
8101 .... = Header Length: 20 bytes (5) ;I%FTP_DATA l

-

Flags: 8x818 (PSH, ACK)
Window size value: 229

[oatcutated window sizer 292 ALVEBINAE NSRS EEEENINETE

[Window size scaling factor: 128]

Checksum: @x5442 [unverified] ﬁﬂﬁ‘g%ﬂpiﬂftp-dataﬂ]\iy
[Checksum.Status: Unverified] ﬂﬂlﬁid‘iﬁﬁ%*éﬁﬁi)\ftp or ﬁ'p—dafa @EI Il

Pe50 038 00 00 00 ISy 2e 74 78 74 a2 3c ed 3e
Gose 87 @3 eb 29 41 f@ 85 ¢5 de cd 4d 63 1a 18 95 6&d
oe7e 42 79 61 d2 @a 38 9f b7 ab <@ 8b 72 87 7f fc 3b
0O58 18 ¢4 c5 5e ae a@ 56 ab 71 1d 36 fa 34 56 cb 5@
0699 4b @7 88 bb @3 57 dB 33 0@ @0 ee 25 20 ee ee se . I T
Gh=0 4b @1 @2 1f 00 14 08 09 00 08 00 7d b9 51 4b b6  K....... ... TL0KL
0Bbe @3 57 dB8 33 00 00 0@ 25 00 00 00 08 oo 24 60 ee U= R $..

m,




=

Doct B9 @0 00 00 00 20 00 B9 00 0D DO B0 Be 66 6c 61 ..... .
oode 67 2e 74 78 74 0a 08 20 00 00 00 €0 20 81 e 18 g.txt..

-

@ 7 FTP Data (Ftp-data), 217 235 H 492 17953 - &SR 17953 (100.0%) - HOEEEE: oo 5?2!! FRELHE Defaclt

SOHF) RSHE WAV BES6) B ST gais) BEY) ZEw) TR EEH)

Am @ lEREB Res=F L BaaaH

N[EARTEES  Cul-/> £ -] #ikal-  + EREEE
[pm=%m | [EE | [ESAIE (=@ <] 2 [ = [ Bl |

Ho. Source Destination Frotocel Length Info 9

.217.142
8015 18.882232 182.254.217.142 192.168.43.159 FTP 85 Response: 208 Switching to Binary mode.
8016 18.882494 192.168.43.159 182.254.217.142 FTP 60 Request: PASV
r 8017 18.931501 182.254.217.142 192.168.43.159 FTP 108 Response: 227 Entering Passive Mode (182,254,217,142,128,115).
8018 18.931738 192.168.43.159 182.254.217.142 FTP 69 Request: RETR flag.zip

8821 18.

.43.159
.217.142

.217.142 TcP 54 58158 > 38835 [ACK] Seq=1 Ack=1 Win=5364688 Len-@
.43.159 FTP-DATA 271 ETR Naka: 217 buck

TRC/EGEIRD 54E(M) Ctrl+M
.003254 .254.217.142 192.168.43.159 FTP 121 ORISR S54A0 Ctrl+D ata connection for flag.zip (217 byt..
| 0825 19.003355 192.168.43.159 182.254.217.142 TCP 54 RE/AEES HESE Crl+T 1n=4194048 Len=@
" Frame 8022: 271 bytes on wire (2168 bits), 271 bytes captured (2168 bits) on int  HoTie- Gni ST B
g
> Ethernet 'II, Src: bc:28:18:ca:48:8c (bc:20:18:ca:48:8c), Dst: IntelCor 97:33:df AR Ctrl +Alt+C
> Internet Protocol Version 4, Src: 182.254,217.142, Dst: 192.168.43.159 ESEREIRAER
4 Transmission Control Protocol, Src Port: 38835, Dst Port: 5815@, Seq: 1, Ack: 1,
Source Port: 38835 e 4
Destination Port: 58158 R 4
Stream index: 3 FETiEeE 4
[TCP Segment Len: 217] FHESE 3 =
Sequence number: 1 (relative sequence number) SCTP 3
[Mext sequence number: 218 (relative sequence number)] 7 BEE o oy I
Acknowledgment number: 1 (relative ack number) o
8181 .... = Header Length: 28 bytes (5) =5l r
. SSL 5%
» Flags: 0x018 (PSH, ACK) P—— , o
Window size value: 229 EEHA) L
[Calculated window size: 29312] E_ B
[Window size scaling factor: 128] R ELETSEW)
Checksum: 8x5442 [unverified]
[Checksum Status: Unverified]
0B58 @38 60 60 60 66 bc 61 6 2e 74 78 74 a2 3c ed 3e 4
CE60 87 83 eb 29 41 1@ 85 <5 4de cod 4d 63 1a 1@ 95 6&d
) 42 79 61 d2 @a 38 9f b7 ab c@ 8b 72 87 7f fc b
18 c4 ¢5 5e ae a® 56 ab 71 1d 36 fa 34 56 cb 50
4b @7 ©8 b6 83 57 dB3 33 08 20 00 25 0@ @@ ee 50 1
4b 81 82 1f @@ 14 @0 @9 @0 08 00 7d b9 51 4b bo 3
@3 57 d8 33 00 2@ @0 25 60 00 00 03 00 24 @@ oe
@@ 00 00 00 00 20 0O 0O @0 00 00 00 8@ 66 6c 61
67 2e 74 78 74 Ba 60 20 0O 00 00 00 60 01 B8 18
L S R A Il faem. wmacs . OIE=. 4macs ran oAwy . hnddodiAL aon ol @IS oo
T EEE WEN BHEHG) BRO  SRA) O (V) FEEW
AN 2@ JEREB Res=FisEHaaam
(1] tep. strean oq 38 EED -] ®igde  +  ERALEES
[BE=wm -] [B% | ESAE  [EZFE v fe [ =% | ma |
Fo. Tine Source Destination Frotocel Length Info
80821 18.9632084 192.168.43.159 182.254.217.142 TCcP 54 58158 + 38835 [ACK] Seg=1 Ack=1 Win=5364608 Len=8
8022 19.002634 182.254.217.142 192.168.43.159 FTP-DATA 271 FTP Data: 217 bytes
8025 19.68083355 192.168.43.159 182.254.217.142 TCP 54 58150 + 38835 [ACK] Seq=1 Ack=219 Win=4194848 Len=0
80828 19.0858593 182.254.217.142 192.168.43.159 TCcP 54 30835 » 58158 [ACK] Seq=219 Ack=2 Win=29312 Len=8
r‘ Wireshark « 28 TCP i (tcp.stream eq 38) - traffic
PK.... e FQKLLWL3L L flag.txt.<.>...)A...N.Mc...mBya.
BurriPu e VLG 6L AVLPKL L 3L R L PK L P O T TR S [ T flag.txt

Source Port: 38835 g%&éﬁ@lp\]g 1 EJL‘/{EEUEEEHEIQ-

Destination Port: 5815@
[Stream index: 38] ™XT

[TCP Segment Len: ]
Sequence number: 1 (rela sequence number)
[Next sequence number: 218 (reld sequence number)] I

Acknowledgment number: 1 (relative ack
8101 .... = Header Length: 28 bytes (5)
Flags: ©x018 (PSH, ACK)

Window size walue: 229

[Calculated window size: 29312] |
[Window size scaling factor: 128]
Checksum: @x5442 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @ I
[SEQ/ACK analysis]

TCP payload (217 bytes)
FTP Data (217 bytes data)

-

-

8038 088 e5 54 42 00 @8 56 4b 03 @4 14 @0 09 00 03 08 ..TB ]



0048 7d b9 51 4b b6 @3 57 d8 33 00 @0 @0 25 @@ @0 0@  }.Q

#0560 @8 @O @0 B8 66 6c 61 67 2o 74 78 74 a2 3c ed 3e ... ] )
0060 87 03 eb 29 41 @ 85 c5 4de cd 4d 63 la 18 95 6d ... )| ¢ FIF SE I EES SE 4wl
8078 42 79 61 d2 @a 38 9f b7 ab c@ 8b 72 87 7f fc 3b  Bya.|| |Entire conversatieon (217 bytes -] STARTFEEA e 2
8080 18 c4 5 Se ae aB 56 ab 71 1d 36 fa 34 56 cb 58 ... . ASCIT —
9099 4b B7 B8 b6 83 57 d3 33 0 00 00 25 08 @0 00 58 K...|| = oy ays I
2020 4b @1 82 1f 90 14 0@ @9 08 68 00 7d b9 51 4b b6  K.. B gefies B (L N[ @ | [ clese [ mep | I
@0b@ @3 57 d8 33 00 @9 99 25 00 00 00 B3 00 24 0@ 08 .W. S
@ 7 FIP Dats (Ptp-data), BIT FH | s4g: 17953 - o@r 8 0 on - EEEE0 0. 35 | mETE Dot W
— — -

linux [ TEEEEEtR

PK.... R S o = T flag.txt.<.>...)A...N.Mc...mBya.

Buvieilerne . VLGB AVLPK. LWL 3L %L P S " I TR S Feeins e flag.txt EEEE l
e %.FZG..)0..XG. . )Q. . XG. .PK. oo eennns Z.o.uie....

r‘ Wireshark - Save Stream Content As...
Q- m=m “[o][#=22
v FEEE = -
I HTEEE b = B Administrator
JSJ EiEE & E=ti el
W =5 ~
. . | HHE |' s
= = | Oz | morits
B mm 1 '
3603ERm Firefox
H‘ g
)z ) g B st
) sz Iilﬁ 1.08 KB 928 =75
U L4 Enaw
A Administrator AT mp3
- ; N o
18 HHEA 1.09 KB
& winT ©
ol s 1 el
e Bl (DY) . } . A
= WINT (E2) 206 =75 ]
p— || - - [
Entire || sriElN): | 8022.zip|
s —
i 3]
S— -~ BEEE
—lj
—_— 1
M Wireshark - iS5 TCP i (tcp.stream eq 38) - traffic L =B g

584bB3841408098008007db9514bbbB357d83360000002560000008000080666CcH1672e747874a23ced3e8783eb29411B85c54ecdddb
31a1@956d427961d28a389Tb7abc@B8b7 2877 fc3bl8cdchhearal5bab/11d3b6ta3456cb584b8788b60357d853000000250000005840
@81821fee1408098008007db9514bbbB357d833600000256000000800241800008000000002000000000000080666c61672e7478748a0
820000000000001001808d125cd465a47d3012951a6185847d3812951a6185847d381504b050000000000010001085a000000690000
coeseae

iR | |
B Salag TR

4 B AE, 1 BFS FE d fura(s)

r B



[Entire conversation (217 bytes) "] TR |[FIGSTiE - |
T
| et | [ 4160 | [Sewvese | [ BE || clese || map | |

IHHF)  RERE) WEN) WG WRC) oA mHS) BN TEW IR0 #EH)
4060 JEDREAes=F o= Eaaan
N[ EAZTHES ~ Coi/s 3 -] &ide |+ EAHEES
(BE=Fzm ~| [B% <O E#HIE [EHE <] 2 i B
Ho. Time Source Destination Protocol Length Infe o
: 8022 19.002634 182.254.217.142 192.168.43.159 FTP-DATA 271 FTP Data: 217 bytes
8024 19.003254 182.254.217.142 192.168.43.159 FTP 121 Response: 158 Opening BINARY mode data connection for flag.zip (217 byt..
! 8025 19.083355 192.168.43.159 182.254.217.142 TCP 54 58158 -+ 30835 [ACK] Segq=1 Ack=219 Win=4194848 Len=0
8027 19.043439 192.168.43.159 182.254.217.142 TCP 54 58186 + 21 [ACK] Seq=47 Ack=298 Win=208955 Len=0 B
! 8028 19.050593 182.254.217.142 192.168.43.159 TCP 54 38835 - 58150 [ACK] Seq=219 Ack=2 Win=29312 Len=8
8029 19.051221 182.254.217.142 192.168.43.159 FTP 78 Response: 226 Transfer complete.
8030 19.092007 192.168.43.159 182.254.217.142 TCP 54 58186 + 21 [ACK] Seq=47 Ack=314 Win=28955 Len=08
8 8 P @ en=0
8 8 e P 8 e 8 Len=06
8 8 P 8 en=g
8 8 8 @ P 8 . 8 Len=0
8 8 8 P 8 e @ Len=0 = -
[TCP Segment Len: 67] =
Sequence number: 223 (relative sequence number)

[MNext sequence number: 298 (relative sequence number)]
Acknowledgment number: 47 (relative ack number)
8181 .... = Header Length: 28 bytes (5)
> Flags: ©x818 (PSH, ACK)
Window size value: 229
[Calculated window size: 229]
[Window size scaling factor:
Checksum: @xf6dd [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
[SEQ/ACK analysis] I
TCP payload (67 bytes)
4 File Transfer Protocol (FTP)
4 158 Opening BINARY mode data connection for flag.zip (217 bytes).\r\n
Response code: File status okay; about to open data connection (15@)
Response arg: Opening BINARY mode data connection for flag.zip (217 bytes).

-1 (unknown)]

mn

68 87 15 97 33 df bc 26 10 ca 48 8c 08 0O 45 00 L3, H...E.
80 6b 17 e2 49 @0 30 @6 b5 d6 b6 fe dI 8e cO a8 [ R
2b 9 B0 15 e2 fa @d €2 8 6 €8 2¢ 84 96 50 18  f....... ..... P.
80 e5 f6 dd 08 88 31 35 30 20 4f 78 65 Ge 69 Ge TS5 Openin . T N l
67 20 42 49 4e 41 52 53 20 6d Gf 64 65 26 64 61| g BINARY mode da H Ejﬂ%l,l ISR
2 74 61 28 63 6f be 6e 65 63 74 69 6f 6e 20 66 6F ta conne ction fo
L u >
o060 72 20 [TTMGNE 2 7a 69 70 20 28 32 31 37 20| r [FEE.z ip (217 J_ér@, A‘ . g&ﬁﬁﬁ
2 6279 74 65 73 29 2e @d @a bytes).. . |
I @ 7 Response arz (ftp response. arg), 81 I3 || 4348 17953 - DR 17953 (100.0%) g 0noans || BB neredi )

TR REE BER(G) BERC) HIA) HHS) BEY) FEwW T8N BEH)

Adm 2@ RE s===2F70sEFaaan
(N[ERETIES -~ Tl E0 ) #st + EAEEE
(peE=%m -] (@ | O EsxsE  [FER  v] A =T

‘ Wireshark - IS8 TCP i, (t:p — eq 41) traffic

Time Source Destination Protocel Length Info

H 8105 40.436728

8108 40.569868
8 4@.569955
110 §10.604411

192.168.43.159

182.254.217.142
192.168.43.159
182.254.217.142

182.254.217.142

192.168.43.159
182.254.217.142
192.168.43.159

FTP

TCP

60 Request:

LIST

54 21 - 58148 [ACK] S

TCP’ 55151 -+ 30629_[ACK] Seq-!
/FTP DATA 383 bytes

8997 38.323554  192.168.43.159 180.149.145.242 Tcp 54 58143 > 443 [ACK] Seq=21

3098 38.725500 220.181.7.165 192.168.43.159 TLSV1.2 85 Alert (Level: Warning, D{| drvxruxr-x 2 508 o GEsD Tmp 1 ZBeLE dledzad]
creopeope- 133 kS| 7 Aug 16 18:51 flag

5108 38.725987  192.168.43.159 220.181.7.165 i3 54 56144 ~ 443 [ACK] Seq-1g{| T i i; ﬁs 4;2 8§ 1? ?;;;: ;;g'np

8101 40.263861  192.168.43.159 182.254.217.142 P 62 Request: TYPE I s 20 5 RO Gk T AOH A e

8102 40.396026  182.254.217.142 192.168.43.159 F1P 85 Response: 208 Switching {| druxruxrux 3 0 o 4096 Nov 29 2016 test

8103 40.396286  192.168.43.159 182.254.217.142 FIP 66 Request: PASV

8104 40.436442 182.254.217.142 192.168.43.159 FTP 188 Response: 227 Entering P

MNiZE2FTPBREN

IRIEF |, PEEETK

» Frame 8110: 437 bytes on wire (3496 bits), 437 bytes captured (3456 BITE) on interface 0
» Etherniet II, Src: bc:20:10:ca:48:8c (bc:20:10:ca:48:8c), Dst: IntelCor 97:33:df (68:07:15:97:33:df)
» Internet Protocol Version 4, Src: 182.254.217.142, Dst: 192.168.43.159

Src Port: 38629, Dst Port: 58151, Seq: 1 383

Len:

4 Transmission Control Protocol,
Source Port: 30629
Destination Port:
[Stream index: 42]
[TCP Segment Len:
Sequence number: 1 (relative sequence number)

[Mext sequence number: 384  (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

0101 .... = Header Length: 20 bytes (5)

Flags: 8x018 (PSH, ACK)
Window size value: 229

[Calculated window size:
[Window size scaling factor:
Checksum: Bxb2a8
ITharkcum S+atuce

58151

383]

| ¢ zom e 2 m9 50 4 tamnte)

=

]

SRR A v 8

l[ ety l

[Entire conversation (383 bytes) «

Eik

29312]
128] I

|_|
Rl | [ 3180 ] [Save s | [ Close

i J »

20 Aug 16 18:51 B

7820 20 | .. -rux roxr-x ﬁiﬁ,u\ |:|,L,-s , _J_AUILIE

[unverified]

linueni£iadl

<

0020
80ba

26 41
20
20
74
7a
20
35

75
ad
31
20
20
69
20
20

67
Ba
20
20
31
79
20
20

20
2d
33
20
38
ad
32
20

31
72
33
20
20
fa
20
20

36
77
20
20
30
64
31
20

20
78
20
20
31
72
30
20

31
72
28
20
3a
77
37
28

38
2d
28
28
31
78
20
20

3a
78
28
20
30
2d
28
28

35
72
28
32
20
2d
20
20

31
2d
28
Ext
06
2d
28
34

33 33 20 133
37 28 4F
6c 61 67
2d 2d 2d
20 28 31
30 39 36

217 0
ct 18 @1 :1@ flag

m




‘l 0120 28 4f 63 74 20 31 37 20 31 37 3a 33 38 28 67 61 Oct 17 17:38 ga |

I'@ 7 #1r para (erpmaana), 203 = [| $t: 1res3 « PST: L7es3 (o0.0%) «  hOEEAE: 0:0.308 | EEWH: Defanle

T BEED WAV PG BRO) HWA) G SRV FEW TEM EEH)
dm e iRBERe>=EF o Eaqaakn

https://blog.csdn.net/mutou980

(NGRS TEESE = Cul-/> 0 -] #isde  + ERETES
[axsm ~] (=% | OESRIE  [ZE v 8 [ = | s |

Ha Time Source Destination Frotocol Length Info ==
8136 43.183124 192.168.43.159 182.254.217.142 FTP 60 Request: PASV

l' 8137 43,224221 182.254.217.142 192.168.43.159 FTP 187 Response: 227 Entering Passive Mode (182,254,217,142,31,103).

138 43.2245085 192.168.43.159 182.254.217.142 FTP 69 Request: RETR flag.zip

8141 43.272009 .43.159 .217.142 TCP 54 58153 + 8839 [ACK] Seq=1 Ack=1 Win=5364688 Len=0
8142 43,383281 182.254.217.142 192.168.43.159 FTP-DATA 271 FTP Data: 217 bytes A
8144 43,383966 -217.142 .413.159 121 Response: 158 Opening BINARY mode data connection for flag.zip (217 byt. -
8145 43.384068 192.168.43.159 182.254.217.142 TCP 54 58153 + 8839 [ACK] Seq=1 Ack=219 Win=4194848 Len=8
8147 43.343806 182. .217.142 192.168.43.159 TCP 54 8839 » 58153 [ACK] Seq=219 Ack=2 Win=29312 Len=8
8148 43.344706 182.254.217.142 192.168.43.159 FTP 78 Response: 226 Transfer complete.
8149 43.344750 192.168.43.159 182.254.217.142 TCP 54 58186 + 21 [ACK] Seq=181 Ack=658 Win=28954 Len=@
8156 44, 760513 192.168.43.159 182.254.217.142 ETP 71 Reauest: (WD /mvdata/eav i
> Frame 8138: 69 bytes on wire (552 bits), 69 bytes captured (552 bits) on interface @ E
> Ethernet IT, Src: IntelCor 97:33:df (68:07:15:97:33:df), Dst: bc:20:18:ca:48:8¢c (bc:20:18:ca:48:8¢)
> Internet Protocol Version 4, Src: 192.168.43.159, Dst: 182.254.217.142
4 Transmission Control Protocol, Src Port: 58186, Dst Port: 21, Seq: 86, Ack: 567, Len: 15
Source Port: 58186
Destination Port: 21
[Stream index: 34] E
[TCP Seg T 1
Sequence number: 86 (relative sequence number)
[Next sequence number: 101 (relative sequence number)]
Acknowledgment number: 567 (relative ack number)
8181 .... = Header Length: 28 bytes (5) . . L4
» Flags: @x18 (PSH, ACK) R}fe%ﬂ—ﬁ\ﬂagap
Window size value: 67 H \ M ) L3 H i3
[Calculated window size: 67] E H Ll{giﬁﬁﬂ/l\ﬂag'zujﬁﬁi 1 gﬁﬁg&ﬂag'ZIPE{JEfmmg 1 ﬂ*‘J—E‘?IEEHREEE
[Window size scaling Fa?tr.)r\: -1 (unknwn)]‘l‘ZEéﬁ@m mﬂl;{g}%&glag I:‘]E&_'ﬁ‘}ﬁ . ZEJEIEE—$¥E{J°
Checksum: Bx7bad [unverified]
[Checksum Status: Unverified] =
0008 bc 20 18 ca 48 8c 68 @7 15 97 33 df @8 00 45 o8 . «.H.he 3.0 E.
0010 ee 37 oo 72 40 00 48 @6 57 7a cB a8 2b 9f bb fe fr@.@. Wz..+. ..
0020 d9 Be e2 fa @0 15 eB8 2¢ 84 bd Od e2 ca 1le 50 18  ........ ...... P.
8838 8@ 43 7b a4 99 B9 52 45 54 52 29 2e  .c{...RE TR FEE.
0e48  7a 69 70 Bd B@a zip.. —_—
-_—
@ 7 Request arg (ftp request. arg), B 223 || 4348: 17953 - BEE: 17953 qo0.0%) - PNEERHE: 00 err || EREIZM Defauwi:

P RERE) WEV) MG BRO SA) &S BEY) ZEW) IRM EEIH)
L PERBRes=zF LS EaaanB
| ErEREE ~ cuir 0 -] #idste |+ ERNEES
(B|=sm -] (% | ESH#E  [EZfE <) fa [ = | =ma |

Ho Time Source Destination Frotacel Length Info o
8134 43.138928 192.168.43.159 182.254.217.142 FTP 62 Request: TYPE I
8135 43.182862 182.254.217.142 192.168.43.159 FTP 85 Response: 280 Switching to Binary mode.

8136 43.183124 192.168.43.159 182.254.217.142 FTP 60 Request: PASV
L 8137 43.224221 182.254.217.142 192.168.43.159 FTP 187 Response: 227 Entering Passive Mode (182,254,217,142,31,183).
8138 43,224585 192.168.43.159 182.254.217.142 FTP 69 Request: RETR flag.zip _ e
RG/ETERS SEM Cirl+M
RS/ BUEES 5AAN Ctrl+D
. 8141 43.272009 192.168.43.159 182.254.217.142 TCP 54 58153 - 8039 [ACK] Seg=1 Ack=1 REARRE FEST il
| 8142 43303281 182.254.217.142 192.168.43.159 FTP-DATA 271 FTP Data: 217 bytes AIEFER... Ctrl+Shift+T
SRR Ctrl+AR+C
8144 43.303966 182.254.217.142 192.168.43.159 FTP 121 Response: 158 Opening BINARY mi
i 8145 43.304060 192.168.43.159 182.254.217.142 TCP 54 58153 » 8839 [ACK] Seg=1 Ack=2 LIS
e A 4

i 8147 43.343806 182.254.217.142 192.168.43.159 TCP 54 8039 - 58153 [ACK] Seq=219 Ack= HETER 3

| R148 43 344706 182 254 217 142 192 _168.43.159 ETP 78 Resnonse: 226 Transfer comnlete TETEE > ol

i Frame 8138: 69 bytes on wire (552 bits), 69 bytes captured (552 bits) on [interface @ TEEs v o

> Ethernet II, Src: IntelCor 97:33:df (68:07:15:97:33:df), Dst: bc:28:108:cq:48:8c (bc:28:10:ca:48:8¢c) ccTp R r

> Internet Protocol Version 4, Src: 192.168.43.159, Dst: 182.254.217.142 = . -

4 Transmission Control Protocol, Src Port: 58186, Dst Port: 21, Seq: 86, Adk: 567, lLen: 15 2 ‘ICP‘“"
Source Port: 58106 =51 3 “UDP 7
Destination Port: 21 s SSLEE
[Stream index: 34] HREEER g HTTP 3%

sgmen - T RERRAA)...
Sequence number: 86 (relative number) AT AW) I
[MNext seguence number: 181 (relative sequen
Acknowledgment number: 567 (relative ack number)
9101 .... = Header Length: 28 bytes (5)
» Flags: @8x@18 (PSH, ACK)
Window size value: 67
[Calculated window size: 67]
[Window size scaling factor: -1 (unknown)]
Checksum: B8x7bad Tunverifiedl




[Checksum Status: Unverified] -
0000 bc 20 10 ca 48 8c 68 @7 15 97 33 df @8 0@ 45 00 . .WH.he LL3LLLE.
GO1lE @@ 37 66 72 419 00 40 @6 57 7a c@ a8 2b 9f bb fe fr@.@. Wz.o.o+...
G026 d9 8e e2 fa @0 15 eB 2e 84 bd @d e2 ca 1e 50 18  ........ ... ... P.
G026 @@ 43 7b a4 @0 00 52 45 54 52 20 66 6c 61 67 2e .C{...RE TR flag.
0048 Ta 69 70 @d 0a zip..
@ 7 Stresn index (tep. sirean) || 4548 17953 - BEE 173 qonow) - hOERTE 0o0oeve| EESIE: Daaalt |

)ﬁ?ﬁﬁﬁﬁ ) _E %4

) it (S) v

@ ] @Q@@%ﬁ?ﬁ& -QQQ]I
(W [ter. stremm oq a8 LD -] #Fd-  + BEHESE
[ﬂfﬂ;m,m RS T OESFSE [FH#R v| A= [ =8 || m& |

Tlestination Protecol Length Info

8141 43.272009 182.254.217.142 54 58153 - 8839 [ACK] Se
FTP-DATA 271 FTP Data: 217 b

8145 43.3edo60 182.254.217.142

8147 43.343806 182.254.217.142 192.168.43.159

bDIh9. {.gr..nCSG."

Erame 314%' 271 bytes on wire (2168 bits), 271 bytes captured (
Ethernet II, Src: bc:208:10:ca:48:8c (bc:2@:10:ca:48:8c), Dst: Injf|
Internet Protocol Version 4, Src: 182.254.217.142, Dst: 192.168.4||
Transmission Centrol Protocol, Src Port: 8039, Dst Port: 58153, i
Source Port: 8639
Destination Port: 58153
[Stream index: 44
[TCP Segment Len: 217]
Sequence number: 1 (relative sequence
[Mext sequence number: 218 (relative sequence num
Acknowledgment number: 1 (relative ack number)
@181 .... = Header Length: 28 bytes (5)

Flags: 8x818 (PSH, ACK)

Window size wvalue: 229

[Calculated window size: 29312]

[Window size scaling factor: 128]

Checksum: 8x26ce [unverified]

[Checksum Status: Unverified]

0820 2b 9f 1f 67 e3 29 23 ¢8 8d 24 38 24 d4 b6a 50 18

[

-

0030 @8 e5 26 ce 6O B 50 4b 03 04 14 00 09 08 08 00  ..&...PK|| ¢ FFF AL IFEE HE el
0040 44 b9 51 4b ca 2e 96 4e 43 00 B0 8@ 4a @0 00 88  D.QK...N|| [Entire conversation @17 bytes) -] SRAESES L] / . @M
0050 @8 0@ B0 B0 66 6c 61 67 2e 74 78 74 1d c1 41 @e  ....flag ASCTT

i C Arrays
EBCIIC

Lo

f0RE 80 20 Bc 84 c@ bb 89 7f 58 3e e@ 9f b@ 2c B2 44
B078  4a 68 39 @ 7b 13 67 72 8d 17 6e 43 53 47 el 60 Jn9.{.gr

0050 88 61 df de b8 4e 62 €9 84 15 9d 35 21 ab 4c 83 .a...Nb. UTF-16
0098 36 78 21 d8 64 ac ee 4c e8 51 le ba 1d bf @f 5@ ex!.d..L TAML .
00z0 4b 91 82 1f 08 14 00 89 0@ 88 88 44 b9 51 4b ca Kovovnns ...D.QK. Grzbideai) o
2
@ 7 Strean index (tep. strean) || 43¢R: 17953 - BRF: 8 ©ow) - 0ERYE: 0:0.951 || EESIEE Defadt Jl
=— == 22

BEE(G)  BECO SN FHS) EY) FEEW)
AW 3@ ¥ I@ Reas=F L5 .Q@.@.E
M rem s HED -] &kt~ + EAKTES
(BErEE - [BE - RSFIE [EHE <) s | =% || mE |
Fo. Time Source Deztination Frotocol Lenzth Info

8973 125.391018 192.168.43.159 182.254.217.142 TCP 54 58163 + 60090 [ACK] Seq=1 Ack=1 Win=5364688 Len=0
8974 125.426542 182.254.217.142 192.168.43.159 FTP-DATA 582 FTP Data: 448 bytes

8977 125.427131 192.168.43.159 182.254.217.142 54 58163 ~ 60098 [ACK] Seq=1 Ack=458 Win=4193792 Len=8

8982 125.581354 182.254.217.142 192.168.43.159 ArWXPWXr-X 40896 Sep 17 23:44 docker
-r--r--r-- 1 33 33 7 Aug 16 18:51 flag
-PWXr-Xr-X 1 33 33 217 Oct 18 81:10 flag.zip
drwx------ 2 187 115 4896 Oct 17 17:38 gay
-PWXI-Xr-X 1 33 33 26727 Oct 18 01:11 key.log
drwxruxrux 20 ] 16384 Oct 27 2016 lost+found
drwxruxrux 38 ] 4896 Nov 29 2016 test

» Frame 8974: 582 bytes on wire (4816 bits), 502 bytes captured (
> Ethernet II, Src: bc:20:1@:ca:48:8c (bc:20:10:ca:48:8c), Dst: Inf|
i Internet Protocol Version 4, Src: 182.254.217.142, Dst: 192.168.{)|
4 Transmission Control Protocol, Src Port: 60@98, Dst Port: 58163,

Source Port: 60890

Destination Port: 58163

[Stream index: 55]

[TCP Segment Len: 448]

Sequence number: 1 (relative sequence number) N A_ . N
[Next sequence number: 449 (relative sequence number)] @@o &J: REEFTP E%éﬂ:*’jﬂ:lu—r—n }ﬁ 1 é‘ —%E&
Acknowledgment number: 1 (relative ack number)

0101 .... = Header Length: 20 bytes (5)

I Flags: 8x@18 (PSH, ACK)




wWindow size value: 229
[Calculated window size: 29312]
[Window size scaling factor: 128]
Checksum: @x2ba2 [unverified]

G020 2b 9f ea ba e3 33 11 59 82 @6 f5 60 ab 84 50 18

G030 9@ e5 2b a2 00 00 64 72 77 78 7277 78 72 2d 78 | FEARE LE 2 EES HE, d tumls)

9040 20 20 20 20 32 20 35 30 30 20 20 20 20 20 20 35 2 58| [Entire conversetion (48 bytes) - SRR EAENS
9950 30 39 20 20 20 20 20 28 20 20 28 20 34 38 39 36 80 X .

EHi: BT
9950 20 53 65 70 20 31 37 28 32 33 3a 34 34 20 64 6F  Sep 17
9970 63 6b 65 72 0d @a 2d 72 2d 2d 72 2d 2d 72 2d 24 cker..-r Cemmn ) [0 ) [swear | [ @) [ oiese | [ ren )
9950 20 20 20 20 31 20 33 33 20 20 20 20 20 20 20 33 133

Ga90 33 20 29 20 20 20 20 20 20 20 20 20 20 20 20 37 3
Gaa0 20 41 75 67 28 31 36 20 31 38 3a 35 31 2@ 66 6C Aug 16 18:51 f1

@ @ Strean index (tep. stresm) || 368 17953 - EEF: 10 ©.1%) - HIEEHE: 0:0.352 || EEWTEE: Defwdt

Bicsdn.net/muto

IR EEE) AN BERG) BRO oA SEHS) SRy TEW) TR EEH)
An i@ lERB ARes=Fs=Faaamn

NERETEEE ~ /> 0 -] e + EANEES

[azsm -] [Ee | OESRIE  (FEE v fae [ =% | ma |

He Time Source Destination Frotocol Length Infe -
192.168.43.159 182.254.217.142 FTP 65 Request: RETR flag

7418 17.482159 192.168.43.159 182.254.217.142 TCP 54 58149 - 12088 [ACK] Seg=1 Ack=1 Win=5364688 Len=0

7419 17.522353 182.254.217.142 192.168.43.159 FTP 115 Response: 158 Opening BINARY mode data connection for flag (7 bytes).

7420 17.522353 182.254.217.142 192.168.43.159 FTP-DATA 61 FTP Data: 7 bytes ;D
7422 17.522433 . . . .217.142 54 58149 » 12088 [ACK] Seg=1 Ack=9 Win=4194176 Len=8

7424 17.562598 192.168.43.159 182.254.217.142 TCP 54 58186 -+ 21 [ACK] Seg=18 Ack=114 Win=28958 Len=0

7425 17.570891 182.254.217.142 192.168.43.159 FTP 78 Response: 226 Transfer complete.

7426 17.5708891 182.254,217.142 192.168.43.159 TCP 54 12888 - 58149 [ACK] Seq=9 Ack=2 Win=29312 Len=0

7427 17.611002 192.168.43.159 182.254.217.142 TCP 54 58186 + 21 [ACK] Seg=18 Ack=138 Win=28950 Len=0

7428 17.643602 18@.97.34.136 192.168.43.159 TCP 1454 443 - 58146 [ACK] Seq=6307990@ Ack=1871 Win=18176 Len=1400@ [TCP segment ..

7429 17 6ATAT6R 18A8.97 34 136 192 .168.43 159 TCP 1454 443 > 58146 [ACK] Sen=A3A9398 Ack=1871 Win=18176 |len=1460 [TCP seoment o
Sequence number: 7 (relative sequence number) o

[Next sequence number: 18 (relative sequence number)] ~

Acknowledgment number: 53 (relative ack number) A EI \J 7 EI

9101 .... = Header Length: 2@ bytes (5) | n i /A i A Y
I Flags: Bx818 (PSH, ACK) . —

Window size walue: 28958

[Calculated window size: 2895@] — Sp : = M
[Window size scaling factor: -1 (unknown)] \ ! R,
Checksum: @x16fe [unverified] I I )

[Checksum Status: Unverified]

Urgent pointer: @ %? D e | tb
[SEQ/ACK analysis]
TCP payload (11 bytes) — :6; U_l_ (o]

4 File Transfer Protocol (FTP)
4 RETR flag\rin
Request command: RETR
Request arg: flag

-

4

0006 bc 28 18 ca 48 8c 68 @7 15 97 33 df @8 @@ 45 @@ . ..H.h. ..3...E.
0010 9@ 33 66 50 40 00 4@ 06 57 a@ c@ ad 2b 9f b6 fe  .3FPR.@. W..

0020 d9 8e e2 fa €0 15 e8 2e 84 6e @d e2 ¢8 1c 50 18  ........ .n....P.
2030 51 d6 16 fe @@ 0@ 52 45 54 52 20 ed  Q..... RE TR FEE.
0940 @a

@ 7 Request arg (ftp.request arg), 4 3 || 45#8: 17053 .« BEF: 17953 (000%) - WHAHE: 0:0.315| BETH: Defeulr

BN 8142 zip - 360EEE
BEN  —EEE R
4 [ = | & 814270p - BRI 1 KB V| v || smanse

=" =3 - u=k]
J . (HRER)
[ flag.txt * B 5)\=0 2017-10-17 23:10

SNNERTIHELN S -
flag.bet

[ Ev=ts




N EDeE) | B2 iET it

Fulv 1 KB £ 1 i FESEEE 90.5%

SZHHF) REE) E}(S) EE(V) A Kioeo S0w) =Tw

Beads |@j <116 [ anst [l +=em ] (@ /L
i 81421.2ip [ s02212ip S %/

B 81421.2ip - 360FEE

3 o @

& BES  —REE i bffset(h) 00 01 02 03 04 05 06 07 08 09 QA OB OC 0D OE OF =
4x = | Bl 814217ip - BEKNH 1 KB 00000000 50 4B 03 04 14}:5\_@ 00 08 00 44 BS 51 4B CA 2E PK....[]... =
00000010 96 4E 43 00 00-00 44 BQ 00 00 08 00 00 00 &6 6C 4::....1 ....... fl
& 00000020 61 67 2E 74 78 74 1D C1™l OE 80 20 OC 04 CO BB ag.txt.AA.€ ..h»

Lo (HRER) 00000030 89 7F S8 3E EO 9F BO 2C 6\34¢ 4A 68 39 FO 7B 13 %.X>a¥°,bDinga{.
flaga 00000040 67 72 8D 17 6E 43 53 47 E1 ©8, 08 61 DF DE B8 4E gr..nCSG& .aBp,N
00000050 62 E9 84 15 9D 35 21 AB 4C 83 8§ 78 21 D8 &4 AC bé,. 5'«[.!6):'{61—-
00000060 EE 4C E8 51 1E BA 1D BF OF 50 4BNQ1 02 1F 00 14 iLé

00000070 00 09 00 08 00 44 BY 51 4B CA 2E 9W4E 43 00 00 ....

00000080 00 4A 00 00 00 08 00 24 00 00 00 00 D] 00 00 20 .
00000090 00 00 00 00 00 00 00 66 6C &1 67 2E 74§ 74 O ..
000000A0 00 20 00 00 00 00 00 01 00 18 00 43 BB 20N06 5A .
000000BO 47 D3 01 12 12 97 E0 57 47 D3 01 12 12 97 ER 57 GO
000000CO 47 D3 01 50 4B 05 06 00 00 00 G0 01 00 01 00 'S&
000000DO 00 00 00 69 00 00 00 QO 00

m

B8 80221.zip - 360FEE 37

Do e ﬁﬁHxD %JTTF

4 [ = B s02212ip - BEXN 1KB

wE: 6

81421 le

fﬁ@' flag.txta] LA

B 81421 zip - 360 T B I8 =B O O

U
#Ehn —EREE i -3 EEaEsE

4 @@= |a 81421 zip - BEFIA 1 KB N

E* FEgERl iz =i =5 =k

LW (HEEE) i

[ flag.bxt 1KB 1KB Ir3cTs 2017-10-17 23:10

[ ) fag:xt - o5 e )
%R #EE) B0 =E(V) EEH)

IFlaz is not here!l! -
maybe you should ﬁcus on the encrypted packets......

wll

Lo

BENES  BERIZATAIRY
key.log

leo | FAI

%%EME%@%%W?UT*A%Q.M, TR B Kfag, FHiRR“maybe you should focus on the encrypted packets...”, &
BR M RPLZIRE I W EIEA. ..
T I # Htkey.log 3O



M tratticpcapng I —c—
R REE) BN JERG) BRC) SRA) e BEY) ZEW IRM EEH)

Adm @ LERBRe=TiBaaar

NEEETIES — Cul \ 3 -] mitd |+ ERBEE
(E=mm -] [BE + IEARIE  [EER 7] kewle | =i A

Hao Time Source Destination _Pr'u'[‘ufull Length Infa |~
9@12 127.435251 192.168.43.159 182.254.217.142 FTP 67 Request: CWD /mydata 1
9913 127.482333 182.254.217.142 192.168.43.159 FTP 91 Response: 250 Directory successfully changed.
9814 127.529755 192.168.43.159 182.254.217.142 TCP 54 58165 + 21 [ACK] Seq=73 Ack=217 Win=17152 Len=8
9815 128.189549 192.168.43.159 182.254.217.142 FTP 62 Request: TYPE I
9@16 128.241258 182.254.217.142 192.168.43.159 FTP 85 Response: 280 Switching to Binary mode.
9@17 128.241526 192.168.43.159 182.254.217.142 FTP 6@ Request: PASV

{9918 128.291487 182.254.217.142 192.168.43.159 FTP 185 Response: 227 Entering Passive Mode (182,254,217,142,72,7).
9819 128.291976 192. 59 182.254.217.142 FTP 68 Request: RETR key: P
9822 128.34169@ 192.168.43.159 182.254.217.142 TCP 54 58166 - 18439 [ACK] Seg=1 Ack=1 Win=5364688 Len=0 —
9823 128.390382 182.254.217.142 192.168.43.159 ICP 54 21 -+ 58165 [ACK] Seq=299 Ack=181 Win=29312 Len=@
9824 128.392743 182.254.217.142 192.168.43.159‘/_ FTP-DATA 1454 FTP Data: 1468 byt;;b ;
9825 128.392744 182.254.217.142 192.168.43.159 FTP-DATA 1454 FTP Data: 1480 bytes
9a26 128 392829 192 _168.43.159 182.254 217 142 TCP 54 58166 » 18439 [ACK] Sea=1 Ack=2801 Win=5364608 |en=0 o

4 Frame 9819: 68 bytes on wire (544 bits), 68 bytes captured (544 bits) on interface @
v Interface id: @ (\Device\NPF_{4BFDDBC3-E964-4672-BOEB-016775AFA79F})
Encapsulation type: Ethernet (1)
Arrival Time: Oct 18, 2017 01:11:59.901660000 0 ET g
[Time shift for this packet: ©.000080080 seconds]
[ Epoch Time: 1588260319.901660800 seconds

rrs 1a

&l

an i

10 ca 48 8c 68 @7 15 97 33 df ©8 @0 45 68
@0 36 66 98 40 6@ 48 @6 57 55 @ ad 2b 9f be fe
d9 8e e3 35 @@ 15 ¢7 13 e2 14 8b 95 78 8b 5@ 18
@0 43 ca b8 @@ @@ 52 45 54 52 20 6b 65 79 2e 6
ad

M Wireshark - JE& TCP i (tcpstream eq 58) - traffic S U D M S S

CLIENT_RANDOM cbdf25c6b225%a8b380b735427629e94abe5b870634c70bd9efd7ee76c0b9dcd
6782ad3aa5938c43831971a06e9a28eac27075d559799769ce5d1a3ea85211c981d8eb7175d6fd11fcf5536F331a968b
CLIENT_RANDOM 247f33728065429dc7e817e51f8b984309685ec8688296811cd3c53e5bafals5a
921ffbf7bfebd8c393008134eabbdc28486e628bdc98F21b6037c3df5592ef91fffcaldc8215699687a98febd45adceld
CLIENT_RANDOM 2008cef83c759%e5e0c8bbdbd@a@5388df25014Fc32008610577ccd92d5falele
AcB3f7ad09b6eBab7aBb793485696cB2ab7743c1a91dalB239b0Bf7ac@5205c209d5855261ecel8897dbed3a116b73627
CLIENT_RANDOM c5dd1755eff2a51b5d4ad990eca2cc281d9b637cdB8ad217566F21194e19d6+60
c3aB65698b99629875b83d6754597349612e6e7468etbbdcf8F27719e84396ae55alb72248019df1688ca3962F617252
CLIENT_RANDOM 11aeld48556a6e740fd9a18d@264cd4c49749355dcf7093daad965030a21fcfe
219786b326ccf760cd787de3cc7eldcdb6B8alaldd336178334F879b061cec8l131f 4850 cebchbeal5d987beBal36638b7
CLIENT_RANDOM ©2082cA3f43bcd83152fa26cf255dadlaal0d8edf763clbebdbc2dcd53 98 a
6a9b11b24d224c7c74691bfa8acB@86f8fB27d8ecB5e2135593425d42df5834aee37aedcfb9c2d476cb8998cedl603th
CLIENT_RANDOM 444ba97e9d2cal2ec@c627db8ee5b5a%7eladcd9d3df77221e35c55¢ca3cc3c28
defB7b2edfcl18939843a94891742F243319785c862Fac89a9002ed86dB0e39401dedda9f9d7bfaa7edc/41ae3fb8500F
I CLIENT_RANDOM ec6b@fc5bBBbe3ed58f2cb82a2be2cadlfblde92b291111126725eefd1528b5b
fl] €d3f983e551cbb1148b7ddA0ef3e8024bbdc3fclcle5737bbb2617b4a984b9c545e2468866080974a14791519ac09671
CLIENT_RANDOM d4f496208d5e82b92f46841ef81fd7bl12fc4423740ba5ee798e754b4f7a208b63
BB8815f111855F3168026ac5e496e9f289cabedIc8cd9a3ddc/cbfdd7dd54d25a0103c2cad8cdcBedb54976cb572a8bba2
[| CLIENT RANDOM f8deb49ea5df@2f8d61a5080ebB@cbd529¢c8acab5le9ecd3lbdcSdeacfadechdeb
fl| b3ded37d392432d4983b4Fcb3bd7a52d2faf@552fe62e4a739bF19F611903cddB893cb8c34c2895337¢885491044b20F
CLIENT_RANDOM d219d1@2e23a3ec7e8bf@720968c5el8ffecB213ee91142cc 4746095267557
33df1df4ldcdf73f6d9aB2ee9e75b8bb329bc52565b4861bF511853af59c678a972a5330627dcB6cd8b7c24e3fadl2ad
CLIENT_RANDOM c258el14786898835869fa@f2277538089fbedcb34c2caddlbcBecldf7d@3cd82
c7f36b2bf3902015802e44ea8139de8979a7886413782F191b3e781d388b539c1e289F7ca%ad97e898d416a811d3aB9b
CLIENT_RANDOM bfle282c132e5acb68fde9@dc21731b7ee8d37beb3ccdfB379655eb33823Fd316
202c80340dedf380Fd149ba49052bBA5ffa5a3cbd3a6eed95813248175459d7a548c38221550c1bA56c23e37072d4297
CLIENT_RANDOM ablbe@b892219f5118d62adf@379bc84cb3f8c670d027bddB2f7eeablf4d6abd
al55d79f8d678b2577a74c3de3880890beeb581d5b7523d11867c6503ta93ebc275bd8b2916e262c8acb221bf23fab2f5
CLIENT_RANDOM 41535597a84fbf6cc785687b8dB43e59fc5e3786b5del25584b6134b52fdcebd
589bdcc87a8daB5d93181598873bafBdadb6297ebcl43dbdaB949a2al5ect3e8e9691aeecl247598520c4e221719e93d
CLIENT_RANDOM 723c@7e2d837f4c62e2a1009390631a147d36d@6aa%c2d2341989a459b379738

I3 B A4 21 FEE S8, 12 fum(E)

[Entire conversation (26 LE) "] BETHEEEES
= 1—

(s | [ #180 | [Seve se- | [ #8E ][ Closs

N EAE L ? SRR TLSHMEHE T, XA BlkeylogiX MU ER AR, )5 Hkeylogxt TLSTHSGHATIRR . (BR{ED
. %% —Protocols»TLS, #RJE7E T $ Akeylog3t )



12 8.915
13 0.915)
14 8.944
15 0 _9AF

4240
i Ethernet II
- Internet P

i User Datagn

> Frame 1:

6608 bc 20 U
@ae1e oo 1c
6628 3b 54 b

SNMP
Snort
Socks
SoulSeek
SoupBinTC
SPDY
Spice
SPRT
SRVLOC
SSCOP
SSDP
SSH
S5L
STANAG 5(

Pl

STANAG 50

StarTeam
STP

STT
STUN

4 LiL} 3

o —

Secure Sockets Layer

ESA keys list

SEL debug file

Browsze

Reassemble SSL records spanming multiple TCF segments

Reassemble SSL Application Data sparming multiple SEL records

7] Message Authentication Code (MAC),

Fre—Shared-Key

(Frel-Master-Secret log filename

ignore

“mac failed”

istrator, FOOS-2020KMNGH Dasktopkey. Log

-

BrORARLs

0K

][ Cancel ][ Help

it
dngo inEB Re~=TsEE QAR
N EAFRTES - Cul-/> B3 -] &+
Ha. Time Source Destination Frotocel Length Info
2 9.522112 180.97.36.16 192.168.43.159 TLSv1.2 85 Encrypted Alert
.522275 192.168.43.159 188.97.36.16 TCP 54 58128 -+ 443 [ACK] Seq=1 Ack=33 Win=28955 Len=8
144.76 8 UDP

33 Win=0 Len=0

in=28952 Len=1408 [TCP segment of a

“ in=772 Len=0

MR | RIRE) WEV) BERG) RO HIRA) SHS) RN FE( | (8 == Pigﬂ = . ‘
| e . cult E FeEEaaamy 8005  nj02all02.baidupcs.com applicanon/zip 6349 kB £56e57b2f4745d273ea711004dedf587bkt=p3-00001c02a7abfab0bc0S 78fec2cadd928a548fd
| fITRE 4 || |9823 pan.baidu.com applicationfjson 385 bytes download?sign=XekZm35xrHILCUvXIEfOPnUGwouCPbG37E2KyOM7BZxwaNYhhknAGA%3D%3

EHM)... Destination 773 panbaiducom application/isen 383 bytes download?sign=XekZmaSxrHILCUVXIERPNUGWouCPbG37E2KyOMTB ZawaNYhhknAGA% 3D%3
bk Hex SEE2A(D)... 248 dpcs.baidu.com text/plain 51 bytes e56e57b2ff4745d273ea711004dedf58id=4145147309-250528-23739752300500a1ime=1508
E=vil Crl+w 16 192.168.43.159 760  panbaidu.com imagefjpeg 44 bytes analytics? sid=15082601992908 |six=1&clienttype=08&vmode=list&searchForm=Ffalse&versic
763 pan.baidu.com image/jpeg 44 bytes analytics?_|sid=15082601992938_|six=18uclienttype=08vmode=list&searchForm=false8versic n
=) Ctrl+5 767  panbaidu.com image/jpeg 44 bytes analytics?_lsid=15082601993008_Js listBsearchForm=falsefversic
SFEAA)... Ctrl+Shift+5 768  pan.baidu.com image/jpeg 44 bytes analytics?_|sid=15082601993008 s listBsearchForm="false8versic
P . 794 panbaidu.com imagefipeg 44 bytes analytics?_lsid= 1503250199701&_\; = =falselversic =
= 9210 pan.baidu.com i & analytics | Isid=, =
SHEESE.. 9816 pan.baidu.com X ; =
R R 9821 pan.baidu.com ic; Isi
P 9822 pan.baidu.com analytiTe? |sid= 3282288 jcicd 1, :lenﬂype— avmole=|
SHIEEFEEEL Gk 9847 pan.baidu.com nlytics? sid=150 ; fien E—U&vmo =i ar:thm_fa\se&vem:
SR P B 163 imgstatbaidu.com E
S S5L £ETH... e o] 204 imgstatbaidu.com 1
HATE » DICOM... 0.97.33.107 483 imgstatbaidu.com
| B 620 imgstathaiducom  image/gif
= Bkl i 738 hm.baidu.com it
B crlvQ sm; &s captured ( 796 hm.baidu.com
) — 5:97:33:df), 8360 imgstat.baidu.com if
> Internet Protocol Version 4, ¢ TFTP... .159, Dst: 14 2483 imgstatbaidu.com image/gif 43 bytes clientcon.gi
» User Datagram Protocol, Src Port: 46327, Dst Port: 25983 8866 imgstat.baidu.com image/gif 43 bytes clientcon.g
9490 imgstatbaidu.com image/gif 43 bytes clientcon.gif?_=1508260323002 il
« I ) r r
bc 28 18 ca 48 8c 68 @7 15 97 33 df @8 @@ 45 ee > Sars swesd | [ cese [ map
8@ 1c Bc ee 40 80 83 11 b2 fb <@ a8 2b 9f 98 4c =
3b 54 b4 f7 65 2f 8@ @8 2d cf H
okl | * TS » WIN7 (C) » P » AdministratorPCOS-2020KMUMGH » S » key « 45 [ == ey
IHHF) 4REB(E) FEW LEM  =EH)
|n - DenmrERERE RN v SEREN RE- mR FRwes - 0 @
BB key.zip - 360 e -
Jo e A ER #  wE sSEEmERAR  BRE
@ @ @ 1 FR/3VSHERE GAWERA— R, TEMERA—F—.
& BEE W EE
4 O = B keyzip - BEAIHA ==

Z%

[ Adobe Audition - 2mp3 B

- (EEER)

. P REE)
2mp3

a2 mp3

WMEN BT Ak

W(R) JEO)

P
o

W) =EH)




Fv 6.5 MB 3

et 00.000_|[ =g=43'|[ 00
| 250880 | TP J | Joo1]

HEEizkey#t X flag, ek, KIAX. Mot E%

H 8022.zip - 36074 ECE e e 1KB 1KB AT 2(
S = a ' ‘
| flag:txt - iB=A [E=E
L L . - TG WEE ER0) EEV) #Em)
4 [E = | e s0222ip - B 1KB V|~ || s=amae Q| Flag (amum_ylzora_shOkalhin_#>>_<k) B
=i EEm EEE E=E P GL
L. ERED) =
_|flag.bxt * g EWAEE 2017-10-17 23:11
SMEAT A EE -
flag.oxt
v - I
s . '
— - =167, =15
"E B LLL) ULLLISVLLULIUS S
R &1 AUt FRaEER 137 R% PEETRE 1 KR 1 A

oAz
THENAFHE 2B, TUEE.

RS ST B R AT, RIREFTPHMGE AR, (HRFEMERDTLSHIGRBITMER, EMrhiiGHEEH+4
ER .. #RJE{E A wireshark )it 3 2% FTPRIFTP-DATATR R k. RIL T fipHIFH P2 MR, ZilEk, KIALREEF.

ZIHF  WEE) BN G BRO) SR Fihs) Bl FTEW) IR #EEH)

Am @ JERE QRes=FT o= Daaam
M= HE ) e+
Fo i Sourey D= timEtien) Protocol | Length Infa -
5502 15.872834 182.254.217.142 192.168.43.159 FTP 74 Response: 228 (vsFTPd 3.8.2) | L
55@3 15.873113 192.168.43.159 2.254.217.142 FTP 64 Request: AUTH TLS |
5506 15.112865 182.254.217.142 192.168.43.159 P 92 Response: 530 Please login with USER and PASS.
5507 15.113082 192.168.43.159 182.254.217.142 FTP B4 Requesti—AtFHSsl
-t~ 5588 15.155721 182.254.217.142 192.168.43.159 FTP 92 Response: 530 Please login with USER and PASS.
55@9 15.155996 192.168.43.159 . 182.2547717.142 FTP 64 Request: USER_?t“p“\
5518 15.195985 182.254.217.142 197, T6B 23159 FTF B8 Response: 331 Please specify the password.
5511 15.196161 192.168.43.159 182.254.217.142 FTl 69 Request: SS codingay
5767 15.302736 182.254.217.142 192.168.43.159 FTP 77 Response: 238 Login successful.
5777 15.302881 192.168.43.159 182.254.217.142 FTP 68 Request: OPTS UTF8 ON
5785 15.446732 182.254.217.142 192.168.43.159 FTP 80 Response: 200 Always in UTF8 mode.
5786 15.451795 192.168.43.159 182.254.217.142 FTP 59 Request: PWD
5787 15.502976 182.254.217.142 192.168.43.159 FTP 69 Response: 257 "/mydata™
7370 17.37@995 192.168.43.159 182.254.217.142 FTP 60 Request: PASV
7414 17.441227 182.254.217.142 192.168.43.159 FTP 106 Response: 227 Entering Passive Mode (182,254,217,142,47,56).
7415 17.441586 192.168.43.159 182.254.217.142 FTP 65 Request: RETR flag -

I Frame 5589: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface 8

» Ethernet IT, Src: IntelCor_97:33:df (68:07:15:97:33:df), Dst: bc:28:108:ca:48:8c (bc:20:18:ca:48:8¢)
> Internet Protocol Version 4, Src: 192.168.43.159, Dst: 182.254.217.142

i Transmission Control Protocol, Src Port: 58148, Dst Port: 21, Seq: 21, Ack: 97, Len: 1@

> File Transfer Protocol (FTP)

G008 bc 20 10 ca 48 8c 68 @7 15 97 33 df ©8 @@ 45 ee . ..H.ho LU3LLLE.
@@ 32 66 4a 40 00 48 86 57 a7 c@ a8 2b 9f b6 fe L2F1@.@. W.. .+
d9 8e e3 24 8@ 15 29 79 dc b8 20 65 22 6f 5@ 18 R T [ e

51 db 78 4c 0@ @@ 55 53 45 52 20 66 74 7@ @d ©a  Q.xL..US ER ftp..

A& AsHiht: 182.254.217.142
HAFP4&: ftp
#7%G: codingay
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GXEAUAESEMAMERMAFTPEE/G, BEXHESKEHTINES, B llctr+F HR [FRFH] KB Fcr+F HikX
st FflageEflaght [+oNBk]] 666c6167BEATIREE R, A XHEKagR 7Tk

RIEE B BEARF— TRW U ERIBMZ FEHBIET . BATLSINE R Rhttpthil, BT ARE 2 5 H i iEhtp R T L T .
BERWUKRBSH, RAHEEMNET T -0, BXANMXHEFH. CUHF->FHIRSHTTP)
SHOXHR—AESER, BEER NS, FHAuditiontTH, EE— FHGNZE, v LEE
F#R2audacity NFH, BEAEE.
3 FIX ANkey R AR NIA IRAN I T B R S, R G &3 —Mlag.tt, FTHFRIAI RSB EIEfflag!

6: TN .

T REE WAV BERR NEN £HG)
n o . ku 9 o
i E 15

x 2 b 1_0|

Name...

B3R
B3 MED)
BREhESITRET)
EaEEZIREEE)
@ EJEWV)
#=IE (dB) (W)
SHEE|(S)
Spectrogram Settings...

— Right Channel
sHE L FEEkK
BT EETIE)
TEUEFEN0
Split Stereo to Mono

Format 4

- I:I.I'!QI.I%‘SU

SATHREAN R R AagRARREBM . o o HFIE, HEAEEFXAME, H2ETXNMRRBATR DUNE XA QR8N %
Wi, 48 LER2IMkey.log A #E AniE E 15 2 K IE Kflag T ZXHX AN & A AT %

6.BRBRA /B EIEMfag, BERMNCEME TETFTRMEE W T, BAER—THIR.

7.8 A{keylogFH GEEtcpiit FH) IRIFZEHAMEFHRER, EEPRAT —MEENESAE, BEBRRE—A
MP3& 4, FAudacity¥TFF, HiEAE—BRE, FAMEREE
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