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principle] 0 F 2021-12-28 122639 &K Ai o 2412 ﬁ g
NEFE: web®d HE
WAL B ARSI R EAISCE, #95 CC 4.0 BY-SA AU, HEIEM LR SCH A sEEMAE .

ASCEER::  hitpsy/blog.csdn.net/principle 1 /article/details/122186307
AL

KT A writeupR B RV FEK, ERETHAANHATR.
2 H T BT I A R~ — AN IR

-« ctf > traffic_178d98987b7d6407a2ff0... v O L EE"traffic 178d98987b7d6407a2ff0257e4e3fd87"
£ &2 HER i K
i traffic.pcapng 2017/10/18 1:12 Wireshark capture f... 16,840 KB

CSDi@princip

f§ FwiresharkfTF , wireshark F##bhk: Wireshark - Download (softonic.com)

M trafficpcapng - o X
XHE EE WEN BEEG) RO 5@ FHO BEY) LW TED  HBH) -
Am 3@ RexETo S = Qaa /
MEAEmE RS -~ crl/) -~ 2 -]+
No. Time Source Destination Protocol | Length Info =

1 ©.000000 192.168.43.159 144.76.59.84 42 46327 - 25903 Len=0
2 ©.522112 180.97.36.16 192.168.43.159 TLSv1.2 85 Encrypted Alert

4 ©.522275 192.168.43.159 180.97.36.16 TCP 54 58128 - 443 [ACK] Seq=1 Ack=33 Win=20
5 8.533333 192.168.43.159 144.76.59.84 42 46327 » 25903 Len=0

7 ©.914350 192.168.43.159 180.97.36.16 54 58128 - 443 [RST, ACK] Segq=2 Ack=33 Win..

> Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Device\NPF_{4BFDDBC3-E964-4672-BOEB-016775AFA79F}, id @
> Ethernet II, Src: IntelCor_97:33:df (68:07:15:97:33:df), Dst: bc:20:10:ca:48:8c (bc:20:10:ca:48:8c)

> Internet Protocol Version 4, Src: 192.168.43.159, Dst: 144.76.59.84
> User Datagram Protocol, Src Port: 46327, Dst Port: 25903

0000 bc 20 10 ca 48 8c [TJCZANES 97 33 df es ee 45 0 - - -H-[JH3 - E-
0010 @@ 1c @c ee 40 00 03 11 b2 fb c@ a8 2b 9f 9@ 4c -+ @ - - - +ooL
0020 3b 54 ba 7 65 2f @@ @8 2d cf 3Toef -

CSDN @principlel

marProtocol/a, XN HKAIRIET BT, W UAINEE — T M 7 ERL il


https://blog.csdn.net/principle1
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/principle1/article/details/122186307
https://wireshark.en.softonic.com/

M traffic pcapng — o X

XHE) REE WA G RO SRB) ®iH©) HBEY RELW) TEO FEH)

Am 1@ Rem=E=F s =a@aqan

(Ml aridEs - cirl- = E:

No. Time Source Destination ProtoAcol Length Info |
9017 128.241526 192.168.43.159 182.254.217.142 FTP 60 Request: PASV il
9018 128.291487 182.254.217.142 192.168.43.159 FTP 105 Response: 227 Entering Passive Mode (18.. :
9019 128.291976 192.168.43.159 182.254.217.142 FTP 68 Request: RETR key.log |
9038 128.398154 182.254.217.142 192.168.43.159% FTP 122 Response: 150 Opening BINARY mode data ..
9658 128.498265 182.254.217.142 192.168.43.159 FTP 78 Response: 226 Transfer complete.
7420 17.522353 182.254.217.142 192.168.43.159 FTP-DATA 61 FTP Data: 7 bytes (PASV) (RETR flag)
8022 19.002634 182.254.217.142 192.168.43.159 FTP-DATA 271 FTP Data: 217 bytes (PASV) (RETR flag.z..
R114 40 AOAA11 182 254 217 142 192 1AR 43 154 ETD_NATA A7 FTP Data: 3R _hvtas (PASVY (1 TST)

> Frame 9@38: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface \Device\NPF_{4BFDDBC3-E964-4672-BOEB-016775AFA79F}, id @
> Ethernet II, Src: bc:20:10:ca:48:8c (bc:20:10:ca:48:8c), Dst: IntelCor_97:33:df (68:07:15:97:33:df)
> Internet Protocol Version 4, Src: 182.254.217.142, Dst: 192.168.43.159
> Transmission Control Protocol, Src Port: 21, Dst Port: 58165, Seq: 299, Ack: 1e1, Len: 68
> File Transfer Protocol (FTP)
[Current working directory: /mydatal]

0006 68 @7 15 97 33 df bc 20 10 ca 48 8c 08 00 45 00 he<«3.« «.H-.-E-
0016 @0 6c d7 ac 40 00 30 @6 f6 ©a b6 fe d9 8e co a8 cle@e@c e
0020 2b 9f @@ 15 e3 35 8b 95 78 8b c7 13 e2 22 50 18 LEEREE-TEED G -5
0030 00 e5 79 bf 00 00 31 35 30 20 4f 70 65 6e 69 6e <+y-++15 @ Openin
0040 67 20 42 49 4e 41 52 59 20 6d 6f 64 65 20 64 61 g BINARY mode da
0950 74 61 2@ 63 6f 6e 6e 65 63 74 69 6T 6e 20 66 6f ta conne ction fo
0060 72 20 6b 65 79 2e 6c 6T 67 20 28 32 36 37 32 37 r key.lo g (26727
0070 2@ 62 79 74 65 73 29 2e eod @a bytes). -

CSDN @principlel

ol U T 3015, ATUAR S A% -> IBERR -> TCPii

M trafficpcapng - o X
MHE)  fRIEE WAV G BRO SR ®IHS) EBIEY) R&EW) TED  FEEH)
7 GG Rex2ZRF LIS = QQAQE
(M i ERitiEs - <Ctrl- = v+
No. Time Source Destination ProtoAcol Length Info

o "1 PASV

9017 128.241526 192.168.43.159 i182.254.21°

| ROANERE HEM)  CtrleM

9018 128.291487 182.254.217.142 . .42 e : 227 Entering Passive Mode (18..
9019 128.291976 192.168.43.159 182.254.21 BRE/ALH RS ﬁgﬂ(—l) Ctrl+D RETR key.log
9038 128.398154 182.254.217.142 192.168.4: RE/AVHRE MiESE  Ctr+T : 150 Opening BINARY mode data ..
9858 128.498265 182.254.217.142 192.168.4: RTEIEES... Ctrl+Shift+T  3: 226 Transfer complete.
7420 17.522353 182.254.217.142 192.168.4:  SEFRER » a: 7 bytes (PASV) (RETR flag)
8022 19.002634 182.254.217.142 192.168.4: : 217 bytes (PASV) (RETR flag.z..
R110 At ARAA11 1R2 284 217 1472 192 1AR A= ﬁﬁﬁﬁa’ﬂ%ﬂ_{ = 2R hvtec (DASVWY (I TRTY
> Frame 9017: 60 bytes on wire (480 bits), 6@ bytes captured (4 VeI R R , |3-E964-4672-BOEB-016775AFA79F}, id @
> Ethernet II, Src: IntelCor_97:33:df (68:07:15:97:33:df), Dst: i e R
> Internet Protocol Version 4, Src: 192.168.43.159, Dst: 182.25 —_
5 ol 3
> Transmission Control Protocol, Src Port: 58165, Dst Port: 21, X N e
> File Transfer Protocol (FTP) WEES '
[Current working directory: /mydata] SCTP '
2010 @0 2e 66 97 48 @0 40 06 57 Se¢ c@ a8 2b of bé fe - .T.@¢ e R UDP 7 Ctrl+Alt+Shift+U
9020 d9 8e e3 35 @0 15 c7 13 e2 @e 8b 95 78 58 50 18 - :5.-- DCCP Stream Ctrl+Alt+Shift+E
0030 @@ 43 f1 bl e @@ 50 41 53 56 od @ <Coe-oF S x .
@ PN ERET vTIS®R Ctrl+Alt+Shift+S
Decode As... HTTP i Ctrl+Alt+Shift+H

Eﬁuﬁﬁgﬂ(ﬂ) HTTP/2 Stream CSDN @principlel




M Wireshark - 18 TCP 5 (tcp.stream eq 57) - traffic.pcapng

220 (VvsFTPd 3.0.2)
AUTH TLS

530 Please login with USER and PASS.

AUTH SSL

530 Please login with USER and PASS.

USER ftp

331 Please specify the password.
PASS codingay

230 Login successtful.

OPTS UTF8 ON

200 Always in UTF8 mode.

CWD /mydata

250 Directory successfully changed.
TYPE I

200 Switching to Binary mode.
PASV

227 Entering Passive Mode (182,254,217,142,72,7).

RETR key.log

MOFHAHRIRIEE

150 Opening BINARY mode data connection for key.log (26727 bytes).

NIVE TurmanmeLam ~Aamind adn

9 Z Gy A, 11 fREZF 7744, 18 turn(s).
BATHE (490 bytes)

EK:

v

Show data as ASCII

St (He 02 +Ten

A1 s

\

v | §t 57

EX TN

CsD] J”’c_!-'qur cipled



r M Wireshark - i85 TCP it |(tcp.stream eq 38)- traffic.pcapng — O X

PK...L R 0] N SR S flag.txt.<.>...)A...N.Mc...mBya.
8..4..r ;M0 VUQ.6.4V.PKL LWL 3L % PR ceo 10K LWL3L L,
R . flag.txt
........ %.FZG..)Q..XG. . )Q. . XG.oPKuvvveree s Zouudnnn..
Zip SRR

0 FF5 #4841 FF#E 54, 0 turn(s).

EEAGHE (217 bytes) v Show data as ASCII v ¥R 38 =
EHRK: EET—1TQ
ER IR FTED AR iR [E] Close csonBicipien |

\
8 ‘Show data as’ MHEB SN RIEHIE &, R~EFEZZpXHRN1.Zip



| M Wireshark - & TCP 5% ftcp.stream eq 38] - traffic.pcapng — O X

504b03041400090008007db9514bb60357d8330000002500000008000000666c61672e747

| 874a23ced3e8703eb2941f085c54ecd4d631al10956d427961d20a389fb7abcO8b72877ffc
& Stream Content As... X 57d83300000025000000504b01021
P0V080V2400000000000000200000

« ctf » traffic 1.. v O EEZE"traffic 178d98987h7...
T o e © e P01800d125cd465a47d3012951a61
m— — . @ DO1005a000000690000000000
SR B e ,
| traffic.pcapng 2017/10/18 1:12
SSD

1.zip) v
). All Files (*) ~
Show data as [FRIEEEE v 9% 38 -
0 ERF—1 Q)
CEEEE Tg | B B Close Help

CSDM @principled

= =

ZkER1E Ja Bitepiit /T AR BLIE A — A zip3cf, IR 7 T 80F RIRAF 82.2ip



M Wireshark - I8 TCP i (tcp.stream eq 44) - traffic.pcapng — ] X

PK.... 500Dl 0 oMCooodoccoosc flag.txt..A.. ...... X>...,bDJh9.
{.gr..nCSG. .a...Nb....5!.L.6x!.d..L.Q..... PK......
D.QK...NC...J..... S flag.txt
......... C ZG......WG......WG..PK..........Z Looooc

0 Erig #4, 1 BEHF HH. 0 turn(s).

BEAIHE (217 bytes) v Show data as ASCII v OB 4=
'K HERT 1
EHLT TP BIFR- Close Help

CeDN@prirciplel

ETH, LI ZIER —key.loghiSCf, 230 BEARES Hiwireshark BLIH fIhttps 8, BN ZSCHE I T
ES



#HElkey.log/a EE TR

‘WTreshark-iEﬂ',—%TCP it (tcp.stream eq 55) - traffic.pcapng — a X
drwxrwxr-x 2 500 500 4096 Sep 17 23:44 docker
-P--r--r-- 1 33 33 7 Aug 16 18:51 flag
-PWXP-Xr-X 1 33 33 217 Oct 18 ©1:10 flag.zip
drwx------ 2 107 115 4096 Oct 17 17:38 pay
-PWXP-Xr-X 1 33 33 26727 Oct 18 01:11 key.log
drwxXrwxrwx 20 7] 16384 Oct 27 2016 lost+tound
drwxrwxrwx 30 0 4096 Nov 29 2016 test
0 ZEF5g 4, 1 REHE 744, 0 turn(s).
AT (448 bytes) v Show data as ASCIT v =
HK: ERT—1TQ
R FTER B 1R A Close Help

LoD @prnetpleld



M \Wireshark - i8% TCP 5 |tcp.stream eq 58)|- traffic.pcapng — 0O X

CLIENT_RANDOM I I
_cbdf25c6b2259a0b380b735427629e94abe5b070634c70bd9etd7ee76c@b9dco
Stream Content As... X B769ce5dla3ea85211c981d8e67f
N ~ o« ctf » traffic.. > v C 2 132 traffic_178d98987b7...
e =. @ 960l11cd3c53e5bafta75a
i ~ PP f21b6037c3df5592ef91fffcaldc
%= 1zip 2021/12/28 10:31
4= 2zip 2021/12/28 10:34 E61@577ccd92d5fa3e3e
™ trafficpcapng 2017/10/18 1:12 0039b0T7ac05205c1209d585526
<D 17566121194e19d660
6dcf8f2771f9e84396ae55a1b722
|
Ikey.logl v|___- e e -
All Files (¥) -
Show data as| ASCIT v |7l bs =
W ERT—A
mENE | R BEA- B Close

el
Cs0l @pﬁrmpla;

WAEBRMNTE T WA zpX i —key.log, fERER R zZpXHgmeE T

|« ctf > traffic 178d98987b7d6407a2ff... v G L =& traffic_ 178d98987b7d6407a2ff0257e4e3fd87"
5 B s s H/N
= 1.zip 2021/12/28 10:31 E48(zipped) Stk 1KB
L 27ip 2021/12/28 10:34 E45(zipped) Stk 1KB
5| key.log 2021/12/28 10:41 SCASTRY 26 KB
| traffic.pcapng 2017/10/18 1:12 Wireshark capture f... 16,840 KB

CSDN @principlel

BhELERRET RZphNE, FH010editoriT 7344, 010editorde ) T &4k (SweetScape Software Inc -
Download 010 Editor) , Bf#CHERKIRMAZ ZKEMHE (FENHFEERMMIECH, THRER—Azp
. AR B BB SO S MR Zp SO AT


https://www.sweetscape.com/download/010editor/

( 2 010 Editor - DActf\traffic_178d98987b7d6407a2ff0257e4e3fd87\1 zip — O X

b

File  Edit Search  View Format Scri Templates Debug Tools Window  Help

R BEfngmgd thIEoE 2B

Template Results - ZIP.bt o

Name
struct ZIPFILERECORD record
struct ZIPDATADESCR dataDescr
struct ZIPDIRENTRY dirEntry
struct ZIPEND TOR endLocator

Selected: 89 [59h] bytes (Range: 0 [Oh] to 88 [58h])

Wa3...% Tl
ag.txte<i>%.&)Ad
ANIMcC. . mByaO.8
Y-«Acri.a; . AAN®

V«q. BU4VEPK. .

--%. . .58
TQKY . W@3. .
$

flag.txt.
.....N%IFZ
.XG0.)Q! . X
zZ

flag.txt

flag.txt

Start: 0 [Oh] Sel [59h]

Inspector

Type
Binary
Signed Byte
Unsigned Byte
Signe: t
Unsigned Short
Signed Int
Unsigned Int
Signed Int64
Unsigned Int64
Float
Double
Half Float

DOSTIME
FILETIME
OLETIME
time_t
time64 t
GUID

code (X86-64)
code (ARM-32)

Value
01010000
80

01/11/1609 0
02/19/1972 05:19:...

{04034B50-0014-...
push eax
push rax
streq r4, [r3], #-0x...

B v

sTjglegolfain

ushort deFlagsiX M F B Szipth &A%<, TEOME, BEONEENE, 2RIEIMN0, REFEIT Fzp3ctH
BERGOEME, HHIEE R, LAIE0MERZ G BAEH, BN SCHBIR G kg .



2 010 Editor - DActi\traffic_178d98987b7d6407a2ff0257e4e3fd87\1.zip - O X

R B ithEBE2C B> 33

File  Edit Search  View Format Scripts  Templates Debug Tools Window  Help

Inspector
Type Value
Binary 00001001
Signed Byte 9
Unsigned Byte 9
Signed Shor 9
Unsigned Short 9
Signed Int 524297
flag.txt. Unsigned Int
. . .N%IFZ Signed Int64 4 2297248073..
60.)Q; .X60.)Q; . X Unsigned Int64
Float
Double 6.7907
Half Float 5.364418e-07
Template Results - ZIP.bt 2
Name
W struct ZIPDIRENTRY dirEntry flag.txt 69h DOSTIME 00:00:18
char deSignature[4] FILETIME
ushort deVersionMadeBy 3 oD Z2h OLETIME
ushort deVersionToExtract 6Fh 2h time_t 01/07/1970 01:38:...
ushort deFlags 71h Z2h time64_t
enum COMPTYPE deCompression COMP DEFLATE (8) 73h 2h GUID 100080009 -
DOSTIME deFileTime 23:11:58 75h 2h 0d or dword ptr [eax...
DOSDATE deFileDate 10/17/2017 77h 2h ode (X86-6 or dword ptr [rax...
uint deCrc D85703B6h 7%h 4h @ andeq r0, 8, sb
uint deCompressedSize 51 7Dh 4h - 1
. l v
Selected: 2 bytes (Range: 113 [71h] to 114 [72h]) Start: 113 [71h]  Sel: 2 [2h] Size: 217 Hex ANSI LOSDN @pringipiel |
1.zip
w= « traffic 178d98987b7d6407a2ff0.. > 1.zip v G L EE"1zp"
Fay
EFR il FEGaAsN EEL{F
| flag.txt NAMRY 1KB &
FEfE(zipped) MHIHEIR X

1. Windows FoiETeRHEEL,
A

ToEelEB R,

CSDMN @principleld

YW1 ZpX AR I, CBIE0%R9, &R

2.Zip



am= <« traffic_178d98987b7d6407a2ff0.. » 2.zip v O

ey

BR el
flag.txt SCASTRY

B flag.ixt - 254
M{HF) fREE((E) 1BIU0) WE((Y)  EEI(H)
flag is not here!!!

L2 iEFE"2zip”

FEGaA/N S B N

1KB #H

maybe you should focus on the encrypted packets......

CSDN @principled

Y 2. zipR N i, [HREZfag & A flag, RMARRREMER, RIVEHR—1key.log3fF, "L

5 A\ wiresharkfi# 2 https i1 £ 3 it
T Hwireshark, KX dmi->5E E

M traffic.pcapng

— O X

MHHE) fREE) MEN BEG) RERO  ofA)  HmI©) BEY) LW TEO  HBEH)

Am, g3 .
[E Q &HEHAD.. Ctrl+F
o, BRT—MN) Ctrl+N
. B E—1Nv) Ctrl+B
FRT/BUERE SEM) Ctrl+M
168 RCRERTSE Ctrl+Shift+M
oo WHFEFERFUSEW  Ctl+AltsM
167 FimE Ctrl+Shift+N
7=l ﬁﬁ—’f:ﬁE Ctrl+Shift+B
|
7R ARG £ Ctrl+D
T pmmERTSE Ctrl +Shift: D
s inter  HREFERTHSEM  Crl+Alt+D
> [Irans g AGHIGE AfEsE Ctrl+T
R ENEEs®E Ctrl+Alt+T
m— T—HEs=E Ctrl+Alt+N
2000 E Hi—ATEIEE Ctrl+Alt+B
9020 4 EHETER... Ctrl+Shift+T
ge3ie 1
e e oEER »
BbSFTE S EEE
=04 2 (G Ctrl+Shift+A
. BSEP)..  Ctl+Shift«P

s iProtocols, & SSL #t#k SSL, #®#& SSL #i#k TLS

HE -+

Destination Protocol L
192.168.43.159 TCP
192.168.43.159 TCP
180.97.66.32 TCP
192.168.43.159 TCP
192.168.43.159 TCP

—

captured (528 bits) on interface \Device\NPF
df), Dst: bc:20:10:ca:48:8c (bc:2@:1@:ca:4¢
5t: 180.97.66.32

Port: 443, Seq: ©, Len: @

——
mEEE o
42-@-@ %/--+--a
B K-, W

CSDMN @principled




i ‘ Wireshark - &I

>

Name Resolutic
v~ Protocols

29West
2dparityfec
3GPP2 A11
5GLI
6LoWPAN
802.11 Radi
802.11 Radi
9P

A-bis OML
A21

ACDR
ACAP

ACN
ACR 122

Protocols

() Display hidden protocol items

(J Display byte fields with a space character between bytes
() Look for incomplete dissectors

(J Enable stricter conversation tracking heuristics

EXBEFATET Kkey.log

3 M Wireshark - B

15

TFTP
Thread
Thrift

Tibia

TIME

TIPC
TiVoConnec
TLS

TNS
Token-Ring
TPCP

TPKT
TPLINK-SM.
TPM2.0
TPNCP
TRANSUM
TSDNS

Transport Layer Security
RSA keys list Edit---
TLS debug file

@ Reassemble TLS records spanning multiple TCP segments
@ Reassemble TLS Application Data spanning multiple TLS records

() Message Authentication Code (MAC), ignore “mac failed”

Pre-Shared Key

(Pre) Master—Secret log filename

198987b7d64072a2ff0257e4e3fd87\key. log T B

dyEhttp, RE|I—ANINEE T BB, AN music.zip, IEIZSCHFRE TR

CSDN @principle’l

CSDN @principlel



M trafficpcapng - o X
MHE) RIEBE) AN BHEG) R0 oFA)  FKI©Q) BIEY) REW) IR B0
Wl ==
Am @ Re>2xF IS =EQQAQH
mEn RS )+
No. Time Source Destination Protocol Length Info
833 8.321333 180.149.145.242 192.168.43.159 HTTP 282 HTTP/1.1 200 OK (text/html)
843 8.462213 192.168.43.159 220.181.7.165 HTTP 1295 GET /file/e56e57b2ff4745d273ea711004dedf5
848 8.702324 220.181.7.165 192.168.43.159 HTTP 1375 HTTP/1.1 302 Moved Temporarily (text/pla
885 8.915813 192.168.43.159 180.97.34.136 HTTP 1281 GET /file/e56e57b2ff4745d273ea711004dedfs
8005 18.140869 186.97.34.136 192.168.43.159 TLSv1l.2 1285 HTTP/1.1 200 OK |(application/zip)
8356 50.385888 192.168.43.159 1806.97.36.16 HTTP 1261 GET /clientcon.gif?_=1568260241787 HITP/1
8360 50.420583 180.97.36.16 192.168.43.159 HTTP 371 HTTP/1.1 2@@ 0K (GIF89a)
KRART B1 0ORIA2R 192 1AR A 1EQ 1R0 Q7 2% 1/ HTTD 1217 GFT /rliantran oif? =1RARKIEAIAIART HTTD/1

>
>
>
>
>

Transport Layer Security
Transport Layer Security

[420 Reassembled TLS segments (6849595 bytes): #907(16384), #924(16384), #938(16384), #956(16384), #974(16384), #990(16384), #1005(16384), #

Hypertext Transfer Protocol

Media

Type

P .

PO T T ST T U F T T E N E S E R

soesa0se 43 of 6o |TEETEETRRon
74 65 6e 74 2d 44 69 73 70 6f 73 69 74 69 6T 6e tent-Dis position I
3a 20 61 74 74 61 63 68 6d 65 6e 74 3b 66 69 6¢C : attach ment;fil
65 6e 61 6d 65 3d 22 6d 75 73 69 63 2e 7a 69 70 | ename="m usic.zip
22 od @a 43 6f 6e 74 65 6e 74 2d 4c 65 6e 67 74 Conte nt-lLengt
68 3a 20 36 38 34 39 30 38 38 0d @a 43 61 63 68 h: 68490 88--Cach
65 2d 43 6f 6e 74 72 6f 6¢c 3a 20 6d 61 78 2d 61 e-Contro 1l: max-a
67 65 3d 32 35 39 32 30 30 @d 0a 78 2d 62 73 2d  ge=25920 @--x-bs-
63 6C 69 65 6e 74 2d 69 70 3a 20 4e 44 6b 75 4af client-i p: NDkuO CSDN @principlel
R X -> FEN R > HTTP
M Wireshark - St - HTTP X955 - 0>
| CATIEDS: | Content Type: All Content-Types ~
oE ENE REERT A praEe
163  imgstat.baidu.com image/qgif 43 bytes clientcon.gif? =1508260192995
294  imgstat.baidu.com image/gif 43 bytes clientcon.gif? =1508260193777
359 gt2.baidu.com image/gif 35 bytes  sp613.gif?t=1508260193005
483  imgstat.baidu.com image/qgif 43 bytes clientcon.gif? =1508260194663
629  imgstat.baidu.com image/gif 43 bytes clientcon.gif? =1508260197394
738  hm.baidu.com image/gif 43 bytes hm.gif?cc=08ck=18&cl=24-bit&ds=1920x1080&ep=list downlo
760  pan.baidu.com image/jpeg 44 bytes analytics? Isid=1508260199290& Isix=18clienttype=0&vmode:
763  pan.baidu.com image/jpeg 44 bytes analytics? Isid=1508260199293& Isix=18&clienttype=0&vmode:
767  pan.baidu.com image/jpeg 44 bytes analytics? Isid=1508260199300& Isix=18clienttype=0&vmode:
768  pan.baidu.com image/jpeg 44 bytes analytics? Isid=1508260199300& Isix=18&clienttype=0&vmode:
773  pan.baidu.com application/json 383 bytes download?sign=XekZm95xrHfLCUvXIEfOPnU6wouCPbG37E2KyC
794  pan.baidu.com image/jpeg 44 bytes analytics? Isid=1508260199701& Isix=18clienttype=0&vmode:
796  hm.baidu.com image/gif 43 bytes hm.gif?cc=08ck=18cl=24-bit&ds=1920x1080&ep=chromeStra
833  update.pan.baidu.com text/html 11 bytes download&ajaxdata=%22success%22
848  d.pcs.baidu.com text/plain 51 bytes e56e57b2ff4745d273ea711004dedf58?fid=4145147309-250528
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