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Begin Transaction Text = 5/ Fiter |=Sort  [2.1
id url

8 http://firefox.com.cn/download/mobile/?src=fbookmark
9 http://www.firefox.com.cn/

10 httpy//uww firefoxchina.cn/

11 https://unww.baidu.comfindex.php?tn=monline_3_dg

12 hitp://www sina.com.cn/
13 hitpy//weibo.com/2c=spr_web,_sq_firefox_weibo_t001

14 http://www.163.com/

15 http://youku.com/

16 http://aitacbao.com/?pid=mm 28347190 2425761 17624777

17 httpy//union.click.jd.com/jdc?e=8tp=AilBZRprFDIWWA1FBCVBYOIUEEULRFR
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19 http://www.yihaodian.com/?tracker_u=10977119545

20 httpy//www.hao123.com/?tn=12092018_12_hao_pg
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32 https://altacbaoc.com/?pid=mm 28347180 2425761 17624777
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SELECT *rowid "NAVICAT_ROWID" FROM "main"."moz_places" LIMIT 0,1000
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& url
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LONGVARCHAR
Not nul
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4 4“0 O0OO0O00O0 - 4000000 O0O00O0GCOCOoOoo o

"+

1

© 0 000000 000000000000 00000000

Default Value
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- 0 - 00 0090000000000 0000000000
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Length Info
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~@ TE#[Item Count]
E-{F WE[Items]
-@ TEEiREAVariable Specification]

-@ LT HiHREAfHE Length Of Following Address Specification]

1d[Syntax Id]

EEIR T [TransportSize]
2P HE£E(ltem Length]
-8 TEDB[tem DB]

@ HWEEHltem Area]
-2 TE#shHItem Address]
@ FtitByte Address]
-@ frsHHBit Address]
B-@ #dE[Datas]
2-@ TiE[ltem]
B2-@ EEB[Return Code]

T o

Decode Any Base Encoding Scheme

Just paste any Base encoded string and BaseCrack will detect and decode it.
Supports multiline encoded strings of any scheme.

» Supported Encoding Schemes

» Try an example!

iPE=e>we,9:=(JRnBjf<7_8Cw1b )

M DECODE

Decoded Results:
welcome_S7_world_xyp07 [Based1] A—

» Raw Results o
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M tcp.stream eq 3 FFIEMHJEF flagi+ 75t

M Wireshark - 355 TCP 5% (icp.stream eq 3) - carefulguy.pcapng

from binascii import
flag
unhexlify(flag)

ERBIHNRE

EVBHNEE
HWEZA-mENm 3.0

FEER: Monkey2—Z0NEN B, BESWECES, BN TAINRLES LR, AaMlmsaEESE 100005/ 58U, MonkeyfEmai X0 A AL Tl A
AT, YURmREKHE RS, B ESENRE, EREREERIRE S S AR AR AR T2 HIIRTAEE fag Aflag{data+ .5}

R | B
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4 8671.pcapna

Admg® RESe==ZfFlEEaaqH

[ modbus. data

Ho Time Source Destination Frotoool Length Info
62344 695.566985 10.8.43.11@ 16.8.7.148 Modbus /TCP 66 Query: Trans: 8; Unit: 1, Func: 6: Write Single Register
62346 695.567334 10.8.7.148 16.0.43.118 Modbus /TCP 66 Response: Trans: 8; Unit: 1, Func: 6: Write Single Register
65757 763.487977 1e.8.43.11@ 16.0.7.148 Modbus /TCP 66 Query: Trans: 8; Unit: 1, Func: 6: UWrite Single Register
65759 763.488512 1@.8.7.148 16.0.43.118 Modbus /TCP 66 Response: Trans: 8; Unit: 1, Func: 6: UWrite Single Register
66101 773.715865 10.0.43.110 10.9.7.148 Modbus /TCP 66 Query: Trans: B; Unit: 1, Func: 6: Write Single Register
66103 773.716276 10.8.7.148 10.0.43.118 Modbus /TCP 66 Response: Trans: B; Unit: 1, Func: 6: Write Single Register
66332 783.048451 18.08.43.11@ 18.8.7.148 Modbus /TCP 66 Query: Trans: @; Unit: 1, Func: 6: Write Single Register
66334 783.0846754 18.08.7.148 18.8.43.118 Modbus /TCP 66 Response: Trans: @; Unit: 1, Func: 6: Write Single Register
67739 834.729996 10.8.43.11@ A pEs= _ o X 8; Unit: 1, Func: 6: Write Single Register
67741 834.735092 10.8.7.148 B; Unit: 1, Func: 6: UWrite Single Register
67923 842.012273 10.8.43.110 = E’%ﬁ B; Unit: 1, Func: 6: Write Single Register
67925 842.017280 1@.8.7.148 8; Unit: 1, Func: 6: UWrite Single Register
68156 849.225558 1e.8.43.11@ 8; Unit: 1, Func: 6: UWrite Single Register
68158 849.229858 10.8.7.148 B; Unit: 1, Func: 6: Write Single Register
68340 857.219536 18.0.43.118 ‘ |B; Unit: 1, Func: 6: Write Single Register
68342 857.219848 18.0.7.148 10 000 8; Unit: 1, Func: 6: Write Single Register
68685 867.694494 18.8.43.118 I B; Unit: 1, Func: 6: Write Single Register
68687 B67.694845 10.8.7.148 B; Unit: 1, Func: 6: Write Single Register

HEX 2710

Frame 68340: 66 bytes on wire (528 bits), 66 bytes ca|
Ethernet II, Src: 90:0f:0c:ab:fa:23 (90:8f:0c:ab:fa:2]
Internet Protocol Version 4, Src: 10.0.43.11@, Dst: 1l oct 23420
Transmission Contreol Protecol, Src Port: 42033, Dst Py
Modbus /TCP

v Modbus

6D811FF142FA}, id @
| oec 10,000

BIN 0010 0111 0001 0000

.80 0110 - Function Code: Write Single Register (6 QWORD S i
Reference Number: 1
Data: 276F | DoEE Y W
\ «© b CE &
( ) % -
90 Of Bc ab fa 23 99 Bf ©c ab fa 23 @8 0@ 45 0@
88 34 bf 25 40 0@ 40 86 34 9d @a 0@ 2b Ge Ba 0B
87 94 24 31 @1 f6 le e2 92 @4 ed 51 7c 45 50 18 7 8 9 X
9830 ©1 f6 7e B7 90 09 B0 @@ 08 90 0@ @6 ©1 @6 04 81
27 of
4 5 6 -
1 2 3 +

W HEM T 10000 UL HEER A

@S

e =
CSON @3

Bl
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AmJ® RE Res==ZfF iS5 S QaaaH
(W [modbus, dat=
Ho Time Source Destination Frotoeol Length Info
62344 £95.566905 18.8.43.11@ 10.9.7.148 Medbus /TCP (133 Query: Trans: @; Unit: 1, Func: 6: Write Single Register
62346 695.567334 10.8.7.148 10.@.43.116 Medbus /TCP 66 Response: Trans: @; Unit: 1, Func: 6: Write Single Register
65757 763.407977 18.8.43.11@ 10.9.7.148 Medbus /TCP (133 Query: Trans: @; Unit: 1, Func: 6: Write Single Register
65759 763.408512 10.8.7.148 10.@.43.116 Medbus /TCP 66 Response: Trans: @; Unit: 1, Func: 6: Write Single Register
66101 773.715865 10.9.43.110 10.8.7.148 Modbus /TCP 66 Query: Trans: B; Unit: 1, Func: 6: Write Single Register
66103 773.716276 10.9.7.148 10.0.43.110 Modbus /TCP 66 Response: Trans: 8; Unit: 1, Func: 6: Write Single Register
66332 783.0408451 10.9.43.110 10.8.7.148 Modbus /TCP 66 Query: Trans: 8; Unit: 1, Func: 6: Write Single Register
66334 783.040754 10.9.7.148 10.8.43.1180 Modbus /TCP 66 Response: Trans: B; Unit: 1, Func: 6: Write Single Register
67739 834.72999%6 108.98.43.110 10.0.7.148 Modbus /TCP 66 Query: Trans: B; Unit: 1, Func: 6: Write Single Register
67741 834.735092 10.9.7.148 10.9.43. §{ E= - [m] > 1, Func: 6: Write Single Register
67923 842.012273 10.0.43.110 10.9.7.1 1, Func:  6: Write Single Register
67925 842.017280 16.0.7.148 16.0.43.| = EF?)’EI‘\ 1, Func: 6: Write Single Register
68156 849.225558 10.0.43.110 10.0.7.1 1, Func: 6: Write Single Register
/ 68158 849.229858 16.0.7.148 16.0.43. 2 x 1, Func: 6: Write Single Register
68348 857.219536 10.0.43.110 10.0.7.1 1, Func:  6: Write Single Register
68342 857.219848 16.9.7.148 16.0.43. 2766 1, Func: 6: Write Single Register
68685 867.694494 16.0.43.118@ 16.0.7.4 1, Func: 6: Write Single Register
68687 867.694845 16.0.7.148 16.8.43. 1, Func: 6: Write Single Register
> Frame 68156: 66 bytes on wire (528 bits), 66 bytes captured (52' HEX 2766 WA}, id @
> Ethernet II, Src: 99:8f:@c:a6:fa:23 (90:0f:0c:ab:fa:23), Dst: 9 DEC 10,086
» Internet Protocol Version 4, Src: 10.0.43.11@, Dst: 10.0.7.148
> Transmission Control Protocol, Src Port: 48883, Dst Port: 582, = OCT 23546
> Bedbusyin BIN 0010 011101100110
~ Modbus
.00 0110 = Function Code: Write Single Register (6) 2 T MS
Reference Number: 1 —_—
Data: 2766
- D8l v % Gl v
A « » CE
9@ Of Oc ab fa 23 992 @f Oc a6 fa 23 08 00 45 @0 #- B 0 ) % -
8@ 34 91 de 40 @0 40 @6 61 e4 Pa 8@ 2b 6e Ba 00 4--@-@-
87 94 9f 63 @1 f6 91 3@ 83 308 48 f3 12 a7 50 18 c---8
@1 f6 35 91 00 00 60 B9 0@ 0@ 88 06 Ol 86 00 @1 5 c 7 8 9 25
2e4s 27 66 Nt
D 4 5 6 -
E 1 2 3 +
CsSD

data R+ N, FAb— T+

flag{1008668156}

ncsubj

S WOWOWOW,

BEIE, flagiishnagh

E]EE

i

TCPEERNL, RIMH=EHbase64

M Wireshark - 3585 TCP § (tcp.stream eq 0) - nesubj.pcapng

 ERALTIA PORTIALE4325 1 hackerSIZ B IUMNEIEE, A AR USRS 7 Al

e, BHNREREFEE
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Qe linnn

183 turm (=),

92 EE A,

FEAahiE (10 kB)

92 & A,

=
hae)

S

TTRHHRTFEEEA  ASCII

EHRT— )

s )

D

Claze L[]

p E{E]

Save as""*
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PS C:\Users\Administrator

Command line code:1:




rotl3

rot13.com

About ROT13

jlulnlzlnlalplf|h|alwlx|plz]

4
ROT13 +
wlhlalt|a|n|ec|z|ulblilelc]t]
: b .
CSDMN @ZE '|'}r

flag{whatancsubject}

LED_BOOM

LED_BOOM

MEZH: aBEBE 40

HEfEA: BEhEDOMIEI TSRS, AIh=2—& Eil, HitfT e . Bl IR SRR Iz B PI L EDRTIRIBTAYIANG 7 =, {RERARIEECAR FIEE,
BRSNS, 1R3calanagl) tips: ITR A= RN ARN—NERE, Fit(NaSHE RS SERHRERNSR.

BB | B

FRSHEE: 0/1




Base64 X471, Zmhi3

EiBaset4 CSS Baseb4 DESINZ/REE, 3DESHIZ R AESINE/REE RSANNE/REE

U2FsdGYKX19c00VEgLVgcsosU4fse+7LIrQKIHFkn9HUSBuwFAIvH1siJXg/Rk6z

SRR : @38 Orex BBSR 1 Sz v RS . UTF-8 v a

53 61 6C 74 €5 &4 SF SF
CA 3C 53 B7 EC 7B EE CB
D4 F4 1B BO 14 08 AF 1F

&+ [Salted] OpenSSL encrypted data
EF  salted3{f
HInfER -

salte:5(D3457CASB56072
LgigRhS | [Hex]

EHEIE - 48 Bytes
T&HEL 18, $EBT C Oms

CSDN-@ZF

MERIITIE s7comm KA, HBRRILEAMMNE, BKEHFFREZEMKERN 123 NERINE, FHEEESHE LD
On & LED Off

M LED_bDombOom.pcapng
B REE WEN HERGE BRO SHEe) e BEy TEwW TREO #EH

AN e TRRB Re==Fas[=Eaaaqn
[ s7comm
To. Time Source Destination Protacol Length Info
776 330.821294 172.16.1.3 172.16.1.16@ S7COMM 115 ROSCTR: [Userdata] Function:[Response] -» [CPU functions] -> [Read SZL] ID=8x8424 Index=0x0008
798 348.0889354 172.16.1.3 172.16.1.16@ S7COMM 115 ROSCTR: [Userdata] Function:[Response] -> [CPU functions] -> [Read SZL] ID=0xB8424 Index-8x0800
801 340.602382 172.16.1.3 172.16.1.16@ S7COMM 115 ROSCTR: [Userdata] Function:[Response] -» [CPU functions] -> [Read SZL] ID=8x8424 Index=0x0008
8@5 341.118499 172.16.1.3 172.16.1.100 S7COMM 115 ROSCTR: [Userdata] Function:[Response] -> [CPU functions] -> [Read SZL] ID=0x0424 Index-0x0800
809 341.632467 172.16.1.3 172.16.1.10@ S7COMM 115 ROSCTR: [Userdata] Function:[Response] -> [CPU functions] -> [Read SZL] ID=@x8424 Index-8x0200
813 342.137462 172.16.1.3 172.16.1.100 S7COMM 115 ROSCTR: [Userdata] Function:[Response] -> [CPU functions] -> [Read SZL] ID=0x0424 Index-0x0800
817 342.648495 172.16.1.3 172.16.1.16@ S7COMM 115 ROSCTR: [Userdata] Function:[Response] -> [CPU functions] -> [Read SZL] ID=0xB8424 Index-8x0800
820 343.147463 172.16.1.3 172.16.1.16@ S7COMM 115 ROSCTR: [Userdata] Function:[Response] -» [CPU functions] -> [Read SZL] ID=8x8424 Index=0x0008
824 343.659583 172.16.1.3 172.16.1.16@ S7COMM 115 ROSCTR: [Userdata] Function:[Response] -> [CPU functions] -> [Read SZL] ID=0xB8424 Index-8x0800
827 344.165525 172.16.1.3 172.16.1.160@ S7COMM 115 ROSCTR: [Userdata] Function:[Response] -» [CPU functions] -> [Read SZL] ID=8x8424 Index=-0x08008
585 294.197153 172.16.1.3 172.16.1.100 S7COMM 123 ROSCTR: [Userdata] Function:[Response] -> [CPU functions] -> [Read SZL] ID=0x0074 Index-0x0800
692 316.876176 172.16.1.3 172.16.1.16@ S7COMM 123 ROSCTR: [Userdata] Function:[Response] -> [CPU functions] -> [Read SZL] ID=0x80874 Index-8x0800
787 333.192261 172.16.1.3 172.16.1.100 S7COMM 123 RORCTR: [Userdata] Function:[Response] -> [CPU functions] -> [Read SZL] ID=0x0074 Index-0x0800
473 261.169574 172.16.1.3 172.16.1.16@ S7COMM 127 ROSCTR: [Userdata] Function:[Response] -> [CPU functions] -> [Read SZL] (S7COMM reassembled id=246) ID=-8x8817 Index=-8x0000
482 262.374614 172.16.1.3 172.16.1.16@ S7COMM 127 ROSCTR: [Userdata] Function:[Response] -» [CPU functions] -> [Read SZL] (S7COMM reassembled id=247) I x08817 Index=0x0000

v SZL data tree (list count no. 1)
cpu_led_id: @x@eel
- .08 .

Bits @, 1, 2: Rack number: @
Bit 3: CPU Type (@=Standby, l=Master): @
... .... BPAG 00A1 = Byte 1: LED ID: SF (group error) (1)

Status of the LED: OFf (@)
Flashing status of the LED: Not flashing (@)
v SZL data tree (list count no. 2)
2x0004
........ - Bits @, 1, 2: Rack number: @
fe e e = Bit 3: CPU Type (8=Standby, l=Master): @
.... .... BGEG 0108 = Byte 1: LED ID: RUN (4)
Status of the LED: On (1)
Flashing status of the LED: Not flashing (@)
v SZL data tree (list count no. 3)
cpu_led_id: @x@ee5
. .8

- Bits @, 1, 2: Rack number: @
.. Bit 3: CPU Type (@=Standby, l=Master): @
.-.. .... BBE@ 0101 = Byte 1: LED ID: STOP (5)
Status of the LED: OFf (8) -~
Flashing status of the LED: Not flashing (@)
v SZL data tree (list count no. 4)
nu lad id- AvBAGE




554H:. 585692787

AESHR

95 3C: U2FsdGVkX19c00V8qLVgcso8U4fse+7LirQKiHFknOHU9BUWFAiIVH1siIXg/Rk6z

https://www.sojson.com/encrypt_aes.html

=R AESIIEMEE DESII=/RRE RCAND=/BR= Rabbithn=/as= TripleDeshn=/ER= MDShD/EE=: Baseb4 A=
flagftietie_tietie_tiet13} 585692787

Hashhn/Re=: IS = IS BB

U2FsdGVKX19c00VEqLVgcso8U4ise+TLIrQKIHFkNSHU9BUWFAIVH1sIXg/Rk6Z

flag{tietie_tietie_tiet13}



https://www.sojson.com/encrypt_aes.html
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