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<?php
function Administrator($value){
if(empty($_COOKIE['in_adminid']) || empty($_COOKIE['in_adminexpire']) || $_COOKIE['in_adminexpire']!==md
5($_COOKIE[ 'in_adminid'].$_COOKIE[ 'in_adminname'].$_COOKIE[ 'in_adminpassword'].$_COOKIE[ 'in_permission'])){
return False;
}
setcookie("in_adminexpire",$_COOKIE[ 'in_adminexpire'],time()+1800);
if(!empty($_COOKIE['in_permission'])){
$array=explode(",",$_COOKIE['in_permission']);
$adminlogined=false;
for($i=0;%i<count($array);$i++){
if($array[$i]==$value){$adminlogined=true;}
}
if(!$adminlogined){
return False;
}
Yelse{
return False;
}
return true;
}
if (Administrator(2)){
if(isset($_FILES['file'])){
$filename = './img/img'.rand()."'.jpg";
move_uploaded_file($ FILES["file"]["tmp_name"],$filename);
header('Refresh:3,url=index.php?file=upload.php');
echo "Upload $filename Success!";
die;
}
Yelse{
header ('Refresh:3,url=index.php?file=login.html");
echo "Who are you!";
die;

?>
< IDOCTYPE html>
<html lang="zh-CN">
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">

<meta name="description" content="">

<meta name="author" content="">




<link rel="icon" href="../../favicon.ico">
<title>ERfE&</title>
<link href="https://cdn.bootcss.com/bootstrap/3.3.7/css/bootstrap.min.css" rel="stylesheet">
<link href="starter-template.css" rel="stylesheet">
</head>
<body>
<script src="https://cdn.bootcss.com/jquery/1.12.4/jquery.min.js"></script>
<script src="https://cdn.bootcss.com/bootstrap/3.3.7/js/bootstrap.min.js"></script>
<form class="form-horizontal" action="upload.php" method="post" enctype="multipart/form-data">
<fieldset>
<div id="legend" class="">
<legend class="">#NE ) </legend>
</div>
<div class="control-group">
<l-- Text input-->
<label class="control-label" for="inputel">E} %< /label>
<div class="controls">
<input placeholder="i&%iA\Messagefr" class="input-xlarge" type="text" name="title">
</div>
</div>

<div class="control-group">
<label class="control-label">ftf</label>
<!-- File Upload -->
<div class="controls">
<input class="input-file" id="file" type="file" name='file'>
</div>
</div>

<div class="control-group">
<label class="control-label">Ti%</label>
<!l-- Button -->
<div class="controls">
<button class="btn btn-success">Submit</button>
</div>
</div>

</fieldset>
</form>
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in_adminpassword admin
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def get base64 diff_value(sl, s2):
base64chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/"
res =
for i in xrange(len(sl)):
if s1[i] != s2[i]:
return abs(base64chars.index(s1[i]) - base64chars.index(s2[i]))
return res

solve_stego():

with open('stego.txt', 'rb') as f:

file_lines = f.readlines()
bin_str = "'
for line in file_lines:
steg line = line.replace('\n', "")
norm_line = line.replace('\n', '').decode('base64').encode('base64').replace('\n', '")
diff = get_base64_diff value(steg line, norm_line)

pads_num = steg line.count('=")
if diff:

bin_str += bin(diff)[2:].zfill(pads_num * 2)

else:
bin_str += '0@"' * pads_num * 2

res_str = "'

for i in xrange(@, len(bin_str), 8):

res_str += chr(int(bin_str[i:i+8], 2))
print res_str

solve stego()
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