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from Crypto.Cipher import AES

16

pad_len BLOCKSIZE ( (CELE)) BLOCKSIZE) if (CELE)) BLOCKSIZE 0 else ©
return data (pad_len) pad_len

def unpad(data):
num (data[-1])
return data[:-num]

def _enc(data,key,iv):
cipher = AES.new(key,AES.MODE_CBC,iv)

encrypt = cipher.encrypt(pad(data))

return encrypt
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def enc(data,key):

try:
iv ( ) .decode(
cipher = AES.new(key,AES.MODE_CBC,iv)
encrypt = cipher.encrypt(pad(data))
return encrypt

except:
exit()

def dec(data,key,iv):

try:
cipher = AES.new(key,AES.MODE_CBC,iv)
encrypt = cipher.decrypt(data)
return unpad(encrypt)

except:

key = os.urandom(16)

iv = os.urandom(16)

cipher = _enc(flag,key,iv).encode(

print cipher

paintext ( ) .decode(
print enc(paintext,key).encode(

backdoor (
assert backdoor cipher

if dec(backdoor.decode( ), key,iv) flag:
print flag
else:
print
except Exception as e:
print D)
exit()
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from pwn import

context.log level

p remote( 5 )

cipher .fromhex(p.recvline()[:-1].decode())
C cipher[-16:]

p.recvuntil(

pad (8+16) .encode() 16

p.sendline(pad. @))

p.recvuntil(

p.sendline(c. @))

CcX .fromhex(p.recvline()[:-1].decode())

p.recvuntil(
backdoor cipher cX

p.sendline(backdoor. )

flag p.recvline().decode()
print(flag)
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from Crypto.Cipher import AES

16

def pad(data):

pad_len BLOCKSIZE ( (CELE)) BLOCKSIZE) if

return data pad_len

def unpad(data):

return data.replace(

def enc(data,key):
cipher = AES.new(key,AES.MODE_CBC, key)
encrypt = cipher.encrypt(pad(data))

return encrypt

def dec(data,key):
try:
cipher = AES.new(key,AES.MODE_CBC, key)
encrypt = cipher.decrypt(data)
return unpad(encrypt)
except:
exit()
def s_2 1(data):
s=[1]
for i in ( (data)//BLOCKSIZE):
s.append(data[BLOCKSIZE*i:BLOCKSIZE*(i+1)])

return s

os.urandom(16)
asuy = enc(flag,key)
print asuy.encode(

paintext (

paintext paintext.decode(
print enc(paintext,key).encode(
asuy (

yusa = dec(asuy,key)

flag 1 = s 2 1(flag)
yusa_l = s 2 1(yusa)
for each in yusa 1:
if each in flag 1:
print(
exit()
print yusa.encode(
except Exception as e:
print D)
exit()
if _ name_
task()

(data) % BLOCKSIZE

) .decode(

0 else ©
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from pwn import

from Crypto.Cipher import AES

def unpad(s):

return s.replace(

context.log level

sh remote(

cipher .fromhex(sh.recvline()[:-1].decode())
cl, c2, c3 cipher[:16], cipher[16:32], cipher[32:48]

sh.recvuntil(
plaintext 32
sh.sendline(plaintext. @)

CcX .fromhex(sh.recvline()[:-1].decode())
sh.recvuntil(

YOEE] cx[16:32]

sh.sendline(yusa. )

.fromhex(sh.recvline()[:-1].decode())

xor(asuy,cx[:16])

aes = AES.new(keyx, AES.MODE_CBC, keyx)
print(aes.decrypt(cipher))
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