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from Crypto.Util.number import

from Crypto.Cipher import AES

from secret import msg,password,flag

import socketserver

import signal

assert len(msg) 32

assert len(password) 8

# password = "abcd%"&*" TEAHIETTHIRT IREE (IR TNpassword B A

def padding(msg):
return msg + bytes([@ for i in range((16 - len(msg))%16)]) # XZ[Kbytes() BRI ETERE, FX BB HKstr() HTH
1A
class Task(socketserver.BaseRequestHandler):
def _recvall(self):
BUFF_SIZE 2048
data b''
while True:
part self.request.recv(BUFF_SIZE)
data part
if len(part) < BUFF_SIZE:
break

return data.strip()

send(self, msg, newline=True):
try:
if newline:
msg b'\n"'
self.request.sendall(msg)
except:

pass

recv(self):
return self. recvall()

login(self):

right_num = 0

while 1:
self.send(b'[~]Please input your password:")
stril self.recv().strip()[:8]
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for i in range(len(password)):
if stri[i] password[i]:
login False
self.send(b'False!")
break
else:
true_num

if right_num > true_num:
continue

else:
right_num = true_num

if true_num len(password):
login True
check b''
for i in range(0x2000):
check = self.aes.encrypt(padding(check[:-1] stri[:i+1]))

if login True:
self.send(b"Login Success")
return True,check[:16]

return False

handle(self):

signal.alarm(100)

self.aes = AES.new(padding(password),AES.MODE_ECB)

_,final _check = self.login()

if 1:
assert msg.decode() final_check.hex()
self.send(b'Good Morning Master!")
self.send(flag)

class ThreadedServer(socketserver.ThreadingMixIn, socketserver.TCPServer):

PE]

class ForkedServer(socketserver.ForkingMixIn, socketserver.TCPServer):

pass

if _ name " main_ ":
HOST, PORT '9.0.0.0', 9999
print("HOST:POST " HOST+":" str(PORT))
server ForkedServer((HOST, PORT), Task)
server.allow_reuse_address True

server.serve_forever()
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def handle(self):
signal.alarm(100)
self.aes = AES.new(padding(password),AES.MODE_ECB)
_,final_check = self.login()
if _ 1:
assert msg.decode() final_check.hex()
self.send(b'Good Morning Master!")
self.send(flag)
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self.send(b'[~]Please input your password:")

stril self.recv().strip()[:8]
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for i in range(len(password)):
if stri[i] password[i]:
login False
self.send(b'False!")

break
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for i in range(0x2000):
check self.aes.encrypt(padding(check[:-1] stri[:i+1]))

REE

if login True:

self.send(b"Login Success")

return True,check[:16]
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string.printable
password
for n in tqdm(range(8)): #CE4passwordZ8(s, HrLIK BEHEDES (7T
t 0.0
temp
for i in alph[:94]: # HIF94M 2 a8 ZE\t, \n, IREBATEpassword E FHIFZH, Fr LT U] A #R-IE
if i "I # XEFERL— BN RS IR ILETT, AL FHEGban 7
io.recvuntil(b"\n") # [RFH#HFE/FE HHDILFARIELFEFPHIFIEZ IGHML \n'" s AL LSRR T &5

io.send((password + i).encode("utf8")) #/ZA L #ELITAEF T IHH
start = time() # FHLEHT1H
data io.recvuntil(b"\n")
end = time() # ZFEnfl
if (end - start) t:
temp i
t end start
password temp # HEHHAITEETFH IR KA —LFFF
print(password)
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string.printable
password
while True:
for n in tqgdm(range(8)):
t 0.0
temp
for i in alph[:94]:
if i e
# print(i,end="")
io.recvuntil(b"\n")
io.send((password i "0").encode("utf8"))
start = time()
data io.recvuntil(b"\n")
end = time()
if (end start)
temp i
t end start
# print(end - start)
password temp
ending = time()
if ending starting > 98:
middle 1
print(password)
break
# print(password)
if middle 1:
break
io.recvuntil(b"\n")
io.send(password.encode()) # X &R/E —NEHE T EEKFpassword
data io.recvuntil(b"\n")
if b"Success" not in data:
print(password)
password "
continue
else:
print(password)
io.interactive()
break
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def handle(self):
signal.alarm(100)

Mo Baiktask T2 ASLHBBAA RN HEGS100sH F3 HizfT —KERF)

Fn—AwhilefE*; 7EMR 5583 U1 W8 2 BT RATE R HROEZ RS BETF, XH100sH & B E i




string.printable
password
while True:
io remote("127.0.0.1","9999")
starting = time() # —AEZIFLEHIRT ]
middle (%]
while True:
for n in tqdm(range(8 - len(password))): # 8 - Len(password)H]HHIZF T # H SIBIR #5882 5 E— KR Hpa
ssword IR B H TRk HT 7, BEERRR T HIr#
t 0.0
temp
for i in alph[:94]:
if i R
# print(i,end="")
io.recvuntil(b"\n")
io.send((password i).encode("utf8"))
start = time()
data = io.recvuntil(b"\n")
end = time()
if (end start)
temp i
t end start
# print(end - start)
password temp
ending = time() # BBFECLEEEEZRKAIET
if ending - starting > 98: # A F98sZ/ER AT EFI#H T, TEXZL
middle = 1 # @HZEFZENTEEELZMEH
print(password)
break
# print(password)
if middle 1:
break
io.recvuntil(b"\n")
io.send(password.encode())
data io.recvuntil(b"\n")
if b"Success" not in data:
# sum.append(password)
print(password)
password "
continue
else:
print(password)
break
if middle 1:
continue
io.interactive() # ZRZF Apassword iH/@melHE et <HAITIERZIX L, BHIIHE L

R T~ e BB RIERF (
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from pwn import

from time import time
import string

from tgdm import tqdm

# context.log _Llevel="debug'

string.printable
password

while True:
io = remote("127.0.0.1","9999")
starting = time()
middle (%]
while True:
for n in tqdm(range(8 - len(password))):
t =0.0
temp
for i in alph[:94]:
if i "
# print(i,end="")
io.recvuntil(b"\n")
io.send((password i).encode("utf8"))
start = time()
data io.recvuntil(b"\n")
end = time()
if (end start)
temp i
t end start
# print(end - start)
password temp
ending = time()
if ending starting > 98:
middle 1
print(password)
break
# print(password)
if middle iLg
break
io.recvuntil(b"\n")

io.send(password.encode())

data = io.recvuntil(b"\n")
if b"Success" not in data:
# sum.append(password)
print(password)
password "
continue
else:
print(password)
break
if middle 1:
continue

io.interactive()
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