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[]
i in flag:
a.append( (1))

func(para):

res True

(math.sgrt(para))

while i sq:
if para i

b.append(i 1)

res False

func(para i)

i 1

break

1

if res:

b.append(para + 1)

iin a:
func(i)
print b,
b =[]
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Eout.txtm
1 [3, 4, 18]

2 [3, 3, 4, 4, 4]
3 [98]

4 [104]

5[4, 42]

& [102]

7 [3, 8, 8]

& [3, 3, 3, 3, 4]
9 [4, 4, 12]

10 [3, 4, 18]

11 [3, 6, 6]

12 [3, 4, 18]

13 [8, 8]

14 [3, 8, 8]

15 [3, 4, 18]

16 1[4, 4, 12]

17 [4, 20]

13[4, 20]

19 [4, 20]

20 [3, 3, 3, 3, 4]
21 [102]

22 [102]

23 [4, 18]

24 [3, 3, 6, 6]

25 [4, 18]

26 [4, 20]
27 [4, 20]

28 [98]

29 [3, 6, 6]

30 [3, 8, 8]

21 [3, 8, 8]
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string.printable

[]
[]
i in x:

a.append( (1))

func(para):

res True

(math.sgrt(para))
while i sq:
if para i
b.append(i 1)
res False
func(para i)
i 1
break
i 1
if res:

b.append(para + 1)

[]
iin a:
func(i)

dic.append(( (i), (b)))
b =[]

i ( :
lines f.readlines()

print lines

for line in lines:
for i in dic:
if i[1] line.strip().replace(
flag i[o]
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.UPX1:004070B4 align 8
.UPX1:004870B8 ; int dword 4076BS[251]
.UPX1:004070B8 dword_4070B8  |dd @, 77073096h, OEE@E612Ch, 990951BAh, 76DC419h, 706AFASFh
.UPX1:004070B8 ; DATA XREF: sub_401280+261r
.UPX1:004070BS dd ©E963A535h, 9E6495A3h, OEDBS8832h, 79DCBSA4h, @EBDSE91ER
.UPX1:004070B8 dd 97D2D988h, 9B64C2Bh, 7EB17CBDh, OE7BS2D07h, 90BF1D91h
.UPX1:004070B8 dd 1DB71064h, 6AB@20F2h, @F3B97148h, 84BEA1DEh, 1ADADA7Dh
.UPX1:004070BS dd 6DDDEAEBh, ©F4D4B551h, 83D385C7h, 136C9856h, 646BASCEh
.UPX1:004070B8 dd OFD62F97Ah, 8A65C9ECh, 14015CAFh, 63066CD%h, OFA@F3D63h
.UPX1:004070B8 dd 8D@S@DF5h, 3B6E20CSh, 4C69105Eh, @D56041E4h, ©A2677172h
.UPX1:004070BS dd 3C03E4AD1h, 4B@4D4A7h, ©@D20DS5FDh, BAS@AB56Bh, 35B5ASFAh
.UPX1:004070B8 dd 42B2986Ch, ©DBBBCOD6h, OACBCF940h, 32D86CE3h, 45DF5C75h
.UPX1:004070B8 dd @DCD6@DCFh, PABD13D59h, 26D938ACh, 51DE@@3Ah, @C8D75180h
.UPX1:004070BS dd ©BFDO6116h, 21B4F4BSh, 56B3C423h, @CFBA95959h, BBSBDASOFh
.UPX1:004070B8 dd 2802B89Eh, 5F@58808h, ©C6@CDOB2h, ©B1OBE924h, 2F6F7C87h
.UPX1:004070B8 dd 58684C11h, 8C1611DABh, 8B6662D3Dh, 76DC4190h, 1DB7106h
.UPX1:004070BS dd 98D220BCh, OEFD5102Ah, 71B18589h, 6B6B51Fh, 9FBFE4ASh
.UPX1:004070B8 dd ©ESB8D433h, 7807C9A2h, OF@OF934h, 9609A88Eh, OE10E9818h
.UPX1:004070B8 dd 7F6A@DBBh, 86D3D2Dh, 91646C97h, @E6635C@1h, 6B6B51F4h
.UPX1:004070BS dd 1C6C6162h, 856536D8h, @F262004Eh, 6C@695EDh, 1BB1A57Bh
.UPX1:004070B8 dd 8208FAC1h, OF50FCA57h, 65BOD9C6h, 12B7E950h, SBBEBSEAh
.UPX1:004070B8 dd @FCB9887Ch, 62DD1DDFh, 15DA2DASh, 8CD37CF3h, @FBDAACESh
.UPX1:004070BS dd 4DB26158h, 3AB551CEh, @A3BCO@74h, @D4BB3@E2h, 4ADFA541h
.UPX1:004070B8 dd 3DD895D7h, ©A4AD1CA6Dh, OD3D6FAFBh, 4369E96Ah, 346EDYFCh
.UPX1:004070B8 dd PAD678846h. ADAG@BSDOh. 44842D73h. 33031DESh. @GAARGAACSFh
REEWABRE. , , , , , , AHBEEKNERERRZCRCT, , , , HEEZEZREIBEEM® , SEEBEER1218,
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import zlib

a in table:
print( (total))
for b in table:
for ¢ in table:
for d in table:
for e in table:
for £ in table:

for g in table:
for h in table:
temp a b C d
total 1
if((zlib.crc32(temp) Oxffffffff) 0x5984f05e) :
print temp
exit(oe)
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exit|(jo)

TERMINAL

6 = (*(_BYTE *)(fla

/6 +9) + 25) ~ 0x19;
v28 = (*(_BYTE *)fla

s - 1) ~ 8x20;

WG 5 — MR S5 — 1L
X BRI, Bk Efag{isi 2 &% fiflag

RE3

XERES ) Rdata binXX fF Rl —Avexestfh, , , REBANEERNAEET, , , , FRELRFBRENWPEIRT —
¥, » , FADEEXMEFRZMTUPXER, , Tﬂ%ﬂﬂupx—dfﬁﬂﬁjﬁ, , » TRAESPEEFM, ?ﬁ)ﬁﬁﬁlmpoﬁREC PEBET
TRAK, , #ADA, EE|mainfFiaa4r, »

n name ~ 1[int _ cdecl main(int argc, const char **argv, const char **envp)
401000 i{ -
~4010C0 4
ckflag 5
lin 6
ose A
ad 8| Tlag = @;
9] memset(&6, @, @x30u);
illoc 10| v7 = @-
1 malloc 11| sub_401000();
40142C 12| puts("\n Hi, SDNISC 2019 ~~~ ‘\nin");
vind 13| printf((int)"serialNumber: ", v3);
I 14 scanf("%s", &flag);
15| if ( checkflag(&flag) == 1)
ek 16 puts("\n --> Congratulations ~~~ <--\n");
nit 17 else
t 18 puts("\n --> Try again ~e~  <--\n");
(it 19| return sub_40180D(@);
exit 201
itterm
ARan e
»
f140
1 overview o &8 x
1

Esub_401000iX /%, TR FF A data binfiBEE, S5 xtbyte_409064 4k %R #E4T T xor 0x66

2lint sub_401000()
~

FILE *v@; // eax
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char *v2; [/ ed
signed int v3; // eax

e e =)

v@ = fopen(“"data.bin", "rb");

=
=2

if (I
exit(1);

fseek(vd, @, 2);

dword 40B9F8 = ftell(vl);

rewind(vl);

v2 = (char #)malloc(@xAu);

dword_40B9F4 = v2;

if ( vz )
exit(1);

v3 = 0;

do

{

=
[N

D00 =] O

=

e

byte_ 409064 = Qx66u;

++

el

}

while ( v2 < 32 );
memset{v2, @, 8u);
memset{v2 + 8, 8, 2u);
ftread(@, Qu, 1lu, vl);
return fclose(vl);
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k3| sub_4010CO R %

[5eE009- 0401000 mov e, eax
¥

i E

[Fegova-eoaa1e0¢

Jsepe00: pase1e0r loc_sazenr
lsepono:eado1e0r mev  eex,
|-egon0:easai0c1 cnp
Jsep000: ead01066 jp 26
e S ASLLELULL

[segaba -aameEs 32 Short loc_ab112d

[rego00-a0a10EA crp

[ ——
legoon PomiorT 5 srort toc_iwiion] egoon BowTITE
[see00d: 09481128 loc 491128
ekooo.coso1an <o
[esoos-eosetize o

[regepa- B0t cnp
[sege0a:004a10¢5 iz

[segoba-oaaEIa com  wax,
[segapa:pasa1137 jz shor

e E S

[segove- 0401115 s egobo0-BOGTIIE crp e,
[segooa: pase1115 1 segavo: paden1 ie jnz

Joego0a: a4a1115

|-cgooe-easo111e jn:

[
sga00-0040T 108
(522000 0040118A 10c_a01104
seg0B0:00401108 xor b1, 10k

01107

¥ 1 L]

e & ]| [EeE [EeE
segene-pate1izn sl bl [regooe -eiaT1an
[s22000: 401122 Jnp short loc_A0110F [se2000 : 20481144 loc_d@1144

51

Yy Yy L ]
e T [ ] [EerE
o008 -0atET12E o008 -0atBTIaE lsepooe-oiBTIoT wor b1, [segooa -soiaTIOn
short loc_40118F

52000 00491124 loc_401124: (52000 : 00491106 loc_401106: 522008 20401104 jnp [s<2000 : 00481160 loc_491100:
cegob0:0040112¢ inc bl seg900:00401106 shr b1, 1 |-esoo0: eoserr60 dec bl legoon:eaze1ras shl 2
egUb0-004a1126 or b, 19k 5£950:00481108 jmn __short loc 46110 liegoon:e0t81247 jmo  shart loc 461168

h
|regooa-easen147 sub_dsatace endp
[segoon:eaae11a7

[segnva-0a401120 jap  short loc_ap116F

21
[regova-eosa110F
Jse000: paso116F loc_aarier

lsepna:posa1ier asd  ecx, 4
lregooo:easei1z dec  edn
[seg000: 00401113 jnz ___shart

T
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import string

from pwn import

El [ ©x3B, 0x48, Ox2A, Ox53, Ox2F, Ox56, Ox60, 0x08, Ox11l, Ox15,0x02, Ox56, Ox01, Ox14, OxOE, Ox5A, 0x10, 0Ox33,
0x3C, 0x34, Ox3E, 0x49, 0x1C, ox5C, ox35, ox53, Ox3A, oOx1lF, ox4C, oxl7, Ox6F, Ox7A]

tar [(x ~ ox66) oxff for x in a]

def fnl(x):
return ((x+1)&0xff ~ Ox19)&6Xff




return (x>>1)&0xff
def fn3(x):

return (x 0x66)&0Oxff
def fn4(x):

return (((x"0x19)&0xff) 1)&exff
def fn5(x):

return (x-1)&0xff

def fn6(x):

return (x 1) &oxfft
def fn7(x):

return (x 2)& oxff
def fn8(x):

return (x 1) oxff

(
f.read()

(0, (data), 4):
\ u3d2(data[i:i+4])
if y 0xC8B5BDC6:
op.append(fnl)
elif y OxB5D2B4BE :
op.append(fn2)
elif y OxBFC7BBBS8:
op.append(fn3)
elif y OxC5DOCFB3:
op.append(fn4)
elif y OxC9D3D4D7 :
op.append(fn5)
elif y OxC6C9D1D3:
op.append(fn6)
elif y OxCED6A8B7 :
op.append(fn7)
elif y OXFAB9AEB®:
op.append(fn8)

.printable

(32):
in s:
i p) 0:
sss (ss) 0x20
else:
Sss (ss) ox19
for calc in op:

Ssss calc(sss)

if sss tar[i]:

flag SS
print flag




op.appenc _

elif y == CeCoD1D3:
op.append(fn6)

elif y == 0xCED6A8B7:
op.append(fn7)

OUTPUT DEBUG CONSOLE TERMIMAL

:~# cd ./Desktop/

: # python dec.py
w5265?duQtR?ﬁyFSTUthﬁHlmﬁJEbeB

f #
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REUG: 3rp2

BHIXBRANE G B EMEFHApp, BAIEE 7R

https://blog.csdn.net/l



https://pan.baidu.com/s/1L-J49h7m0xNDLAkCO_zMPA

	第8届山东省大学生网络安全竞赛 逆向 WP
	RE1
	RE2
	RE3


