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Input your pass key: [12354 =550
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! Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz

Burp Intruder Repeater Window Help

Target | Proxy T Spider T Scanner I Intruder I Repeater I Sequencer T Decoder I Comparer T Extender I Project optio

J Intercept I HTTP history IWehSo«ckets history T Options ]

@ Request to http-/ictfs_shiyanbar com:80 [106.2.25.10]

[ Forward J l Drop J | Intercept is on | Action

J Raw T Params T Headers I Hex ]

FOST /basic/catch/ HTTR/.1

Host: ctfs. shiyanbar.com

User-Agent: Mozilla/s.0 (Windows MT 10.0; Wing4; x64; nv:64.0) Gecko/20100101 Firefox/G4.0
Accept: text/html application/xhtml+xml application/xml, g=0.9 **q=0.8

Accept-Language: zh-CN zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/fctfa shiyanbar. com/basic/catch/

Content-Type: application/x-www-form-urlencoded



http://ctf5.shiyanbar.com/basic/catch/

Caontent-Length: 14

Connection: close

Cookie: PHPSESSID=dsqg546wue1 ptOl0sjehrousn2
Upgrade-Insecure-Requests: 1

pass_key=12354

EEREE T PNOL |

Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz

Burp Intruder Repeater Window Help

Target | Proxy I Spider T Scanner I Intruder I Repeater I Sequencer T Decoder I Comparer T Extender I Project of

J Intercept I HTTP history IWehSo—:kets history T Options ]

@ Request to http://ctf5.shiyanbar.com:80 [106.2.25.10]

[ Forward J l Drop J { Intercept is on ] Action

J RawI Params T Headers I Hex ] Send to Spider

POST /basic/catch/ HTTP/A.1 SIETCEL DI

Host: ctfa. shiyanbar.com Send to Intruder Ctrl+l
User-Agent: MozillaS.0 (Windows NT 10.0; WinG4; x64; rv.6 Send to Repeater Ctrl+R

Accept: text/html application/xhtml+xml application/xml; g=0 Send to Sequencer
Accept-Language: zh-CN zh;q=0.8,zh-TW,q=0.7 zh-HK; g=0.

) ) Send to Comparer
Accept-Encoding: gzip, deflate

Send to Decoder

Referer: http:/fctfa shiyanbar. com/basic/catch/ 7;“: ‘;(—? T[
Content-Type: application/x-www-form-urlencoded Request in browser L:FJ
Content-Length: 14 Engagement tools ™epeater

Connection: close
Cookie: PHPSESSID=dsqg546wue1 ptOl0sjehrousn2
Upgrade-Insecure-Requests: 1

Change request method
Change body encoding
Copy URL
pass_key=12354 Copy as curl command
Copy to file

Paste from file

Save item

Don't intercept requests
Do intercept
Convert selection »

URL-encode as you type

Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
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Burp Intruder Repeater Window Help

]] [Target T Proxy I Spider I Scanner T Intrude I Repeater §Sequencer I Decoder T Comparer I Extender T Project options T User

1= (2= |3 = | ..
|




Go Cancel < |v > |

Request Response

J RawT Params T Headers I Hex ] Raw

POST /basic/catch/ HTTR/M 1

Haost: ctfa shiyanbar.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv64.0) Gecko/20100101 Firefox/64.0
Accept: text/html application/shtml+xml applicationfxml; q=0.9,**;q=0.8
Accept-Language: zh-CM zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://ctfs. shiyanbar. com/basic/catch/

Caontent-Type: application/x-www-form-urlencoded

Content-Length: 14

Connection: close

Cookie: PHPSESSID=dsg546wue1pt0l0sjehsuyn2

Upgrade-Insecure-Requests: 1

e

pass_key=12354
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Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz -

Burp Intruder Repeater Window Help

[Target I Proxy I Spider I Scanner I Intruder IRepeatef T Sequencer I Decoder I Comparer I Extender I Project options T User options IAIerts ]

1 x |2 x [Sesal ...

7
Go Cancel < |7 > | Target: hﬂp:ﬂctf!').shg
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
FOST /hasic/catch/ HTTP/1.1 : HTTF/1.1 200 OK
Host: ctfs.shiyanbar.com Date: Fri, 21 Dec 2018 15:26:41 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: Apache/2.4.18 (Win32) OpenSSL1.0.2e PHP/AS.3.29
Accept: text/html application/xhtml+xml application/xml,q=0.9 */* q=0.8 X-Powered-By: PHP/5.3.29
Accept-Language: zh-CM, zh;g=0.8,zh-TW;q=0.7 ;zh-HK;g=0.5 en-US;g=0.3 en;q=0.2 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Accept-Encoding: gzip, deflate Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Referer: http://ctfs. shiyanbar com/basic/catch/ Pragma: no-
Content-Type: application/s-www-form-urlencoded Content-Rowl MTUDNTQwWNTMz OA==
Content-Length: 14 Content-Lengerore
| Connection: close Connection: close
Cookie: PHPSESSID=dsq546wue1pt0l0sjehrbuin2 Content-Type: text/html

Upgrade-Insecure-Requests: 1
Check Failed!
pass_key=12354
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# Content-Rowffi{E ¥iFlpass_key=rH, iR EgoiafT, Enl15Fkey.

| Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz

Burp Intruder Repeater Window Help

[Target I Proxy ]' Spider I Scanner I Intruder IRepeatef T Sequencer I Decoder I Comparer I Extender I Project options I User options I Alerts ]

1= (2= [ 3= (...

Go Cancel < |v > |v Target: http://ctf5.¢

Request Response

J Raw T Params I Headers | Hex Raw | Headers | Hex

POST fbasic/catchd HTTR/M .1 i HTTR/M.1 200 COK
Host: ctfs.shiyanbar.com ik Date: Fri, 21 Dec 2018 15:30:14 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: Apache/2.4.18 (Win32) OpenS5L/M1.0.2e PHP/AE.3.29
Accept: text/html application/xhtml+xml,application/xml;q=0.9 "/, q=0.8 ¥-Powered-By: PHP/&.3.29
Accept-Language: zh-CM zh;q=0.8 zh-TW,gq=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Expires: Thu, 19 Mov 1981 08:52:00 GMT
Accept-Encoding: gzip, deflate Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=
l Referer; http://ctfs. shiyanbar. com/basic/catch/ Pragma: no-cache
Content-Type: application/s-www-farm-urlencoded Content-Row: MTUONTOwNTMzOA==
Content-Length: 25 Content-Length: 21
| Connection: close Connection: close
4 Cookie: PHPSESSID=dsq546wue1pt0i0sjehrsur n2 Content-Type: text/html

JUpgrade-Insecure-Requests: 1

KEY: #WWWhnsfl cus_NET#

pass_key=MTUD NTQWNTMZOA==| I
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