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document. oncontextmera=functiont) [
aler: ("HIBHER").
return falss;
1
document. onkeydown = functionfe) [
8 = window, event || e
var k = o. keyCode;
R ctriv, Fl28
if ((e. ctrlfey == true 8% k == 85) || x == 1230 [
if {k == 35)
alert("Ctrl HHEEEER 1)
else
alert("FL2EEEER 7).
e. keylode = 0;
p. returnValus = false;
g. cancelBubble = trus;
return false:
]
]
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Srror_repart ing(0):
if (isset (§_REQUEST ["cmd"])) {

jsnell
§shell
Sahell
§ehell
Sshell
Sahell
§ehell
Sshell
Sshell
§ehell
Sshell
Sshell
$shell
Sshell
§sheall
§shell
Sshell
§ehall
Sshell
Sshell
Fahell
Sshell
$shell
Fehell
Sshell
Sshell
Sshell
Sshell

[ DT I NI O I U R I DO DI R DO BRI RN R BN

-

$_REQUEST ["cma”] ;

str_ireplace(" ","",§shell):

atr ireplace{"\n", """ Sshell);

scr iraplace("\t","",$shell):
str_ireplace("i"."".6fshell):

atr ireplace("=","" Sahell);

scr irsplace("<","",$shell);
str_ireplace ("system™. "™, Sshell):
atr ireplace |"passthru®,"",$shell)
sty ireplace ("ob_scarc™, ™", §shell);
str_ireplace ("getenv", "%, Sshell):
str_ireplace ("putenv®,"", §shell);
str irsplace("mail","", $shell);

scr_ireplace("error_log","", Sshell):

acr ireplace (" ","", $shell);
STE ifreplace("exec”™, "™, ¥shell):

str_ireplace("shell exec®, ", Sshell):

scr_ireplace ("scha","", §=hell);
STE ireplace ("cat™,."", §shell):
str_ireplace("l=", "%, §shell):
scr_irsplace ("nl","" $shell):

atr ireplace("tac®. "™, §shell):
str_ireplace("bash"™,"", $shell);
sce ireplace("sh","", §shell):
scr_ireplace ("tcp". "™, Sshell);
atr_ireplace ("base&4”,"", §shell);
str irsplace("flsg"”,"",$shell);

str_ireplace ("cp®,"®, Sshell):

exec ($3hell) s

relse{

highlight file( FILE )
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Execute

Postdata [ Referer [J User Agent [J Cookies
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File Recovery Help

Password successfully recovered !

Advanced Archive Password Recovery statistics:

:

i

Total passwords 376,853
Total time 425 605ms
Average speed (passwords per second) 8,845
Password for this file 376852 sl
Password in HEX 33373638 3532 ‘G
H %vE| e v {K
i I Save pdoawora o e F
Status window

\doraemon.zip” opened. A
2022/2/19 22:02:00 - Starting brute-force attack...
2022/2/19 22:02:43 - Password successfully recovered !
2022/2/19 22:02:43 -'376852' is a valid password for this file v
Current password: 376852 Average speed:  8,845p/fs
Time elapsed: 42 Time remaining: im 10s
Password length = 6, total: 1,000,000, processed: 376,856
] 37% i ;
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Wireshark Developer’s
Guide

Version 3.7.0

Ulf Lamping, Graham Bloice
Preface

Foreword

This book tries to give you a guide to start your own experiments into the wonderful world of
Wireshark development.

Developers who are new to Wireshark often have a hard time getting their development
environment up and running. This is especially true for Win32 developers, as a lot of the tools and
methods used when building Wireshark are much more common in the UNIX world than on Win32.
The first part of this book will describe how to set up the environment needed to develop Wireshark.

The second part of this book will describe how to change the Wireshark source code.

We hope that you find this book useful, and look forward to your comments.

Who should read this document?

The intended audience of this book is anyone going into the development of Wireshark. GSDN @2ha0yuk7on
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hiahia o( V)
XE B SETE RSO ITRE HER, JERAEIRZIDAR IR A H &

_main();

vd = 7887295527621257065164;

v5 = 26827789518923531411i64;

vb = 1882989628;

printf("please input your flag:™);
scanf("%s", v7);

for (i = @; (signed int)i <= 19; ++i )

*((_BYTE *)&v4 + (signed int)i) = flag((unsigned int)*((char *)&v4 + (signed int)i), i);
if ( v7[i] != *((_BYTE *)&v4 + (signed int)i) )

printf(“Aha, Well done!");
return @;

}

|
printf("Aha!");
return @;

CSDN @2halyuk7on.

FEhFRAME, 23R EFHFRRKN LG #TE4015COXMLER, #HATT —KILE, I EAXEF 78+ 2 IEF K flag
HISBIN TR, EDXEMFRAKEIANFHF.

RPRARITkRflag], RBEATE R, #ATEILLBOZ B F 3 HEDXBNMEAX—E, Bl&continueE N T —4AL 745 KA
Wi, tnik ik S EIA] kS flag.

M Aha,mwon - PID: AEFA - Bs: sho.ewe - S: 2601 604 - w5idbg - o »
e WEGY R EER SR REE BEQ) MR e 5 0

coE 0 tash toBisrie LA RS

By @mum  Bx (%R o6S wmegrsl OWAE som ous @Fs OFRE L3R wuR RO ORS

[ s R T7AE FC 00000000 mov dword per_sezlrbp- o), 0 BAF
w | OOOOOODDODenISkE|  + EB Ei aha. o o
® | COD0DD0000401E BE aB4% PC oy =n.mrd per sszlirbp-<) RAX  0O0000000000000E2 e
# | cooooooooosoas s 4a:98 e =
o | OO0 5 B OFBEA405 €0 new: AN, U‘Yu per ss:lirop+rax-sof BOOODOOOOOOO00E .
o | coconnnasn s a2 | BFBECH m:xﬂemﬂ ; g — = e
# | connnnnnnnenLT N5 smEE FC e eds rd per sssfrbp DUODIDHHIIHY
& | 0onnnnnnnnenl s BR AL WX, BAx REF  DOOO00DO00BEFERD
| frees | ES 57000 a sha. $015FE RSP 000000000062 FEC A”ument singularicy (SIGH)™
- mov eds,eax REI i
® | GOOODGOO0NAILE AL aE4E FC mov sax,dwerd pEr sszffrop- 4 RDI  OOOOOO00007 91440
o | comcaomomoaoacacecnana 5 A 4399 cone
o | cosomnasn s as | aasans co mov byte per 551|rup—ru-: 41 RE  DODOTFRCOBSZEEEE “ynn”
| & | cosooooooosans as amas FC mov eax,dword per ssIfen RS OOODUDDDDD P SESD
i o | cocecacenacacacacacin s s | 4599 cdge R10  DOOOODOOD0TS0ES0
e B GFEEE4GE Ed movzx edx,byte por ssi I'DD"’“ 2 | DODO:
H # | C0000000004015 54 aB4s FC m =n.m:-urr.l per sszlirhy :}; AT SR
. 40L5RT | &
| | oocoaannnnsnas e OFAE4405 €0 movEx euu.uytl per ss:lirbpsrax-sof A R
o T B 52000000 OV Edu 82 521 "R ::: Arii
|l DO00000000000000
| - Ed 4hl50000 «IF-N!‘
H OO0 L E B (G oy !lx.u RIF 1503 aha. 1503
H 0000000000401503| v EB 18 jmp aha.
| OOOOO0000401E0E B34 FC oL add d-ard ur sacfirop-4,1 RFLAGS  DOOOOO0000000F LT
| o | oo soem | 4370 FC 43 om dword per ssigrop- 413 ZF O PFO AF 1
w | onoooooosnsoe| - TE A 1e [
w 41 451000 _45TADOO0 ea rcn,wn per ds:[sosoza] COOOOOOOO0ACH0ZE! * ALY of G TR G TF i
. B8 Z0LSHHM G <IHF_dprinf>
u: o
s i RAE4 A e e LastError 00000000 {ERRCR_SUCCESS)
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public void onClick(view args8) {
String v8 = this.input.getText().toString().trim();
int v@ = 18;
int[] v1 = new int[]{1e2, 13, 99, 28, ex7JF, 55, 99, 19, 1@9, 1, ex79, 58, 83, 39, exdF, @, exde, 42};
int[] v2 = new int[]{42, 42, 42, 42, 42, 42, 42, A2, 42, 42, 42, 42, 42, 42, 42, 42, 42, A2};
if(v3.length() != v@) {
this.input.setText(“FLAGESER");
}
else {
char[] v8_1 = v8.toChararray();
int v3 = 03
int wva;
for(v4 = @; v4 < 17; ++v4) {
int v6§ = v4 X 2 == 9 ? v8_1[v4] ~ v4 : vB_1[v4] ~ vB_1[v4 + 1];
v2[v4a] = v5;

VE = H
for(v4 = 8; v4 < v@; ++v4) {
v8 = vB.concat(Integer.toHexString(v2[v4])).concat(

-
-

Syste .Dut.prir‘ltlf‘f\-s;;
while(v3 < v@) {
if(v2[v3] != vi[v3]) {
this.input.setText(“FLAGERER ! *);
return;

}

H\-3;

}

this.input.setText("FLAGIF#™);
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CSDN @2haOyuk7on.

Attt
BifEEE(s

ZEREN) 158851 | &m0

VIS +Ina(s,

PS D:\CTF L E\5.] 96-winsu>
PS D:\CTFL &2 \upx-3.96-win6u> .\upx.exe D:\CTFEkE\2822\HSC-1th\re-wWAY\maze-upx.exe

File size Ratio Format Name
18909u8 < 33318t 30.5u% win32/pe maze-upx.exe

Unpacked 1 file.
PS D:\CTFL R i¥% @ \upx-3.96-win6y>

= : aOvuk7on.
Ps D:\CTFL B\5.i¥ @ \upx-3.96-winsu> alyuk/on

IDAZMT, EALBIREAM, B—Amaze$il, MAERE
RIBARDZAE AT, Ox4FZEK, 0x49RHE, —ILH5T
ERITEERE, BT - TFERTT

livoid _ cdecl moveup(int *row, int *col)

2({

= e



1INT rOw_now; //
= * - 1;
- * = .
; - : W3
7| if ( maze[5 * row_now + *col] == 73 || i <0)
puts(“ouch,hit the wall...\n");
1€ system("pause”);
] exit(@);
} CSDN @2halyukTon.
public _maze
.data:0040(008 _maze db 4Fh, 4 dup(49h), 2 dup(4Fh), 49h, 4Fh, 23h, 4%h, 3 dup(4Fh)
. a : 0046Ce08 db 2 dup(45h), 4Fh, 4%h, 4Fh, & dup(4%h), @
data:0048C022 align 4
a: 008400024 public rowp

CSDN @2haOyuk7on.

PS D:\CTFEL EF\2022\HSC-1th\re-wAY>

PS D:\CTFtk #\2022\HSC-1th\re-wAyY>

PS D:\CTFtE #F\2022\HSC-1th\re-wAY> .\maze-upx.exe
find your way out!

sdsddwd

good jObb!!

flag is the value of md5{your_path}

BRI EEEEE. ‘ B _

PS D:\CTFtk #\2622\HSC-1th\re-WAY> it Ll




PWN

Ez_pwn

BRI FRMARKE, FEREL, FREATEIEE, HESexphlW

int _ cdecl main(int argc, const char **argv, const char **envp)
2
4; //

setvbuf(stdin, OLL, 2, OLL);
setvbuf(stdout, OLL, 2, OLL);
setvbuf(stderr, OLL, 2, OLL);
puts(“Please enter a string!");
gets(&i » OLL);

18| return 0;

- #ICTF _GAMEHSClth/exp.py - Sul

Gile Edit Selection Find Yiew Goto Tools Project Preferences Help

*  eupoy — BOC/02LPwnd X ; | exppy — BOC/Z021Mnal % | expme.py ® | reds-masterpy B cup. oy — Doy — ADWOrIQ/PWHN_Hard/Mary

from pwn impor

.log le

root@kali: -/ BICTF_GAME/HSCIth
(5] W) WEIH)

()

ction to 81.68.120.192 port
CTF GAME /HSC 1t
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